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Abstract

Del egat ed authori zation enables a client to delegate a subset of its
granted privileges to a subordinate access token (also known as a
del egat ed access token). This mechanismallows the client to
securely del egate authorization to a delegated party while

mai ntai ni ng fine-grained control over del egated perm ssions.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
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I nt roducti on

QAuth 2.0 [RFC6749] provides a framework for authorizing third-party
applications to access protected resources on behalf of a resource
owner. However, in existing inplenmentations, access tokens issued to
clients often contain excessive perm ssions that exceed actua
requirenents, creating security vulnerabilities and potential data
exposure risks.

Thi s specification extends QAuth 2.0 with a del egated aut horization
framework that enables clients to create subordi nate access tokens
with restricted permissions. This approach addresses the probl em of
over-privil eged access tokens by inplenenting a two-token
architecture that decouples initial authorization fromfinal resource
access.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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Ter mi nol ogy

Thi s specification uses the following ternms defined in QAuth 2.0
[ RFC6749]: authorization server, client, resource server, and
resource owner.

The foll owing additional terns are used throughout this docunent:

*Del egated Party (DP)*: An entity (e.g., a service, conponent, or
application) authorized by the client to access protected
resources on behalf of the resource owner

*Del egat ed Resource*: A resource or APl endpoint hosted by the
del egated party that requires access to the resource owner’ s
protected data at a target resource server

*Del egation Token*: A token issued by the authorization server for
the client that enables the client to create del egated access
t okens.

*Del egat ed Access Token*: A token created by the client using the
del egati on token, with perm ssions being a subset of the
del egation token’s privileges and a nore linmted |ifespan

*Del egation Key*: A cryptographic key bound to the del egati on token,
used by the client to sign del egated access tokens. The
del egation key is presented in the token request as the
del egati on_key paraneter.

Overvi ew

The del egated authori zation framework introduces a hierarchical token
structure where a client can obtain a del egation token from an

aut hori zation server and use it to issue subordi nate access tokens
with reduced perm ssions. This enables fine-grained access contro
whil e maintaining the security properties of the origina

aut hori zation grant.
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Figure 1: Del egated Authorization Framework Architecture

1. The client requests authorization fromthe resource owner. The
client indicates in the authorization request that the requested
aut horization grant is for del egated authorization.

2. The client receives an authorization grant.

3. The client requests a del egati on token by authenticating with the
aut hori zati on server and presenting the authorization grant and
its delegation key as defined in Section 3.

4. The authorization server authenticates the client and validates
the authorization grant, and if valid, issues a del egation token

5. The client calls the delegated party’s API, presenting the

del egat ed access token generated fromthe del egati on token. The
del egat ed access token is issued by the client using the
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del egati on key. The del egated party requests the target
protected resource fromthe resource server and presents the
del egat ed access token

6. The resource server validates the del egated access token, and if
valid, serves the resource. The delegated party receives the
resource, optionally transfornms it into a service-specific
response (al so known as del egated resource), and returns it to
the client.

Bot h del egation token and del egated access token can be JSON Wb
Tokens (JWI's) [ RFC7519] or CBOR Wb Tokens (CWs) [ RFC8392].

Del egated Party Metadata

Before the QAuth 2.0 client retrieves a del egation token and
generates a del egated access token for the del egated party, the
client needs to obtain the authorization server endpoint and the
per m ssi ons needed by the del egated party. Such information can be
manual |y configured into the client, or it can be dynanmically

di scovered through del egated party netadat a.

Del egated party nmetadata enables QAuth 2.0 clients to obtain

i nformati on needed to interact with a delegated party. The structure
of the metadata format is simlar to "QAuth 2.0 Authorization Server
Met adat a" [ RFC8414] and "QAuth 2.0 Protected Resource Metadata”

[ RFCO728] .

The del egated party netadata is retrieved froma well-known [ RFC8615]
| ocation as a JSON [ RFC8259] docunent. By default, the well-known
URI string used is /.well-known/ oaut h-del egated-party.

Del egated Party Metadata Attributes

*resources*: *RECOVMENDED*. JSON array containing a |ist of target
protected resources’ resource identifiers, as defined in
[RFCO728]. Either this attribute or *authorization_servers*
defined bel ow MUST be present.

*aut hori zation_servers*: *OPTIONAL*. JSON array containing a |list of
QAut h aut hori zati on server issuer identifiers, as defined in
[ RFC8414]. Either this attribute or *resources* defined above
MUST be present.

*perm ssi ons_supported*: *RECOMVENDED*. JSON object indicating the
perm ssions the del egated party may request. The scopes attribute
lists supported scope val ues [ RFC6749]; the authorization details
attribute lists supported rich authorization request objects as
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defined in [ RFC9396]. These guide the client in constructing
valid authorization and token requests. Either the scopes
attribute or the authorization_details attribute nmust be present.

*api _perm ssions*: *RECOMMENDED*. JSON obj ect mappi ng APl endpoints
(resource identifiers) to the permi ssions required to access them
Each val ue can include scopes and/or authorization_ details to
speci fy the perm ssions needed for that endpoint/resource.

*del egat ed_party_docunentation*: *OPTIONAL*: URL of a page
cont ai ni ng human-readabl e informati on that devel opers m ght want

or need to know when using the delegated party. The value of this
field MAY be internationalized.

5.2. Delegated Party Metadata Exanpl e

The following is a non-nornative exanpl e del egated party netadat a:

{
"resources": |
"https://resl. exanpl e. cont,
"https://res2. exanpl e. net"

] i)

"aut hori zation_servers": [
"https://asl. exanpl e.cont,
"https://as2. exanpl e. net”

]

erm ssions_supported”: {

"scopes": ["profile:read", "profile:wite", "email:read", "email:wite"],
"aut hori zation_details": [
{

"type": "paynent",
"actions": ["initiate", "status", "cancel "],
"instructedAnount": {
"not MoreThan": {
"currency": "USD',
"anount": "500. 00"
}
}
}
]

: pi _perm ssions": {
"femails/list": {
"scopes": ["emmil:read"]

}

"/bal ance/transfer": {
"aut hori zation_details": [
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{
"type": "paynent",
"actions": ["initiate"],
"instructedAnount": {
"not MoreThan": {
"currency": "USD',
"amount": "500. 00"
}
}
}

]

}

"/ bal ance/transfer/status": {
"aut hori zation_detail s": [

“type": "payment",
"actions": ["status"]

}
]
}

"/ bal ance/transfer/cancel ": {
"aut hori zation_details": [
"type": "paynent",

"actions": ["cancel "]
}
]
}

}

" el egated party docunentation": "https://dp.exanple.conl dp_docunentation. htm "

}
5.3. WAV Aut henticate

Upon recei pt of a request for a del egated resource that |acks
credentials, the delegated party can reply with a chall enge using the
401 (Unaut horized) status code ([ RFC9110] Section 15.5.2) and the
WAV Aut henti cat e header field ([ RFC9110] Section 11.6.1).

Thi s specification introduces a new paraneter in the WWV Aut henticate
HTTP response header field to indicate the del egated party netadata
URL:

*del egated_party_metadata*: The URL of the del egated party netadata.
The response below is an exanpl e of a WWV Aut henti cate header that

i ncludes the delegated party netadata URL. NOTE: '\’ |ine wrapping
per [RFC8792].

Li, et al. Expi res 3 Septenber 2026 [ Page 8]



I nternet-Draft Del egat ed- Aut h March 2026

6. 1.

Li,

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer del egated_party_ mnet adat a=\
"https://dp. exampl e. coni . wel | - known/ oaut h- del egat ed- party"

Del egati on Tokens and Del egat ed Access Tokens

This section defines the properties of del egation tokens and

del egat ed access tokens. The del egated authorization framework uses
a hierarchical token structure where tokens forma chain: a

del egati on token can be used to create subordinate tokens, which can
ei ther be another del egation token (to continue the chain) or a

del egat ed access token (to access protected resources). The top-

| evel token in the chain is issued by the authorization server, while
subordi nate tokens are created by clients.

Del egati on Tokens

A del egation token is a token that can be used to create subordinate
tokens. It contains a max_del egation_depth claimthat limts the
maxi mum | engt h of the del egati on chai n.

*del egation_key*: The cryptographic key bound to the del egation
token, used by the client to sign subordinate tokens (either
anot her del egati on token or a del egated access token). The val ue
is a JSON object representing the public key, using key format as
defined in [ RFC7517]. This claim MJST be present in del egation
tokens. The corresponding private key is held by the client and
used to create subordinate tokens. Subordi nate tokens MJUST
i nclude the parent del egation token in the del egati on_token claim
creating a verifiable chain fromthe top-level token to the
subor di nat e token

*max_del egati on_depth*: OPTIONAL. |Integer value indicating the
maxi mum depth of the delegation chain. [|f not present, the
del egation chain is unrestricted. Wen a client creates a
subordi nate token froma del egati on token

* |f the parent del egation token has a max_del egati on_dept h val ue,
the subordi nate del egation token MJST have a nax_del egati on_depth
val ue snmaller than the parent’s val ue.

* |f the parent del egation token does not have a
max_del egati on_depth val ue, the subordinate del egati on token MAY
set any max_del egati on_dept h val ue.

When max_del egati on_depth reaches 1, the subordinate token MJST be a
del egat ed access token (no further delegation is allowed).
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The scope / authorization_details, aud, exp, and nbf clainms MAY be
present in del egati on tokens and can be reduced in subordinate
t okens.

*scope* / *authorization details*: The scope (as defined in
[ RFC8693]) or authorization details (as defined in [ RFC9396]) of
the del egation token. \When creating a subordinate token, the
client MAY reduce the scope or authorization_details to a subset
of the parent token’s perm ssions.

*aud*: The audi ence of the del egation token. Wen creating a
subordi nate token, the client MAY narrow the audi ence to a subset
of the parent token’s audience.

*exp*: The expiration time of the del egation token. When creating a
subordi nate token, the client MJUST set an expiration tine that is
no later than the parent token's expiration tine.

*nbf*: The not-before time of the del egation token. When creating a
subordi nate token, the client MAY set a not-before tinme that is
| ater than the parent token’s not-before tine.

6.1.1. Top Level Del egation Token

The top-level delegation token is issued by the authorization server
and MAY contain the iss, sub, and jti claims. |If present, these
clainms apply to the entire token chain. These clains MJST NOT be
present in subordinate del egation tokens or del egated access tokens.

*iss*: The issuer of the delegation token. This claimapplies to
all subordi nate tokens in the chain.

*sub*: The subject of the del egation token, typically representing
the resource owner or the client. This claimapplies to al
subordi nate tokens in the chain.

*jti*: Unique identifier for the delegation token. This claim
applies to all subordinate tokens in the chain.

Subor di nat e del egati on tokens and del egated access tokens MJST NOT
include the iss, sub, or jti clains. Verifiers (resource servers and
del egated parties) SHALL consider these clains fromthe top-I|eve
del egati on token when validating the entire token chain.

6.2. Del egated Access Tokens

A del egated access token is a token used to access protected
resources. |t cannot be used to create subordi nate tokens.
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The scope, aud, exp, and nbf clains in del egated access tokens foll ow
the sane rules as in delegation tokens, as described in Section 6.1

*max_del egati on_depth*: Del egated access tokens do not need to
i nclude a nmax_del egati on_depth claim even if the parent
del egation token has one. |f a del egated access token includes
max_del egation_depth, its value MJST be O.

Acqui ri ng Del egati on Tokens

The client requests a del egation token using standard QAuth 2.0 grant
types with additional paraneters to distinguish del egation requests
from standard token requests.

Aut hori zati on Code G ant

For authorization code grant type, the client MJST include a

del egati on=true paraneter in the authorization request to indicate
that the client is requesting a del egation token instead of an QAuth
2.0 access token

Additionally, the authorization request MJST include either a scope
paraneter (as defined in [ RFC6749] Section 3.3), an

aut hori zation_details paraneter (as defined in "Rich Authorization
Requests" [ RFC9396]), or both, that define the permnissions granted to
the requested del egati on token

In the token request, the client MJUST include a del egation_key
paraneter with the value of the del egati on key. The del egati on key
is a public key for digital signature.

Additionally, the client MAY include in the token request either a
scope parameter, an authorization_details paranmeter, or both. The
client MAY also include a del egation=true paraneter in the token
request.

In the token response, the authorization server MJST include an
access_token attribute whose value is the del egati on token, and MJST
include a token_type attribute valued "Del egati on", and MAY include a
refresh_token attribute which is the refresh token for obtaining a
new del egation token via the refresh token grant.

O her procedures of the authorization code grant are as described in

[ RFC6749]. Use of Proof Key for Code Exchange (PKCE) [RFC7636] is
RECOMVENDED.
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O her Grant Types

O her QAuth 2.0 grant types, such as the refresh token grant or
client credentials grant, MAY support del egated authorization by

i ncluding the del egati on and del egati on_key paraneters when
applicable. The authorization server MJUST validate that the client
is authorized to request del egation tokens using the given grant

type.
Creating Del egated Access Tokens
The client creates del egated access tokens by:
1. Validating the delegation token's validity and perm ssi ons.

2. Cenerating a subordinate access token with (optionally) reduced
privil eges.

3. Applying cryptographic protection using the del egati on key
(digital signature).

The client MJUST include the del egation token in the del egati on_token
attribute of the del egated access token

The client MJUST ensure that the del egated access token' s scope,
lifetime, audience, and other clainms do not exceed those of the

del egati on token. The client MAY generate single-use del egated
access tokens that the resource server or authorization server only
consider valid when validating it for the first tine.

The client is RECOWENDED to "sender-constrain" the del egated access
tokens by bindi ng the del egated access tokens with public keys or
certificates where the corresponding private keys are owned by the
del egated parties, via techniques simlar to QAuth 2.0 nTLS [ RFC8705]
or QAuth 2.0 DPoP [ RFC9449].

Usi ng Del egat ed Access Tokens

VWhen the client accesses a del egated resource on the del egated party,
the client MUST include the del egated access token as a bearer token
[ RFC6750] in the Del egated-Authorization header, used by the target
resource server to verify requests fromthe del egated party. The

Del egat ed- Aut hori zati on header MAY be used in conbination with an

Aut hori zation header used by the delegated party to verify the
request fromthe client.

For exanpl e:
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GET /dp-resource HITP/ 1.1

Host: del egat ed-party. exanpl e. com

Aut hori zation: Bearer nF_9.B5g1234

Del egat ed- Aut hori zation: Bearer nF_9.B5f-4.1JgM

Upon receiving a del egated resource request with a Del egat ed-

Aut hori zati on header, the del egated party sends a request to the
target resource server for the respective target resource. The

del egated party MJIST include the received del egated access token as a
bearer token in the Authorization header

For exanpl e:

GET /target-resource HITP/ 1.1

Host: resource. exanpl e. com

Aut hori zation: Bearer nF_9.B5f-4.1JgM

Verification of Del egated Access Tokens

Resource servers verify del egated access tokens through either |oca

val i dation using pre-configured public keys or renote validation via

token introspection [RFC7662] at the authorization server

1. Local Verification

The resource server verifies del egated access tokens by:

1. The resource server is pre-configured with the authorization
server’'s public key, or it fetches the public key via the
aut hori zation server’s JWKS endpoi nt [ RFC7517].

2. Checking the digital signature of the del egation token (part of
the del egated access token) against the authorization server’s
public key.

3. Checking the digital signature of the del egated access token
agai nst the del egati on key bound to the del egation token

4. Verifying the del egated access token’s perm ssions and validity
are within the scope of the del egation token.

5. Verifying the del egated access token is within validity period,

and t he del egated access token’'s permni ssions cover the resource
request.
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2. Token Introspection

The resource server sends the del egated access token to the

aut hori zation server via the token introspection endpoint [ RFC7662].
The aut hori zation server verifies the del egated access token agai nst
its keys.

Privacy Consi derations

This section describes the privacy properties of the |ocal del egation
approach defined in this specification

1. Privacy Benefits

VWhen a client creates del egated access tokens locally using a

del egati on token, the authorization server only observes the initia
del egati on token request. After that, the client can independently
i ssue subordi nate tokens w thout further authorization server
interaction. This provides the follow ng privacy benefits:

* *Mnimzed Authorization Server Visibility*: The authorization
server does not |earn which del egated parties are authorized, what
resources they access, or when they access them

* *No Access Pattern Correlation*: The authorization server cannot
track usage patterns or correlate activities across different
del egated parties.

* *Reduced Data Col |l ection*: The authorization server stores only
met adata about the initial delegation token, not about each
del egat ed access token

* *Network Traffic Reduction*: Fewer network round-trips to the
aut hori zati on server reduce exposure to network surveill ance.

2. Relationship to Token Exchange

Token Exchange [ RFC8693] provides a mechani smfor del egati ng access
by having the client exchange one token for another at the

aut hori zation server. That approach requires authorization server

i nvol venent for each del egation event, which necessarily exposes
del egation netadata to the authorization server. The |oca

del egati on approach in this specification perforns del egation
entirely on the client side after the initial token issuance,
providing an alternative with different privacy characteristics.
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11.3. Trade-offs

VWil e | ocal delegation provides significant privacy benefits,
i mpl ement ati ons shoul d consi der

* *Client Responsibility*: The client nust securely protect the
del egati on key and properly enforce del egation rul es.

* *Auditability*: Deployments requiring del egation event audits can
i npl ement client-side logging rather than relying on authorization
server nonitoring.

* *Revocation*: |If a delegation key is conprom sed, the
aut hori zation server may need to revoke the entire del egation
t oken.

12. Security Considerations

Thi s specification extends QAuth 2.0 to support del egated

aut hori zati on through hierarchical token issuance. Wile this
enabl es fine-grained privilege delegation, it also introduces new
trust and security considerations.

* Del egati on tokens MJUST NOT be sent to resource servers without
subor di nat e del egat ed access tokens. Resource servers and
aut hori zati on servers MJUST NOT treat del egation tokens as regul ar
QAut h access tokens.

* Cdients MIST protect the del egation key, as conpronise allows an
attacker to nmint valid del egated access tokens within the scope of
the del egati on token

* Del egated access tokens SHOULD have short |ifetimes and be bound
to specific audi ences, nethods, and sender keys (e.g., via DPoP or
mrLS) to mitigate replay and token | eakage risks. Resource
servers MJST validate both the del egati on token and the del egated
access token, ensuring the latter does not exceed the former’ s
per m ssi ons.

* Token introspection CAN be used in scenarios where the tokens are
kept opaque fromthe del egated party and the resource server. |f
enpl oyed, token introspection responses MJUST NOT reveal sensitive
internal information. Authorization servers SHOULD enforce rate
limting and audit token issuance and validation activities.

Li, et al. Expi res 3 Septenber 2026 [ Page 15]



I nternet-Draft Del egat ed- Aut h March 2026

13.

14.

14.

14.
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Oper ational Considerations

Depl oyments of this specification should consider the foll ow ng
operati onal aspects:

*

1.

*Key Managenent*: Cients MJST securely store and rotate

del egation keys. Authorization servers SHOULD support key
rotation for del egation tokens and provi de nechani sns to revoke
comprom sed keys.

*Token Lifetinmes*: Del egation tokens SHOULD have | onger lifetines
than del egat ed access tokens to reduce authorization server | oad,
and SHOULD be refreshabl e using refresh tokens.

*Met adat a Caching*: Del egated party nmetadata at the well-known URI
/. wel | - known/ oaut h- del egat ed-party can be cached by clients; a
reasonabl e default TTL (e.g., 24 hours) is RECOMVENDED.

*Error Handling*: Del egated parties and resource servers SHOULD
provi de clear error responses (e.g., invalid token, insufficient
scope) w thout exposing inplenentation details.

*Interoperability*: I|nplenenters SHOULD ensure conpatibility with
existing QAuth 2.0 features such as PKCE, Rich Authorization
Requests, and sender-constrai ned tokens.

| ANA Consi der ations

Wl | - Known URI's Registry

This specification registers the followi ng entry in the "Wl -Known
URI s" registry:

*

2.

*URl suffix*: oauth-del egated-party
*Ref erence*: [this docunent]

*Stat us*: permanent

*Change controller*: |ETF

*Rel ated i nformation*: (none)

QAut h Paraneters Registry

This specification registers the following paraneters in the "QAuth
Par anet ers" registry:
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*Del egation: *
*  *Nanme*: del egation
*  *Pparaneter Usage Location*: authorization request, token request
* *Change Controller*: |ETF
* *Reference*: [this docunent]
*Del egation Key:*
*  *Nanme*: del egation_key
* *Paraneter Usage Location*: token request
* *Change Controller*: |ETF
* *Reference*: [this docunent]
14.3. CQAuth Access Token Types Registry

This specification registers the followi ng paraneters in the "QAuth
Access Token Types" registry:

*  *Nanme*: Del egation
*  *Additional Token Endpoi nt Response Paraneters*: (none)
* *HTTP Aut hentication Schenme(s)*: Bearer
* *Change Controller*: |ETF
* *Reference*: [this docunent]
14. 4. HTTP Field Nane Registry

This specification registers the following paraneters in the
"Hypertext Transfer Protocol (HTTP) Field Name" registry:

* *Field Nane*: Del egat ed- Aut hori zation
*  *Status*: permanent
* *Structured Type*: (none)

* *Reference*: [this docunent]
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5. QAuth Delegated Party Metadata Registry

Thi s specification establishes the "QAuth Del egated Party Metadata”

registry for QAuth 2.0 del egated party netadata nanes. The registry

records the del egated party netadata paraneter and a reference to the

specification that defines it.

5.1. Registration Tenpl ate

*Met adata Nanme*: The nane requested (e.g., "resource"). This nane
is case sensitive. Nanmes may not match other registered nanes in
a case-insensitive manner unless the designated experts state that
there is a conpelling reason to all ow an exception

*Met adat a Description*: Brief description of the netadata (e.g.,
"Resource identifier URL").

*Change Controller*: For |ETF Stream RFCs, list "IETF". For others,
give the nane of the responsible party. Oher details (e.g.,
postal address, email address, hone page URI) nmay al so be
i ncl uded.

*Specification Docunent(s)*: Reference to the docunent or docunents
that specify the paraneter, preferably including URIs that can be
used to retrieve copies of the docunents. An indication of the
rel evant sections may al so be included but is not required.

5.2. Initial Registry Contents

*Resources: *

* *Metadata Name*: resources

* *Metadata Description*: JSON array containing a |ist of target
protected resources’ resource identifier URLs

* *Change Controller*: |ETF

* *Specification Docunment(s)*: [this docunent]
*Aut hori zati on Servers:*

* *Metadata Name*: authorization_servers

* *Metadata Description*: JSON array containing a |ist of
aut hori zation server issuer identifiers

* *Change Controller*: |ETF
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*

*Speci fication Docunent(s)*: [this docunent]

*Supported Perm ssions: *

*

*Met adat a Nane*: perm ssions_supported

*Met adata Description*: JSON object indicating the perm ssions the
del egated party may request

*Change Controller*: |ETF

*Speci fication Docunent (s)*: [this docunent]

*APl Perm ssions: *

*

*Met adat a Name*: api _perm ssions

*Met adat a Description*: JSON object mappi ng APl endpoints
(resource identifiers) to the permi ssions required to access them

*Change Controller*: IETF

*Speci fication Docunent (s)*: [this docunent]

*Del egated Party Docunentation:*

*

1.

*Met adat a Nane*: del egated_party_docunent ati on

*Met adata Description*: URL of a page containing human-readabl e

i nformati on that devel opers m ght want or need to know when using
the del egated party

*Change Controller*: IETF

*Speci fication Docunent (s)*: [this docunent]
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The exanple tokens in this section are shown in Flattened JSON
Serialization [ RFC7515] [RFC7516], un-base64url-encoded and with
coments for ease of reading. Wen used as JWs [RFC7519], they
shoul d be represented in Conpact Serialization [RFC7515] [RFC7516].
Simlarly, they can be represented as CMs [ RFC8392].

Example 1

In this exanple, the delegation token is a JW5 token signed with
HS256, and the del egated access token is a JW5 token signed with
RS256.

*Del egati on Token*:

{

"protected": {
" _comrent": "to be base64url -encoded",
"al g": "HS256",
"typ": "Jwr,
"kid": "as-key-1"

},

"payl oad": {
" _comrent": "to be base64url -encoded",
"iss": "https://asl. exampl e.cont,
"sub": "user @xanpl e. cont',

"aud": "https://resl. exanple.cont,
"ifat": 1772177588,
"exp": 1774769588,

"scope": "email:read email:send",
"del egation_key": {
"kty": "RSA",

} }
"1ignature": " SBwdWhy4di ssabBRoyyxMKRuVUbsFYv_1HZFeROLh5A"

e": " AQAB"

}

*Del egat ed Access Token*:
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{

"protected": {
" _comrent”: "to be base64url -encoded",
"al g": "RS256",
"typ": "Jwr,
"kid": "del egation-key-1"

}1

"payl oad": {
" _comrent”: "to be base64url -encoded"”,

"sub": "https://dpl. exanpl e. coni,

"aud": "https://resl. exanple.cont,

"iat": 1772181188,

"exp": 1772184788,

"scope": "email:read",

"del egationToken": "eyJhbGci O JI Uzl 1N | sl nR5¢cCl 61 kpXVCl sl nt pZCl 61 nFzLW | eSOxI n0. ey
Jpc3M G JodHRwezovL2FzMsS5l eGRt cGxl LmNvbSI s nNLYi | 61 nVzZXJAZXhhbXBsZS5j b20i LCIhdWQ G JodHR
wezovL3Jl czEuZXhhbXBsZS5] b20i LCIpYXQ G E3NzI xNzc10ODgs!| mv4cCl 6MIc3NDc20TU400w c2NveGUi O JI
bWFpbDpy ZWFk | GVt YW sOnNl bnQ LCIkZWkl Z2F0aWduX2t | eSl 6eyJr dHki O JSUOEI LCJul j oi MFoldDNSd2hme
j RNSnhkTnpnMkk2OQnNmOUKf M2t j TUt 0SDZpd0pz TFYy REt PMULWYOhi NndzeEhacHFSZVBgb TVRME1wSWLy NHBUNj
doQh5QVI 2alMUW UckJaY2pTZThsc3ZaSW pZm CVI daeHo4VWkFmZGo2RUZTT1doRkxaMEAW WIS Tk 1zbHd YMAh
| T3dt aFJt TWhHanv4SVNQe 1pr NXFOMRA3cWLEMz ZI MU TLXIFLVWAXbFhJ ONYOcFZj Q2RZc UUwe nZoW doRGA1bXJw
V1dZOHdKdVFhMp Ge Vgt Rmh5dnRf Wigt ¢ WFhNVAWOGNIVSI BTX2NI QANVZVMLBU9ZRTUA YNVl bHALIMVBLQORWe TdhO
WZONEE f RXBj UD@BQXkWR3JKe GdOX1Zj TEE3RGIPQXVVNNnpZRHpr Mt ubVEz ¢ X0z NVRgNWh5OG ESGIGMUFhULR3I i
wi ZSI 61 KFRQUI i f X0. SBwdWhy4di ssabBRoyyxMKRuVUbsFYv_1HZFeROLh5A"

},
"signature": "df5sTdp6j - ULv3To3yqYFFZW.r YA1wu6j pKf sZdj MNMeRH3TXY5nSc- | hdFf JEI VGny Cab

Rf 9Yd vacGvy84maFCg0zhNTi LL8xBYi e CKTAhmVUWZV | UZFBoEL1KBj 2YXskpnU6CFTKhALbWSI i dZSGXdcEny gxw
aunpO_Ax| YghUSBRQ QgF1wAsoDLcounl- FROuUHUz gKGWYSbXell GI3dTt 5ft od7S] GgM2Quz4Bvf Qvpw82W&X 7Y
| vVRIMuPe4l TUei KFNQ72bvVr j hwHU gl QQHuUFj 5i r oHqw 6dLt f KVDBt W33A | CnsW k4vPWDJ- 1f y3KI j 4hT_bh
Bl VJA"

}
A 2. Example 2

In this exanpl e, the del egation token chain consists of three tokens:
a top-level delegation token issued by the authorization server, a
subordi nat e del egation token created by the client, and a del egated
access token created fromthe subordinate token. The top-Ievel

del egati on token has max_del egati on_depth of 3, which allows for two
| evel s of del egati on.

*Top- Level Del egation Token*:
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{

"protected": {
" _comrent”: "to be base64url -encoded",
"al g": "RS256",
"typ": "Jwr,
"kid": "as-key-2"

},

"payl oad": {
" _comrent”: "to be base64url -encoded"”,
"iss": "https://asl. exanple.coni,
"sub": "user @xanpl e. cont',

"aud": "https://resl. exanple.coni,
"iat": 1772177588,
"exp": 1774769588,

"scope": "email:read email:wite email:send",
"del egation_key": {
"kty": "RSA",

n": "30LEVa- _zsENOhyl q99puKj FENBg8S8Nt wosuf yCBILr TSs- xRoDQ7X6r YoPEON5E- 6 ASZy UV2
vFxLacj OW r 05hznl nf RLRTmJhud4i nbCOf Ahui PeLOMys 3WFLABf WGXSP2O5UNKkd7dJ2KqudgxNF81Nr t 51RpnP
R59pUZS3REf AYgt qghQQ7WICTzd2VpFt t PFur DSi Wer i YELNdgs T9wapOnyceSVLQY9ZgROWsnH _LUKi elt 5RC

TsaMHIH6x3Q Ot j KEPsbi | 0OR hASVWEgOOGEGKOC_St EBnK_Nt b2Ar GPDj | NPz TqWOeeev84MVBVXdARz p TLOr RH

Q i)
"e": "AQAB"

}1
"max_del egation_depth": 3

}1

"signature": "plQg JQ@t ASuFPPCXzdbuSHazi PTF2j MLZ_My2_gPx0l AAJJ5RVo9Kn2hFeXj qqGecj k GBwE
FxMy_q8J048MbVakKNBalk_- UoBxf 5KI Mpl dMFI UyVAD8Sugshh73i gqVi i 5SHWRMY4uS5G 46 GDUc X1NQRg8LWsWa4
zs00SPf | f unXFOdvBG24cCUol FOr 1Nzr yZ7CcVt 9kdC4_uXGoSnj t A 1XsRvgb216f ZFuZVOF88zWs DcBZn4i 8qG
cBS2XAH Wij bH7Y1C8dvl 2h0af f t MNkG2ZgHPI 3phj _i - un@AxhCUl _8M t f F5i we586uQw_1i ED2I U EXCgX- Ld
5GTw'

}

*Subor di nat e Del egati on Token*:

"protected": {
" _comrent": "to be base64url -encoded",
"al g": "RS256",
"typ": "Jwr,
"kid": "del egati on-key-2"
}

ayl oad": {

" _comrent": "to be base64url -encoded",

"aud": "https://resl. exanple.cont,

"iat": 1772181188,

"exp": 1772782388,

"max_del egation_depth": 1,

"scope": "email:read email:wite",

"del egationToken": "eyJhbGci G JSUzIl 1IN | sl nR5¢cCl 61 kpXVCl sl nt pZCl 61 nFzLW | eSOyl n0. ey
Jpc3M O JodHRwezovL2FzMsS5l eGFt cGxl LmNvbSI s1 nNLYi | 61 nVzZXJAZXhhbXBsZS5j b20i LCIhdWQ G JodHR
wczovL3Jl czEuzZzXhhbXBsZS5j b20i LCIpYXQ G E3NzI xNzc10Dgs| miv4acCl 6MIc3NDc20TU4A0COW c2NveGUi G JI
bWFpbDpy ZWFk| GVt YW sOndyaXRl | Gvt YW sOnNl bnf) LCIkZWkl Z2F0aWbuX2t | eSl 6eyJr dHki G JSUOEi LCJul
j oi MO8XxRVZhLV96c0VOT2h5bHE50OXB1S2pGNKk5Cc ThTOES50dz| zdWZ5Q01 5THIUU3M eFJvRFE3WDZY WAJ QRU9UNU
Ut NkFTWhl Wz J2RnhMYWNgMFdpcej AlaHpubGomUkx SVGLKaHVKNG t NUNPZk FodW QZUmvTWI z MLdGTGRCZI dWR1h
TUDJPNWQOa2(@BZEoy S3F1ZHF4Tk Y4AMU5y d DUx UnBt UFI 1OXBVW Mz Uk ViVl ndHFoUTA3V3VDVHpkM ZwRnROUEZ1
ckRTavdj cml 5RUxQZCGdz VDI 3YXAwbnl j ZVNWTFFNWITT aZ11 winZzbUhgX0xVS2I | MXQLUKNgVHNhTUhKSDZ4MLFIM
HRgSOc5UHNI aWwwwT1JsaEE5VOVNTO82RTZLTONf USRFQBLX050Y] JBckdQRGps TI B6 VHFXT2VI ZXYANELNOFZYZF
J6CFRMT3JSbUNRI i wi ZSI 61 kFRQUI i f Swi bWFAX2R bGVnYXRpb25f ZGvwdGgi G N9. p1G J@Rt ASuFPPCXzdbuSH
azi PTF2j MLZ_My2_qPx0l AAJJ5RVo9Kn2hFeXj qqGej kGBWEFxMv_q8J0480bVaKNBalk - UoBxf 5KI Mpl dMFI Uy
VAD8Sugshh73i gVi i SHWR2MY4uS5G 46 GDUc XINQRg8LWSWA4zs00SPf | f unXFOdvB&4cCUol FOr 1Nzr yZ7Cc Vit 9k
dC4_uXGoSmj t A 1XsRvgh216f ZFuZVOF88zWFs DcBZn4i 8qGcBS2XAH WAj bH7Y18dvI 2h0af f t Nk G2ZgHPI 3ph



j i -unQsAxhCUl _8M t f F5i we586uQw_1i ED21 U EXOgX- Ld5GgTw!

"signature": "I nf8W5M B4dVTOQ TOaQa0ZSqEbTZVGh1HU dk1t J4eChkCB8I nO0wI Xc07Ys8gKqqb3T
S4t KUbnwwKo3_DW3FGY] bDgDE7r Bt dcOl gi 6f KSecf f 2uj VG 2U2dLj X78_h7UOLP1XbJuhkj dBYa- _nwi ygAXf Oj
8ci | XTi gbTWIf gqczi VnkJzl 9a_5HI8HYF50hdG1VBhOF yRr wG kYOHEQBEYe_6j WID_| GsUJeOeYdDAxX AdA7C2aw
ZAvhdYduKXi t 7Wsy GuEhbyKopsnmb6W/Zz4Bkj WDj ¢J2S7Xj b6RxPCGc_nNi AMsGT1nGOM j - oGYy8gl WPSLEYF_6sk
8hi aQ'
}

*Del egat ed Access Token*:
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{

"protected": {
" _comrent”: "to be base64url -encoded",
"al g": "RS256",
"typ": "Jwr,
"kid": "del egati on-key-2-sub"

}1

"payl oad": {
" _comrent”: "to be base64url -encoded"”,

"sub": "https://dpl. exanpl e. coni,

"aud": "https://resl. exanple.cont,

"iat": 1772184788,

"exp": 1772188388,

"scope": "email:read",

"del egati onToken": "eyJhbGci O JSUzIl 1N | sl nR5¢cCl 61 kpXVCl sl nt pZCl 61 nR bGVnYXRpb24t a2
V5LTIi fQ eyJhdWQ G JodHRwezovL3Jl czEuZXhhbXBsZS5j b20i LCIpYXQ G E3Nz| x ODExODgs| mv4cCl 6MTIc3
M c4M MACCW bWFAX2RI bGVNnYXRpb25f ZGWwdGgi G Esl| nNj b3BI | j oi ZWLhaVwwecnvhZCBI bWFpbDp3cm 0ZSI sl
R bGVNnYXRpb25Ub2t | bi | 61 mivV5Smhi R2Np T2l KULVESTFCaU z SWeSNVADSTZJa3BYVKkNIcOl t dHBaQOk2SWL Gek
xXdGxl UzB5SWIWLMV5SnBj M1p T2l Kb2RI Undj em®2TDIGek 1 TNWkI ROZOYOd4bExt TnZi U0l zSW6OWI pSTZJbl Z
6W hKQVpYaGhi WVEJzW MLam yM3 MOpoZFdRaWpSmBk SFI3Y3pvdkwz Snxj ekVIW hoaGl YQnNaUz VqYj | waUxD
SnBZWFFpT2pFMD56 SXhCenmk TORNcOl t V] Rj QOk2TVR) MOSEYzJPVFUOTON3aWW TnZj R1VpT2l KbGI XRnBi RHB5W
| dG0l HVNnRZV2xz T25keWFYUnkJR1ZOW/dsc09uTnxi bVFpTENKalpXeGxaMk YwYVe5dVgydGxl U0k2ZXI KenRI a2
| PaUpTVTBFaUxDSnVJandpTTAAeFIWNWN MW k2YzBWI1QyaDVi SEULT1hCWMycEdCaz VDY1RoVE9FNTBkenx6ZFd
aNVEWSTVUSEpVVTNNdGVGSnZSRk Uz VORaeVd XSl FSVTI 1Tl VWAESr R RXbnxWnpKM JuaE1ZV05x TUZkc GNgQTFh
SHB1Ykc 1bWr e FNVWRz FL YUhWAQ5Ho HROVUS QNrt Gb2RXbFFaVXd3VFdKek 0xZEdURLJ DWikk V11 xaFRVREp QT ZWI
2Ey UTNaRWO5Uz NGWp! Rj RUalk0TVULeWREVXhVbkJ0OVUZIMIOYQ ZXbE16VW WoVFWHGEk SEZV VVRBML Yz Vk RWSH
Br TWwkad1Julj BVRVox Y2t SVGFWZGpj bWwvl Ul VAT1pHZHpWRGAz WhBd2JubGpaVk5XVEZGol dUnGFaMUl 3Vnbaem]
VaHFYMHhWUz JsbE1 YUTFVa05x VkhCaFRVaEt TRFOOTTFGSk 11 UnFTMAML VU CaWFXd3d UMUpz YUVFNVYWib UMDgy
U RaTFQWTNZVMLI GUMD 1 TFgWNTBZak pCY2t kUVJIHc HNUbEI 2VkhGAFQy VmkaWFKO Tk Ux TKOGW | aRk02Y0ZSTVQ S
I Nl WAWSSW 3aVpTSTZJa0ZSUwWJIaWzTd2! i VOYOWDJ SbGIHVBZWFIwY]j | 1ZI pHVNndkR2dpT2pO0S5wMU9qS| EydE
FTAUZQUENYenRi dVNI YVppUFRGVhpNWpT TXky X3FQe DBJ QUFKSj VSVB5S20yaEZl WepxcUdj ant HNXdFRnhNd19
X OEp PNDhPON WYUt OQExal8t VWA CeGY1S2x Nec Gxk TUZJVXI WNEQAU3Vnc2hoNzNpcVZpaTVl VZINWIRLUz VHaj Q2
RORVY1gxTl FSZzhMWWz ZXYTR6c28WU1BmSWZ1bl hGVIGR2 Qkcy NGNDVWJRk 9y MU56cnl aN09j Vn(Qba2 RDNF91WEdv U
21qdEdsMWhzUnZnYj | xNmZaRnVaVj BGODh6V0Zz RGNCW0aThx R2NCUz J YQUhqVz Rq Yk g3WIFPOGR2b DI oMEFn¥n
Rt Tnt HM pnSFBsM3Boal 9pLXVuUXNBe GhDVU f CE1qdGZGNW 3ZTU4NNVRd18xaUVEMI VBEVYT2dYLUxkNUdnVHc
i fQ I nf8W5M B4dVTOQ TOaQa0ZSgEbTZVGh1HU dk1t J4eChkCB8I mO0w] Xc07Ys8gKqqb3TS4t KUbnwwKo3 Dw
3FGYj bDgDE7r Bt dcOl qi 6f KSecf f 2uj VG 2U2dLj X78_h7U0LP1XbJuhkj dBYa- _mni ygAXf 0j 8ci | XTi gbTWIf gq
czi VnkJzl 9a_5HI8HYF50hdGMWBhOF yRr wG kYOHEQ@B6Ye_6j WD _| Qs UJeOeYdDAx AdA7 C2awZAvhdYduKXi t 7W5
yGQuEhbyKopsnmbW/Zz4Bkj WD ¢J2S7X] b6RxPCGc_nNi AMsGT1nGOM j - oGYy8gl WPSLEyF _6sk8hi aQ'

"signature": "m-0yOF3l x0l M 60UsBpl_ M7uRhdT28dPgxt 6- s1Onj M obyF- p5XbQVv9j | 5Q66X4ch3j L
| 6RKM7890DTG 5y 4QNdOA2WhI SOW dSOz YkV1Xj 2yr COnZak YCHTpzzgvf el eN - f DWht gRb2Lf n6Z26dguT071WQ
kal yH4Al WoxVxr ogbnlt FMD7uX3hul VOt C i S926r WVADW eQDmlnhhj S_QSgUc TF1eJy7hQ Et zs70i i j 5bQU- B9nn
6Cf Xdpblj Gbvx3l CSnZf L2h2EaQYK3Chj r f | bDnl YKt JONMK5DO3KRev_uPl GBHHRLS5cuMz8eToKc08r c0Qs5Px Db
eqV4A"
}

Appendi x B. Integration with Step-Up Authorization

Thi s specification can be used together with step-up authorization
[1-D. | onbar do- oaut h- st ep- up- aut hz-chal | enge-proto]. Wen a resource
server returns an insufficient_authorization error, the client can
create a new del egated access token with the required perm ssions
fromits existing del egation token.

This is particularly useful for Al agents that hold a del egation
token. Upon receiving a step-up authorization chall enge, the agent
can automatically create a new del egated access token with the

addi tional authorization details required by the resource server,
without requiring the user to re-authenticate.

Resource servers that support both del egated authorization and step-



up chal | enges SHOULD use the body_instructions paraneter to specify
the exact authorization _details or scope required.

Appendi x C. Use Cases

C.1. Delegating Subset of Access Rights to Specialized Al Agents

Li,

Enterprise ldentity and Access Managenent systens often enploy Role
Based Access Control (RBAC) or Attribute Based Access Control (ABAC),
assigning a set of mnimal perm ssions to the enpl oyee based on their
role, departnent, or other attributes. Al Agent can be an enpl oyee’s
personal assistant, or a virtual enployee of a certain department in
general . The permissions delegated to an Al agent CAN be long-term
but an Al agent MJUST NOT directly inherit all its owner’s access
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rights. Rather, they SHOULD be a subset of its owner, bound to
speci fic servicel/ APl / dat abase/ codebase according to its specialty and
dedi cat ed wor kf | ow.

[ ety ey
| Role | Service / Conponent |
| Resource Owner | an enterprise, individual or a departnent |
o e e e e oo oo o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| dient | agent’s client application |
. +
| Delegated Party | Cl-CD agent, test agent, DEV agent, |
| | research agent |
Fom e e e oo o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| Authorization | enterprise | AM system |
| Server | |
. +
| Resource Server | enterprise |IT systens |
IR T +
| Target Protected | DEV/ STAGE/ PROD environnents, internal |
| Resource | knowl edge dat abase |
o e e e e oo oo oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +

Table 1. Al Agents
C.2. Third-Party Analytics PlatformlIntegrated in an Enterprise SaaS

In this scenario, a corporate custoner uses a Software-as-a-Service
(SaaS) Custoner Rel ationship Managenent (CRM application. The
customer wishes to gain business insights by granting a specialized
third-party analytics platformlimted access to its CRM data.

The CRM application obtains a delegation token fromthe enterprise’s
identity provider. It then creates a narrowy scoped del egat ed
access token for the analytics service. This token only permits read
access to a predefined, non-sensitive subset of custoner data (e.g.,
names and identifiers, but not personal enmil addresses). The

anal ytics platformuses this token to pull data, generates an
aggregat ed business intelligence report, and delivers it back to the
CRM application for the corporate custonmer to view.
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Tabl e 2: Enterprise-SaaS

Aut hors’ Addr esses

Ruochen Li
Huawei Int. Pte Ltd
Enmail: |i.ruochen@- partners.com

Hai guang Wang
Huawei Int. Pte Ltd
Enmai | : wang. hai guang. shi el dl ab@uawei . com

Chunchi Peter Liu
Huawei Technol ogi es

Emai |l : | iuchunchi @uawei.com
Ti eyan Li

Huawei Int. Pte Ltd

Emai | : Li. Ti eyan@uawei . com
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