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Abstract

Del egat ed authori zation enables a client to delegate a subset of its
granted privileges to a subordinate access token (also known as a
del egat ed access token). This mechanismallows the client to
securely del egate authorization to a delegated party while

mai ntai ni ng fine-grained control over del egated perm ssions.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-Ii-oauth-del egat ed-
aut hori zation/.

Di scussion of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto:ocauth@etf.org), which is archived at
https://datatracker.ietf.org/wy/ oauth/about/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/oauth/.

Status of This Meno
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I ntroduction

QAuth 2.0 [RFC6749] provides a framework for authorizing third-party
applications to access protected resources on behal f of a resource
owner. However, in existing inplenmentations, access tokens issued to
clients often contain excessive perm ssions that exceed actua
requirenents, creating security vulnerabilities and potential data
exposure risks.

This specification extends QAuth 2.0 with a del egated authorization
framework that enables clients to create subordi nate access tokens
with restricted permissions. This approach addresses the probl em of
over-privil eged access tokens by inplenenting a two-token
architecture that decouples initial authorization fromfinal resource
access.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

This specification uses the following ternms defined in QAuth 2.0

[ RFC6749]: authorization server, client, resource server, and

resource owner.

The followi ng additional terns are used throughout this docunent:

*Del egated Party (DP)*: An entity (e.g., a service, conmponent, or
application) authorized by the client to access protected
resources on behalf of the resource owner.

*Del egat ed Resource*: A resource or APl endpoint hosted by the

del egated party that requires access to the resource owner’ s
protected data at a target resource server
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*Del egati on Token*: A token issued by the authorization server for
the client that enables the client to create del egated access
t okens.

*Del egat ed Access Token*: A token created by the client using the
del egati on token, with perm ssions being a subset of the
del egation token’s privileges and a nore linmted |ifespan

*Del egati on Key*: A cryptographic key bound to the del egati on token,
used by the client to sign or encrypt del egated access tokens.
The del egation key is presented in the token request as the
del egati on_key paraneter.

Overvi ew

The del egated authorization framework introduces a hierarchical token
structure where a client can obtain a del egation token from an

aut hori zation server and use it to issue subordi nate access tokens
with reduced perm ssions. This enables fine-grained access control
whi |l e mai ntai ning the security properties of the origina

aut hori zation grant.
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Figure 1: Del egated Authorization Framework Architecture

1. The client requests authorization fromthe resource owner. The
client indicates in the authorization request that the requested
aut horization grant is for del egated authorization.

2. The client receives an authorization grant.

3. The client requests a del egati on token by authenticating with the
aut hori zati on server and presenting the authorization grant and
its delegation key as defined in Section 3.

4. The authorization server authenticates the client and validates
the authorization grant, and if valid, issues a del egation token

5. The client calls the delegated party’s API, presenting the

del egat ed access token generated fromthe del egati on token. The
del egat ed access token is issued by the client using the
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Li,

del egati on key. The del egated party requests the target
protected resource fromthe resource server and presents the
del egat ed access token

6. The resource server validates the del egated access token, and if
valid, serves the resource. The delegated party receives the
resource, optionally transfornms it into a service-specific
response (al so known as del egated resource), and returns it to
the client.

Bot h del egation token and del egated access token can be JSON Wb
Tokens (JWI's) [ RFC7519] or CBOR Wb Tokens (CWs) [ RFC8392].

Del egated Party Metadata

Before the QAuth 2.0 client retrieves a del egation token and
generates a del egated access token for the del egated party, the
client needs to obtain the authorization server endpoint and the
per m ssi ons needed by the del egated party. Such information can be
manual |y configured into the client, or it can be dynanmically

di scovered through del egated party netadat a.

Del egated party nmetadata enables QAuth 2.0 clients to obtain

i nformati on needed to interact with a delegated party. The structure
of the metadata format is simlar to "QAuth 2.0 Authorization Server
Met adat a" [ RFC8414] and "QAuth 2.0 Protected Resource Metadata”

[ RFCO728] .

The del egated party netadata is retrieved froma well-known [ RFC8615]
| ocation as a JSON [ RFC8259] docunent. By default, the well-known
URI string used is /.well-known/ oaut h-del egated-party.

Del egated Party Metadata Attributes

*resources*: *RECOVMENDED*. JSON array containing a |ist of target
protected resources’ resource identifiers, as defined in
[RFCO728]. Either this attribute or *authorization_servers*
defined bel ow MUST be present.

*aut hori zation_servers*: *OPTIONAL*. JSON array containing a |list of
QAut h aut hori zati on server issuer identifiers, as defined in
[ RFC8414]. Either this attribute or *resources* defined above
MUST be present.

*perm ssi ons_supported*: *RECOMVENDED*. JSON object indicating the
perm ssions the del egated party may request. The scopes attribute
lists supported scope val ues [ RFC6749]; the authorization details
attribute lists supported rich authorization request objects as
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defined in [ RFC9396]. These guide the client in constructing
valid authorization and token requests. Either the scopes
attribute or the authorization_details attribute nmust be present.

*api _perm ssions*: *RECOMMENDED*. JSON obj ect mappi ng APl endpoints
(resource identifiers) to the perm ssions required to access them
Each val ue can include scopes and/or authorization_ details to
speci fy the perm ssions needed for that endpoint/resource.

*del egat ed_party_docunentation*: *OPTIONAL*: URL of a page
cont ai ni ng human-readabl e informati on that devel opers m ght want

or need to know when using the delegated party. The value of this
field MAY be internationalized.

5.2. Delegated Party Metadata Exanpl e

The following is a non-nornative exanpl e del egated party netadat a:

{
"resources": |
"https://resl. exanpl e. cont,
"https://res2. exanpl e. net"

] i)

"aut hori zation_servers": [
"https://asl. exanpl e.cont,
"https://as2. exanpl e. net”

]

erm ssions_supported”: {

"scopes": ["profile:read", "profile:wite", "email:read", "email:wite"],
"aut hori zation_details": [
{

"type": "paynent",
"actions": ["initiate", "status", "cancel "],
"instructedAnount": {
"not MoreThan": {
"currency": "USD',
"anount": "500. 00"
}
}
}
]

1pi_pernissions": {
"femails/list": {
"scopes": ["emmil:read"]

}

"/bal ance/transfer": {
"aut hori zation_details": [
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{
"type": "paynent",
"actions": ["initiate"],
"instructedAnount": {
"not MoreThan": {
"currency": "USD',
"amount": "500. 00"
}
}
}

]

}

"/ bal ance/transfer/status": {
"aut hori zation_detail s": [

"type": "payment”
"actions": ["status"]

}
]
}

"/ bal ance/transfer/cancel ": {
"aut hori zation_details": [
"type": "paynent"

"actions": ["cancel "]
}
]
}

}

"’elegated_party_docunentation": "https://dp. exanpl e. conl dp_docunentati on. htm "

}
5.3. WAV Aut henticate

Upon recei pt of a request for a del egated resource that |acks
credentials, the delegated party can reply with a chall enge using the
401 (Unaut horized) status code ([ RFC9110] Section 15.5.2) and the
WAV Aut henti cat e header field ([ RFC9110] Section 11.6.1).

Thi s specification introduces a new paraneter in the WWV Aut henticate
HTTP response header field to indicate the del egated party netadata
URL:

*del egated_party_metadata*: The URL of the del egated party netadata.
The response below is an exanpl e of a WWV Aut henti cate header that

i ncludes the delegated party netadata URL. NOTE: '\’ |ine wrapping
per [RFC8792].

Li, et al. Expires 23 April 2026 [ Page 8]



I nternet-Draft Del egat ed- Aut h Cct ober 2025

6. 1.

Li,

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer del egated_party_ mnet adat a=\
"https://dp. exampl e. coni . wel | - known/ oaut h- del egat ed- party"

Acqui ring Del egati on Tokens

The client requests a del egation token using standard QAuth 2.0 grant
types with additional paraneters to distinguish del egation requests
from standard t oken requests.

Aut hori zati on Code G ant

For authorization code grant type, the client MJST include a

del egati on=true paranmeter in the authorization request to indicate
that the client is requesting a del egation token instead of an QAuth
2.0 access token

Additionally, the authorization request MJST include either a scope
paraneter (as defined in [ RFC6749] Section 3.3), an

aut hori zation_details paranmeter (as defined in "Rich Authorization
Requests" [ RFC9396]), or both, that define the perm ssions granted to
the requested del egati on token

In the token request, the client MJST include a del egation_key
parameter with the value of the delegation key. This is normally a
public key for digital signature. It can be extended to support
encryption public keys, or secret keys for MAC or symetric
encryption.

Additionally, the client MAY include in the token request either a
scope parameter, an authorization_details paraneter, or both. The
client MAY al so include a del egati on=true paraneter in the token
request.

In the token response, the authorization server MJST include an
access_token attribute whose value is the del egati on token, and MJST
include a token_type attribute valued "Del egati on", and MAY include a
refresh_token attribute which is the refresh token for obtaining a
new del egation token via the refresh token grant.

O her procedures of the authorization code grant are as described in

[ RFC6749]. Use of Proof Key for Code Exchange (PKCE) [ RFC7636] is
RECOMVENDED.
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O her Grant Types

O her QAuth 2.0 grant types, such as the refresh token grant or
client credentials grant, MAY support del egated authorization by

i ncluding the del egati on and del egati on_key paraneters when
applicable. The authorization server MJUST validate that the client
is authorized to request del egation tokens using the given grant

type.
Creating Del egated Access Tokens
The client creates del egated access tokens by:
1. Validating the delegation token's validity and perm ssi ons.

2. Cenerating a subordinate access token with (optionally) reduced
privil eges.

3. Applying cryptographic protection using the del egati on key
(digital signature, encryption or MAC).

The client MJUST include the del egation token in the del egati on_token
attribute of the del egated access token

The client MJUST ensure that the del egated access token' s scope,
lifetime, audience, and other clainms do not exceed those of the

del egati on token. The client MAY generate single-use del egated
access tokens that the resource server or authorization server only
consider valid when validating it for the first tine.

The client is RECOWENDED to "sender-constrain" the del egated access
tokens by bindi ng the del egated access tokens with public keys or
certificates where the corresponding private keys are owned by the
del egated parties, via techniques simlar to QAuth 2.0 nTLS [ RFC8705]
or QAuth 2.0 DPoP [ RFC9449].

Usi ng Del egat ed Access Tokens

VWhen the client accesses a del egated resource on the del egated party,
the client MUST include the del egated access token as a bearer token
[ RFC6750] in the Del egated-Authorization header, used by the target
resource server to verify requests fromthe del egated party. The

Del egat ed- Aut hori zati on header MAY be used in conbination with an

Aut hori zation header used by the delegated party to verify the
request fromthe client.

For exanpl e:
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GET /dp-resource HITP/ 1.1

Host: del egat ed-party. exanpl e. com

Aut hori zation: Bearer nF_9.B5g1234

Del egat ed- Aut hori zation: Bearer nF_9.B5f-4.1JgM

Upon receiving a del egated resource request with a Del egat ed-

Aut hori zati on header, the del egated party sends a request to the
target resource server for the respective target resource. The

del egated party MJIST include the received del egated access token as a
bearer token in the Authorization header

For exanpl e:
GET /target-resource HITP/ 1.1
Host: resource. exanpl e. com
Aut hori zation: Bearer nF_9.B5f-4.1JgM
9. Verification of Del egated Access Tokens
Resource servers verify del egated access tokens through either |oca
val i dation using pre-configured public keys or renote validation via
token introspection [RFC7662] at the authorization server
9.1. Local Verification
The resource server verifies del egated access tokens by:
1. The resource server is pre-configured with the authorization
server’'s public key, or it fetches the public key via the
aut hori zation server’s JWKS endpoi nt [ RFC7517].
2. Checking the digital signature of the del egation token (part of
the del egated access token) against the authorization server’s
public key.

3. Checking the digital signature of the del egated access token
agai nst the del egati on key bound to the del egation token

4. Verifying the del egated access token’s perm ssions and validity
are within the scope of the del egation token.

5. Verifying the del egated access token is within validity period,

and t he del egated access token’'s permni ssions cover the resource
request.
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10.

11.

2. Token Introspection

The resource server sends the del egated access token to the

aut hori zation server via the token introspection endpoint. The

aut hori zati on server verifies the del egated access token against its
keys.

Security Consi derations

Thi s specification extends QAuth 2.0 to support del egated

aut hori zati on through hierarchical token issuance. Wile this
enabl es fine-grained privilege delegation, it also introduces new
trust and security considerations.

* Del egation tokens MUST NOT be sent to resource servers w thout
subordi nat e del egated access tokens. Resource servers and
aut hori zati on servers MJUST NOT treat del egation tokens as regul ar
QAut h access tokens.

* (Cients MIST protect the del egati on key, as conpronise allows an
attacker to mint valid del egated access tokens within the scope of
t he del egation token

* Del egat ed access tokens SHOULD have short |ifetinmes and be bound
to specific audi ences, methods, and sender keys (e.g., via DPoP or
mrLS) to mitigate replay and token | eakage risks. Resource
servers MJST validate both the del egation token and the del egated
access token, ensuring the latter does not exceed the former’ s
per m ssi ons.

* Token introspection CAN be used in scenarios where the tokens are
kept opaque fromthe del egated party and the resource server. |If
enpl oyed, token introspection responses MJUST NOT reveal sensitive
internal information. Authorization servers SHOULD enforce rate
limting and audit token issuance and validation activities.

Oper ational Considerations

Depl oyments of this specification should consider the foll ow ng
operati onal aspects:

* *Key Managenent*: Cients MJST securely store and rotate
del egation keys. Authorization servers SHOULD support key
rotation for del egation tokens and provi de nechani sns to revoke
conmprom sed keys
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*Token Lifetinmes*: Del egation tokens SHOULD have |onger lifetines
than del egated access tokens to reduce authorization server | oad,
and SHOULD be refreshabl e using refresh tokens.

*Met adat a Caching*: Del egated party netadata at the well-known UR
/. wel | - known/ oaut h- del egat ed-party can be cached by clients; a
reasonabl e default TTL (e.g., 24 hours) is RECOMVENDED.

*Error Handling*: Del egated parties and resource servers SHOULD
provide clear error responses (e.g., invalid token, insufficient
scope) Wt hout exposing inplenentation details.

*Interoperability*: Inplementers SHOULD ensure conpatibility with
existing QAuth 2.0 features such as PKCE, Ri ch Authorization
Requests, and sender-constrai ned tokens.

| ANA Consi der ati ons

Vel | -Known URIs Registry

This specification registers the following entry in the "Wl -Known
URI s" registry:

*

12. 2.

*URI suffix*: oauth-del egated-party
*Ref erence*: [this docunent]
*Status*: pernmanent

*Change controller*: |ETF

*Rel ated i nformati on*: (none)

QAut h Paraneters Registry

This specification registers the follow ng parameters in the "QAuth
Par anmet ers" registry

*Del egation: *

*

Li,

*Nanme*: del egation
*Par amet er Usage Location*: authorization request, token request
*Change Controller*: IETF

*Ref erence*: [this docunent]
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*Del egati on Key: *

*  *Nanme*: del egation_key

* *Paraneter Usage Location*: token request
* *Change Controller*: |ETF

* *Reference*: [this docunent]

3. QAuth Access Token Types Registry

This specification registers the follow ng parameters in the "QAuth
Access Token Types" registry:

*  *Nanme*: Del egation

*  *Additional Token Endpoi nt Response Paraneters*: (none)
* *HTTP Aut hentication Schenme(s)*: Bearer

* *Change Controller*: |ETF

* *Reference*: [this docunent]

4. HITP Field Nane Registry

This specification registers the follow ng paraneters in the
"Hypertext Transfer Protocol (HTTP) Field Nane" registry:

* *Feld Name*: Del egat ed- Aut hori zati on

*  *Status*: permanent

* *Structured Type*: (none)

* *Reference*: [this docunent]

5. (QAuth Del egated Party Metadata Registry

Thi s specification establishes the "QAuth Del egated Party Metadata"”
registry for QAuth 2.0 dal agated party nmetadata nanes. The registry
records the dal agated party netadata paraneter and a reference to the
specification that defines it.

5.1. Registration Tenpl ate

*Met adata Nane*: The nanme requested (e.g., "resource"). This nanme
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is case sensitive. Nanes nmay not nmatch other registered nanes in
a case-insensitive manner unless the designated experts state that
there is a conpelling reason to all ow an exception

*Met adata Description*: Brief description of the netadata (e.g.,
"Resource identifier URL").

*Change Controller*: For |ETF Stream RFCs, list "IETF'. For others,
give the nane of the responsible party. Oher details (e.g.,
postal address, email address, hone page URI) nmay al so be
i ncl uded.

*Speci fication Docunent(s)*: Reference to the docunment or docunents
that specify the paraneter, preferably including URIs that can be
used to retrieve copies of the docunents. An indication of the
rel evant sections may al so be included but is not required.

5.2. Initial Registry Contents

*Resources: *

*  *Metadata Name*: resources

* *Metadata Description*: JSON array containing a list of target
protected resources’ resource identifier URLS

* *Change Controller*: |ETF

* *Specification Docunent(s)*: [this docunent]
*Aut hori zation Servers:*

* *Metadata Nane*: authorization_servers

*  *Metadata Description*: JSON array containing a |ist of
aut hori zation server issuer identifiers

* *Change Controller*: |ETF

* *Specification Docunent(s)*: [this docunent]
*Supported Perm ssions:*

* *Metadata Nanme*: perm ssions_supported

* *Metadata Description*: JSON object indicating the perm ssions the
del egated party may request
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* *Change Controller*: |ETF

* *Specification Docunent(s)*: [this docunent]
*APl Perm ssions: *

* *Metadata Nanme*: api _perm ssions

* *Metadata Description*: JSON object mapping APl endpoints
(resource identifiers) to the perm ssions required to access them

* *Change Controller*: |ETF

* *Specification Docunment(s)*: [this docunent]

*Del egat ed Party Docunentation: *

*  *Metadata Name*: del egated party docunentation

* *Metadata Description*: URL of a page containi ng human-readabl e

i nformati on that devel opers m ght want or need to know when using
the del egated party

* *Change Controller*: |ETF

* *Specification Docunment(s)*: [this docunent]
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Appendi x A.  Token For mat

A 1.

Li,

The exanpl e tokens in this section are shown in Flattened JSON
Serialization [ RFC7515] [RFC7516], un-base64url -encoded/ unencrypted,
and with coments for ease of reading. Wen used as JW's [ RFC7519],
they shoul d be represented in Conpact Serialization [ RFC7515]

[ RFC7516]. Simlarly, they can be represented as CWMs [ RFC8392].

Example 1

In this exanple, the delegation token is a JW5 token signed with
HS256, and the del egated access token is a JW5 token signed with
RS256.

*Del egati on Token*:
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{

"protected": {
" _comrent”: "to be base64url -encoded",
"al g": "HS256",
"typ": "Jwr,
"kid": "as-key-1"

},

"payl oad": {
" _comrent”: "to be base64url -encoded"”,
"iss": "https://asl. exanple.coni,
"sub": "user @xanpl e. cont',

"aud": "https://resl. exanple.coni,
"iat": 1760946495,
"exp": 1763538495,

"scope": "email:read email:send",
"del egation_key": {
"kty": "RSA",

"n": "xoGV-dr pl hwQ@Q@MoouoA4Y76j 4r 0c2YcJoPT2qUd8UxV1PZH61TGZUbdUAdQLqi 7Pi k3GWTk3
4b6Xxb2- UkWBzoaBx_ 2 FXXf VWMSVDT Xi 4RCbFP-r WA by YTRI Lj 6CIMbJIXI 8VQdc SF8yf PZVyt w- aKU- 5k4RddKxg
y MMKVNCShWPa_ H2WRs Dz cy 88pE- 8qlcg6hbag5GTywdi SeGW j MYeb(Qql N- V63bX2ai OHhFvPVpEol 7Al xI r d7ad
t Fwf uRl - OFXJH- 21 Tr nHFZaFAdoJqv FSD3COKZNk ECBpuDL- DHc ZUZf Eyr 4Rvb3WVB0i uHHf HXzhbzgAt 3NbZal ndQN
W' ’

"e": "AQAB"

} }
"si gnature": "1gR7TSa8ft8W 4ZA9HULFTYWR2uAW86X2pFRr q9j DoQQ'
}

*Del egat ed Access Token*:

{
"protected": {

" _comrent”: "to be base64url -encoded"”,
"al g": "RS256",
"typ": "Jwr,
"kid": "del egati on-key-1"
}

ayl oad": {

" _comrent”: "to be base64url -encoded"”,

"iss": "user @xanpl e.cont,

"sub": "https://dpl. exanpl e.coni,

"aud": "https://resl. exanple.cont,

"iat": 1760950095,

"exp": 1760953695,

"scope": "email:read",

"del egationToken": "eyJhbGci O Jl Uzl 1N | sl nR5¢cCl 61 kpXVCl sl nt pZCl 61 nFzLW | eS0xI n0. ey
Jpc3M O JodHRwezovL2FzMs5l eGRt cGx| LnNvbSI sl nNLYi | 61 nVzZXJAZXhhbXBsZS5j] b20i LCJhdWQ G JodHR
wczovL3Jl czEuzXhhbXBsZS5j b20i LCIpYXQ G E3Nj ASNDYOOTUs| miv4cCl 6MIc2Mz Uz ODCQBENSwW c2NveGUi G JI
bWFpbDpy ZWFk | Gvt YW sOnNl b LCIkZWk] Z2F0aWpuX2t | eSl 6eyJr dHki O JSUOEI LCJul j oi e@HVi 1kcnBJa
HJROVEz TTW dVOBNFk3NmoOcj Bj M | j SmBQVDIx VWA VXhWWBaSDYx VEdaVWI k VUFk UUx xaTd QaWs z R3dUaz MDY
ZYed yLWIr VzZN6b2FCeF8yRI hYZI ZXd1NWniZ4aTRSQR2JGUCLy VOds Ynl ZVFJIJTGo2QQpNNUp YSThWMR U0Y4eWZ
QW Z5dHct YUt VLTVr NFJkZEt 4731 Nd2t XTkNTaFdQYV9l M dScOR6Y3k4OHBFL Thx MANNNmhi YXELR1LR5d2RpU2VH
V3JgTVI | YI FxSU4t V] Yz Yl gy YW PSGhGdl BW EVW STdBbHhscl FkN2FKAEZ3ZnVSh COWRNhKSCOy SVRy bk hGWFGQ
VRV SNF2RI NEMD9LWk5r RUNCc HVETC1ESGNaVWpnRXI yNFJ2Yj NXQ BpdUhl ZkhYenhi enFBADNOYI phbGLkUUS3I i
wi ZSI 61 KFRQUI i f X0. 1gR7TSa8f t 8W 4ZA9HULFTYW2uAW86X2pFRr q9j DoQQ'

},
"signature": "r50a3d3NWN7vZI OB9P4qPLbHyy12bZH5Ha3DZATa8NUdHYPIBM ei S1t gbhwf nTvwe SR
0Ac42dRHDr kBMAPkCl _9- bf YNvf 9eGr cwSRn7889- pl eH QohxZGATsr 8m2W GVBVFNC9sj khqGvmvBZdCO2CGEai p
t U9DB59QU3- u-t vRASgr HXeuLY2a3hgpWhj 0j 4gf gpug- VSvNB26vqCWMVE mvMEAYUPDabBaPp- KL38 MLT7qg4w
EO_KLvTSdozMelngkLew STBr nWLr ULhXFk54) 381wQ _ovaJhMlLaAbWshb1AMzu- ai vOEZJj B1XI gORVh- Kbl dO1T
ZQLwA"

}
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A 2. Exanmple 2

In this example, the del egation token is a JWE token encrypted with
A128CBC- HS256, and t he del egated access token is a JW5 token signed

w th ES256.

*Del egati on Token*:

{

"protected": {
" _comment": "to be base64url - encoded",
"alg": “dir",
"enc": "A128CBC- HS256",
"typ": "Jwr,
"kid": "as-key-2"
1
"iv": "s99t DB4KHL kgbA2Ar pUzg",
"ciphertext": {
" _conment": "to be encrypted”,
"iss": "https://asl. exanmpl e.coni,
"sub": "user @xanpl e.cont,
"aud": "https://resl. exanple.cont,
"fat": 1760946495,
"exp": 1763538495,
"scope": "email:read enunil:send",
"del egation_key": {
"kty": "EC',
"crv': "P-256",
"x": "i Zg@Bt 5EK4r Vdkex6LAG xBOdeOHt E3- vb- OBxoFv88",
"y": "RQVYHKEW TR6j ckD7i HXnRRs60- u9i kSf VnMdepi OLY"

}
"tag": "9Z40NKwLw3szT- el Ka4uQ'

}

*Del egat ed Access Token*:
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{

"protected": {
" _comrent”: "to be base64url -encoded",
"al g": "ES256",
"typ": "Jwr,
"kid": "del egati on-key-2"

}1

"payl oad": {
" _comrent”: "to be base64url -encoded"”,
"iss": "user @xanpl e.cont,

"sub": "https://dpl. exanpl e.coni,

"aud": "https://resl. exanple.cont,

"iat": 1760950095,

"exp": 1760953695,

"scope": "email:read",

"del egationToken": "eyJhbCci O JkaXli LCII bnM G IJBMII 4Q0JDLUNTM U2l i wi dH Wl j oi S| dUIl'i
wi a2l klj oi YXM a2V5LTlifQ .s99t D84KHL kgbA2Ar pUZg. DS5aMLuuKpFFacu7r | vKOYnA- 6BRPy6j yZ- 3uF8h
ppl WkCQrsAi 8KqS- gTZuHWNF | VW7 ul K- a8r Whf PPf Lr gdXky6Uj c¢_3vnb YXRXmwx| aNJ| hr 2LexPXsTX2wA _3al o
9c0b5k@B2MHgel 5ucJDSAERCV2AaQrgl 7vRnmIhZ_FAY5cnd2URHEsgnnbusr ywz GVLWSCnXg2MBI 1j Wi Hp- PmzOm
RPHks4j FV2es2j j r- yB5PI X2d- OBCU2hauM _Jj t nYOhByi XmAWEGXKj JHXYM d5q3JheTDg5gA4f 11 038_r 2KA3p
WD7CF94Nx3i 7VRxaFRSVYuNxI EhUxOvx QO | wRBa3_ZOK4Kkg- 0g66ADs 73RuBg91cCt hbr 63Nf | dEXmmYKG2Nx 3De
hoj bVKZQr g. 92Z40NkwLw 3szT- el Ka4uQ'

SI gnhature": "hlxI MOUb_WIj h53VPcvuXBwTDi GzC708- of V2LAvkws- LRI gKF6WRZ3KoPGLi TEDDhel 3X
XAGCyf RFCMXH3Ki Q'
}

Appendi x B. Use Cases
B.1. Delegating Subset of Access Rights to Specialized Al Agents

Enterprise ldentity and Access Managenment systens often enpl oy Rol e
Based Access Control (RBAC) or Attribute Based Access Control (ABAQ),
assigning a set of mninmal pernissions to the enpl oyee based on its
role, departnent, or other attributes. Al Agent can be an enpl oyee's
personal assistant, or a virtual enployee of a certain departnment in
general . An Agent’s del egated permi ssions CAN be |ong-termed, but
MUST NOT be a direct inheritance of all its owner’s access right.

Rat her, they SHOULD be a subset of its owner, bound to specfic

servi cel/ APl / dat abase/ codebase according to its specialty and

dedi cat ed wor kf | ow.
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| Role | Service / Component |
[} gt ——————— s —p—_——————————————(——————(———————
| Resource Oaner | an enterprise, individual or a departnent |
. +
| Cient | agent’s client application |
IR e +
| Delegated Party | Cl-CD agent, test agent, DEV agent, |
| | research agent |
o e e e e oo oo oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| Authorization | enterprise | AM system |
| Server | |
IR e +
| Resource Server | enterprise |IT systens |
o e e e e oo oo o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Target Protected | DEV/ STAGE/ PROD environnments, internal |
| Resource | know edge dat abase |
e TN +

Table 1: Al Agents
B.2. Third-Party Analytics Platformlintegrated in an Enterpri se SaaS

In this scenario, a corporate custonmer uses a Software-as-a-Service
(SaaS) Customer Rel ationship Managenent (CRM application. The
customer wi shes to gain business insights by granting a specialized
third-party analytics platformlimted access to its CRM data

The CRM application obtains a delegation token fromthe enterprise’s
identity provider. It then creates a narrowy scoped del egated
access token for the analytics service. This token only permits read
access to a predefined, non-sensitive subset of custoner data (e.g.,
nanes and identifiers, but not personal email addresses). The

anal ytics platformuses this token to pull data, generates an
aggregat ed business intelligence report, and delivers it back to the
CRM application for the corporate customer to view
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Table 2
Addr esses
Ruochen Li

Huawei Int. Pte Ltd
Emai |l : |i.ruochen@- partners.

Hai guang Wang

Huawei Int. Pte Ltd

Enmai | : wang. hai guang. shi el dl a
Chunchi Peter Liu

Huawei Technol ogi es

Emai |l : | iuchunchi @uawei.com
Ti eyan Li

Huawei Int. Pte Ltd

Emai | : Li. Ti eyan@uawei . com
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————————————————————————————————————mmy
Servi ce / Conponent |
“companyA (the tenant) |
‘Saas CRMapplication )
“analytics service )
‘enterprise 1aP )
CRMapplication server )
"ORM appl i cation' s data retrieval APl |
______________________________________ +

. Enterprise-SaaS

com

b@uawei . com
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