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Abstract

Network Digital Twin (NDT) can be used as a secure and cost-effective
environment for network operators to evaluate network in various
what-i f scenarios. Recently, Artificial Intelligence (Al) nodels,
especi al |y neural networks, have been applied for NDT nodeling. The
quality of deep learning nodels mainly depends on two aspects: nodel
architecture and data. This nmeno focuses on how to inprove the nodel
quality fromthe data perspective.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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material or to cite themother than as "work in progress."
This Internet-Draft will expire on 8 January 2026.
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I ntroduction

Digital twinis a virtual instance of a physical system (twin) that
is continually updated with the physical systenis perfornmance,

mai nt enance, and health status data throughout the physical systenis
life cycle. Network Digital Twin (NDT) is a digital twin that is
used in the context of networking
[I-Dirtf-nnrg-network-digital-twin-arch]. NDT can be used as a
secure and cost-effective environment for network operators to

eval uate network in various what-if scenarios. NDT is applicable to
various types of networks, such as w rel ess networks, optica

net wor ks, data center networks, Internet of Things (10T) networks,
and vehi cul ar networ ks.
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Artificial Intelligence (Al) nodels, particularly neural networks
(NNs), have proven to be highly effective in nodeling conplex network
environments for various applications, including performance

eval uation, traffic prediction, resource allocation, and service
self-healing. Al-driven network nodeling facilitates the creation of
real-tine, lightweight, and highly accurate NDT.

The quality of Al nodels mainly depends on two aspects: node
architecture and data. The role of data has recently been
hi ghl i ghted by the energi ng concept of data-centric Al
[Data-Centric-Al]. This nmeno focuses on the inpact of training data
on the nmodel. The quality of training data will directly affect the
accuracy and generalization ability of the nodel. This neno focuses
on how to design data generation and optim zati on methods for NDT
nmodel i ng, which can generate sinul ated network data to solve the
probl em of practical data shortage and select high-quality data from
various data sources. Using high-quality data for training can
i mprove the accuracy and generalization ability of the nodel.

2. Acronyns and Abbreviations
NDT: Network Digital Twn
Al: Artificial Intelligence
Al GC:. Al - Generated Cont ent
ToS: Type of Service
OCD: Qut-of-Distribution
FIFO First In First Qut
SP: Strict Priority
WFQ Weighted Fair Queuing
DRR: Deficit Round Robin
BFS: Breadth-First Search

CBR. Constant Bit Rate
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3.
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Requi rement s

The nodeling performance is vital in NDT, which is involved in

typi cal network nmanagenment scenari os such as pl anning, construction,
operation, optimzation, and operation. Recently, sone studi es have
applied Al nodels to NDT nodeling, such as RouteNet [RouteNet],
MmcNet [MmicNet] and n8 [nB]. Al is a data-driven technol ogy
whose performance heavily depends on data quality.

Data-centric Al [Data-Centric-Al] shifts the focus from node
architecture to inproving data through various techni ques such as
data augnentation, self-supervision, data cleaning, data selection,
and data privacy. For exanple, data augnentation can create
addi ti onal augnented samples. Self-supervised nodels can be

devel oped w thout the need for manual |abels or features. Data

sel ection nethods can help identify the nobst val uabl e sanpl es.

In many cases, network data sources are diverse and of varying
quality, making it difficult to directly serve as training data for
NDT Al nodel s:

* Practical data from production networks: Data from production
net wor ks usual Iy have high value, but the quantity, type, and
accuracy are limted. Moreover, it is not practical in production
networks to collect data under various configurations;

* Network sinmulators: Network simulators (e.g., NS-3 and OMNeT++)
can be used to generate simulated network data, which can sol ve
the problenms of quantity, diversity, and accuracy to a certain
extent. However, sinulation is usually tine-consuming. In
addition, there are usually differences between sinmulated data and
practical data from production networks, which hinders the
application of trained nodels to production networKks;

* Cenerative Al nodels: Wth the devel opnment of Al-Generated Content
(Al GC) technol ogy, generative Al nodels (e.g., GPT and LLaMA) can
be used to generate sinmulated network data, which can solve the
probl ems of quantity and diversity to a certain extent. However,
the accuracy of the data generated by generative Al nodels is
limted and often has gaps with practical data from production
net wor ks.
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4. Framework of Data Generation and Optim zation
The framework of data generation and optim zation for NDT nodeling is
shown in Figure 1, which includes two stages: the data generation
stage and the data optim zation stage.

Dat a generation Data optim zation

o e e e e e e e oo T +
I || I
IESEEEEEEES + | | oo + |
| | | | ] | |
| | Network | | | | Practical| | Easy | |
| | topology| +----------- + ] | | data | | samples | |
| | | ] ] 4t | |
| | | | Network | | | | | IESEEEEEES + |
| | o 1] simulator | ]| H---ove-oot | . | |
| | Routing | | RN || Hard | | High ||
| | policy +-> +- +- +-> Candi dat e+-> sanples +-> quality| |
|| || || || data || | | data | |
|| | | Generative| | | | (I || (I
|| | | Al nmodel | | | +---------- + | +-------- +
| | Traffic | | (A | OOD I I
| | matrix | +----------- + | | sanples | |
| | | Data generator| | | (renove)| |
| +--------- + || | | |
|  Network | | et + |
| configuration | | Dat a sel ection |
I || I
o e e e e e e e e e e oo - T +
Figure 1: Franework of Data Ceneration and Optim zation for NDT

4.1. Data Ceneration Stage
The data generation stage ains to generate candi date data (sinul ated
network data) to solve the problem of the shortage of practical data
from producti on networks. This stage first generates network
configurations and then inports theminto data generators to generate
t he candi date dat a.
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*  Network configurations: Network configurations typically include

net wor k topol ogy, routing policy, and traffic matri x. These
configurations need to be diverse to cover as many scenari os as
possi bl e. Topol ogy configurations include the nunber and
structure of nodes and edges, node buffers’ size and scheduling
strategy, link capacity, etc. Routing policy deternines the path
of a packet taking fromthe source to the destination. The
traffic matrix describes the traffic entering/leaving the network,
and leaving the footprint in the paths of the network which
includes the traffic’s source, destination, tine and packet size
di stribution, Type of Service (ToS), etc.

* Data generators: Data generators can be network sinulators (e.g.,
NS-3 and OVNeT++) and/or the generative Al nodels (e.g., GPT and
LLaMA). Network configurations are inported into data generators
to generate candi date dat a.

Data Optinization Stage

The data optim zation stage ains to optim ze the candi date data from
various sources to select high-quality data.

* Candi date data: Candi date data includes sinulated network data
generated in the data generation stage and the practical data from
producti on networks.

* Data selection: The data sel ection nmodul e investigates the
candidate data to filter out the easy, hard, and Qut-of -
Distribution (OOD) sanples. Hard exanples refer to sanples that
are difficult for the nodel to accurately predict. During the
traini ng process, exposing the nodel to nore hard exanples wll
enable it to performbetter on such sanples later on. Then the
easy samples and hard sanples are considered valid sanpl es and
added to the training data. OOD sanples are considered invalid
and renoved.

* High-quality data: High-quality data needs to neet the
requi renents of high accuracy, diversity, and fitting the actua
situation of practical data, which can be verified by expert
know edge (such as the ranges of delay, queue utilization, |ink
utilization, and average port occupancy).

Dat a Generation
This section will describe howto generate network configurations,
i ncludi ng network topol ogy, routing policy, and traffic matrix. Then

these configurations will be inported into data generators to
generate the candi date data.
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5

1. Network Topol ogy

Net wor k t opol ogi es are generated using the Power-Law Qut - Degree
al gorithm where paraneters are set according to real-world
topol ogies in the Internet Topol ogy Zoo.

When the flow rate exceeds the |ink bandwi dth or the bandw dth set

for the flow, the packet is temporarily stored in the node buffer. A
| arger node buffer size means a | arger delay and possibly a | ower
packet loss rate. The node scheduling policy determnes the tine and
order of packet transm ssion, which is randomy selected fromthe
policies such as First In First Qut (FIFO, Strict Priority (SP)

Wei ghted Fair Queuing (WQ, and Deficit Round Robin (DRR)

A larger link capacity nmeans a snaller delay and | ess congestion. To
cover diverse link |oads to get good coverage of possible scenarios,
we set the link capacity to be proportional to the total average
bandwi dth of the flows passing through the |ink

2. Routing Policy

Routing policy plays a crucial role in routing protocols, which
determnes the path of a packet fromthe source to the destination

* Default: We set the weight of all links in the topology to be the
same, that is, equal to 1. Then we use the Dijkstra algorithmto
generate the shortest path configuration. Dijkstra algorithmuses
Breadth-First Search (BFS) to find the single source shortest path
in a weighted digraph.

* Variants: We randomy select sone links (the sane |ink can be
chosen nmore than once) and add a small weight to them Then we
use the Dijkstra algorithmto generate a series of variants of the
default shortest path configuration based on the weighted graph
These variants can add sone randonmess to the routing
configuration to cover |onger paths and | arger del ays.

3. Traffic Matrix

The traffic matrix is very inportant for network nodeling. The
traffic matri x can be seen as a network map, which describes the
traffic entering/l eaving the network, including the source,
destination, distribution of the traffic, etc.

We generate traffic matrix configurations with variable traffic
intensity to cover lowto high | oads.
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The paraneters packet sizes, packet size probabilities, and ToS are
generated according to the validation dataset analysis to have
simlar distributions.

The arrival of packets for each source-destination pair is nodel ed
using one of the tine distributions such as Poi sson, Constant Bit
Rate (CBR), and O\ OFF.

Data Optim zation

This section will describe howto optinize the data from various
sources to filter out high-quality data, which includes the seed
sanpl e sel ecti on phase and increnmental optinization phase.

Candi dat e data includes simnmulated network data generated in the data
generation stage and real data from production networks. Data

optim zation supports a variety of selection strategies, including
high fidelity, high coverage, etc. Hgh fidelity nmeans that the

sel ected data can fit the real data (e.g., having simlar topol ogies,
routing policies, traffic nodels, etc.), and high coverage neans that
the selected data can cover as many scenari os as possi bl e.

Seed Sanpl e Sel ecti on Phase

In the seed sanple selection phase, high-quality seed sanples are
sel ected through the follow ng steps to provide high-quality initial
samples for the incremental optim zation phase.

STEP 1: Training feature extraction nodel and feature extraction

(1.1) The training data D is selected fromthe candi date data D
according to the selection strategy. For the high fidelity strategy,
the real data is used as the training data D ; for the high coverage
strategy, the real data and sinulated data are used together as the
training data D .

(1.2) Feature extraction nodel E is trained using the training data

D . Feature extraction nmodel E is a network performance eval uation
nmodel that can be used to eval uate performance indicators such as
delay, jitter and packet |oss (such as RouteNet).

(1.3) Use the feature extraction nodel E obtained in STEP (1.2) to
extract the feature of the training data D obtained in STEP (1.1).

A network can be defined as a set of flow F, queue Q and |ink L.

The link state SF (such as link utilization), queue state SQ (such as
port occupation), and flow state SL (such as del ay, throughput,

packet | oss, etc.) are taken as features. Each sanple in the
training data D is converted to a feature vector [SF, SQ SL].
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STEP 2: Custering.

Cluster the training data D after feature extraction. Custering
(such as K-neans and DBSCAN) is an unsupervi sed machi ne | earning
techni que that can automatically discover the natural groups in the
data, divide the data into nmultiple clusters, and the sanples in the
sane cluster have sinilarities.

Repeat STEP 3 and STEP 4 until all clusters have been traversed.
STEP 3: Calculating cluster centers and nearest nei ghbors.

(3.1) Calculate cluster centers. The nethod of cal cul ating cluster
centers is determ ned according to the clustering algorithmused in
STEP 2. For exanple, using K-neans clustering algorithm the cluster
center is calculated by finding the average of all data points in the
cluster. These cluster centers are added to the seed dataset DS

(3.2) Calculate k nearest neighbors of each cluster center and add
themto the seed dataset DS. Suitable nearest neighbor cal cul ation
met hods can be used, such as Euclidean di stance, cosine distance,

et c.

STEP 4: Expert know edge verification

(4.1) Expert know edge can be used to verify the validity of sanples
through the range of indicators such as del ay, queue occupation, and
link utilization. |If the verification passed, go to STEP 3.

O herwi se, go to STEP (4.2).

(4.2) Randomy select msanples fromthe seed dataset DS and renove
them Cal cul ate the nearest nei ghbors of the renbved m sanpl es, add
themto the seed data set DS, and go to STEP (4.1)

6.2. Increnmental Optim zation Phase

The seed sanples are taken as the initial training dataset. The
filter nodel investigates the remaining candi date sanples to filter
out the easy, hard and OOD sanples. Then the easy sanples and hard
sanples are added to the training dataset. These processes are
repeated to iteratively optinize the filter nodel and the training
data until the high-quality data neets the constraints.
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* Easy sanples: Easy sanples are data points where the nodel’s

predictions align closely with the true |labels, often with high
confidence. While training on easy sanples can | ead to good
performance on fam liar data, relying solely on themmay limt the
nodel s ability to handl e conpl ex or anbi guous cases, potentially
causing overfitting and poor generalization to unseen data.

* Hard sanples: Hard sanples are data points where the node

struggl es, producing inaccurate, anbiguous, or |ow confidence
predictions. These sanples are crucial for inproving nodel

robust ness and generalization, as they expose weaknesses and
encourage learning nore discrininative features. Techniques |ike
Online Hard Exanple M ning (OHEM, contrastive |earning (focusing
on hard negatives), and curriculumlearning (gradually introducing
harder sanpl es) | everage hard sanples to enhance node

performance, prevent overfitting, and identify potential data

i ssues such as labeling errors or biases.

* O0D sanples: OOD sanples refer to data points that significantly

deviate fromthe training distribution, which should be detected
and renoved. Common detection methods include uncertainty
estimation (e.g., Bayesian neural networks), density-based
approaches (e.g., VAEs), distance-based netrics (e.g., Mhal anobis
di stance), outlier exposure, and energy-based nodels.

Use Cases

NDT can be applied to various types of networks, including data
center networks, |P bearer networks, vehicular networks, wireless
net wor ks, optical networks, and |oT networks. This section

hi ghl i ghts the significance of data generation and optinization in
NDT by presenting several typical use cases.

Configuration Evaluation and Optim zation in Data Center Networks

Data centers are essential for the growh of Internet services,

consi sting of numerous conputing and storage nodes |inked by a data
center network (DCN), which serves as the communicati on backbone.

The DCN faces challenges related to its |arge scale, diverse
applications, high power density, and the need for reliability. NDT
can eval uate configurations and technol ogies to reduce the risk of
failures. For NDT to be effective, it nmust accurately nodel DCN
traffic. A key challenge lies in generating realistic network
traffic. By analyzing traffic patterns, data generation and

optim zation techniques can assist in creating simulated network data
and optim ze both real and sinmulated data. Numerous factors, such as
the type of business, network size, volume of traffic, and |oad,
influence traffic patterns in extensive DCNs. Mreover, these
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traffic patterns are dynamic and evol ve over tine. For instance,
wor kl oads that are sensitive to latency, like online transaction
processing, tend to peak during the day, whereas workl oads for online
anal ytical processing are nore preval ent at night.

Performance Prediction in | P Bearer Networks

I nternet service providers encounter challenges in delivering high-
bandwi dth, |owlatency, and reliable services, especially in |arge
networks |ike nmetropolitan area networks (MANs) . The wi dely adopted
| P protocol adheres to a best-effort principle, nmaking predictable
performance difficult and conplicating the stability and availability
of network services during failures. NDT can function as a high-
fidelity sinulation platformfor predicting | P bearer network
performance. Accurate network status information is vital for

optim zing protocols and identifying faults. Recent advancenents in
i n-band network telenetry (INT) technol ogy have all owed the

i ntegration of network performance data into packet headers on the
data plane. Uilizing real performance data from I NT, data
generation and optim zation techni ques can create fine-grained
simul at ed data, enhancing both real and sinul ated datasets for better
nmodel training outcones.

Task O floading in Vehicular Networks

The rise of vehicular networks has facilitated various del ay-
sensitive applications, including autononous driving and navi gation
However, vehicles with limted resources struggle to neet the | ow
ultra-low latency requirenents. To address this, conputationally

i ntensive tasks can be offl oaded to resource-rich platforns |ike

near by vehicl es, edge servers, and cloud servers. The dynam c nature
of these networks, along with strict |owdelay demands and | arge task
data, presents significant offloading challenges. NDT is an emerging
met hod that allows real-time nonitoring of vehicular networks, aiding
in effective offload decisions. Additionally, machine | earning
algorithnms are increasingly utilized for task offloading to enhance
accuracy and efficiency. Unlike traditional comunication networks,
vehi cul ar networks are nore dynani c and het erogeneous, |eading to
data shortages and quality issues. Data generation and optim zation
techni ques can sinulate data for adaptability and filter high-quality
data from various sources, thereby inproving nodel training

ef fecti veness.

Di scussi on

Several topics related to data generation and optim zation for NDT
performance nodeling require further discussion
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* Data generation nethods: 1) Cenerate configurations that cover
enough scenarios and scale fromsmall to | arge networks. 2) Choose
data generators that consider accuracy, speed, fidelity, etc. 3)
Use data augnentation technology to expand the training data by
using a small anobunt of practical data to generate sinilar data
t hrough prior know edge.

* Data optimzation nethods: 1) Select data fromnulti-source
candi date data, including hard sanple mning, OOD detection, etc.
2) Verify whether the data quality nmeets the requirenents.

*  Deploynent: 1) Tinme/space conplexity and explainability of the
data generation and optim zation nmethods. 2) Provide feedback for
data collection to forma cl osed | oop.

9. Security Considerations

TBD
10. | ANA Consi derations

Thi s document has no | ANA acti ons.
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