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Abst ract

SPA-based SAVNET is a new intra-donai n source address validation
(SAV) mechani sm whi ch requi res exchangi ng and conmmuni cati ng SPA
informati on among routers in an intra-domain network (see
[1-D.li-savnet-source-prefix-advertisenment]). Routers at the
boundary automatically generate accurate SAV rul es by using routing
informati on and SPA information. These rules construct a validation
boundary whi ch checks the validity of the source address of any data
packets flowing into the intra-domain network. This docunent
describes a nethod to inplenent SPA-based SAVNET by using OSPF and

I SIS

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Cctober 2026.
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1. I nt roduction

SPA- based SAVNET [I-D.li-savnet-source-prefix-advertisenment] is
proposed to inprove the accuracy of source address validation (SAV)

at the intra-domain network boundary. W refer to both edge routers
and border routers as routers at the boundary of an intra-domain
network. Routers at the boundary automatically generate accurate SAV
rules by using routing informati on and SAV-specific information

These rul es construct a validation boundary which checks the validity
of the source address of any data packets flowing into the intra-
domai n net wor k

Edge routers will generate a prefix allowist on interfaces facing a
sub network or a set of host, including only prefixes that can be
used as the source address by the sub network or the set of hosts.
To construct a prefix allowist on the specific interface, the edge
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router inspects its local Routing Information Base (Rl B) and
identifies destination prefixes that are reachable via that
interface. These prefixes should cover the conplete source address
space of the connected hosts, single-honed sub networks, or nulti-
honed sub networks with symretric routing.

In asymretric routing scenarios, these prefixes derived fromthe
local RIB may fail to cover the conplete source address space of

mul ti-homed sub networks. To address this limtation, the Source
Prefix Advertisenent (SPA) process
[1-D.li-savnet-source-prefix-advertisenment] is required to enable the
construction of a nore accurate and conplete allowi st.

Border routers aimto generate a prefix blocklist on interfaces
facing an external AS, including prefixes that can be only used as
the source address by the local AS (i.e., internal source addresses).

The detail ed procedures of SPA information generation and SAV rul e
generati on have been described in
[1-D.li-savnet-source-prefix-advertisement]. This docunment describes
a method to inplenment SPA information comruni cation by using OSPF and
IS-1S. The reader is encouraged to be famliar with

[1-D. li-savnet-source-prefix-advertisenent].

1.1. Termi nol ogy

SAV Rul e: The rule that describes the mapping rel ationship between a
source address (prefix) and its valid incom ng router interface(s).

SAV-specific Information: The information specialized for SAV rul e
generation, which is exchanged anong routers.

Sub Network: A sub network (or subnet for short) may operate its own
internal routing protocols (e.g., a separate IGP), but it is
considered part of the AS in the global routing system It is
connected to one or nore routers of the AS for Internet connectivity.
It originates traffic but does not transit traffic for other

net wor ks.

Edge Router: A router connected to hosts or sub networks of the |oca
AS. It forwards traffic fromhosts or sub networks into the intra-
donmmi n net wor k

Border Router: A router positioned at the boundary between the |oca

AS and one or nore external Autononous Systenms (ASes). It runs EBGP
and exchanges routing information with external peers.
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1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Comunicating SPA Information via I S-1S and OSPF
2.1. COverview

The key idea is to add the SNI value into the prefix information when
the edge router distributes the prefix information of the connected
sub network or hosts via the IGP. As shown in Figure 1, the SAVNET
Agent of a Sender Router provides its SPA information to ot her SAVNET
routers via |GP. After receiving SPA information from other routers,
the SAVNET Agent of the Receiver Router generates SAV rul es by using
SPA information or/and routing informati on. The Sender Router can be
a edge router. The SPA information includes the prefix information
and the SNI val ue of the connected sub network or hosts. The

Recei ver Router can be a edge router or a border router

Fom e + Fom e +
| Sender Router | Prefix and | Recei ver Router |
| R + | SNl Val ue | R + |
| | TGP LSDB 4-----mmmmmmmi i oo >+ | GP LSDB | |
| +----- AV + | | +----- +o-m - - + |
I I I I I I
| +------- S + | | +-------- V-------- + |
| | SAVNET Agent | | | | SAVNET Agent | |
| ] ] | ] ]
| | | I'nformation | | | | | | I'nformation | | |
| | | Provider | 1 | | | | Receiver | 1 |
RRESEEEEEEEREEES +] ] RRECEEEEEEEEEEES +] ]
[ R + | [ R + |
I I I I
Tt + Tt +

Figure 1: Comunicating SPA information via the IGP
The overall procedure of SPA information conmunication is as foll ows:
* At the Sender Router: The SAVNET Agent provides the SN val ue of
the connected sub network or hosts to the Link State Database

(LSDB) of I1GP. The IGP will synchronize the LSDB, which includes
prefix information and SNI val ue, anmpng routers runing the | GP.
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* At the Receiver Router: The SAVNET Agent extracts prefix
informati on and SNI value fromthe LSDB of | GP and then generates
SAV rul es as described in
[1-D. li-savnet-source-prefix-advertisenent].

2.2. Using the existing Adm nistrative Tag Sub-TLV

The existing adm nistrative Tag Sub-TLV of 1S-1S and OSPF can be used
for SPA information comruni cation. Specifically, when a edge router
distributes IP prefix information of the connected sub network or
hosts, it carries the SNI value of that network in the Adm nistrative
Tag Sub- TLV.

2.2.1. Adnministrative Tag Sub-TLV of IS 1S
For routers running IS-1S, they can carry the SNI value in the
Admini strative Tag Sub-TLV (defined in [RFC5130]), which can be
included in: SRv6 Locator TLV (27), |IPv4 A gorithm Prefix
Reachability TLV (126), |1Pv6 Al gorithm Prefix Reachability (127),
Extended | P Reachability TLV (135), Milti-Topol ogy Reachable |Pv4
Prefixes TLV (235), IPv6 Reachability TLV (236), Milti-Topol ogy
Reachabl e | Pv6 Prefixes TLV (237)

2.2.2. Adninistrative Tag Sub-TLV of OSPF
For routers running OSPF, they can carry the SNI value in the
Adm ni strative Tag Sub-TLV [ RFC9825] within the OSPF Extended Prefix
TLV Sub- TLV [ RFC7684] .

2.2.3. Adninistrative Tag Sub-TLV of OSPFv3
For routers running OSPFv3, they can include the SNI value in the
Admi ni strative Tag Sub-TLV [ RFC9825] within the OSPFv3 Intra-Area-
Prefix TLV, Inter-Area-Prefix TLV, and External -Prefix TLV [ RFC8362].

3. Security Considerations
The security considerations described in
[1-D.li-savnet-source-prefix-advertisenment] also applies to this
docunent .

4. | ANA Consi derati ons
TBD.
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