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Abstract

Thi s docunent defines a packet-triggered statistics reporting
extension for In-situ Operations, Administration, and Mi ntenance
(ICAM. The extension specifies a 2-bit Cycle Identifier field that
enabl es receiving nodes to trigger statistics reporting based on
observed Cycle ID transitions in received packets. This docunent
defines the Cycle ID field format, node processing procedures, and
keepal i ve packet generation rules.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I nt roducti on

In-situ Operations, Admnistration, and M ntenance (1 CAM [ RFC9197]
records operational and telenetry information within user data
packets while they traverse a network path. Alternate marking

met hods for packet |oss nmeasurenent rely on periodic color changes to
del i neat e nmeasurenent intervals.

Thi s docunent specifies a packet-triggered reporting extension that
uses a four-value Cycle lIdentifier (Cycle ID) field. Receiving nodes
observe Cycle ID transitions in arriving packets and use these
transitions to trigger statistics reporting. This docunent defines
the Cycle ID field encoding, procedures for encapsul ati ng and
decapsul ati ng nodes, and the generation of keepalive packets to

mai ntai n neasurenment continuity.

The scope of this docunent is |limted to the definition of the Cycle
ID field and associ ated node behaviors. The transport of | QAM data
and the encapsul ation in specific protocols (e.g., |IPv6, NSH GRE)
are outside the scope of this docunent.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Ter mi nol ogy

Thi s docunent uses the term nology defined in [ RFC9197]. The
followi ng additional terns are used in this docunent:

Cycle lIdentifier (Cycle ID): A 2-bit field that identifies the
measurenent interval to which a packet belongs. Valid values are
0, 1, 2, and 3.

Keepal i ve Packet: A packet generated by the encapsul ati ng node when
no user data packets are transmitted during a neasurenent
interval, ensuring at |east one packet per interval reaches the
decapsul ati ng node.

Encapsul ati ng Node: The | OAM node that inserts the Cycle ID field
into packets entering the | GAM domai n.

Decapsul ati ng Node: The | OAM node that processes the Cycle ID field
and triggers statistics reporting upon Cycle ID transitions.
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Transit Node: An | OAM node that processes packets within the | OAM
domai n, updating statistics based on the Cycle ID

Measurenent Interval: The tinme period associated with a single Cycle
I D val ue during which packet statistics are accunul at ed.

Pr ot ocol Overvi ew

Thi s section provides a non-normative overvi ew of packet-triggered
statistics reporting.

The encapsul ati ng node assigns a Cycle ID value (0-3) to each packet
based on the current neasurement interval. The Cycle ID value
increments sequentially (0, 1, 2, 3, 0, ...) as nmeasurement intervals
advance. Wen the decapsul ati ng node receives a packet with a Cycle
IDdifferent fromthe previously received Cycle ID, it triggers the
reporting of statistics accunulated during the earlier interval

To ensure that statistics reporting is triggered even during periods
of no user traffic, the encapsul ati ng node generates keepalive
packets when no user data packets have been transmtted during an
interval transition.

| Node | o > | Node I

I
1. Assign Cycle ID |
2. Maintain per-cycle counters |
3. Cenerate keepalive if needed |
I
1. Detect Cycle ID change
2. Trigger stats report
3. Update local Cycle ID

Figure 1: Packet-Triggered Reporting Overview
Cycle ID Field Format

The Cycle IDfield is carried within the | OAM Opti on- Type header
The field format is defined as follows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

| Cycle ID |K] Reserved |
R i T I e T S S e S TR S T e i I S e S e e e e o o
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5. 1.
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Figure 2: Cycle ID Field Format

The fields are defined as foll ows:

Cycle ID (2 bits): Identifies the neasurenent interval. Valid
values are 0, 1, 2, and 3. The Cycle I D MJST increnent
sequentially modulo 4 (i.e., 0 ->1->2 ->3 ->0).

K (Keepalive Flag, 1 bit): When set to 1, indicates that this packet
is a keepalive packet. Wen set to 0, indicates a user data
packet. The K flag MJUST be set to O for user data packets.

Reserved (29 bits): Reserved for future use. MJST be set to zero on
transm ssion. MJST be ignored on reception

Cycle I D Vvalue Definitions

The following Cycle ID values are defined:

[ ety g et o
| Value | Binary | Description |
[ gl oot s fums sy o}
| O | 00 | Measurenent Interval 0 |
L R ppe—— e +
| 1 | 01 | Measurenent Interval 1

B S, B o m e e e e e e e aao o +
| 2 | 10 | Measurenment Interval 2

E E e +
| 3 | 11 | Measurenent Interval 3

L R ppe—— e +

Table 1: Cycle 1D Val ues
Encapsul ati ng Node Procedures

This section specifies the nornmative procedures for encapsul ating
nodes.

Cycle I D Assi gnnent

The encapsul ati ng node MJUST maintain a current Cycle ID value for
each 1 OAM fl ow. The encapsul ati ng node MJUST assign the current Cycle
ID value to all packets belonging to that flow.

The encapsul ati ng node MJST increment the Cycle ID value at the

begi nni ng of each new neasurenent interval. The increnent operation
MUST be perforned nodul o 4:

et al. Expires 1 Septenber 2026 [ Page 5]
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new cycle_id = (current_cycle_id + 1) nod 4

The duration of a nmeasurenent interval is a |local configuration
paraneter. The default neasurenment interval duration is 1 second.
| mpl enent ati ons SHOULD support configurabl e neasurenent interval
durations in the range of 100 nilliseconds to 60 seconds.

5.2. Statistics Mintenance
The encapsul ati ng node MJUST maintain per-flow, per-Cycle-I1D
statistics counters. At mnimum the followi ng counters MJST be

mai nt ai ned:

* Packet count: The number of packets transmitted with each Cycle ID
val ue

* PByte count: The total bytes transmitted with each Cycle ID val ue

The encapsul ati ng node MJST maintain statistics for all four Cycle ID
values (0, 1, 2, 3) simultaneously.

TS R S SRR S SRR S SRR S SRR +
| FlowID | Current | &c 0 | &ec 1 | Cc 2 | Cc 3 |
| | Cycle ID | Stats | Stats | Stats | Stats |
S o e e o - R R R R +
| <flow> | 0]1]2]3 | pkt/ | pkt/ | pkt/ | pkt/ |
| | | byte | byte | byte | byte |
TS R S SRR S SRR S SRR S SRR +

Figure 3. Per-Flow Statistics Structure
5.3. Statistics Reporting
The encapsul ati ng node MJST report statistics with a two-interval
delay relative to the current Cycle ID. This delay ensures that all
packets froma given interval have been processed before reporting.

The reporting relationship is defined as foll ows:

Li, et al. Expires 1 Septenber 2026 [ Page 6]
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| Current Cycle ID| Report Statistics for Cycle ID |
[} e ——————— Ll —_—(———————————————(———r
| O | 2 I
. +
| 1 | 3 I
IR e +
| 2 | 0 I
o e e e e oo oo o e e e e e e e e e e e o m o +
| 3 | 1 I
. +

Tabl e 2: Statistics Reporting Schedul e
The reporting schedul e MAY be expressed as
report _cycle id = (current_cycle id + 2) nod 4
Keepal i ve Packet Ceneration

The encapsul ati ng node MJST generate a keepal i ve packet when a Cycle
IDtransition occurs and no user data packets were transmitted during
the endi ng interval

The encapsul ati ng node MJST track whether at |east one user data
packet has been transmitted during each nmeasurenment interval. The
encapsul ati ng node SHOULD i npl ement this tracking using a per-flow,
per-Cycle-1D fl ag.

Upon Cycle ID transition, if the tracking flag indicates no user data
packets were transmtted during the ending interval, the
encapsul ati ng node MUST generate and transmit a keepalive packet with
the follow ng properties:

* The Cycle IDfield MIUST be set to the ending interval’s Cycle ID
val ue

* The K flag MJST be set to 1

* The packet SHOULD use a cached packet tenplate fromthe flow, if
avai |l abl e

* The packet MAY be a mnimal probe packet if no tenplate is
avai |l abl e

Keepal i ve packets MUST NOT be counted in the packet statistics for

packet | oss calculation. |Inplenmentations MJST distinguish keepalive
packets fromuser data packets in statistics counters
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Error Handling

If the encapsul ating node is unable to insert the Cycle ID field due
to insufficient header space, the node MJST forward the packet
wi thout | OAM information and SHOULD i ncrenent an error counter

If the encapsul ati ng node detects an invalid Cycle ID value inits

| ocal state (i.e., a value outside the range 0-3), the node MJST
reset the Cycle IDto 0 and SHOULD | og the error condition

Transit Node Procedures

This section specifies the normative procedures for transit nodes.
Packet Processing
A transit node that supports packet-triggered reporting MJIST perform
the follow ng operations for each received packet containing a Cycle
ID field:

1. Parse the Cycle IDfield fromthe | OAM header

2. Validate that the Cycle IDvalue is in the range 0-3

3. Update the statistics counter corresponding to the parsed Cycle
I D val ue

4. Forward the packet according to nornmal forwardi ng procedures
Transit nodes MUST NOT nodify the Cycle ID field or the K flag.
Transit nodes SHOULD NOT maintain timers for statistics reporting.
Transit nodes MAY trigger local statistics reporting based on

observed Cycle ID transitions, using the sane procedures as
decapsul ati ng nodes.

Error Handling

If atransit node receives a packet with an invalid Cycle ID val ue
(outside the range 0-3), the node MJUST forward the packet without
updating statistics and SHOULD i ncrenent an error counter

If a transit node receives a packet with a malfornmed Cycle ID field

(e.g., truncated header), the node SHOULD forward the packet
according to local policy and MJST increnent an error counter.

et al. Expires 1 Septenber 2026 [ Page 8]
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Decapsul ati ng Node Procedures

This section specifies the normative procedures for decapsul ating
nodes.

St at e Mui nt enance
The decapsul ati ng node MJUST maintain the foll owing per-flow state:

* Last received Cycle ID: The Cycle ID value fromthe nost recently
recei ved packet

* Per-Cycle-ID statistics counters: Packet and byte counts for each
of the four Cycle |ID values

* |nitialization flag: Indicates whether the flow has received its
first packet

Upon receiving the first packet for a flow, the decapsul ati ng node
MJST set the initialization flag and record the received Cycle ID as
the last received Cycle ID. The decapsul ati ng node MJST NOT trigger
statistics reporting for the first received packet.

Report Triggering

For each received packet after initialization, the decapsul ati ng node
MJST conpare the packet’s Cycle IDwth the |ast received Cycle ID

If the Cycle ID values differ, the decapsul ati ng node MJST:

1. Trigger statistics reporting for the interval that ended two
cycl es before the newly received Cycle I D, calculated as:
report_cycle_id = (received_cycle_id + 2) nod 4

2. Update the last received Cycle IDto the newy received val ue

3. Update the statistics counter for the newy received Cycle ID

If the Cycle ID values are equal, the decapsul ati ng node MJST update
only the statistics counter for the current Cycle ID.

Keepal i ve Packet Processing

When t he decapsul ati ng node receives a packet with the Kflag set to
1, the node MJUST:

* Process the Cycle ID for report triggering as specified in
Section 7.2

et al. Expires 1 Septenber 2026 [ Page 9]
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* NOT include the keepalive packet in packet |oss statistics

* (Optionally discard the packet after processing if no further
forwarding is required

Error Handling

If the decapsul ati ng node receives a packet with an invalid Cycle ID
val ue, the node MJST discard the Cycle ID information fromthat
packet, MJST NOT trigger statistics reporting based on that packet,
and SHOULD i ncrenment an error counter.

If the decapsul ati ng node detects a Cycle |ID sequence gap (e.g.,

transition fromO to 2, skipping 1), the node SHOULD Il og this

condition and MAY trigger reporting for all skipped intervals. The

speci fic behavior for sequence gaps is inplenentation-defined.
Cycle I D State Machi ne

The Cycle ID transitions through four states in a fixed sequence.
The state machine is defined as foll ows:

Interval Timer Expiry

Fooo-- + Fooo-- +
I I AR > | I
| O | I | 1 |
| | <-+ | |
+----- + | +----- +
n I I
| | Interval | Interva
| | Tiner | Tiner
I | Expiry | Expiry
| | v
+----- + | +----- +
I I I I I
| 3 | <+ | 2 |
| | e > | |
+----- + I nterval Timer +----- +

Expiry
Figure 4. Cycle ID State Machi ne

The Cycle ID value MJST transition in the sequence: 0 ->1 ->2 -> 3
-> 0 (repeating). No other transition sequences are valid.

The transition fromone Cycle ID value to the next MJUST occur only at

measur enent interval boundaries as determ ned by the encapsul ating
node’'s local tiner.
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I nt

9

9.1

9. 2.

10.

Li,

ernet-Draft | OAM Packet - Tri ggered Reporting February 2026

Manageabi |l ity Consi derations
Configuration Parameters

I mpl enent ati ons supporting this specification SHOULD expose the
foll owi ng configuration paraneters

* Measurenment interval duration (default: 1 second, range: 100ns -
60s)

* Keepal i ve generation enabl e/ di sabl e (default: enabl ed)
* Per-flow statistics reporting destination

* Error counter thresholds for alarmng

Monitoring and Statistics

I mpl enent ati ons SHOULD provi de access to the foll ow ng operationa
statistics:

* Per-flow, per-Cycle-1D packet and byte counters
* Keepal i ve packets generated (per flow)
* Keepal i ve packets received (per flow)
* Cycle ID errors detected
* Cycle ID sequence gaps detected

Security Considerations
The security considerations of [RFC9197] apply to this extension
The foll owi ng additional considerations are specific to the Cycle ID
mechani sm
The Cycle IDfield is a 2-bit value that indicates the nmeasurenent
interval. An on-path attacker could nodify the Cycle ID val ue,
causing incorrect statistics reporting at the decapsul ati ng node.
I npl enent ati ons operating outside a single adm nistrative trust

domai n SHOULD protect I1OAM data integrity using nechani sns such as
t hose described in [ RFC9197] Section 5.
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The keepal i ve packet generation nmechani smcoul d be abused by an
attacker who suppresses user data packets, causing the encapsul ating
node to generate keepalive packets continuously. |nplenentations
SHOULD nonitor keepalive generation rates and al ert operators when
abnornmal patterns are detected.

Statistics counters naintained by transit and decapsul ati ng nodes are
| ocal state and are not exposed in the data plane. Access to these
counters through management interfaces SHOULD be protected by
aut henti cati on and aut horization nechani sns.

I ANA Consi derations
1. 10AM Option-Type Registry

Thi s docunent requests IANA to allocate a new Option-Type fromthe
"1 OAM Opt i on- Type" registry defined in [ RFC9197].

E ool ool s g
| Value | Description | Reference |
[ el ety sl
| TBDL | I1OAM Cycle ID Option | [This Docunent] |
+------- B T I il I I S R +

Table 3: | OAM Opti on- Type Al l ocati on Request
2. 10AM Cycle ID Flags Registry

Thi s docunent requests IANA to create a new registry titled "I OAM
Cycle I D Flags" under the "In-situ OAM (I OAM " registry group.

The registry contains 1-bit flags. The initial contents of the
registry are:

i et ety Pty e e ety e ety
| Bit Position | Name | Description | Reference |
[ oo oo e s s
| O | K | Keepalive Flag | [This Docunent] |
I i T +------ i T I e I T +

Table 4. 10AM Cycle ID Flags Registry

Future assignnents in this registry require Standards Action
[ RFC8126] .
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Appendi x A.  Processi ng Exanpl es

Thi s appendi x provi des non-nornative exanpl es of packet-triggered
reporting behavior.

A.1. Normal Operation

Consider a flow with continuous traffic. The encapsul ati ng node
operates with a 1-second neasurenent interval:
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Encap Action

Assign Cl D=0
Count packets

Assign Cl D=1
Count packets

Assign Cl D=2
Report CID=0 stats
Count packets

Assi gn Cl D=3
Report CID=1 stats
Count packets

Time (s) Cycle ID

0.0-.1.0 0

1.0-2.0 1

2.0-3.0 2

3.0-4.0 3
Keepal i ve Generation

Decap Action

Recei ve Cl D=0
Count packets
(Initialize)

Recei ve Cl D=1
Trigger: report Cl D=3
(No data for ClID=3)
Count packets

Recei ve Cl D=2
Trigger: report CI D=0
Count packets

Recei ve Cl D=3
Trigger: report Cl D=1
Count packets

Consider a flowwith intermttent traffic where no packets are
transmtted during Cycle |D=1:

now

TBD

edgenent s
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Traffic

Present
None
Present
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Encap Action
Assi gn Cl D=0,
Generate keepalive (Cl D=1, K=1)
Assi gn Cl D=2,

count packets

count packets
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