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Abstract

Thi s docunent specifies the In-Network Inference Protocol (INIP), a

| i ght wei ght protocol designed specifically for inplenenting high-
speed in-network inference in data center internal networks. [INP
utilizes data plane devices (such as switches, DPUs, and Smart N Cs)
to performlightweight inference tasks while ensuring that core
networ k forwarding functions are not affected. The protocol operates
based on the I Pv4 protocol and adopts a fixed, |ightweight packet
format.

INIP adopts a two-tier architecture of "centralized control plane
adapt ati on and scheduling, and mninal data plane execution". The
control plane stores all inference nodels, deploys nodel rules to
data pl ane devices using a CDN-1i ke scheduling nmethod, and assunes
the responsibility of degraded fallback inference; the data pl ane
performs packet parsing and natch action tabl e-based inference. This
docunent details INIP's core |logic, packet format, data pl ane device
constraints, nodel expression specifications, control plane
responsibilities, CDN-like scheduling nechani sm dynam c node

popul arity replacenment, and overall execution process.

Status of This Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

1.1. Background

Wth the rapid devel opnment of data center networks and artificial
intelligence, the demand for |ow | atency and hi gh-throughput

i nference services within data centers continues to grow. Typica
scenarios include real-tine traffic classification, malicious traffic
detection, as well as |ightweight conmputer vision/natural |anguage
applications (rapid product defect detection, sinple face
recognition, short text sentiment polarity judgnment, device contro
command recognition, etc.).

Traditional inference deploynment (deploying inference services on
dedi cat ed servers) can not use existing data plane resources for
green networking and often introduces additional transm ssion

| atency. To address this, this docunent proposes the In-Network
Inference Protocol (INIP). This protocol enables data plane devices
to undertake fast inference tasks while ensuring their forwarding
function. |INP nakes the control plane store all nobdels, inplenents
i n-network depl oynent of nodel rules using a CDN-like scheduling

met hod, sinplifies the adaptation of nodels to heterogeneous data

pl ane devi ces through nodel distillation and cross-matchi ng node
conversion, and optim zes data plane utilization through dynam c
repl acenent based on nodel popularity. The INIP control plane also
assunes the responsibility of fallback inference to ensure the nornal
execution of inference tasks.

1.2. Scope

Thi s docunent defines INNP's core |ogic, packet format, data pl ane
constraints, nodel expression specifications, control plane
responsibilities, and overall process. The protocol is applicable to
data center internal network environments, focusing on real-tine,

hi gh-t hr oughput i nference scenarios that avoid |arge nodels with
heavy conputing. |INP does not define a new network |ayer protoco
but operates based on the I Pv4 protocol [RFC791], and nodel query
nmessages initiated by users to the control plane are inplenented
using the |ightweight DNS protocol [RFCL035] to ensure standardized
adapt ati on.

1.3. Term nol ogy

The key terns used in this docunent are defined as foll ows:
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Dat a Pl ane Devi ce:
A network device (such as a Tofino switch [ TOFINO, DPU, or
Smart NI C) that undertakes packet forwarding. A general inference
tabl e may be reserved during P4 [P4] code conpilation (depending
on resource availability) to execute user inference.

I nference Tabl e
A general table reserved on a data pl ane device, populated with

inference rules issued by the control plane. It adopts a "key
field + action field" structure to performfast match-based
i nference.

Feat ure
A core component of the key fields in the inference table, i.e.,
the feature data required for nmodel inference. It corresponds

one-to-one with the features in the I NP packet feature area,
arranged with a fixed bit width, and serves as the core basis for
the data plane to performinference (table | ookup and matching).

Mat chi ng Mode
The matching nmethod for sanple features during the operation of
the data plane device's inference table, including exact matching,

range matching, and ternary natching [P4]. 1t is determ ned by
the remai ni ng hardware resources after allocation to network
functions.

Control Pl ane
The core scheduling and adaptati on node of INIP, responsible for
data pl ane device capability managenent, nodel |ogic conversion,
rul e i ssuance, CDN-like scheduling, nodel popularity statistics,
dynani ¢ nodel replacenent, and degraded fallback inference. It
al so acts as a DNS server to receive and respond to nodel query
messages sent by users.

CDN-| i ke Schedul i ng
A schedul i ng nethod that deternines the depl oynent |ocation of
nmodel s based on topol ogical proximty, |oad bal anci ng, data pl ane
devi ce capability, and nodel popularity.

Model Popul arity
An indicator neasuring the frequency of nodel queries (only
counting nodel queries initiated by users to the control plane via
the DNS protocol), used to deterni ne whether a nodel is high-
frequency or | owfrequency, and to provide a basis for the dynamc
repl acenent of data pl ane nopdel s.

Cener al Deci sion Tree
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A unified nodel format obtained by distilling various origina
nmodel s (deep | earning nodel s, traditional machine |earning nodels)
[DTDI STI LL] .

Fal | back I nference
A degradation scheme where the control plane independently
executes inference tasks to ensure business continuity when there
are no suitable data plane devi ces.

1.4. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Core Logic Overview

The core design goal of INNP is to use data pl ane devices to enable
i ghtweight, fast inference in data center internal networks while
ensuring that core network forwardi ng functions (such as routing,
ACL, firewall) are not conprom sed. The protocol operates based on
the 1 Pv4 protocol [RFC791], with I NIP packets encapsulated in | Pv4
packets for transm ssion.

INIP adopts a two-tier architecture, with the core logic as foll ows:

1. Control Plane: Centrally nmanages all inference nodels (including
original nodels and their distilled general decision trees)
[ DTDI STI LL] [DLDI STILL], undertaking core responsibilities such
as nmodel |ogic conversion after distillation, inference rule
i ssuance, device capability management, CDN-Iike scheduling,
nodel popularity statistics and dynam c replacenment, and fall back
inference. It also receives two types of nmessages sent by
users—nodel queries (inplenmented using the DNS protocol [RFC1035]
to obtain the nodel’s data plane depl oynent |ocation) and I N P-
format inference requests (to obtain fallback inference results).
The control plane acts as a DNS server to parse users’ DNS query
requests and return the corresponding | P addresses of data pl ane
devices that hold the specific in-network inference tasks.
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Data Pl ane: Perforns nornmal network functions and can receive
nmodel inference rules issued by the control plane. However, it
only executes "packet parsing + matchi ng-based inference" when
its owmn IP is the destination IP of the INIP packet; after a
successful inference, it needs to nodify the inference result
field and swap the source and destination IP pairs to ensure the
packet is returned to the user.

CDN-| i ke Depl oynent and Popul arity Adaptati on: Based on CDN-Iike
schedul i ng | ogi ¢ and conbi ned with nodel popularity, the contro
pl ane prioritizes depl oying general decision tree nodel rules for
hi gh-frequency queries to nearby, suitable data plane devices;
the sane nodel can be deployed on nultiple data plane devices to
achi eve mul ti-node redundant depl oynent/| oad bal anci ng, and
optimze the utilization of the data plane inference table

t hrough dynami c popul arity repl acenent.

Fal | back Mechani sm When there are no suitable data pl ane

devi ces, no correspondi ng nodel rules are deployed on the data
pl ane, or an interruption occurs during nodel rule replacenent,
the control plane automatically executes fallback inference.

Request - Result Association: By setting a request identifier in
the I NI P packet, a one-to-one correspondence between inference
requests and return results is achieved, ensuring that the user
can clearly distinguish the inference results of different
requests.

I Nl P Packet For nmat

An I NI P packet consists of a fixed-length header (64 bits) and a
vari able-length feature area. The following is a visua
representation of the INIP packet format (excluding the |Pv4 header):

0 1 2 3

012345670123456701234567012345¢617
R it S T S R e e i S R S i otk o B S R B S R R
| Model 1D (16bit) | Request 1D (16bit) |
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR
| I'nference Res. | Feature Cnt. | |
e i i o R S S el ol N +
I I
| Feature Area (Variable Length) |
I I
B e e S S e i T eI i S S e e s Tk ok STt S S S e e S TR

Detai |l ed descriptions of each INIP packet field (all 8 bits) are as
fol | ows:
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4.

4. 1.
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* *Nbdel ID (16 bits)*: Uniquely identifies the inference nodel
requested by the user, assigned by the control plane, and
corresponds one-to-one with the nodel rules issued by the contro
pl ane to the data plane. It is the core index for users to
initiate inference requests and for the data plane to perform
mat chi ng- based i nference; when users initiate a nodel query via
the DNS, they need to use this nodel ID as the query key in the
format "[Model 1D .inip.local" (a |ocal donmain, resolvable only
within the data center)

* *Request ID (16 bits)*: generated and carried by the user when
initiating an inference request, which nust be unique within a
certain period. Wen the data plane or control plane returns the
inference result, it must carry this field unchanged to ensure
that the user can associate the returned inference result with the
correspondi ng request.

* *|Inference Result (8 bits)*: This field is valid when the Mst
Significant Bit (MSB) is set to 1; when valid, it carries the
inference result returned to the user by the data plane device or
control plane. When the MSBis O, this field is a reserved bit,
and the sender (user) nust set it to O, while the receiver (data
pl ane/ control plane) ignores this field. After a successfu
i nference, the MSB of this field nust be set to 1, and the
correspondi ng inference result nust be filled in.

* *Feature Count (8 bits)*: Indicates the total nunber of features
(N) carried by the inference request, informng the data plane
device of the nunmber of features to be parsed

* *Feature Area (Variable Length)*: Stores N feature data required
for inference. Each feature adopts a globally fixed bit width
(e.g., 32 bits, uniformy specified by the control plane).

Data Pl ane Device Constraints
Het er ogeneous Devi ce Support

I Nl P supports heterogeneous data plane devices. Regardless of the
physical type (switch, DPU, snmartNI C), manufacturer, or hardware
specifications of the device, all data plane devices can reserve a
general inference table (optional, only considered after neeting
normal networking functions). Inference operations are conpleted
through this single inference table, and hardware differences between
devi ces do not affect protocol execution
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Dat a Pl ane I nference Table Structure

Dat a pl ane devices only reserve one general inference table, which is
popul ated by the control plane with inference rules converted from
general decision trees. The structure is sinple and fixed, adapting
to the data plane’s line-rate table | ookup requirements. The

i nference table adopts a fixed "key field + action field" structure:

* *Key Fields*: Core matching fields, fixedly including two types of
fields: X Mdel ID (8 bits): Exactly the sane as the Mdel ID
field in the INIP packet, used to |locate the nodel rule
corresponding to the current inference; X Inference Features (n
fixed-bit-width features): Corresponding to the nunber of
resol vabl e features n of the data plane, and features beyond the N
features required by the nodel should be regarded as neani ngl ess;
the bit width of each feature is consistent with the I NI P packet
feature area (uniformy specified by the control plane).

* *Action Fields*: Action instructions executed after a successfu
tabl e | ookup, fixedly including one type of core field, nanely the
Inference Result (8 bits): the inference conclusion correspondi ng
to the set of key fields (Mddel ID + Features), used to fill the
I NI P packet.

Fi xed I nference Paraneters

The fixed inference-rel ated paraneters of the inference table
i ncl ude:

*  *Resol vabl e Feature Count (n)*: The nunber of fixed-bit-w dth
features that the device can resolve. The bit width of all
features is globally uniform which needs to adapt to the val ue
range (0-255) of the feature count (8 bits). The control plane
will select suitable devices to deploy nodel rules based on this
paraneter, ensuring that n the nunber of features N required by
t he nodel .

* *|nference Tabl e Matchi ng Mbde*: The matchi ng node (exact
mat chi ng, range matching, ternary matching) of each key field in
the inference table, determ ned by the allocation of the device's
hardwar e resources. For exanple, when the TCAM resources of the
Tofino chip are prioritized for core network functions and SRAM
has redundancy, the inference table will adopt an SRAM based exact
mat chi ng node

*  *Naxi mum Nunber of Inference Table Entries*: The nmaxi mum nunber of

i nference rules that the device can carry, determned by the
hardwar e resources of the inference table (such as SRAM capacity).
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The inference-rel ated paraneters of data plane devices are globally
fixed after P4 code conpilation [P4]. |If inference-related
paraneters need to be adjusted, the control plane can nodify and
reconpil e the P4 code as needed, and synchronously update the
correspondi ng data pl ane device information in the capability

dat abase to ensure the accuracy of subsequent nodel replacenment and
adapt ati on.

Dat a Pl ane Execution Logic

Only the destination of the INIP packet (which may be a data pl ane
device, control plane, or user) will execute "packet parsing + table-
based inference (if it is a data plane/control plane) + post-hit
processi ng" operations; network devices with non-destination |IPs
(including non-destination data plane devices) only perform behaviors
consistent with network forwarding |logic. Wen the destination is a
data pl ane device, the specific execution logic is as follows:

1. Packet Parsing: Parse the I NI P packet encapsulated in the |Pv4
packet, extract the Mddel 1D, Request ID, Feature Count N, and N
inference features, and record the source |P address and
destination | P address;

2. Matchi ng-based I nference: Performtable | ookup operations
according to the inference table matching rul es based on the
extracted Model ID and inference features, distinguishing between
hit and miss scenari os;

3. Mss Handling: If there is no hit in the inference table, forward
the conpl ete packet to the control plane (while nodifying the
destination IP in the | Pv4 header to the control plane IP), and
the control plane executes fallback inference;

4. Post-hit Processing (Core Operation): If there is a hit in the
inference table, performtwo key operations: X Mdify the
"Inference Result" field of the INIP packet: Set the Mst
Significant Bit (MSB) of this field to 1 to identify that the
inference result is valid, and fill the matched inference result
fromthe inference table into this field; X Adjust the |Pv4
header: Swap the source | P address and destination |P address,
i.e., change the original source IP (user IP) in the |Pv4 header
to the destination IP, and the original destination |IP (data
pl ane device IP) to the source I P, ensuring that the data packet
can be returned to the requesting user along the original path;

5. Packet Forwarding: Send the nodified | Pv4 packet according to the
net wor ki ng forwardi ng | ogic.
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5. Model Expression Specifications

Al nmodels in INIP are represented in the form of general decision
trees, which are obtained by distilling various original nodels
(including deep |l earning nodels and traditional machine |earning
nmodel s) through know edge distillation technology [DTDI STILL]. This
ensures the unity and adaptability of nodel expression, facilitating
the control plane to convert theminto inference rul es supported by
data pl ane devi ces.

A general decision tree only defines the business |ogic judgnents
required for inference (such as feature interval judgrment, equality
judgrment) and is not bound to the matching node of any data plane
device. This allows nodels fromdifferent sources and types to be
flexibly adapted to devices with different matching nodes after
distillation. The control plane stores all original nodels and their
correspondi ng general decision trees, while the data plane only
stores the inference table rules converted by the control plane; the
control plane uniformy assigns Mdel IDs to ensure their uniqueness,
and this Mbdel IDw Il serve as the core key for users to initiate
queri es.

6. Core Responsibilities of the Control Plane

The control plane is the core adaptation and scheduling node of INP
undertaking the follow ng key responsibilities, including core
functions such as CDN-Ii ke scheduling, nodel popularity managenent,
and fall back inference, to ensure the efficient operation of the

pr ot ocol

6.1. Data Plane Device Capability Managenent

The control plane maintains a dynam cally updatabl e device capability
dat abase, which records the fixed parameters (n, natchi ng node,
maxi mum nunber of entries), topological |ocation, and remaining

i nference tabl e capacity of each data plane device. After a data

pl ane devi ce depl oys or del etes nodel rules, or updates inference
paraneters, the control plane updates the correspondi ng device
information to support CDN-like scheduling and nodel popularity

r epl acenent.
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Model Logi ¢ Conversion

The control plane converts the business |ogic of the general decision
tree into inference rules according to the matching node of the
target data plane device. It also assigns a unique Mdel IDto each
nmodel , associating the nodel with the inference rules. The
conversi on process must follow the conplete |ogical equival ence
principle and all ow cross-mat chi ng node conversi on (such as
converting the range logic of the decision tree into exact matching
or ternary matching rules) to ensure the accuracy of the inference
results; the converted rules nust adapt to the "key field + action
field" structure of the data plane inference table.

Rul e I ssuance Verification

Inference rules will be issued to the target data plane device only
if both of the followi ng conditions are net:

1. The nunber of resolvable features n of the device the nunber of

features N required by the nodel; the control plane will only
i ssue the corresponding nodel rules to devices that neet this
condi tion;

2. The nunber of rules generated after conversi on does not exceed
the remai ni ng nunber of entries in the device's inference table.

CDN-| i ke Schedul i ng and Model Popul arity Managenent
1. CDN-Iike Scheduling Principles

During scheduling, the four-dinmensional principles of "topol ogica
proximty + | oad balancing + capability adaptability + popularity
priority" are followed. Priority is given to selecting devices that
are close to the user, have | ow | oad, and neet the adaptation
conditions (nN, nunber of rules renaining capacity) to depl oy

hi gh-frequency popul ar nodel rules to data pl ane devices; the sane
nmodel can be depl oyed on nultiple suitable data plane devices to
achi eve near-user response and | oad sharing of inference requests,
consistent with the core logic of CDN

6.4.2. Model Popularity Considerations

Li,

The control plane statistics the nodel query nmessages initiated by
users to it (only counting nodel query messages sent by users, not

I NI P-format inference requests sent by users), and determ nes the
nodel popularity level and replacenment rules in conbination with data
pl ane device constraints. The specific consideration dinensions are
as foll ows:
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* *Core Consideration Indicators*: X Mdel Query Frequency: Count
the nunber of queries for each nodel within a fixed period (e.g.,
1 hour) to distinguish between high-frequency (popular) and | ow
frequency nodel s (exanple: 1000 queries per hour are high-
frequency, <1000 queries per hour are |owfrequency); X Request
Latency Requirenent: Prioritize high-frequency nodels that are
"l atency-sensitive" (such as device control comrand recognition,
real-tine traffic classification), which need to be deployed to
the data plane first; X Mdel Resource Qccupation: Consider the
nunber of data plane inference table entries occupi ed by nodel
rules, and prioritize nodels with "high popularity + | ow resource
occupation” to inprove resource reuse rate.

*  *Popul arity Judgnent and Dynani ¢ Repl acement Rul es*: The contro
pl ane mai ntains a "nodel popularity ranking", which is updated
every fixed period. The core scenario triggering dynamc
replacenent is "l owfrequency nodel s occupying resources while
hi gh-frequency nodel s have no depl oynent space". During
repl acenent, the principles of "high-frequency replacing | ow
frequency, |ow-resource-occupation replacing high-resource-
occupation, and |l atency-sensitive nodels being retained first" are
followed; if an inference request interruption occurs during
repl acenent, the control plane automatically executes fallback
i nference to ensure business continuity; after the replacenent is
compl eted, inference requests are automatically switched to data
pl ane response.

6.4.3. Mddel Resource Reuse

6. 5.

Li,

If a data plane device still has renmining capacity in the inference
tabl e after deploying one nodel, it can continue to depl oy other
nmodel s, prioritizing high-frequency popul ar nodel s to achi eve
efficient reuse of device resources; the sane nodel can be depl oyed
on multiple suitable data plane devices to further inprove near-user
response efficiency, achieve |oad sharing, and reduce the fall back

i nference pressure on the control plane.

Degraded Fal | back I nference

If there are no suitable data plane devices (e.g., no devices neet

nN or the nunber of rules exceeds the limt), no correspondi ng nodel
rul es are depl oyed on the data plane (no correspondi ng Mddel D), or
an interruption occurs during nodel rule replacenent, the contro

pl ane receives the INIP-format inference request nessage sent by the
user and independently executes degraded fallback inference to ensure
the inference task is not interrupted. Fallback inference has no
data pl ane hardware acceleration, and is only used as a degradation
schene, not replacing the deploynent of high-frequency nodels on the
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6. 6.
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data plane. When the control plane returns the inference result, it
must carry the Request ID and Mbdel ID fromthe packet unchanged, set
the MSB of the Inference Result field to 1, fill in the inference
result, and swap the source IP and destination IP to ensure the
packet is returned to the user.

Respondi ng to User Requests

The control plane acts as a DNS server to respond to nodel query
nmessages sent by users via the DNS protocol [RFCL1035]. The nessage
uses "[Model ID].inip.local" (a |local domain, resolvable only within
the data center) as the query key, carrying the Mddel ID;, if the
nmodel has nultiple data plane depl oynent points (i.e., rules have
been successfully issued to nultiple suitable data plane devices),
only the I P address of the data pl ane device closest to the user’s
topol ogical location is returned; if the nodel has no data pl ane

depl oynent points (no suitable data plane devices or no rules

i ssued), the control plane’s own |P address is returned. After
obtaining the I P address, the user can cache the mapping rel ationship
between the Mbdel 1D and the corresponding | P address locally, with
the cache validity period uniformy configured by the control plane
(set via the DNS TTL field). During the cache validity period, the
user does not need to repeatedly send npdel query nessages and can
directly send correspondi ng nessages based on the cached | P address:
send I NI P-format inference request nessages to data pl ane devi ces,
and send I NIP-format inference request nmessages to the control plane
(for fallback inference); after the cache expires, the user resends a
DNS nodel query message to the control plane.

Overal | Process
The overall execution process of the INIP steps is as foll ows:

1. The control plane conpiles P4 code for each data pl ane device
(the code first includes network forwardi ng behaviors and an
i nference tabl e when device resources are sufficient); when
there is an inference table, it updates the correspondi ng
information in the device capability database. |If the inference
tabl e paranmeters (nunber of features, table capacity) need to be
adjusted later, the control plane nust reconpile the P4 code and
updat e the device capability database.

2. The control plane distills and converts the original |earning
nmodel s into general decision trees, assigns a unique Mdel IDto
the nmodel, and stores all original nodels, correspondi ng genera
decision trees, and Model IDs; it also configures DNS services
to support users to initiate queries with "[Mde
ID.inip.local" as the key.
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3. The control plane parses the general decision tree, and screens
out nmultiple suitable target data plane devices (the sane node
can be depl oyed on nultiple suitable devices) in conbination
with CDN-1i ke scheduling | ogic (topological proximty + |oad
bal ancing + capability adaptability + popularity priority).

4. The control plane converts the decision tree logic into
i nference rul es supported by the target device in an equival ent
manner (i.e., adapting to the "key field + action field"
structure of the data plane inference table), and checks whet her
the nunmber of rules exceeds the linmt based on the current
remai ni ng capacity of the device's inference table; if the
remai ni ng capacity is sufficient, conpletes the rule issuance,
and updates the remai ning capacity of the device in the device
capability database, as well as the depl oyed nodel rul es and
Model 1D information.

5. The control plane statistics the frequency of user DNS nodel
query nessages corresponding to each Mdel |ID, updates the nodel
popul arity ranking every fixed period; for high-frequency
popul ar nmodel s, they can be deployed on multiple suitable data
pl ane devices. |f dynam c replacenent of data plane nodel rules
i s needed, the replacenent operation is perforned. During the
repl acenent, the control plane receives the I N P-format
i nference request nessage sent by the user and executes fall back
i nf erence.

6. The user sends a nodel query nessage to the control plane via
the DNS protocol, using "[Mddel ID].inip.local" as the query key
to obtain the corresponding | P address: if the nodel has
mul tiple data plane depl oynment points, the control plane returns
the I P address of the data plane device closest to the user; if
there are no data plane depl oyment points, the control plane
returns its owmn IP. After obtaining the |IP address, the user
caches the mapping rel ationship between the Mddel ID and the IP
address locally (the cache validity period is controlled by the
DNS TTL field). During the cache validity period, the user
directly sends an INIP inference request nessage to the
correspondi ng node based on the cached | P address; after the
cache expires, the user resends a DNS nodel query nessage to the
control plane.

7. Only the destination of the INIP packet (data plane devi ce,
control plane, or user) parses the packet; network devices with
non-destination IPs only forward the packet normally, perform ng
behavi ors consistent with network | ogic.
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8. If the destination is a data plane device, extract the Mdel |D,
Request 1D, and feature data, and performtabl e-based inference;
if there is a hit in the inference table, nodify the Inference
Result field (set MsSBto 1 + fill in the inference result), swap
the source and destination IP pairs in the |IPv4 header, and
forward the packet back to the user; if there is no hit in the
inference table, forward the original INP packet to the contro
pl ane for degraded fallback inference (the packet destination is
modified to the control plane at this tine)

9. As a possible destination IP of the INIP packet, the contro
pl ane receives the INIP-format inference request nessage sent by
the user, executes fallback inference, sets the MSB of the
Classification Result field to 1, fills in the inference result,
swaps the source and destination IP pairs in the |IPv4 header,
carries the Request I D and Mbdel |D unchanged, and forwards the
packet back to the user.

10. Wen the user is the destination | P, parse and receive the
i nference result; network devices with non-destination IPs only
forward the I NI P packet normally.

| ANA Consi der ati ons

Thi s docunent does not require any resource allocation fromthe

I nternet Assigned Numbers Authority (1ANA). INP reuses the private
al |l ocati on value of the IPv4 Protocol field (range 128-255), which is
a private use range reserved by I ANA, and no | ANA public allocation
nunber is required; when users initiate nodel queries via the DNS
protocol, the local domain "inip.local" (non-public donmain) is used,
whi ch does not require domain nane allocation from | ANA and only
needs to be configured for resolution within the data center.

Security Considerations

INIP is specifically designed for data center internal network
environments. Users should ensure that the environnment has security
protection measures such as physical isolation and access control
Therefore, INIP packets are transmitted in plain text to prioritize
| ow | atency processing performance. For nobdel query nessages
initiated by users via the DNS protocol, access control can be

i npl emented through the internal DNS server of the data center to
restrict only authorized users frominitiating queries, preventing
the | eakage of Mddel IDs and device |P informtion
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