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Abstract

Thi s docunent proposes a solution for Source Address Validation (SAV)
at the intra-domai n network boundary using BGP. Routers at the
boundary automatically generate accurate SAV rul es by using routing

i nformati on and SAV-specific information. These rules construct a
val i dati on boundary whi ch checks the validity of the source address
of any data packets flowing into the intra-domain network. This
docunent al so introduces BGP extensions for comruni cati ng SAV-
specific informati on anbng routers at the boundary.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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I nt roduction

Source address validation (SAV) is essential for mtigating source
address spoofing attacks ([RFC6959]) on the Internet. The current
operational intra-domain SAV mechani sms include Access List Contro
(ACL) [RFC2827] and uni cast Reverse Path Forwardi ng [ RFC3704]. Their
techni cal problens are detailed in

[I-D.ietf-savnet-intra-domai n-problemstatenent] and a new intra-
domai n SAV sol ution that can generate accurate SAV rules in an
automati c way i s needed.
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Thi s document proposes a solution for SAV at the intra-domai n network
boundary using BGP. W refer to both edge routers and border routers
as routers at the boundary of an intra-domain network. Routers at
the boundary autommtically generate accurate SAV rul es by using
routing informati on and SAV-specific information. These rules
construct a validation boundary which checks the validity of the
source address of any data packets flowing into the intra-domain
networ k. This docunment al so introduces BGP extensions for

communi cati ng SAV-specific information anong routers at the boundary.

Ter mi nol ogy

SAV Rul e: The rule that describes the mapping rel ationship between a
source address (prefix) and its valid incom ng router interface(s).

SAV-specific Information: The information specialized for SAV rule
generation, which is exchanged anong routers.

Non- BGP Customer Network: A stub network connected to one or nore
routers of the AS for Internet connectivity. It only originates
traffic and does not participate in BGP routing exchanges with the
AS.

Edge Router: A router connected to hosts or non-BGP customer networks
of the local AS. It forwards traffic fromhosts or non-BGP custoner
networks into the intra-domai n networKk.

Border Router: A router positioned at the boundary between the |oca
AS and one or nore external Autononous Systenms (ASes). It runs EBGP
and exchanges routing information with external peers.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

SAV Procedure at Edge Routers

Edge routers will generate a prefix allowist on interfaces facing a
non- BGP customer network or a set of host, including only prefixes
that can be used as the source address by the non-BGP cust omer
network or the set of hosts. For exanple, in Figure 1, the prefix
allowist on Intf. 1 should only include all the source prefixes of
non- BGP customer networkl, the prefix allowist on Intf. 2 and Intf.
3 should only include all the source prefixes of non-BGP custoner
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networ k2, and the prefix allowist on Intf.4 should only include the
networ k segment of the hosts.

T +
| O her ASes

o m e e e e e e e e e e e e e e e e eeoe—o - +

I I
I I

S |------ I T +
| AS I I
| Intf.5| [ Intf.6 |
| R ot |
| | Router 3 | |
| b + |
| / \ |
I / \ I
I / \ I
| - + - + |
| | Router 1 | | Router 2 | |
| to - - #-+ +- - - - #--+ |
[Intf.1]Intf.2\ Intf.3/ \Intf.4 |
| | \ / \ |
| | \ / \ |
| Non- BGP Non- BGP Host s |
| Customer1 Customer?2 |
o e e e e e e e e e e e e e e e e e e e e memao o +

Intf '# enables prefix allowist
Intf '*' enables prefix blocklist

Figure 1: An exanple of SAV at the boundary of an intra-domain
net wor k

To construct a prefix allowist on the specific interface, the edge
router inspects its local Routing Informati on Base (RI B) and
identifies destination prefixes that are reachable via that
interface. These prefixes should cover the conplete source address
space of the connected hosts, single-homed non-BGP custoner networks,
or multi-honmed non-BGP customer networks with symmretric routing.
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In asymretric routing scenarios, these prefixes derived fromthe
local RIB may fail to cover the conplete source address space of

mul ti - homed non-BGP custoner networks. For example, in Figure 1, the
prefix that is reachable via Intf.2 nmay be part of the conplete
source address space of non-BGP custoner network2 because the other
part is only reachable via Intf.3. One approach is to configure
static routes with lower priority on the Intf.2 and Intf.3 of Routerl
to achieve symetric routing, wthout influencing the Forwarding

I nformati on Base (FIB) . However, static configuration requires
addi ti onal manual overhead.

To address this limtation, the Source Prefix Advertisement (SPA)
process [|I-D.li-savnet-source-prefix-advertisenent] is required to
enabl e the construction of a nore accurate and conplete allowi st.
During the SPA process, edge routers will announce these prefixes
together with other SAV-specific information. The SAV-specific

i nformation includes:

* Milti-homing Interface G oup Type (MI1G Type): It indicates the

type of the interface that learns the prefix. In general, there
are two types of interfaces: single-honming interface (e.g., Intf.1
and Intf.4 in Figure 1) and nmulti-honmng interface (e.g., Intf.2

and Intf.3 in Figure 1).

* Milti-homing Interface Goup Tag (MIG Tag): It is to identify the
non- BGP customer network of the prefix. Prefixes belonging to the
same non- BGP custonmer network MJST have the identical MIG Tag
val ue. Different non-BGP custoner networks MJST have different
M| G tag val ues.

* (Only) Source Flag: It indicates whether the prefix is an
internal -use-only prefix. By default, the flag is set because
nmost prefixes are internal -use-only. For prefixes which are al so
used to source traffic by other ASes, the flag should be unset.

The detailed procedure for the prefix allowist generation is as
fol | ows:

1. For each interface connecting a non-BGP custonmer network or a set
of hosts, create a set of unique prefixes that are reachable via
that interface by inspecting the local RIB. Call it Set A

2. Considering prefixes and SAV-specific information provided by
other edge routers, create a set of unique prefixes that have the
same M1 G Type and M1 G Tag as prefixes in Set A, Call it Set B

3. Formthe union of Set A and Set B. Apply the union set at the
interface as a prefix allowist.
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SAV Procedure at Border routers

Border routers aimto generate a prefix blocklist on interfaces
facing an external AS, including prefixes that can be only used as
the source address by the local AS (i.e., internal source addresses).
For exanple, in Figure 1, the prefix blocklist on Intf. 5 and Intf. 6
shoul d i nclude the prefixes of non-BGP customer networkl, non-BGP
customer network2, and hosts.

The detailed procedure for the prefix blocklist generation is as
fol |l ows:

1. Considering prefixes and SAV-specific information provided by
edge routers, creat a set of unique prefixes with Source Fl ag
being set. Call it Set C

2. Apply Set Cat the interface facing an external AS as a prefix
bl ockl i st.

BGP Extensions for |Intra-domain SAVNET
BGP Protocol Relationship

The BGP extensions for SPA comuni cation follow a backward conpati bl e
manner wi thout inpacting existing BGP functions. New BGP SAVNET
subsequent address families will be introduced under the |Pv4 address
famly and the I Pv6 address famly, respectively. The BGP UPDATE
message (specifically the MP_REACH NLRI and t he MP_UNREACH NLRI
attributes) and the BGP Refresh nessage will be extended. AFl and
SAFI will be used for distinguishing the BGP SAVNET nessages from

ot her nessages.

A few existing path attributes such as Originator_ID and dister_list
or newWy defined path attributes MAY be used for BGP SAVNET

Actual ly, npost existing path attributes are not necessarily required
for BGP SAVNET. However, if the unnecessary path attributes are
carried in BGP updates, they will be accepted, validated, and
propagat ed consistent with the BGP protocol

Ful | -mesh | BGP Peering

Edge or border routers enabling BGP SAVNET MJUST establish full-mesh
i BGP sessions either through direct i BGP sessions or route-
reflectors. SAVNET nessages within an AS can be advertised through
the full-mesh BGP SAVNET sessions. The extensions of BGP nessages
for carrying SAVNET nessages will be introduced in Section 4.3.
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4.3. BGP SAVNET Protocol Extension
4.3.1. BGP SAVNET SAFI

To make good isolation with existing BGP services, this docunent
defines BGP SAVNET SAFIs under the | Pv4 address family and the | Pv6
address family, respectively. The values require | ANA registration
as specified in Section 8. Two BGP SAVNET speakers MJST establish a
BGP SAVNET peer and MJST exchange the Miltiprotocol Extensions
Capabi lity [RFC5492] to ensure that they are both capabl e of

processi ng BGP SAVNET nessages properly.

4.3.2. BGP SAVNET NLRI

The BGP SAVNET NLRI is used to transmt SPA messages (either |Pv4 or
I Pv6). The BGP SAVNET NLRI TLVs are carried in BGP UPDATE nessages
as (1) route advertisenent carried within Miltiprotocol Reachable
NLRI (MP_REACH NLRI) [RFC4760], and (2) route withdraw carried within
Mul ti protocol Unreachable NLRI (MP_UNREACH NLRI).

Wi |l e encoding an MP_REACH NLRI attribute containing BGP SAVNET NLRI
TLVs, the "Length of Next Hop Network Address" field SHOULD be set to
0 upon the sender. The "Network Address of Next Hop" field SHOULD
not be encoded upon the sender, because it has a 0 | ength and MJUST be
i gnored upon the receiver.

4.3.3. SPA TLVs

The BGP SAVNET NLRI TLV each carries an SPA nessage including a
source prefix and related information. Therefore, the NLRI TLV is
called SPA TLV. This type of TLVs are used in SPA process within an
AS. The format is shown bel ow

0 1 2 3

01234567890123456789012345678901

e i i i i i S S

Rout eType (1) | Length (1) |

i T o T T i T A S S S T
Oigin router-id (4) |

B e T i T o i S e S Tk i e

MaskLen (1) | IP Prefix (variable) |

R s i o e i ol S e S e T ik ik T S e T S T S

MIG Type (1) | Flags (1) | S|

i T o T T i T A S S S T

MIG Tag (4)
i T S S S T i T i I S I S S

+-
I
+-
I
+-+
I
+-

I
+-

I
+-

Fi gure 2: SPA TLV format
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The neaning of these fields are as foll ows:

*
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Rout eType (key): Type of the BGP SAVNET NLRI TLV, the value is 1
for SPA TLV within an AS.

Length: The length of the BGP SAVNET NLRI val ue, the RouteType and
Length fields are excl uded.

Oigin router-id (key): The router ID of the originating node of
the source prefix in the depl oynent donmin.

MaskLen (key): The mask length in bits, which also indicates the
valid bits of the IP Prefix field.

IP Prefix (key): IP address. The length ranges from1l to 4 bytes
for 1Pv4 and ranges from1l to 16 bytes for IPv6. Format is
consistent with BGP | Pv4/ 1 Pv6 uni cast address.

M| G Type (non-key): Milti-homing Ingress Interface Goup Type.

-  Type value 0: Unknown. Indicates that this prefix does not
conme from any non-BGP custoner networks or hosts. It can be a
| ocal prefix or a local domain prefix.

- Type value 1. Single-homing interface. |Indicates that this
prefix comes froma non-BGP custoner network or a set of hosts
that is single-homed to the | ocal domain.

- Type value 2: Miulti-honming interface. Indicates that this
prefix comes froma non-BGP custoner network or a set of hosts
that is multi-homed to the | ocal domain, and is connected only
to the |l ocal domain.

-  Type value 3~255: Reserved for future use.

Fl ags (non-key): Bitmap, indicating the attribute flag of the SPA
prefix, currently taken:

- bit 0 (S bit) : Source Flag. The value of 1 indicates that the
SPA prefix is single-homng. The value of 0 indicates that the
SPA prefix is multi-hom ng.

M| G Tag (non-key): Milti-hom ng Ingress Interface Group Tag. The
val ue ranges from1 to OXxFFFFFFFE. The value 0 is invalid and the
val ue OxFFFFFFFF i s reserved.
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Deci si on Process with BGP SAVNET

The Deci sion Process described in [RFC4271] works to determ nes a
degree of preference anbng routes with the sane prefix. The Decision
Process involves many BGP Path attributes, which are not necessary
for BGP SAVNET SPA process, such as next-hop attributes and | GP-
metric attributes. Therefore, this docunment introduces a sinplified
Deci sion Process for SAVNET SAFI

The purpose of SPAis to maintain a uniform Source Prefix |ist, which
is the mapping fromoriginal router-id to | P addresses, across al
routers in the deploy donmain. To ensure this, it is RECOVWENDED t hat
all routers deploy no ingress or egress route-policies for BGP
SAVNET.

BGP SAVNET NLRI Sel ection

The Deci sion Process described in [RFC4271] no | onger apply, and the
Deci sion Process for BGP SAVNET NLRI are as foll ows:

1. The locally inported route is preferred over the route received
froma peer.

2. The route received froma peer with the nunerically |arger
originator is preferred.

3. The route received froma peer with the nunerically |arger Peer
I P Address is preferred.

1. Self-Oiginated NLR

BGP SAVNET NLRI with origin router-id matching the local router-id is
considered self-originated. All locally inported routes should be
consi dered self-originated by default.

Since the origin router-id is part of the NLRI key, it is very
unlikely that a self-originated NLRI woul d be received froma peer
Unless a router-id conflict occurs due to incorrect configuration
In this case, the self-originated NLRI MJST be di scarded upon the
recei ver, and appropriate error |ogging i s RECOMVENDED.

On the other hand, besides the route learn frompeers, a BGP SAVNET
speaker MJST NOT advertise NLRI which is not self-originated.
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5.2. BGP Source Prefix Filtering

In actual network deployment, operaters may need to specify whether
sonme source prefixes requires filtering, and BGP conmunity attributes
can be used to identify the source prefixes that require filtration.

6. Error Handling
6. 1. Process of BG SAVNET NLRI s

When a BGP SAVNET speaker receives a BGP Update containing a

mal f ormed MP_REACH NLRI or MP_UNREACH NLRI, it MJST ignore the
received TLV and MJUST NOT pass it to other BGP peers. When

di scarding a mal forned TLV, a BGP SAVNET speaker MAY | og a specific
error.

If duplicate NLRIs exist in a MP_REACH NLRI or MP_UNREACH NLRI
attribute, only the | ast one SHOULD be used.

6. 2. Process of BGP SAVNET SPA TLVs

When a BGP SAVNET speaker receives an SPA TLV with an undefined type,
it SHOULD be ignored or stored wi thout parsing.

When a BGP SAVNET speaker receives an SPA TLV with a O origin router-
id, or the origin router-id is the same as the local router-id, it
MUST be consi dered nal f or med.

When a BGP SAVNET speaker receives an SPA TLV with an invalid MaskLen
field, which is out of the range 1~-32 for IPv4 and 1~128 for |IPv6, it
MUST be consi dered nmal f or med.

VWhen a BGP SAVNET speaker receives an SPA TLV with an address field,
whose length in bytes do not match with the remmining data, it MJST
be consi dered nal f or med.

When a BGP SAVNET speaker receives an SPA TLV with an unsupported
MIG Type, it SHOULD be ignored or stored w thout parsing.

When a BGP SAVNET speaker receives an SPA TLV with a M1 G Type 0
(Unknown), its MIG Tag MJST al so be 0, vice versa. Qherwi se this
SPA TLV MJST be consi dered nal f or ned.

VWhen a BGP SAVNET speaker receives a mal formed SPA TLV, it MJST
ignore the received TLV and MJUST NOT pass it to other BGP peers.
When discarding a mal forned TLV, a BGP SAVNET speaker MAY |log a
specific error.
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When a BGP SAVNET speaker processes Flags in an SPA TLV, the defined
bits MJST be processed and the undefined bits MJST be ignored.

7. Security Considerations
TBD.
8. | ANA Consi derations

The BGP SAVNET SAFIs under the I Pv4 address famly and the |IPv6
address fanmly need to be all ocated by | ANA

Acknowl edgenent s
TBD.
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