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Abst ract

Thi s docunent specifies BG Failure Propagation (BGP-FP), an
infrastructure and protocol that inproves inter-donain routing
convergence by accelerating the renoval of stale (invalid) routes.
BGP- FP uses (1) an Agent depl oyed per Autononous System (AS) to
detect inter-AS reachability changes and to configure local routers,
(2) alogically centralized Repository to store and sel ectively
forward AS reachability state, and (3) BGP Large Comrunities as a
"route freshness" marker. Agents validate and apply Repository
updates to filter routes that traverse AS pairs whose reachability
has been lost or that violate the originating AS s forwardi ng intent,
reduci ng route-flap propagation in the control plane.

Thi s docunent clarifies that "AS reachability” refers to the
reachability between two ASes, not to the state of individua
physical or logical links within an AS. If nultiple links exist

bet ween two ASes, the failure of a single link that does not break
overall AS-to-AS reachability does not trigger the BGP-FP mechani sm

A new Repository depl oynment nodel is introduced, suggesting that the
Repository be operated by a newy established organi zati on conposed
of Tier-1 ASes and Regional Internet Registries (RIRs), using a

di stributed depl oynent with Byzantine fault-tol erant consensus and
rotating | eadership.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Li, et al. Expires 1 Septenber 2026 [ Page 1]



Internet-Draft

BGP Fail ure Propagation

February 2026

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
tinme.
mat eri al

It

is inappropriate to use Internet-Drafts as reference

or to cite themother than as "work in progress.”

This Internet-Draft will expire on 1 Septenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunment nust

described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

Li,

oo

et

I ntroduction . .

Conventi ons and Def| ni t| ons .

Ter m nol ogy . . .

Requi renent s Language . e

Architecture and Operatl onal Overview .

Conponent s .
I nfornmation I\/bdel AS Reachability State Entries
Rout e Freshness Marking with BGP Large Conmuni ti es
Protocol Overview . . . e e
BGP- FP Message Encodi ng .

Common Header . .

Attributes (TLV) .

Defined Attributes

.1
. 2.

.1
. 2.
. 3.

1
2
3
5
5
5.
5.
5
5
5.
Al
1
2
3

al .

.\'9’.‘”:“.‘*’!\’!“

Bat ch Counter (0x01)

Function (0x02) .

Mer kl e Root (0x03)

Si gnature (0x04) .

AS Reachability State L| st (0x05)
Subscri bed ASes (0x06) .
Mer kl e Proof (0x07)

nt t o- Repository Protocol

Message Types . . . A
Mandat or y/ Opt i onal At t ri but es .
Agent Procedures .
Reposi t ory-t o- Agent Prot ocol

in effect on the date of publication of this docunent.
as they describe your rights

i ncl ude Revi sed BSD Li cense text as

OOV ~NoOOoOUTO U bW

PRRRRRPRERRER
NRPRRRRRPROOO

Expires 1 Septenber 2026 [ Page 2]



I nt

Li,

ernet-Draft BGP Fail ure Propagation

.1. Message Types . . . . . . . . .
.2. Mandatory/ Optional Attributes .
.3. Repository Procedures . .
8. Router Policy Behavior
8.1. Inbound Filtering Rule
8.2. CQutbound Marking Rule . . . .
9. AS-Internal Propagation of Fallure Infornatlon
10. Depl oynent Consi derations .
10.1. Repository Organization
10.2. Distributed Depl oynent
10. 3. Consensus and Trust Ce e e
10.4. Integration with RPKI Infrastructure
10.5. Increnental Depl oynent
11. Exanple of Operation

11.1. Topol ogy and CUStoner—PrOV|der ﬁeiaiienehipe

11.2. Loss of AS Reachability Between AS1 and AS2
11.3. BGP-FP Qperation . e e e e e
12. Privacy Considerations
13. Operational Considerations
14. |1 ANA Considerations . . .
14.1. TCP Service Nane and Port .
14.2. "BGP-FP Message Types" Registry
14.3. "BGP-FP Attribute Types" Registry
15. Security Considerations . e
16. References .
16.1. Normative References
16.2. Informative References
Aut hors’ Addresses

I nt roducti on

February 2026

12
12
13
13
13
14
14
15
15
15
16
16
17
17
18
19
19
20
20
20
21
21
21
22
22
22
23
24

BGP-4 [RFC4271] is a path-vector inter-domain routing protocol
Internet operators have | ong observed BGP instability and route-flap
propagati on [ RFC2439]. A key contributor is that routes that have
becone invalid (e.g., because the reachability between two ASes is

| ost) can persist and propagate until wi thdrawals and path

expl oration conpl ete.

BGP- FP addresses this by dissem nating authenticated AS reachability
changes and by marking routes with a per-AS freshness indicator

Upon | earning that reachability between AS X and AS Y has been | ost,
downstream ASes can proactively reject stale routes whose AS PATH
traverses that AS pair, reducing control-plane churn and inproving

eBGP convergence. This docunent focuses on eBGP contro

- pl ane

convergence. Term nology related to convergence benchmarking is

aligned with [ RFC4098] .
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2. 1.

Li,

"AS reachability" in this docunent refers to the ability of one AS to
reach another AS via at |east one eBGP session, not to the state of
individual links or routers inside an AS. If nultiple parallel links
or sessions exist between two ASes, the failure of a single conponent
that does not break the overall AS-to-AS reachability does not
trigger the BGP-FP nechani sns.

Conventions and Definitions
Ter mi nol ogy
eBGP: As defined in [ RFC4271].

Agent: A server deployed per AS that (1) receives router |ogs, (2)
reads local routing state (e.g., RIB/Adj-RIB-In/Adj-RI B-Qut), (3)
conmmuni cates with a Repository using BGP-FP nessages, and (4)

configures local routers’ inport/export policies to apply BGP-FP

Repository: A network service with a well-known reachability nethod
(discovery is out of scope) that stores per-AS BGP-FP state and
forwards updates on-demand to subscribed ASes.

AS Reachability: The property that two ASes have at | east one usable
eBGP session and forwardi ng rel ati onship between them It is a
pai rwi se AS-level property, not a link-Ievel property.

AS Reachability State: The status of reachability between a pair of
ASes, represented as a tuple (Local ASN, Peer ASN, Scope, Status).
Scope and Status are defined in Section 3. 2.

Invalid (Stale) BGP Route: A route whose AS PATH includes an AS pair
whose reachability has been | ost, or whose propagation violates a
policy/prefix condition expressed by the originating AS. For
exanple, if the AS reachability between AS X and AS Y is down, but a
route’s AS PATH still contains "... XY ...", the route is considered
stale and is expected to be w thdrawn or replaced.

Local AS: The AS in which a given Agent is depl oyed.

Subscri bed ASes: The set of ASNs that appear in AS PATH attri butes of
routes in the Local AS routing state (e.g., Loc-RIB). The Local AS
subscribes to BGP-FP updates originating fromthose ASes.

NOTE: The terns "route", "BGP route", "AS PATH', "BGP Nei ghbor", "BGP

Peer"”, "MRAI", and "RIB" are used consistent with [ RFC4098] where
appl i cabl e.
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2.2. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Architecture and Operational Overview
3.1. Conponents
BGP- FP consi sts of:

* Agent (per AS): detects local AS reachability changes, maintains a
per-AS freshness counter, reports state to the Repository, and
configures routers to (a) attach freshness narkers to out bound
routes and (b) filter stale routes upon receiving Repository
updat es.

* Repository: stores per-AS reported AS reachability state and
forwards BGP-FP updates to ASes that have subscribed to the source
AS. The Repository is logically centralized but can be physically
di stri but ed.

| Repository (logically one, |
| physically distributed) |

| Agent (per AS) |
| - receives router |ogs |
| - reads routing state |
| - configures inport/export |

%

S S +
| BGP Routers |
| (border routers

| in the AS) |
o e e e e oo +

Figure 1. The Architecture of BGP-FP
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I nformation Model: AS Reachability State Entries

An Agent reports "AS Reachability State" information as a |ist of
entries. Each entry is a UTF-8 string formatted as:

" peer-asn scope st at us”

wher e:
* peer-asn: The 4-octet ASN of the eBGP nei ghbor

* scope: Either "*" or a prefix/identifier that indicates the
affected traffic scope. This docunment uses "prefix" in the broad
sense and permits "*" to indicate all prefixes.

* status: "Established" or "Failure".
The foll owi ng cl asses are distinguished:

* (1) Policy failure (prefix scoped to a peer):
"Peer ASN: Prefix: Failure” . The Local AS indicates that it will not
forward the indicated prefix toward Peer ASN

* (2) AS reachability failure (all prefixes to a peer):
"Peer ASN: *: Fai lure" . The Local AS indicates that its overal
reachability to PeerASN is lost (i.e., no usable eBGP session or
forwardi ng rel ati onship exists for any prefixes).

* (3) Prefix withdrawal /denial (all peers for a prefix):
"*.Prefix:Failure". The Local AS indicates that it will not
accept or propagate the indicated prefix (or has withdrawn it).

If multiple parallel links or sessions exist between two ASes, the
failure of a single link or session that does not break overall AS-
to-AS reachability MJUST NOT be reported as a "Peer ASN: *: Fai | ure"
entry. Only when the Local AS determines that it has no usable path
to Peer ASN for any prefixes does it report such a failure.

Rout e Freshness Marking with BGP Large Conmunities

BGP- FP uses the BGP Large Communities attribute [ RFC8092].

Oper ational guidance for organizing Large Conmunities is discussed in
[ RFC8195] .

Each AS maintains a nonotonically increasing 32-bit Batch Counter.
The Agent configures routers to attach a Large Community of the form

et al. Expires 1 Septenber 2026 [ Page 6]
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[ oo b oo sl e o}
| RFC8092 | this document |
. e e s el
| G obal Administrator | Source ASN |
I I I I I i +
| Local Data Part 1 | Function |
I T I I T +
| Local Data Part 2 | Batch Counter |
R i S I +

Table 1. Field Mapping

The tabl e above shows a mapping table between the fields in BGP Large
Conmuni ti es [ RFC8092] and this docunent.

* Source ASN is the AS perfornming the marking (the Local AS)

* Function is an operator-chosen 32-bit value; this docunent uses
1234 as a default exanpl e.

* Batch Counter is the current freshness value for the Local AS.

A route MAY carry multiple Large Communities. BGP-FP requires that
routers preserve existing Large Communities and that each AS that
depl oys BGP-FP adds (at least) its own freshness conmunity.

Pr ot ocol Overvi ew

BGP- FP defines a sinple nessage protocol carried over TCP [ RFC793]
bet ween Agents and the Repository. The protocol MJST support 4-octet
ASNs as specified in [RFC6793]. High-level operation

* Subscription: Each Agent conputes its Subscribed ASes from | oca
routing state and reports subscription deltas to the Repository.

* Failure reporting: Upon |ocal events (loss of AS reachability,
policy change, prefix withdrawal /restore), an Agent increnents its
Bat ch Counter and reports updated AS Reachability State entries to
the Repository

*  On-demand forwardi ng: The Repository forwards Source-AS updates
only to Agents whose Local AS has subscribed to that Source ASN

* Filtering: Receiving Agents validate updates and install inport
policy rules to reject stale routes that traverse AS pairs with
| ost reachability or that violate reported policy/prefix
constraints.
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BGP- FP Message Encodi ng

multi-octet fields are in network byte order (big-endian).

Common Header

Each BGP-FP nmessage begins with the foll owi ng header:

0 1 2 3

01234567890123456789012345678901
T T T A S T
| Message Length |
T T S S S T S S i i S S S ok
| Type Reserved |
B i s T T i i o S o T Ji I
| Sour ce ASN |
T T i T i A S

I I
~ Attributes (TLVs) ~
I I
B i s T T i i o S o T Ji I

Message Length (32 bits): Nunmber of octets following this field
(i.e., header renmi nder and TLVs). | nplenentati ons MJIST reject
messages whose | ength exceeds the remaining TCP segnent stream
availability.

Type (8 bits): Message type (Agent-to-Repository in Section 6;
Repository-to-Agent in Section 7).

Reserved (24 bits): Reserved for future use. The sender MJST set
these bits to zero. The receiver MJST ignore them

Source ASN (32 bits): The originating AS for the state carried in
t he nessage.

Attributes (TLV)

Fol | owi ng the common header is a sequence of zero or nmore attributes,
each encoded as a TLV:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Attr Type | Attr Length | (value...) |
el i I e i it T e e e e i i T o S e e S e T R R
| Attr Value (variable) |
I S i o T s S S S e s s T
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* Attr Type (8 bits): Attribute identifier.
* Attr Length (16 bits): Length in octets of Attr Val ue.

* Attr Value (variable): Attribute content. Unknown Attr Type
val ues MJST be ignored (skipped using Attr Length).

5.3. Defined Attri butes

Thi

s docunent defines the following attribute types:
* 0x01 Batch Counter
* 0x02 Function
*  0x03 Merkl e Root
*  0x04 Signature
* 0x05 AS Reachability State List
* 0x06 Subscribed ASes
*  0x07 Merkle Proof
5.3.1. Batch Counter (0x01)
A 32-bit unsigned integer. Each Agent maintains its own counter.
When an Agent reports any change affecting AS reachability (including
| oss of overall AS-to-AS reachability, policy changes, and prefix
events), it MJST increnent the counter by 1.

5.3.2. Function (0x02)

A 32-bit unsigned integer chosen by operator policy. The default
exanpl e value is 1234.

5.3.3. Merkle Root (0x03)

A 32-octet val ue conputed using SHA-256 over the current dataset of
(a) AS Reachability State List and (b) Subscribed ASes. The Merkle
tree and inclusion proof nodel is aligned with the Merkle tree
approach used in Certificate Transparency [RFC9162]. The exact | eaf
canoni calization is to be specified in a future revision.

Li, et al. Expires 1 Septenber 2026 [ Page 9]
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5.3.4. Signature (0x04)

A digital signature conmputed by the Source ASN s private key over the
Merkl e Root value. The signature algorithm and encoding follow the
DigitallySigned conventions used in [ RFC9162], unl ess ot herw se
profiled by an inplenentation profile. The Signature attribute MJST
NOT appear unless a Merkle Root attribute is present in the sane
nmessage.

5.3.5. AS Reachability State List (0x05)
Encodes a list of AS reachability state entries:

* Entry Count (16 bits), followed by Entry Count entries: Entry
Length (16 bits) + Entry (UTF-8 string)

* Each Entry string MJST follow this ABNF:

as-reachability-entry = peer-asn scope st at us
peer-asn = 1*10DIA T ; decimal ASN, MJST fit in 32 bits
scope "x | o prefix

status "Established" / "Failure"

The "prefix" syntax is deploynment-specific; inplenentations SHOULD use CIDR textual fo
rns.

ABNF is specified per [RFC5234].
5.3.6. Subscribed ASes (0x06)
Carries two ASN |ists:
* Add List: ASNs newl y subscri bed
* Renove List: ASNs unsubscri bed
Encodi ng:
* Add Count (16 bits), followed by Add Count ASNs (each 32 bhits)

* Renove Count (16 bits), followed by Renbve Count ASNs (each 32
bits)

For an INIT message, Renove Count MJST be zero.
For a Update nessage, Add List SHOULD be the set of all ASNs

appearing in AS PATH attributes of BGP routes in the Local AS routing
state.

Li, et al. Expires 1 Septenber 2026 [ Page 10]



I nternet-Draft BGP Fail ure Propagation February 2026

5.3.7. Merkle Proof (0x07)

Provi des hashes necessary to verify inclusion of dissem nated data,
aligned with [RFC9162]. Encodi ng:

*  Proof Count (16 bits), followed by Proof Count tuples
* Each tuple: ASN (32 bits) + Hash (32 octets)

6. Agent-to-Repository Protocol

6.1. Message Types
Agent nessages use the Type field as foll ows:

*  Type = 0 KEEPALI VE Message

*  Type 1 INT Message

*  Type 2 UPDATE Message

INIT is sent when an Agent is first deployed and inforns the

Repository that the Local AS participates in BGP-FP. |INT conveys a

full snapshot. UPDATE conveys increnmental changes after a successful

INIT.

6.2. Mandatory/ Optional Attributes

For Agent nessages:

* KEEPALI VE (Type=0): no attri butes.

* INIT (Type=1): MJIST include: Batch Counter (0x01), Function
(0x02), Merkle Root (0x03), Signature (0x04) MAY include: AS
Reachability State List (0x05), Subscribed ASes (0x06)

*  UPDATE (Type=2): MJST include: Batch Counter (0x01), Merkle Root
(0x03), Signature (0x04) MAY include: Function (0x02), AS
Reachability State List (0x05), Subscribed ASes (0x06)

6.3. Agent Procedures

Initialization:

* Set Batch Counter to O.

* Choose Function (default exanple: 1234).

Li, et al. Expires 1 Septenber 2026 [ Page 11]
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7.1

7.2.
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* Collect current AS Reachability State froml ogs.

* Collect Subscribed ASes fromrouting state.

* Configure outbound marking (Section 8.2).

* Send INIT with required attributes.

Subscri pti on change:

*  Conpute Add/ Renove deltas.

* Batch Counter SHOULD NOT change for subscription-only updates.
* Send UPDATE carrying Subscribed ASes.

AS Reachability/policy/prefix events:

* Upon detecting a failure or restoration, Agent MJST increnment the
Batch Counter by 1 and MUST refresh outbound mar ki ng.

* Send UPDATE carrying affected AS Reachability State List entries.
Reposi tory-to- Agent Protocol
Message Types
Repository nmessages use the Type field as foll ows:
*  Type = 0 KEEPALIVE

1 UPDATE

*  Type

A Repository UPDATE broadcasts the BGP-FP state of a given Source ASN
to ASes that have subscribed to that Source ASN.

Mandat ory/ Opti onal Attributes

For Repository nessages:

KEEPALI VE (Type=0): no attri butes.

UPDATE (Type=1): MJST include: Batch Counter (0x0l1l), Function (0x02),
Merkl e Root (0x03), Signature (0x04), Merkle Proof (0x07) MAY
include: AS Reachability State List (0x05), Subscribed ASes (0x06)

The Repository MJST forward the Source ASN s Signature without
nmodi fi cati on.

et al. Expires 1 Septenber 2026 [ Page 12]
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Repository Procedures

Val i dation: Repository SHOULD val i date Agent nessages by verifying
the signature over the Merkle Root and by reconputing the Merkl e Root
fromthe carried dataset.

St orage and nai nt enance: Maintain per-Source-ASN st at e:
R Bat chCounter, R Function, R MerkleRoot, R _Signature,
R AS Reachability State, and subscription mappings.

On-demand forwardi ng: Forward Source-ASN updates only to Local ASes
that have subscribed to that Source ASN. Repository UPDATE nessages
MUST include a Merkle Proof sufficient for the receiver to validate
i nclusion of the forwarded el enents.

Rout er Policy Behavi or
I nbound Filtering Rule
Upon receiving a Repository UPDATE, an Agent MUJST:

1. Obtain the Source ASN public key via the configured PKI nechani sm
(in Section 12), verify Signature over Merkle Root, and verify
the Merkl e Proof.

2. For each failure entry affecting (Source ASN, Peer ASN, scope),
install an inport policy rule on routers such that a route r is
rejected if ALL of the follow ng hold:

* r’ s AS PATH contains the adjacent pair "... SourceASN Peer ASN ..."
(i.e., r traverses the AS pair whose reachability is lost), OR the
failure scope indicates a prefix wthdrawal that matches r.

* r contains a BGP Large Community whose G obal Admi nistrator is
Sour ceASN and whose Local Data Part 1 matches Function.

* Let r_bc be Local Data Part 2 of that community. The route is
considered stale if r_bc < BatchCounter carried in the Repository
UPDATE for that Source ASN.

Filtering MJUST be applied to Adj-RIB-1n (or equivalently as cl ose as

possible to route inport) so that the BGP decision process does not
sel ect stale routes.
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8.2. CQutbound Marking Rul e

Routers in a BGP-FP-enabl ed AS MUST attach the Large Conmunity
(SourceASN, Function, BatchCounter) to all outbound eBGP
announcenents. The Large Communities attribute is an optiona
transitive attribute [ RFC8092] ;i nplenentations MJUST NOT strip
communities unrelated to the Local AS s own marKki ng.

When Bat chCount er changes, the Agent MUST refresh the export policy
so subsequent updates carry the new freshness val ue.

9. AS-Internal Propagation of Failure Information

Wthin an AS, there may be nultiple BGP routers, including multiple
border routers participating in eBG°. The Agent is responsible for
propagating AS reachability changes and related filtering policies to
all relevant BGP routers inside the AS.

The Agent connects to the AS s border BGP routers using existing
managenment and configuration channels, such as:

* BGP Monitoring Protocol (BMP) [ RFC7854] to receive BGP session
state updates and routing information.

*  Network Configuration Protocol (NETCONF) [RFC6241] or RESTCONF
wi th YANG [ RFC7950] nodel s to configure inport/export policies.

When the Agent detects a change in AS reachability, it:

1. Updates the Batch Counter and refreshes outbound marking on all
eBGP sessions (Section 8.2).

2. Computes new inport filtering rules based on the received
Repository updates (Section 8.1).

3. Installs these rules on all border routers using the configured
managenent interface.

Internal routers that are not directly connected to the Agent |earn
about stale routes via normal BGP nmechani smns:

* |f aroute is rejected at a border router’'s Adj-RIB-1n, the border
router will not advertise it via iBGP to internal routers. In
topol ogi es where route reflectors or Confederations are used,
internal routers will sinply not see the stale route or will see
its wthdrawal .
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10.

10.
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* |f the filtering is applied at the point of inmport, interna
routers receive fewer or no stale routes, reducing churn in the
AS-internal control plane.

The Agent itself does not directly propagate BGP w thdrawal s or
updates; it only influences the policies applied by the border
routers. This design minimzes changes to existing BGP

i mpl ement ati ons and operational practices.

Depl oynent Consi derati ons
The introduction of a logically centralized Repository raises
questions about its depl oynent, operation, and governance. This
section provides gui dance on how BGP-FP coul d be depl oyed in the
gl obal Internet.
1. Repository Organization

It is RECOVWENDED t hat a new organi zati on be established to operate
the Repository, with participation from

* Tier-1 ASes, which have broad visibility into inter-donmain routing
, play a crucial role in global route convergence.

* Regional Internet Registries (RIRs), which already operate
critical infrastructure such as RPKI repositories and have
established trust relationships with network operators.

Thi s organi zati on woul d be responsible for

* (Qperating the distributed Repository infrastructure.

*

Defining policies for access control, data retention, and privacy.
* Coordinating with existing RPKI and routing security efforts.

2. Distributed Depl oynent

The Repository SHOULD be depl oyed in a distributed nanner across

mul tiple locations and adm nistrative domains. This distribution
serves several purposes:

* Reducing latency for Agents in different regions.

* Improving resilience against failures and attacks.

* Avoiding a single point of failure or control
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A possible architecture is simlar to that of RPKI repositories
[ RFC6480] or distributed logs in Certificate Transparency [RFC9162],
but tailored for AS reachability state.

3. Consensus and Trust

To ensure consistency and integrity across distributed Repository
nodes, it is RECOWENDED to use a Byzantine fault-tolerant (BFT)
consensus protocol, such as variants of Practical Byzantine Fault
Tol erance (PBFT) or sinmilar algorithns. This allows the Repository
to tolerate nmalicious or faulty nodes while maintaining a consistent
view of the AS reachability state.

A rotating | eadership nmodel can be used to:
* Distribute the | oad of ordering and commtting updates.

* Reduce the risk of any single party gaining long-termcontrol over
the consensus process. The precise choice of consensus protoco
and governance structure is left to the organi zati on operating the
Repository and may be specified in separate depl oyment docunents.

4. Integration with RPKI Infrastructure

The architecture of BGP-FP shares significant simlarities with the
Resource Public Key Infrastructure (RPKI) [RFC6480]. RPKI enploys
origin validation to filter routes with invalid source assertions,
wher eas BGP-FP di ssenminates AS reachability failure states to filter
stale routes. Both mechanisns rely on cryptographic validation to
secure routing information. Consequently, it is RECOMVENDED t hat
BGP- FP depl oynment | everage the existing RPKI infrastructure to

m nim ze depl oynent overhead and capitalize on established
operational trust nodels. This approach requires specific extensions
to existing RPKI conponents:

* *Repository Enhancenents*: RPKI Repository systens SHOULD be
extended to support BGP-FP data objects. This includes
i mpl ementing capabilities for the active push of AS reachability
updates to subscribed local Relying Party (RP) software.
Furthernore, repositories MJST support Merkle verification
mechani snms and the generation of Merkle proofs to ensure the
integrity and authenticity of the propagated state.
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* *RP Software Extensions*: Local RPKI Relying Party software SHOULD
be extended to assume the functionality of the BGP-FP Agent. This
i nvol ves nmonitoring |ocal BGP routers to detect the reachability
status between the Local AS and its neighbors. The RP software
MUST be capabl e of uploading this state information to the
repository and performing | ocal Merkle root cal culation and
verification.

*  *Protocol Extensions*: The RPKI-to-Router (RTR) protocol [RFC3210]
MUST be extended to convey AS reachability failure lists to
routers. This allows routers to filter stale routes based on BGP-
FP data, simlar to howthey currently filter routes with invalid
RPKI Route Origin Authorizations (ROAs).

5. Increnental Depl oynent
BGP-FP is designed to all ow increnental deploynent:

* An AS can deploy BGP-FP unilaterally to filter stale routes from
other participating ASes, w thout requiring gl obal adoption

* FEarly deploynment can focus on nonitoring and verification of AS
reachability state, with optional enforcenent of route filtering

* As nmore ASes adopt BGP-FP, the benefits of faster convergence and
reduced route-flap propagation increase.

Exanpl e of Qperation

This section illustrates the operation of BGP-FP using a sinplified
topol ogy with six ASes. The exanple denonstrates how | oss of AS
reachability between AS1 and AS2 | eads to multiple rounds of path
exploration in the worst case, and how BGP-FP coul d accel erate
convergence by preventing the propagation of stale routes.
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route: <2, 1>
customer --> provider <5,2,1>
<6,5, 2, 1>
<4,6,5,2,1>

Figure 2: An Exanple topology with 6 ASes
1. Topol ogy and Customer-Provi der Rel ationships
Consi der the followi ng ASes: ASl, AS2, AS3, AS4, ASh, AS6
The custoner-provider rel ationships are:
* AS1 -> AS2 (ASl is a custoner of AS2)
* AS2 -> AS3 , AS2 -> AS5
*  AS4- >AS3
*  AS5- >AS6, AS5->AS3
*  AS6->AS4, AS6->AS3
These rel ationships determine the allowed directions of route
advertisenent. For sinplicity, this exanple assunmes that AS1
announces a single prefix Pto its providers. Under nornal
conditions, AS3 would learn the followi ng paths to prefix P, ordered
by AS PATH | engt h:
* Path 1. <2,1>
* Path 2: <5,2,1>

* Path 3: <6,5,2,1>
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* Path 4: <4,6,5,2, 1>
2. Loss of AS Reachability Between AS1 and AS2

Suppose the overall AS reachability between AS1 and AS2 is lost. In
a plain BGP depl oynent without BGP-FP, AS2 will withdrawits route to
prefix P from AS3 and AS5. However, routes |earned via other ASes
(AS5, AS6, AS4) may still be considered valid until their own

wi t hdrawal s propagat e.

In the worst case, AS3 would perform path exploration as foll ows:

1. *Path 1 Wthdrawal *: AS2 withdraws the path <2,1> from AS3. AS3
renoves this path.

2. *Path 2 Exploration*: AS3 may then sel ect the next best path
<5,2,1> It sends a withdrawal for this path to AS5. AS5, upon
processing the withdrawal, renoves the route and propagates it to
AS6 and AS3.

3. *Path 3 Exploration*: AS3 may then sel ect the next best path
<6,5,2,1> It sends a withdrawal for this path to AS6. AS6
processes and propagates the withdrawal to AS4 and AS3.

4. *Path 4 Exploration*: Finally, AS3 may select the |ast known path
<4,6,5,2,1>. It sends a withdrawal to AS4. AS4 processes it.

After nmultiple rounds of propagation and MRAI tinmers, AS3 converges
to having no valid route to prefix P. The root cause is that the
critical information, “ASl is no |onger reachable from AS2” , did not
propagate in tine to AS3. AS3 continued to accept routes whose

AS PATH traversed the failed AS pair (ASl, AS2), assuning they were
still valid.

3. BGP-FP Operation

Wth BGP- FP depl oyed

* *Failure Detection & Reporting*: The Agent in AS1 detects the |oss
of reachability to AS2. It increnents its Batch Counter and
reports an AS Reachability State entry “AS2:*:Failure” to the
Repository.

* *State Dissemnation*: The Repository securely forwards this

authenticated state to all Agents subscribed to AS1, including the
Agent in AS3.

et al. Expires 1 Septenber 2026 [ Page 19]



I nternet-Draft BGP Fail ure Propagation February 2026

12.

13.

14.

Li,

* *Proactive Filtering*: Upon receiving and validating the update,
the Agent in AS3 installs an import policy rule on its border
routers. This rule rejects *any* route whose:

1. AS PATH contains the adjacent pair “-- AS1 AS2 ---” , AND

2. Carries a freshness community from AS1L with a Batch Counter
val ue ol der than the new one reported in the Repository
updat e.

Consequently, when AS3 receives the updates or withdrawal s for paths
like <5,2,1> or <6,5,2,1> it can imediately recogni ze them as stale
because they traverse the failed |ink between AS1 and AS2. The
routes are filtered at the edge, preventing them from being
considered in the BGP decision process.

Thi s nmechani sm breaks the chain of path exploration. AS3 converges
to “no route” state as soon as the withdrawal for the direct path
<2,1> is processed, without exploring alternative stale paths. This
exanpl e highlights how BGP-FP' s authenticated AS reachability
propagati on can drastically reduce control -plane churn and

conver gence tine.

Privacy Considerations
Subscribed ASes may reveal portions of an AS s observed AS PATHs and
thus aspects of routing visibility. Deployments SHOULD minim ze
unnecessary subscription disclosure (e.g., aggregate subscriptions,
pol i cy-based suppressi on) and secure transport and storage.

Oper ational Considerations

* Repository discovery, redundancy, and anycast/distribution are out
of scope, but are expected to be critical for availability.

* (Operators should carefully stage deploynent, starting with
moni toring-only node before enforcing route rejection

* Interaction with existing route flap danpi ng [ RFC2439] shoul d be
eval uated; BGP-FP is intended to reduce the need for aggressive
danpi ng by renoving stale routes earlier

I ANA Consi derations

Fol | owi ng the gui dance of [RFC8126], this document requests | ANA
actions to support interoperable depl oynent:
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1. TCP Service Nane and Port

I ANA is requested to allocate a TCP port for the "bgpfp" service (BGP
Fail ure Propagation). The port nunber is TBD.

2. "BCGP-FP Message Types" Registry

Create a newregistry for the 8-bit Type field in the BGP-FP comon
header .

Initial allocations:

* 0 KEEPALI VE

* 1 INT (Agent-to-Repository only)

* 2 UPDATE (Agent-to-Repository only)
* 3 UPDATE (Repository-to-Agent)

NOTE: 1f |1 ANA prefers separate registries for Agent vs Repository
nmessage spaces, this can be revised.

Regi stration policy: |IETF Review.

3. "BGP-FP Attribute Types" Registry
Create a newregistry for the 8-bit Attr Type field.
Initial allocations:

* 0x01 Batch Counter

* 0x02 Function

* 0x03 Merkl e Root

* 0x04 Signature

*  0x05 AS Reachability State List

* 0x06 Subscribed ASes

*  0x07 Merkle Proof

Regi stration policy: |IETF Review. Range 0x80-0xFF i s RESERVED f or
Private Use.
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Security Considerations

BGP- FP can cause | arge-scale route rejection if updates are forged or
m shandl ed. The protocol therefore requires authenticity and
integrity of Repository updates and of Source-AS-originated state.

Key requirements:
* Agents MJST verify signatures on Repository UPDATE messages.

*  The system MUST provide a trustworthy mapping from ASN to public
key. RPKI [RFC6480] is one candidate infrastructure for
di stributing authenticated resource-linked keys/certificates; the
detailed certificate profile and distribution procedure are out of
scope.

* Merkle proofs help receivers detect tanmpering with forwarded
subsets of state.

Additional threats include replay of old updates, Repository

conmprom se, denial of service against Agents/Repository, and privacy
| eakage via subscription information. |nplenmentations SHOULD provi de
replay protection (e.g., track per-Source-ASN Bat chCount er
monotonicity) and rate limting.
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