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Abst ract

Thi s docunent specifies BG Failure Propagation (BGP-FP), an
infrastructure and protocol that inproves inter-donain routing
convergence by accelerating the renoval of stale (invalid) routes.
BGP- FP uses (1) an Agent depl oyed per Autononous System (AS) to
detect eBGP link/policy/prefix failures and to configure |oca
routers, (2) a logically centralized (potentially distributed)
Repository to store and selectively forward failure information, and
(3) BGP Large Communities as a "route freshness" marker. Agents

val idate and apply Repository updates to filter routes that traverse
failed eBGP links or otherwise violate the originating AS s
forwarding intent, reducing route flap propagation in the contro

pl ane.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 August 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

BGP-4 [RFC4271] is a path-vector inter-domain routing protocol

I nternet operators have | ong observed BGP instability and route-flap
propagati on [ RFC2439]. A key contributor is that routes that have
become invalid (e.g., because an eBGP link failed) can persist and
propagate until w thdrawal s and path exploration conplete.

BGP- FP addresses this by dissemnating authenticated failure
informati on and by marking routes with a per-AS freshness indicator
Upon |l earning a failure, downstream ASes can proactively reject stale
routes that are provably older than the failure event, reducing
control -plane churn and inproving eBGP conver gence.

Thi s docunent focuses on eBGP control -pl ane convergence. Term nol ogy
related to convergence benchmarking is aligned with [ RFC4098].

Conventions and Definitions
Ter m nol ogy
eBGP: As defined in [ RFC4271].

Agent: A server deployed per AS that (1) receives router logs, (2)
reads local routing state (e.g., RIB/Adj-RIB-In/Adj-RIB-Qut), (3)
communi cates with a Repository using BGP-FP nessages, and (4)

configures local routers’ inport/export policies to apply BGP-FP

Repository: A network service with a well-known reachability nethod
(discovery is out of scope) that stores per-AS BGP-FP state and
forwards updates on-demand to subscribed ASes.

BGP Link: An eBGP adj acency between two different ASes (i.e., an
inter-AS BGP session and its correspondi ng forwardi ng rel ati onship).

Invalid (Stale) BGP Route: A route whose AS_PATH includes an eBGP
link that is no longer usable (explicitly or inplicitly w thdrawn),

or whose propagation violates a policy/prefix condition expressed by
the originating AS. For exanple, the eBGP rel ati onship between AS X
and AS Y is down, but a route’ s AS PATH still contains "... XY ...";
such a route is considered stale and is expected to be w thdrawn or
repl aced.
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Local AS: The AS in which a given Agent is depl oyed.

Subscri bed ASes: The set of ASNs that appear in AS PATH attri butes of
routes in the Local ASrouting state (e.g., Loc-RIB). The Local AS
subscri bes to BGP-FP updates originating fromthose ASes.

NOTE: The terms "route", "BGP route", "AS PATH', "BGP Nei ghbor", "BGP
Peer", "MRAI", and "RIB" are used consistent with [ RFC4098] where
appl i cabl e.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Architecture and Operational Overview
Conponent s

BGP- FP consi sts of:

*  Agent (per AS): detects local failures, maintains a per-AS
freshness counter, reports state to the Repository, and configures
routers to (a) attach freshness markers to outbound routes and (b)

filter stale routes upon receiving Repository updates.

* Repository: stores per-AS reported state and forwards BGP-FP
updates to ASes that have subscribed to the source AS.
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| Repository (logically one, |
| physically distributed) |

| Agent (per AS) |
| - receives router |ogs |
| - reads routing state |
| - configures inport/export |

%
T T +
| BGP Routers |
| (border routers

| in the AS) |
o e e e oo +

Figure 1: The Architecture of BGP-FP
I nformation Model: Link-State Entries
An Agent reports "BGP Link State" information as a list of entries.
Each entry is a UTF-8 string formatted as: "peer-asn ":" scope ":"
status" where:
* peer-asn: The 4-octet ASN of the eBGP nei ghbor (decinmal).
* scope: Either "*" or a prefix/identifier that indicates the
affected traffic scope. This docunent uses "prefix" in the broad
sense and permits "*" to indicate all prefixes.

* status: "Established" or "Failure"

The foll owi ng cl asses are distinguished (using the sane textua

form:

* (1) Policy failure (prefix scoped to a peer):
"Peer ASN: Prefix: Failure" The Local AS indicates that it will not
forward the indicated prefix toward Peer ASN

* (2) Link failure (all prefixes to a peer): "PeerASN: *: Failure" The

Local AS indicates that its eBGP link/forwarding relationship with
Peer ASN i s not usable for any prefixes.
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* (3) Prefix withdrawal /denial (all peers for a prefix):
"*:Prefix:Failure" The Local AS indicates that it will not accept
or propagate the indicated prefix (or has withdrawn it).

The senmantics above are used by downstream Agents to derive filtering
rules for stale routes (Section 8).

3.3. Route Freshness Marking with BGP Large Comuniti es

Li,

BGP- FP uses the BGP Large Communities attribute [ RFC8092].
Qper ational guidance for organizing Large Conmunities is discussed in
[ RFC8195] .

Each AS maintains a nonotonically increasing 32-bit Batch Counter.
The Agent configures routers to attach a Large Community of the form

e et ety Pty o
| RFC8092 | this docunent |
[ oo b oo sl e o}
| dobal Administrator | Source ASN |
R i S I +
| Local Data Part 1 | Function |
I I I I I i +
| Local Data Part 2 | Batch Counter |
I T I I T +

Table 1: Field Mapping

The tabl e above shows a nmapping table between the fields in BGP Large
Conmuni ti es [ RFC8092] and this docunent.

* Source ASN is the AS performng the marking (the Local AS).

* Function is an operator-chosen 32-bit value; this docunent uses
1234 as a default exanpl e.

* Batch Counter is the current freshness value for the Local AS.
A route MAY carry multiple Large Communities. BGP-FP requires that
routers preserve existing Large Communities and that each AS that
depl oys BGP-FP adds (at least) its own freshness conmmunity.

Prot ocol Overvi ew

BGP- FP defines a sinple message protocol carried over TCP [ RFC793]

bet ween Agents and the Repository. The protocol MJST support 4-octet
ASNs as specified in [RFC6793]. High-level operation:
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Subscription: Each Agent conputes its Subscribed ASes from | ocal
routing state and reports subscription deltas to the Repository.

Failure reporting: Upon | ocal events (eBGP down/up, policy change,
prefix withdrawal /restore), an Agent increnments its Batch Counter
and reports updated Link-State Entries to the Repository.

On-demand forwardi ng: The Repository forwards Source-AS updates
only to Agents whose Local AS has subscribed to that Source ASN.

Filtering: Receiving Agents validate updates and install inport
policy rules to reject stale routes that traverse failed links or
violate reported policy/prefix constraints.

BGP- FP Message Encodi ng

multi-octet fields are in network byte order (big-endian).

Comon Header

Each BGP-FP nessage begins with the foll owi ng header:

0 1 2 3

01234567890123456789012345678901
T S T i i S it iR IR R S S S S i it S N
| Message Length |
B i s T T i i o S o T Ji I
| Type Reserved |
I T i i S i S S S i S R
| Sour ce ASN |
i I i i I i i i S e ih it S

I I
~ Attributes (TLVs) ~
I I
B S T i s T S S S R S i ik Tk I I N R S S S i e

Message Length (32 bits): Number of octets following this field
(i.e., header remai nder and TLVs). | nplenentati ons MJIST reject
messages whose | ength exceeds the remaining TCP segnent stream
availability.

Type (8 bits): Message type (Agent-to-Repository in Section 6;
Repository-to-Agent in Section 7).

Reserved (24 bits): Reserved for future use. The sender MJST set
these bits to zero. The receiver MJST ignore them
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* Source ASN (32 bits): The originating AS for the state carried in
the messag

5.2. Attributes (TLV)

Foll owi ng the conmmon header is a sequence of zero or more attributes,
each encoded as a TLV:

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Attr Type | Attr Length | (value...) |
i e e R ol S o e e e h o o o S S T
| Attr Value (variable) |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

* Attr Type (8 bits): Attribute identifier.
* Attr Length (16 bits): Length in octets of Attr Val ue.

* Attr Value (variable): Attribute content. Unknown Attr Type
val ues MJST be ignored (skipped using Attr Length).

5.3. Defined Attributes

Thi

s docunent defines the following attribute types:
* 0x01 Batch Counter
* 0x02 Function
*  0x03 Merkl e Root
* 0x04 Signature
* 0x05 BGP Link State List
* 0x06 Subscribed ASes
*  0x07 Merkl e Proof
5.3.1. Batch Counter (0x01)
A 32-bit unsigned integer. Each Agent maintains its own counter.

VWhen an Agent reports any failure-affecting change (including |ink
and policy/prefix events), it MJST increnent the counter by 1.
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Function (0x02)

A 32-bit unsigned integer chosen by operator policy.
exanpl e value is 1234.

Mer kl e Root (0x03)

February 2026

The def aul t

A 32-octet val ue conputed using SHA-256 over the current dataset of

(a) BGP Link State List and (b) Subscribed ASes.
i nclusi on proof nodel

in Certificate Transparency [ RFC9162]. The exact

The Merkle tree and
is aligned with the Merkle tree approach used
| eaf

canoni calization is to be specified in a future revision.

4. Signature (0x04)

A digital
Mer kl e Root val ue.

signature conputed by the Source ASN s private key over the
The signature al gorithm and encodi ng follow the

unl ess ot herw se

DigitallySigned conventions used in [ RFC9162],
profiled by an inplenentation profile.
NOT appear unless a Merkle Root attribute is present

The Signature attribute MJST

in the sane

nessage.
5.3.5. BGP Link State List (0x05)
Encodes a list of link-state entries:

* Entry Count (16 bits), followed by Entry
Length (16 bits) + Entry (UTF-8 string)

* Each Entry string MJST follow this ABNF:

link-state-entry = peer-asn ":" scope ":" st
peer-asn = 1*10DIA T ; deci mal ASN, MJST fi
scope ="*" | prefix

st at us = "Established" / "Failure"

The "prefix" syntax is depl oynent-specific;
rms.

ABNF is specified per [RFC5234].
5.3.6. Subscribed ASes (0x06)
Carries two ASN |ists:

* Add List: ASNs new y subscri bed

*  Renpbve List: ASNs unsubscri bed

Li, et al. Expi res 14 August 2026

Count entries: Entry

at us

t in 32 bits

i mpl ement ati ons SHOULD use Cl DR t ext ual

[ Page 9]

fo



I nternet-Draft BGP Fail ure Propagation February 2026

Encodi ng:
* Add Count (16 bits), followed by Add Count ASNs (each 32 bhits)

* Renove Count (16 bits), followed by Renbve Count ASNs (each 32
bits)

For an INIT message, Renove Count MJST be zero. For INT, Add List
SHOULD be the set of all ASNs appearing in AS PATH attributes of BGP
routes in the Local AS routing state.

5.3.7. Merkle Proof (0x07)

Provi des hashes necessary to verify inclusion of dissem nated data,
aligned with [RFC9162]. Encodi ng:

* Proof Count (16 bits), followed by Proof Count tuples
* Each tuple: ASN (32 bits) + Hash (32 octets)

6. Agent-to-Repository Protocol

6.1. Message Types
Agent nessages use the Type field as foll ows:

*  Type = 0 KEEPALI VE Message

* Type 1 INIT Message

*  Type 2 UPDATE Message

INIT is sent when an Agent is first deployed and inforns the
Repository that the Local AS participates in BGP-FP. [INT conveys a
full snapshot. UPDATE conveys increnmental changes after a successful
I NIT.

6.2. Mandatory/ Optional Attributes
For Agent nessages:
*  KEEPALI VE (Type=0): no attri butes.
* INIT (Type=1): MJST include: Batch Counter (0x01), Function

(0x02), Merkle Root (0x03), Signature (0x04) MAY include: BGP Link
State List (0x05), Subscribed ASes (0x06)

Li, et al. Expi res 14 August 2026 [ Page 10]



I nternet-Draft BGP Fail ure Propagation February 2026

* UPDATE (Type=2): MJST include: Batch Counter (0x01), Merkle Root
(0x03), Signature (0x04) MAY include: Function (0x02), BGP Link
State List (0x05), Subscribed ASes (0x06)

6.3. Agent Procedures

Initialization:

* Set Batch Counter to O.

* Choose Function (default exanple: 1234).

* Collect current BGP Link State froml ogs.

* Collect Subscribed ASes fromrouting state.

* Configure outbound marking (Section 8.2).

* Send INIT with required attributes.

Subscri pti on change:

*  Conput e Add/ Renove deltas.

* Batch Counter SHOULD NOT change for subscription-only updates.

* Send UPDATE carrying Subscribed ASes.

Li nk/ policy/ prefix events:

* Upon detecting a failure or restoration, Agent MJST increnment the
Batch Counter by 1 and MUST refresh outbound mar ki ng.

* Send UPDATE carrying affected Link State List entries.
7. Repository-to-Agent Protocol
7.1. Message Types

Repository nmessages use the Type field as foll ows:

0 KEEPALI VE

* Type
*  Type = 1 UPDATE

A Repository UPDATE broadcasts the BGP-FP state of a given Source ASN
to ASes that have subscribed to that Source ASN.
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Mandat ory/ Opti onal Attributes

For Repository nessages:

KEEPALI VE (Type=0): no attri butes.

UPDATE (Type=1): MJST include: Batch Counter (0x01l), Function (0x02),
Merkl e Root (0x03), Signature (0x04), Merkle Proof (0x07) MAY
include: BGP Link State List (0x05), Subscribed ASes (0x06)

The Repository MJST forward the Source ASN s Signature without
nmodi fi cati on.

Repository Procedures
Val i dation: Repository SHOULD val i date Agent nessages by verifying
the signature over the Merkle Root and by reconputing the Merkl e Root
fromthe carried dataset.
St orage and mai nt enance: Maintain per- Source-ASN st at e:
R Bat chCounter, R Function, R MerkleRoot, R _Signature,
R BGP_Link_State, and subscription mappi ngs.
On-demand forwardi ng: Forward Source-ASN updates only to Local ASes
that have subscribed to that Source ASN. Repository UPDATE nessages
MUST include a Merkle Proof sufficient for the receiver to validate
inclusion of the forwarded el enents.
Rout er Policy Behavi or

I nbound Filtering Rule

Upon receiving a Repository UPDATE, an Agent MJST:

1. Obtain the Source ASN public key via the configured PKI nechani sm

(Section 9), verify Signature over Merkle Root, and verify the
Mer kl e Proof.

2. For each failure entry affecting (Source ASN, Peer ASN, scope),
install an inport policy rule on routers such that a router is
rejected if ALL of the follow ng hold:

* r’ s AS PATH contains the adjacent pair "... SourceASN Peer ASN . ..
(i.e., r traverses the failed eBGP link), OR the failure scope
indicates a prefix withdrawal that matches r.

* r contains a BGP Large Community whose G obal Administrator is
Sour ceASN and whose Local Data Part 1 nmatches Function.
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* Let r_bc be Local Data Part 2 of that community. The route is
considered stale if r_bc < BatchCounter carried in the Repository
UPDATE for that Source ASN

Filtering MJUST be applied to Adj-RIB-1n (or equivalently as cl ose as
possible to route inport) so that the BGP decision process does not
sel ect stale routes.

Qut bound Marking Rul e

Routers in a BGP-FP-enabl ed AS MUST attach the Large Conmunity
(SourceASN, Function, BatchCounter) to all outbound eBGP
announcenents. The Large Communities attribute is an optiona
transitive attribute [ RFC8092] ;i nplenentati ons MJUST NOT strip
comunities unrelated to the Local AS s own marking.

When Bat chCount er changes, the Agent MUST refresh the export policy
so subsequent updates carry the new freshness val ue.

Privacy Consi derations
Subscri bed ASes may reveal portions of an AS s observed AS PATHs and
thus aspects of routing visibility. Deploynments SHOULD minim ze
unnecessary subscription disclosure (e.g., aggregate subscriptions,
pol i cy- based suppressi on) and secure transport and storage.

Oper ational Considerations

* Repository discovery, redundancy, and anycast/di stribution are out
of scope, but are expected to be critical for availability.

* (Qperators should carefully stage deploynent, starting with
moni toring-only node before enforcing route rejection

* |Interaction with existing route flap danpi ng [ RFC2439] shoul d be
eval uated; BGP-FP is intended to reduce the need for aggressive
dampi ng by renoving stale routes earlier.

I ANA Consi derati ons

Fol | owi ng the gui dance of [RFC8126], this docunent requests | ANA
actions to support interoperable depl oynent:

1. TCP Service Nane and Port

I ANA is requested to allocate a TCP port for the "bgpfp" service (BGP
Fail ure Propagation). The port nunber is TBD.
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2. "BCGP-FP Message Types" Registry

Create a newregistry for the 8-bit Type field in the BGP-FP comon
header .

Initial allocations:

* 0 KEEPALI VE

* 1 INT (Agent-to-Repository only)

* 2 UPDATE (Agent-to-Repository only)
* 3 UPDATE (Repository-to-Agent)

NOTE: If | ANA prefers separate registries for Agent vs Repository
message spaces, this can be revised.

Regi stration policy: |ETF Review.

3. "BGP-FP Attribute Types" Registry
Create a newregistry for the 8-bit Attr Type field.
Initial allocations:

* 0x01 Batch Counter

* 0x02 Function

*  0x03 Merkl e Root

* 0x04 Signature

* 0x05 BGP Link State List

* 0x06 Subscribed ASes

*  0x07 Merkle Proof

Regi stration policy: |IETF Review. Range 0x80-0xFF i s RESERVED f or
Private Use.

Security Considerations
BGP- FP can cause |l arge-scale route rejection if updates are forged or

m shandl ed. The protocol therefore requires authenticity and
integrity of Repository updates and of Source-AS-originated state.
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Key requirements:
* Agents MJST verify signatures on Repository UPDATE messages.

*  The system MUST provide a trustworthy mapping from ASN to public
key. RPKI [RFC6480] is one candidate infrastructure for
di stributing authenticated resource-linked keys/certificates; the
detailed certificate profile and distribution procedure are out of
scope.

* Merkle proofs help receivers detect tanpering with forwarded
subsets of state.

Additional threats include replay of old updates, Repository

comprom se, denial of service against Agents/Repository, and privacy
| eakage via subscription information. |nplenmentations SHOULD provi de
replay protection (e.g., track per-Source-ASN Bat chCount er
monotonicity) and rate limting.
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