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Abstract

Thi s docunent introduces a fast reroute architecture within the
programuabl e data plane (PDP-FRR) for enhancing network resilience
through rapid failure detection and swift path migration, |everaging
i n-band network telenetry and source routing. Unlike traditiona

met hods that rely on the control plane and face significant delays in
rerouting, the proposed architecture utilizes a white-box nodeling of
the data plane to distinguish and anal yze packet |osses accurately,
enabling i mediate identification for Iink failures (including black-
hol e and gray failures). By utilizing in-band network telenmetry and
source routing, the proposed solution significantly reduces reroute
times to a few mlliseconds, offering a substantial inprovement over
exi sting practices and nmarking a pivotal advancenent in failure

t ol erance.

Status of This Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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I nt roducti on

In the rapidly evol ving | andscape of network technol ogi es, ensuring
the resilience and reliability of data transm ssion has becone
paranount. Traditional approaches to network failure detection and
rerouting, heavily reliant on the control plane, often suffer from
significant delays due to the inherent latency in failure
notification, route |earning, and route table updates. These del ays
can severely inpact the perfornmance of tinme-sensitive applications,
making it crucial to explore nore efficient methods for failure

tol erance. Fast reroute based on progranmabl e data pl ane (PDP-FRR)
architecture | everages the capabilities of the programmabl e data

pl ane to significantly reduce the tine required to detect link
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1.1
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failures and reroute traffic, thereby enhancing the overal
robust ness of datacenter networks.

PDP- FRR architecture stands at the forefront of innovation by
integrating in-band network telenmetry (INT [ RFC9232]) with source
routing (SR [ RFC8402]) to facilitate rapid path mgration directly
within the data plane. Unlike traditional schenmes that treat the
data plane as a "black box" and struggle to distinguish between
different types of packet |osses, PDP-FRR adopts a "white box"
nodel i ng of the data plane’'s packet processing logic. This allows
for a precise analysis of packet |oss types and the inplenentation of
targeted statistical nethods for failure detection. By deploying
packet counters at both ends of a link and conparing them
periodically, PDP-FRR can identify failure-induced packet |osses with
unpr ecedent ed speed and accuracy.

Furthernore, by pre-maintaining a path information table and
utilizing SR (e.g., SRv6 [ RFC8986] and SR-MPLS [ RFC8660]), PDP-FRR
architecture enables the sender to quickly switch traffic to
alternative paths without the need for control plane intervention
This not only circunvents the del ays associated with traditiona
control plane reroute but also overcones the linmtations of data
pl ane reroute schemes that cannot pre-prepare for all failure
scenarios. The integration of INT allows for real-tine failure
notification, making it possible to control traffic recovery tines
within a fewmlliseconds, significantly faster than conventiona
met hods. This docunent details the principles, architecture, and
operational mechani snms of PDP-FRR, aimng to contribute to the
devel opment of nore resilient and efficient datacenter networks.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

Packet Counters: The counter or data structure used to count the
nunber of passed packets in a given tine interval

Path Information Table: The table maintained by the sender that
contains information about the available paths and their
associ ated netri cs.

Upstream Meter (UM : The neter used to neasure the nunber of packets
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passi ng through the upstream egress port of a link.

Downstream Meter (DM : The nmeter used to neasure the number of
packets passing through the downstreamingress port of a |ink.

FDM U.  The FDM agent depl oyed on the upstreamswitch, it is used to
gener ate probe packets to collect UM and DM

FDM D: The FDM agent depl oyed on the downstreamswitch, it is used
to generate response packets to feedback UM and DM

PDP- FRR Architecture Overvi ew

4. SR-based Reroute Swi t ch#3
TS S e e e +
| - | [EEREEEEES +
Endhost #1 | | A + |
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Figure 1: PDP-FRR Architecture

Traditional network failure detection nethods generate probe packets
through the control plane (such as BFD [ RFC5880]), treating the
network data plane as a "black box". |If there is no response to a
probe, it is assuned that a link failure has occurred, wthout the
ability to distinguish between fault-induced packet |oss and non-
fault packet |oss (such as congestion |oss, policy loss, etc.). PDP-
FRR nodel s the packet processing logic in the data plane as a white
box, analyzing all types of packet |oss and desi gni ng correspondi ng
statistical nethods. As shown in Figure 1, PDP-FRR depl oys packet
counters at both ends of a link, which tally the total number of
packets passing through as well as the nunber of non-fault packet

| osses, periodically conparing the two sets of counters to precisely
measure fault-induced packet |1oss. This nethod operates entirely in

et al. Expi res 4 Septenber 2025 [ Page 4]



I nternet-Draft FRR based on Programmabl e Data Pl ane March 2025

Li,

the data plane, with probe packets directly generated by programrabl e
network chips (e.g., P4), thus allow ng for a higher frequency of
probes and the ability to detect link failures within a mllisecond.

After detecting a link failure, PDP-FRR enables fast path mgration
in data plane by conbining INT with source routing. As shown in
Figure 1, after a switch detects a link failure, it pronptly notifies
the sender of the failure information using |INT technol ogy; the
sender then quickly reroutes the traffic to another avail able path
usi ng source routing, based on a path information table maintained in
advance. Al processes of this nethod are conpleted in the data

pl ane, allowing traffic recovery time to be controlled within a few
RTTs (on the order of milliseconds).

In sunmary, PDP-FRR architecture involves accurately detecting |ink
failures within the network, distinguishing between packet | osses
caused by failures and nornal packet |osses, and then having swtches
convey failure information back to the end hosts via | NT [ RFC9232].
The end hosts, in turn, utilize SR (e.g., SRv6 [RFC8986] and SR-MPLS
[ RFC8660]) to change the paths used by the traffic. Therefore, the
PDP- FRR architecture conprises three processes.

Fai | ure Detecti on Mechani sm

Upstream Swi t ch Downst ream Swi t ch

o m e e e e e e e e e e 0t +
I S I S +| R + H---- oo - +|
] e N Il 4ok 4] ]
|| I'ngress |FDM|->]|UM Egress || || Ingress|DM|FDM +>| Egress ||
|| Pipeline | -U]| || |[Pipelinel|] ||Pipelinel || -D| |Pipeline|

|| R I EEE 1] oot o] | ||
|+ -------------- + e e mma oo ++->|+ ----------------- + - - - ﬂ
| +-- -+ R | | - - 4 |
| | Reg|-> |Reql UM-> | | |Req/UMDM---> |
| +-- -+ +-- - - -+ | | L |
| | oot |
| | | <---1Resp| UM DM |
| | oot |
o e e e e e e e e e e e o m o S +

Figure 2: Failure Detection Mechanism counter depl oynent
| ocati ons and request packet generation
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Thi s docunent designs a failure detection mechani sm (FDM based on
packet counters, |everaging the programrabl e data plane. As shown in
Figure 2, this nechani smenpl oys counters at both ends of a link to
tally packet |osses. So adjacent switches can col |l aborate to detect
failures of any type (including gray failures), and the nechanismis
capabl e of accurately distinguishing non-failure packet |osses, thus
avoi ding fal se positive.

4.1. Counter Depl oynent

FDM pl aces a pair of counter arrays on two directly connected
programuabl e switches to achieve rapid and accurate failure
detection. Figure 2 illustrates the deploynent |ocations of these
counters, which include two types of neter arrays: (1) the Upstream
Meter (UM is positioned at the beginning of the egress pipeline of
the upstreamswitch; (2) the Downstream Meter (DM is located at the
end of the ingress pipeline of the downstream switch. Each neter
records the nunber of packets passing through. Wth this
arrangenent, the difference between UM and DM represents the number
of packets lost on the link. It is inportant to note that packets
dropped due to congestion in the switch buffers are not counted, as
the counters do not cover the buffer areas.

Furthernore, to exclude packet | osses caused by non-failure reasons,
each nmeter array includes some counters to tally the nunber of non-

failure packet |losses (e.g., TTL expiry). Therefore, FDMis capabl e
of accurately neasuring the total nunber of failure-induced packet

| osses occurring between UM and DM including | osses due to physical
device failures (e.g., cable dust or link jitter) and control plane
oscillations (e.g., route |ookup m sses).

S +
| switch#3 |
+--- - - +

S + S + +->| DV#2 | |

| | RS B SRR EE

| Fommm - + Fommm - + | UME2 | --+ +---------- +

| | UMEL | - -->| DML | +o-mm - +

| +- - - - - + +- - - - - + +- - - - - +

| | | UMIS | -+ oooeooo o +

| switch#l | | swi tch#2 +----- + | H----- + |

- + . + +->| D3 | |
+----- + |
| switch#4 |
SR +

Figure 3: FDM (UM and DM depl oynent on all network I|inks.
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Figure 3 illustrates the depl oynent nethod of FDM across the entire
dat acenter network. Simlar to the BFD nechanism FDM needs to cover
every link in the network. Therefore, each link in the network
requires the deploynment of a pair of UMand DM It is inportant to
note that although only the unidirectional deploynment from Sw tch#l
to Switch#2 is depicted in Figure 3, Switch#2 also sends traffic to
Switch#l. To nmonitor the link fromSwitch#2 to Swi tch#1l, FDM depl oys
a UMon the egress port of Switch#2 and a DM on the ingress port of
Switch#1. Consequently, FDMutilizes two pairs of UMand DM to
nmonitor a bidirectional |ink.

Count er Conpari son

As shown in Figure 2, the FDM agent in the upstream swi tch (FDV U)
periodically sends request packets to the link’s opposite end. These
request packets record specific data of UM and DM al ong the path
through the I NT nechanism Upon detecting the request packets, the
FDM agent in the downstream switch (FDM D) i mredi ately nodifies them
as response packets and bounces them back, allow ng the packets
containing UM and DM data to return to the FDM U. Subsequently, the
FDM U processes the response packets and cal cul ates the packet |oss
rate of the link over the past period. |If FDM U continuously fails
to receive a response packet, indicating that either the response or
request packets are lost, then FDM U considers the packet loss rate
of that link to be 100% This can be used to detect bl ack-hole
failure in the link. 1In other scenarios, if the packet |oss rate
exceeds a threshold (e.g., 5% for an extended period, FDM U wil|
mar k that outgoing link as failure.

Upstream Swi tch Downst ream Swi t ch
R + R L +
| +---+ +---+ | | +---+ +---+
| 000| Req| 000000| Req| 00+- - - >| 0000| Req| 0000| Req| O |
| +---+ +---+ | | +---+ +---+ |
R + TP +

Req: | NT request packet
0: data packet

Figure 4: An exanple for illustrating the batch synchronization
provi ded by request packets.

To ensure the correctness of packet |oss rate statistics, FDM nust
ensure that the packets recorded by UM and DM bel ong to the same
batch. Upon closer analysis, it’s found that request packets provide
native batch synchronization, and FDM only needs to reset the
counters upon receiving a request packet and then start counting the
new batch. Specifically, since packets between two directly
connected ports do not get out of order, the sequence of packets
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passing through UM and DMis consistent. As shown in Figure 4, the
request packets serve to isolate different intervals and record the

nunber of packets in the right interval. Wen such a request packet
reaches the downstream switch, the DMrecords the nunber of packets
for the same interval. Thus, UM and DM count the sane batch of

packets. However, the | oss of request packets would disrupt FDM s
bat ch synchroni zation. To avoid this, FDM configures active queue
managenment to prevent the dropping of request packets during buffer

congestion. If a request packet is still lost, it nust be due to a
failure.
Fai |l ure Recovery Detection

To ensure stable network operation after failure recovery, FDM al so
periodically monitors the recovery status of links. This requires
the FDM U to send a batch of test packets, triggering UMand DMto
count. Then, the FDM U sends request packets to collect data from UM
and DM If the link’s packet |oss rate renmains below the threshold
for an extended period, FDMU will mark the link as healthy. To
reduce the bandw dt h overhead of FDM considering that the detection
of failure recovery is not as urgent as failure detection, FDM can
use a |l ower recovery detection frequency, such as once every second.

An Exanpl e

This section presents an exanpl e of how FDM cal cul at es the packet
loss rate of a link. Assume that 100 packets pass through the
upstream switch UM which records [100,0], with O representing no
non-fault-rel ated packet |oss. Suppose 8 packets are dropped on the
physical link and 2 packets are dropped at the ingress pipeline of
the downstream switch due to ACL rules. Then, the DMrecords [90, 2],
where 90 represents the nunber of packets that passed through DM and
2 represents the nunber of packets dropped due to non-fault reasons.
Finally, by conparing the UMwith DM FDM cal cul ates the packet |o0ss
rate of the link as 8% ((100-90-2)/100), rather than 10%

Fai lure Notificati on Mechani sm

Traditional control plane reroute schenes require several steps after
detecting a failure, including failure notification, route |earning,
and routing tabl e updates, which can take several seconds to nodify
traffic paths. Data plane reroute schenes, on the other hand, cannot
prepare alternative routes for all possible failure scenarios in
advance. To achieve fast reroute in the data plane, PDP-FRR comnbi nes
INT with source routing to quickly reroute traffic.
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Assume that the sender periodically sends |INT probe packets al ong the
path of the traffic to collect fine-grained network information, such
as port rates, queue lengths, etc.. After a switch detects a link
failure, it pronptly notifies the sender of the failure information
within the INT probe. Specifically, when a probe emtted by an end
host is about to be forwarded to an egress link that has failed, PDP-
FRR wi Il imredi ately bounce the probe back within the data plane and
mark the failure status in the probe. Finally, the probe with the
failure status will return to the sender

Path M grati on Mechani sm

To enabl e sender-driven fast reroute within data plane, the sender
needs to maintain a path information table in advance so that it can
qui ckly switch to another avail abl e path upon detecting network
failure. Specifically, within the transport |ayer protocol stack of
the sender, this docunent designs a Path M gration Mechani sm (PMV,
whi ch periodically probes all available paths to other destinations.
O course, this information can al so be obtained through other neans,
such as froman SDN controller. Then, for a new flow, the sender
will randomy select an optinmal available path fromthe path
informati on table and use source routing (e.g., SRv6 [ RFC8986] and
SR- MPLS [ RFC8660]) to control the path of this flow Simlarly, the
sender also controls the path of the INT probes using source routing,
allowing themto probe the path taken by the traffic flow. The fine-
grai ned network information brought back by these probes can be used
for congestion control, such as HPCC [ hpcc].

When the above FDM nechanismis effective, and the INT infornation
makes the sender aware of a failure on the path, the sender wll

i medi ately mark this path as faulty in the path information table
and choose ot her avail abl e paths, accordingly nodifying the source
routi ng headers of both the data packets and the INT probes. To
pronptly understand the availability of other paths, PVM wi ||
periodically probe other paths and update the path information table,
including failure entering and recoveri ng.

Security Consi derations
TBD.
I ANA Consi der ati ons
Thi s docunent nakes no request of |ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.
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