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Abst ract

The security and robustness of the Domai n Name System (DNS)
significantly depend on how resol vers handl e recei ved responses.
Current DNS specifications |ack exhaustive and consi stent gui dance on
response pre-processing, particularly for malformed or unexpected
packets. This specification gap has led to inplenentation

di vergences and has been shown to introduce security vulnerabilities
such as DNS cache poi soning, Denial of Service (DoS), and resource
exhaustion, as detailed in the TUDOOR attack research

This docunent ainms to clarify and standardi ze the behavi or of DNS
resol vers when receiving and initially processing responses from
upstream servers. The core proposal is the "Awaiting Valid
Responses” mechani sm which nandates that a resolver, after issuing a
query, MJST maintain a defined waiting period to receive a well -
fornmed, relevant, and validated response. During this period, non-
conpliant incom ng packets should be discarded, and the resol ver
should continue to wait until a valid response is received or the
query times out. This docunent provides guidance for DNS
inmplementers to nmitigate security risks arising fromflaws in
response pre-processing |ogic.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I ntroduction
1. Background

The Domai n Nanme System (DNS) [ RFCL034], [RFC1035] is a fundanental
conponent of the Internet’s infrastructure. DNS resolvers, including
recursive resolvers, forwarders, and stub resolvers, interact with
upstream DNS servers and process their responses in the course of
resol ving domain nanmes to | P addresses. Response pre-processing is a
critical phase in this interaction, involving initial checks and

val i dations of incom ng packets before the formal processing of DNS
record content.

2. Pr obl em St at enent

Wil e the basic DNS protocol is defined in [RFCL034] and [ RFC1035],
these specifications do not provide sufficient detail on how

resol vers should handl e various forns of invalid, nalformed, or
unexpect ed response packets. For instance, Section 4.1.2 of

[ RFC1035] describes header fields but offers Iimted guidance on how
a receiver should validate and react to non-conpliant header fields.
This lack of specificity has led to diversity in DNS software

i mpl ement ati ons.

Research [ TUDOOR] has shown that these inplenentation differences and
i mproper handling of edge cases can create exploitable |ogica

vul nerabilities. Attackers can trigger these vulnerabilities by
sendi ng specially crafted mal formed DNS responses, |leading to
consequences such as DNS cache poi soning, Denial of Service (DoS), or
resol ver resource exhaustion. These attacks |everage unexpected
resol ver behaviors during the response pre-processi ng phase, such as
premature ternination of resolution, erroneous acceptance of invalid
data, or bypassing internal control mechani smns.

3. Docunent CGoals and Scope

The primary goal of this docunment is to provide clear guidance and
best practices for the response pre-processing |ogic of DNS resol vers
(including recursive resolvers, forwarders, and stub resolvers).
Central to this is the introduction and formalization of the

"Awai ting Valid Responses"” nechani sm

Thi s docunent ains to:
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* Cdarify the sequence of validation steps and behavi ors that
resol vers shoul d perform upon receiving packets from upstream
servers.

* Enphasi ze the principle of not prematurely ternminating a
resolution attenpt upon receipt of an invalid or nal fornmed packet.

* Provide recomendati ons for handling various conmpn scenari 0s
i nvol ving mal formed and unexpect ed packets.

* Reduce the occurrence of |ogical vulnerabilities by standardizing
pre-processi ng behavi or, thereby enhancing the overall security
and robustness of the DNS infrastructure.

Thi s docunent does not attenpt to nodify the core data formats of the
DNS protocol or the fundanmental flow of query/response exchanges.
Instead, it focuses on clarifying and suppl enenting existing
specifications with respect to response reception and initia

val i dati on.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy

Resolver: An entity that performs DNS query resolution. This can be
a recursive resolver, a DNS forwarder, or a stub resol ver.

Upstream Server: A server to which a resolver sends DNS queri es,
e.g., an authoritative name server or another recursive resolver

Response Pre-processing: The set of checks and validation steps
performed by a resol ver upon receiving a packet from an upstream
server, prior to the formal processing of DNS data content (e.g.,
caching records, returning to a client).

Mal f ormed Packet: A packet that does not conformto the fornat
requirenents of the DNS protocol specification [RFCL035] or
rel evant network protocols (1P, UDP, TCP).

Unexpect ed Packet: A packet that, while potentially well-forned,
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does not match the resolver’s current resolution context in terns
of its content (e.g., msmatched TXID, incorrect QR bit) or
ti m ng.

Val id Response: A well-forned response packet whose content
(especially the TXID) matches an active query and which adheres to
DNS protocol 1 ogic.

Awai ting Valid Response Wndow. The period during which a resol ver,
after sending a query, waits to receive a valid response,
typically limted by a query tinmeout nechani sm

Four-tuple: The conbination of IP layer and transport |ayer
identifiers, typically including source | P address, destination IP
address, source port number, and destination port numnber.

Transaction ID (TXID): A 16-bit identifier in the DNS header used to
mat ch queries and responses.

TUDOOR Attack: A class of attacks described in the [ TUDOOR] paper
that exploit logical vulnerabilities in DNS response pre-
processi ng.

The "Awaiting Valid Responses” Mechani sm
1. Core Principles

A DNS resol ver, after sending a query to an upstream server, MJST
initiate an internal "Awaiting Valid Responses" cycle. During this
cycle, the resolver’s prinmary objective is to receive and validate a
valid response corresponding to the query sent.

The foll owi ng principles MIST be adhered to:

* Persistent Waiting: After issuing a query, a resolver MJST
continuously listen for and process inconing packets until either
a response confirned as valid is received, or the timeout
mechani sm for that query is triggered

* Strict Validation: Al received packets MJST undergo a series of
predefined validation steps (detailed in Section 4.2) before being
accepted as a valid response.

* Preferential Discarding of Invalid Packets: Any packet identified
during validation as mal forned, unexpected, or unrelated to an
active query MJUST be discarded. After discarding, the resol ver
MUST continue to await subsequent, potentially valid responses and
SHOULD NOT terminate the resolution attenpt for the original query
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solely due to the receipt of an invalid packet. An exception is
if a packet (e.g., a trusted | CMP nmessage) definitively indicates
a permanent failure for that query.

* Avoi dance of Premature Termination: A resolver MJST NOT
prematurely ternminate the resolution process for an original query
or close the associated network socket due to the receipt of nost
types of malformed or unexpected packets.

* Timeout Handling: If a valid response is not received within the
pre-set Awaiting Valid Response Wndow, the resolver MJST foll ow
its established tinmeout and retransm ssion | ogic.

4.2. Recommended State Mdydel for Response Pre-processing

The foll owi ng state nodel describes the recommended response pre-

processing flow. A resolver nmintains an i ndependent state for each

active out bound query.
4.2.1. State 0: Awaiting Response

_Description: _ The resolver has sent a query upstreamand is awaiting
a response. A tineout tiner is active.

_Entry Condition: _ After sending a query.
_Action: _Listen on the network socket.

4.2.2. State 1. Reception and Network Layer Validation
_Description: _ An I P packet is received fromthe network interface.
_Actions: _

1. Validate the packet’'s network | ayer header (e.g., |P header
checksum). If invalid, the packet MJST be di scarded.

2. Check if the packet’'s four-tuple matches the expected response

source for any active query. |If no match, the packet MJST be
di scarded
3. If passed, proceed to the next state based on protocol type

(e.g., 1CGw, UDP, TCP). For UDP/TCP, proceed to State 3
(Section 4.2.4). For ICW, proceed to State 2 (Section 4.2.3).
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State 2: | CVMP Message Eval uation

_Description: _ The received packet is an | CMP nessage.

_Actions: _

1.

2.

4.

The resol ver SHOULD i nspect the | CVMP nessage type, code, and the
quot ed original datagraminformation in its payload to determne
if it is relevant and trustworthy for an active query.

For | CMP nessages indicating Port Unreachable (Type 3, Code 3)
that match an active query’s authoritative server and port, the
resol ver MAY consider this a failure signal for that specific
upstream server/port conbinati on and act accordingly (e.g., try
an alternate server, or mark this query attenpt as failed after
multiple tries).

For other types of ICVP errors, especially those of unknown
origin or ambiguous neani ng, the resolver SHOULD NOT terninate
the entire resolution process solely based on this | CVMP nmessage.
It is RECOWENDED to | og the nessage and return to State 0
(Section 4.2.1) to continue waiting.

The resol ver MJUST NOT prenmaturely termnate resolution due to
specific | CMP nessage conbi nations that can be exploited for DoS,
as described in [ TUDOOR] .

State 3: Transport Layer Validation

_Description: _ The received packet is a UDP or TCP segnent.

_Actions:

1.

Validate the transport |ayer header (e.g., UDP/ TCP checksum if
appl i cable and checked). |If invalid, the packet MJST be
di scar ded.

Check the UDP/ TCP payl oad length. [If the payload is enpty or its
length is insufficient to contain a mninmal DNS header (12
bytes), the packet MJUST be discarded. The resolver returns to
State 0 (Section 4.2.1).

If the payload length is sufficient, proceed to State 4
(Section 4.2.5).
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4.2.5. State 4: DNS Header Validation
_Description: _ Validation of the DNS nmessage header fields.
_Actions: _
1. Parse the DNS header

2. R Bit: MIST be 1 (response). If the QR bit is O (query), this
packet MUST be di scarded. The resolver returns to State 0
(Section 4.2.1). This is intended to prevent V_CP
vulnerabilities |ike the one affecting Mcrosoft DNS in [ TUDOOR] .

3. OpCode: Should typically be 0 (standard query). Responses to
ot her OpCodes shoul d be handl ed according to their definitions
and local policy. |If the OpCode is invalid or unsupported, the
packet SHOULD be di scarded

4. (@QCOUNT: For a response, this field should generally match the
QDCOUNT in the corresponding query. |In many cases, it should be
1. |If QDCOUNT does not mneet expectations (e.g., is nuch |arger
than 1, or inconsistent with the query), the packet SHOULD be
treated as suspicious and potentially discarded, dependi ng on
| ocal policy and strict interpretation of [RFCL0O35]. Refer to
[draft-ietf-dnsop-qdcount-is-one].

5. Oher header fields (e.g., AA, TC, RD, RA, Z, RCODE) MJST be
checked for validity within a response context. Headers with
overtly contradictory or illegal values MJST cause the packet to
be discarded. The resolver returns to State 0 (Section 4.2.1).

6. |If header fields are prelimnarily valid, proceed to State 5
(Section 4.2.6).

4.2.6. State 5: DNS Section Parsing and Validation

_Description: _ Parsing and validation of the Question, Answer,
Aut hority, and Additional sections of the DNS nmessage body.

_Actions: _
1. Parse the sections according to the counts in the header

2. Validate domain nane representations (including the validity of
conmpression pointers), RR types, and RDATA formats.
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3. Any critical error that prevents unanbi guous parsing of record
content or violates specified formats (e.g., invalid conpression
poi nter | oops, RDLENGTH mismatch with actual data) MJST cause the
packet to be discarded. The resolver returns to State 0
(Section 4.2.1).

4. If all sections are parsed successfully, proceed to State 6
(Section 4.2.7).

4.2.7. State 6: Transaction ID (TXID) Validation

_Description: _ Validation that the TXID in the response natches that
of an active query.

_Actions: _

1. If the response TXID matches an active query’'s TXID, proceed to
State 7 (Section 4.2.8).

2. If the TXID does not match, this packet MJST be di scarded. The
resolver returns to State 0 (Section 4.2.1).

4.2.8. State 7: Valid Response Received

_Description: _ A valid response, having passed all pre-processing
val i dations, has been received.

_Actions: _
1. Stop the timeout tinmer associated with this query.

2. Pass the validated response data to subsequent DNS processing
modul es (e.g., caching, responding to the client).

3. The pre-processing flow for this query concl udes.
4.2.9. State 8: Query Ti neout

_Description: _ The tinmeout tinmer for awaiting a valid response has

expired.
_Actions: _
1. If retransmission is permtted and the maxi num retransm ssion

count has not been reached, proceed to State 9 (Section 4.2.10).

2. Oherwise, proceed to State 10 (Section 4.2.11).
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4.2.10. State 9: Retransm ssion Decision
_Description: _ Deciding whether to retransnmit the query.
_Actions: _

1. The resolver MJST check if the configured retransmission limt
for this query has been reached. This check MJST occur before an
actual retransm ssion is performed, to prevent V_RC
vul nerabilities as described in [ TUDOOR] .

2. If the limt has not been reached, the resolver MAY retransmt
the query (potentially with a new TXI D and/or source port).
After retransm ssion, return to State 0 (Section 4.2.1).

3. If the limt has been reached, proceed to State 10
(Section 4.2.11).

4.2.11. State 10: Resolution Term nation
_Description: _ The resolution attenpt for this query has term nated.
_Actions: _

1. Return an appropriate error response (e.g., SERVFAIL) to the
ori gi nal requestor.

2. Cean up state associated with this query.
4.3. Ceneral Cuidelines for Handling Ml fornmed and Unexpected Packets

* Silent discard: For nost packets determined to be invalid during
pre-processing, the resolver SHOULD discard themsilently, i.e.,
wi t hout sending any form of response to the source. This avoids
| eaking i nformati on about the resolver’'s internal state or
behavi or.

* Persistent Listening: After discarding an invalid packet, the
resol ver MJUST continue to listen on the socket for other potential
responses related to the original query, until the query tines
out .

* Logging: A resolver MAY | og diagnostic information about discarded
mal f or med or unexpected packets. However, the |level and frequency
of 1oggi ng shoul d be configurable to prevent the | ogging system
itself from beconm ng an attack vector or performance bottl eneck
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* No State Contamination: The processing of invalid packets MJST NOT
negatively affect the state of the resolver’s other active queries
or its shared cache

5. Considerations for Known Attack Vectors

The specifications in this docunent are intended to mitigate security
vul nerabilities arising fromflaws in response pre-processing |ogic,
particularly those highlighted in the [ TUDOOR] research

5.1. Regarding Cache Poi soning (V_CP)

By mandating in State 4.2.5 (Section 4.2.5) that the QR bit in a
response MJST be 1 and that packets with Qr=0 are di scarded, attacks
that exploit response sockets to probe source ports or inject queries
are prevented. Concurrently, strict TXID matching in State 4.2.7
(Section 4.2.7) is fundanental to preventing cache poi soning.

5.2. Regarding Denial of Service (V_DS)

By enphasizing that the resol ver MIST continue to await a valid
response (return to State 0 (Section 4.2.1)) after receiving nost
types of mal fornmed packets (including specific | CMP nessages, enpty-
payl oad UDP packets, etc.), rather than prematurely term nating
resolution (as specified in States 4.2.3 (Section 4.2.3), 4.2.4
(Section 4.2.4)), the effectiveness of such DoS attacks is
significantly reduced. Failure should only be determned after a
genui ne query tinmeout or exhaustion of retransmssion lints.

5.3. Regarding Resource Exhaustion (V_RC

By explicitly requiring in State 4.2.10 (Section 4.2.10) that the
retransm ssion count limt MJST be checked before any retransm ssion
deci sion, attacks that induce a resolver to send an excessive nunber
of queries to exhaust its resources are prevented.

6. Security Considerations

The guidelines in this docunent aimto enhance the resilience of DNS
resol vers agai nst specific types of attacks. However, inplenenters
shoul d be aware of the foll ow ng:

* | nplementation Correctness: The effectiveness of these guidelines
depends on their correct and conplete inplenentation. Any
deviation fromthe state machine | ogic could reintroduce
vul nerabilities.
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* Resource Limits: While handling high volunes of inconing traffic
(including malicious traffic), resolvers still require appropriate
internal resource managenent mechanisns (e.g., rate limting
requests froma single source) to prevent self-overl oad.

* Logging Security: Logging is vital for nonitoring and
troubl eshooti ng but can also | eak information or be used in
attacks. Control over |og content, verbosity, and rate is
necessary.

* Randomess Requirenments: Strong source port and TXI D random zation
remain crucial for defending agai nst DNS cache poisoning and are
conmpl enentary to the specifications herein.

* DNSSEC: DNS Security Extensions (DNSSEC) [RFC4033] provide
cryptographic validation of DNS data origin and integrity. The
pre-processing steps defined in this docunent shoul d occur before
or in parallel with DNSSEC validation, as even packets claining to
be DNSSEC-signed can be mal forned at | ower |ayers.

* Evolving Threats: Attack techni ques evolve. DNS inplenenters and
operators need to remain vigilant and stay inforned about new
security threats and mitigation strategies.

Rel ati onship to G her RFCs

Thi s docunent is intended to clarify and suppl ement existing DNS
specifications, not to replace them

* |t builds upon the DNS protocol foundations defined in [ RFCL034]
and [ RFC1035], providing nore specific gui dance on the response
handl i ng aspects.

* |t aligns with the robustness requirenents for host application
| ayers in [ RFC1123].

* |t supports the nmeasures for making DNS nore resilient against
forged answers proposed in [ RFC5452].

* For QDCOUNT handling, it refers to the spirit of
[draft-ietf-dnsop-qdcount-is-one].

I ANA Consi derations
Thi s docunent does not require any | ANA acti ons.

Ref er ences
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