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Abst ract

Thi s docunent describes an attack vector, exenplified by the
"DNSBonb" attack, that |everages the energent behavior of several

wi del y- inpl enented DNS resol ver mechani sns. By conbi ni ng query

ti meouts, query aggregation, and response timng, an attacker can
turn a set of resolvers into powerful anplifiers for a Pul sing

Deni al - of - Service (PDoS) attack. This attack is difficult to detect
due to its low average traffic rate but can be highly effective at
overwhel ming a target’s resources.

Thi s docunent provides operational guidance and a set of best
practices for DNS resol ver inplenenters and operators to nitigate
this threat. The goal is to harden the DNS ecosystem by reducing the
potential for resolvers to be used in such a coordi nated fashion,
thereby inmproving the operational resilience of the DNS.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 16 July 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

The Domai n Nanme System (DNS) [ RFC1034] [RFC1035] has | ong been used
as a vector for reflection and anplification attacks [ RFC5358]. A
sophi sticated variant, the Pul sing Denial-of-Service (PDoS) attack
[Shrew], uses intermttent, high-volume traffic bursts. This pattern
makes PDoS attacks challenging to detect with conventional traffic
anal ysis, yet they remain highly effective.

The "DNSBomb" attack [ DNSBonb] denonstrates a practical nethod for
generating such bursts by exploiting the conbi ned, energent behavi or
of standard resol ver features. The attack nodel does not rely on a
single protocol vulnerability but on the operational anbiguity in how
resol vers shoul d handl e a specific sequence of events: a |arge number
of queries froma single source for a domain whose authoritative
server is slowto respond.
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Thi s docunent specifies best practices for resolver inplenmentations
and configurations to mtigate this and simlar attack vectors.
These practices are designed to limt the ability of an attacker to
accunul ate and concentrate responses wi thout negatively inpacting

| egiti mate use cases.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Pul sing DoS (PDoS) Attack:
A Deni al -of -Service attack characterized by intermttent, short
bursts of high-volunme traffic separated by periods of little or no
attack traffic.

Query Accunul ati on:
An attack phase where a resolver receives and hol ds nunerous
queries, typically froma spoofed source IP, while awmaiting a
del ayed response froma nmalicious authoritative naneserver

Response Concentration
The near-sinmul taneous transm ssion of a |arge nunber of DNS
responses froma resolver to a single target. This is the
culmination of the attack, formng the traffic pul se.

Response Paci ng:
A mtigation techni que whereby a resolver deliberately de-
synchroni zes the transm ssion of a |arge batch of responses to a
single client to prevent a traffic spike.

3. Attack Model
The attack nodel assumes the adversary can send | P-spoofed DNS

queries and controls an authoritative naneserver for a domamin. The
attack proceeds in three phases:
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1. *Accumul ation:* The attacker sends a lowrate stream of queries
for unique subdomains of their controlled domain to one or nore
recursive resolvers. The source |IP address is spoofed to that of
the victim The attacker’s authoritative server receives the
upstream queries fromthe resol ver but deliberately withholds its
response. The resolver’s query timeout w ndow (potentially
extended by I P defragmentation tinmeouts [ RFCO791] [ RFC8200])
becones the accumul ati on peri od.

2. *Amplification:* The attacker |everages query aggregation within
the resolver to mninize the upstreamquery |oad on their
authoritative server. Wen the attacker finally responds, it
sends a |l arge response, using EDNS(0) [RFC6891] to maxim ze the
payl oad size. This single large response will be used as the
basis for responding to all accumnul ated queri es.

3. *Concentration:* Upon receiving the single, delayed response, the
resol ver unbl ocks all pending client-side queries. Due to
optinmizations for low latency, many resolvers will transnmt al
of these responses to the victims |IP address nearly
simul taneously, creating a powerful, concentrated traffic pulse.

Pr obl em St at enent

This attack vector arises froman operational anmbiguity in current
DNS specifications. Wile features |like query tineouts, aggregation,
and fast response are individually beneficial for perfornmance and
resilience, their interaction under specific, maliciously crafted
conditions is not well-defined. Resolvers |ack clear guidance on how
to differentiate between a legitimte, |arge-scale query event (e.g.,
froma large NAT) and a coordinated attack. This document ains to
provi de that guidance to reduce the potential for exploitation

Mtigation Strategies and Operational CGuidance

To mitigate this attack vector, this docunent recomends a set of
interrelated strategies for resolver software and its operation

1. Response Pacing

The nost direct mitigation for the response concentrati on phase is
Response Pacing. Wen a resolver is about to send a | arge nunber of
responses to a single client IP address in a short time w ndow (e.g.,
as a result of a single upstreamanswer), it SHOULD introduce a
smal |, random zed delay (jitter) between each response transm ssion
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Thi s techni que de-synchroni zes the response burst, spreading it out
over time and reducing its peak bandwi dth. The total delay should be
carefully calibrated to avoid a significant performance inmpact on
legitimate clients.

*Qperational Trade-offs:* This mechani smnmay introduce m nor | atency
for legitimate clients behind | arge-scale NATs. The pacing algorithm
shoul d be configurable and potentially adaptive based on the numnber

of responses in the queue.

2. @i dance on Ti neout Val ues

Long upstream query timeouts provide a | arger w ndow for query
accunul ation. It is RECOVWENDED that resol ver operators configure
shorter timeouts for queries to authoritative servers. A value
between 1.5 and 3 seconds is generally sufficient to acconmpdate nobst
network conditions w thout providing an excessive w ndow for

att ackers.

Resol ver software MAY al so i npl ement adaptive timeouts. For exanple,
if an authoritative server is consistently slow, the resolver could
dynamically shorten the tinmeout for subsequent queries to it.

3. Limting Query Accumul ation

Resol vers SHOULD i npl ement a nechanismto limt the number of pending
queries that can be accumul ated per source |IP address (or prefix). A
configurable limt on the nunber of outstanding queries froma single
source directly caps the scale of the accumul ati on phase.

Once this linmt is reached, the resolver SHOULD either drop new
queries fromthat source or respond i mMmediately with an appropriate
error code (e.g., REFUSED) until sone of the pending queries are
resolved. This is preferable to holding an unbounded nunber of
queri es.

*Qperational Trade-offs:* Alimt that is too |l ow could affect
service for users behind | arge-scale NATs. This lint should be
configurable by the operator.

4. EDNS(0) Buffer Size

To limt the anplification factor, it is a standing best practice for
resol ver operators to configure a conservative EDNS(0) UDP buffer
size. A value of 1232 bytes is RECOMVENDED, as this avoids IP
fragnmentation on nost network paths. Qperators SHOULD NOT configure
| arger val ues without a specific and conpelling operationa

requi renent.
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6. Security Considerations

The practices described in this document are designed to mitigate a
specific attack vector and are not a conplete solution for all DNS-

based DoS attacks. The effectiveness of these mitigations relies on
their conbi ned depl oynent.

Source address validation remains the nost fundanental defense

agai nst attacks requiring I P spoofing. Network operators are
strongly urged to inplenment ingress filtering as described in BCP 38
[ RFC2827] and BCP 84 [ RFC3704].

The nitigations proposed herein involve operational trade-offs

bet ween security and performance. For exanple, Response Pacing adds
| atency, and strict query accunulation limts may inpact legitimte
users. Qperators nust be able to configure these paraneters to suit
their specific environment. The default settings in resolver
software should prioritize resilience.

Wi | e these measures nake individual resolvers nore resilient, a
sufficiently notivated attacker could still achieve a significant

i mpact by coordinating a very |arge nunber of unpatched or

m sconfigured resolvers. Therefore, broad adoption of these best
practices across the community is essential for inproving the overal
security posture of the DNS

7. | ANA Consi derations
Thi s document has no | ANA acti ons.
Contri butors
The authors of the "DNSBonb" paper, Dashuai Wi, Haixin Duan, and Q
Li, provided the foundational research for the attack vector
described in this docunent.
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