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Abst ract

The DNS query aggregation nechanismis a critical defense agai nst DNS
cache poi soning attacks that exploit the "Birthday Paradox".

However, recent research has reveal ed that flawed inpl enentati ons of
the EDNS Client Subnet (ECS) option, as specified in RFC 7871, can be
exploited to bypass this defense. This allows attackers to force a
resolver to issue multiple sinmultaneous queries for the sanme donain
nane by crafting queries with different ECS options. This

vul nerability revives the classic DNS Birthday Attack, posing a
significant threat to DNS resolvers and the clients they serve.

Thi s docunent specifies a stricter and nore coherent processi ng nodel
for the ECS option in DNS resolvers. It introduces a mechanismfor
resolvers to track the ECS support state of authoritative nameservers
and mandat es query aggregation for zones deternmined to not support
ECS. These changes are designed to close the identified
vulnerability and restore the effectiveness of query aggregation as a
def ense mechani sm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 April 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

The Domain Nane System (DNS) [ RFC1034] [RFCL035] is a fundanenta
conponent of the Internet, but its security has been a | ong-standi ng
concern, with DNS cache poisoning [H TCHH KER] renmi ning a persistent
threat. Followi ng the discovery of w despread vulnerabilities to

of f-path attacks [ KAM ATTACK], a nunber of defenses were devel oped
One of the earliest and nost effective of these is the query
aggregation nechani sminplenented in DNS resol vers. This mechani sm
ensures that multiple identical incom ng queries (matching in gnane
and qtype) result in only a single query being sent to an
authoritative nameserver. This thwarts attackers seeking to increase
their chances of success by forcing many simultaneous outbound
queries, a technique known as the DNS Birthday Attack [ SACRAMENT( .
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The EDNS Cdient Subnet (ECS) extension [RFC7871] was introduced to
provi de network | ocation information of the client to authoritative
naneservers, enabling themto provide nore geographically or

topol ogically rel evant answers. Wile beneficial for perfornmance,
the processing logic for ECS has introduced a subtle but critica
security flaw.

Research, such as the "REBI RTHDAY Attack" [ REBI RTHDAY], has
demonstrated that many resol ver inplenentati ons expand their query
aggregation key from <gnane, qtype> to <qgnane, qtype, subnet>. An
attacker can exploit this behavior by sending a | arge nunber of
queries for the sanme gnane and gqtype but with different, spoofed
client subnets. A vulnerable resolver will fail to aggregate these
requests and will instead issue a multitude of distinct queries
upst ream

A crucial aspect of this vulnerability is that [ RFC7871] specifies
that a response froman authoritative server without an ECS option is
still a valid reply to a query that contained one. This allows an
attacker to inject a single type of forged response (lacking an ECS
option) that has a high probability of matching one of the many

out st andi ng queries, thereby poisoning the resolver’s cache.

This docunent aims to rectify this vulnerability by defining stricter
rules for ECS handling. It requires resolvers to maintain a state
regarding an authoritative server’s support for ECS and to enforce
aggregation based on this state, effectively neutralizing the attack
vect or.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The REBI RTHDAY Vul nerability

The vulnerability stems fromthe interaction of two factors: a flaw
in resolver query aggregation |ogic and a pernmnissiveness in the ECS
specification. The attack proceeds as foll ows:

1. Query Initiation: The attacker sends a high volune of DNS queries
for a target domain (e.g., "victimexanple.comA") to a
vul nerabl e resolver. Each query is identical in gnane and qtype
but contains a unique, forged ECS option (e.g., with different
subnet s).
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2. Bypassing Aggregation: The vul nerabl e resol ver treats each query
as unique due to the different ECS options. Instead of sending a
single query upstream it forwards a | arge nunber of queries to
the authoritative naneserver for "exanple.com', each with a
di fferent source port.

3. Race Condition: The attacker sinultaneously floods the resolver
with forged DNS responses for "victimexanple.conf. Crucially,
these forged responses do not contain an ECS option. The
attacker brute-forces the 16-bit Transaction ID (TxI D) and
attenpts to guess one of the many source ports used by the
resol ver.

4. Cache Injection: According to [RFC7871], a response wi thout an
ECS option is a valid reply. |If the attacker’s forged response
mat ches the TxI D and source port of any of the outstanding
queries, the resolver accepts it. The nalicious record is then
cached, and subsequent legitimte queries for that donai n nane
will receive the poisoned data.

The Birthday Paradox dictates that the probability of a successfu
collision increases dramatically with the nunber of outstanding
queries, naking this attack highly practical against vul nerable

i mpl ement ati ons.

Updat ed Resol ver Behavi or
1. Principle of ECS Coherence

To mitigate this attack, resolvers MJUST handl e ECS options

coherently. Coherence nmeans that a resolver’'s caching and query
aggregati on behavi or MJST account for whether an authoritative server
for a given zone actually uses the ECS information provided to it. A
resol ver MJUST NOT indefinitely treat queries as uni que based solely
on varying ECS options if there is evidence that the authoritative
server does not support or utilize ECS for that zone.

2. Handling Responses Containing an ECS Option

When a resol ver receives a response that contains an ECS option, it
MUST validate the fields in the response against the query that was
sent, as described in Section 7.3.1 of [RFC7871]. |If there is a
msmatch in the Family, Address, or Source Prefix-Length, the entire
response SHOULD be discarded. This is existing best practice and is
reiterated here for conpleteness.
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3.3. Handling Responses Lacking an ECS Option
This is the critical change to resol ver | ogic.

When a resol ver sends a query containing an ECS option to an

aut horitative nanmeserver and receives a valid response that |acks an
ECS option, the resolver SHOULD treat this as an indication that the
authoritative server for this zone does not support or did not use
ECS to generate this specific response.

The resol ver SHOULD cache this "no- ECS-support" state associated with
the queried domain nane’s zone. The lifetime of this cached state
MAY be tied to the TTL of the zone’s NS records or a locally
configured timer.

3.4. Updated Query Aggregation Logic

Resol ver query aggregation |ogic MIST be updated to incorporate the
"no- ECS- support"” state.

1. If a resolver receives multiple client queries for the same
<gnane, qtype> that have different ECS options, and there is no
active query or existing "no-ECS-support" state for that zone,
the resol ver MAY forward one of these queries with an ECS option
and queue the others.

2. If the resolver has a cached "no-ECS-support” state for the zone
of a given gnane, any incomng client query for that qgnane,
regardl ess of the presence or value of its ECS option, MJST be
aggregated with other pending queries for the sane <gnane,

qtype>.

3.  Wen sending an aggregated query for a zone in the "no-ECS-
support" state, the resolver SHOULD NOT include an ECS option in
the upstream query. This prevents the authoritative server from
potentially providing a subnet-specific answer that woul d be
incorrectly served to clients from other subnets whose queries
wer e aggr egat ed.

By inplenenting this logic, a resolver will quickly learn that a zone

does not support ECS and will revert to classic query aggregation
based sol ely on <gnane, qtype>, thus defeating the REBI RTHDAY attack
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Security Considerations

The procedures outlined in this document are intended to mtigate a
specific DNS cache poisoning vulnerability. By enforcing coherent
ECS handling and stateful query aggregation, resolvers can prevent
attackers from bypassing a fundanental security nechanism This
restores the difficulty of off-path birthday attacks to their pre-ECS
| evel s, which are considered conputationally infeasible for a
properly configured resol ver.

Thi s docunent does not address all possible DNS cache poisoning
vectors. The use of strong entropy for TxID and source port

randoni zati on remai ns essential. Furthernore, the depl oynent of
DNSSEC [ RFC4033] provi des cryptographi c assurance of data integrity
and is the nost robust defense agai nst cache poisoning attacks. The
mechani sns in this docunent are conplenentary to, not a repl acenent
for, DNSSEC.

I mpl enenters should be careful about the cache lifetime for the "no-
ECS- support" state. A value that is too |ong could prevent a zone
that newWy adopts ECS from providing optimzed responses. A val ue
that is too short might be cleared by an attacker, re-opening a snall
wi ndow for an attack. Tying the lifetime to the zone’s NS record TTL
i s RECOVWENDED as a reasonabl e bal ance.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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