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Abst ract

The Domain Nanme System (DNS) relies on caching to ensure its

scal ability and perfornmance. However, certain behaviors in the DNS
del egati on and cachi ng nmechani sns can be exploited to circunvent
domai n nane revocation. A recently discovered attack, named PHCEN X
DOVAIN T2, allows a nualicious domain that has been revoked at its
parent zone to remain resolvable for an extended period. This is
achi eved by creating a chain of deeply nested subdomains, effectively
keeping the delegation information alive in recursive resol ver
caches.

Thi s document describes the PHOENI X DOVAIN T2 attack mechani sm and
proposes a set of operational best practices for DNS recursive
resol ver operators to mitigate this threat. The primary
recomendation is for resolvers to apply additional scrutiny to
domai n nanes with an excessive nunber of |abels, which is a key
characteristic of this attack.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 March 2026.
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yright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction
Background on Domai n Nane Revocation

The DNS nanespace is structured as a hierarchy, where parent zones
del egate authority for sub-zones (children) via NS (Name Server)
records [RFC1034] [RFC1035]. Domrmin name revocation is the process
of renoving or altering these delegation records in the parent zone
to render a domain and its subdomai ns unresol vable or to redirect
themto a sinkhole. This is a critical tool for conbating malicious
activities such as botnets, phishing, and malware distribution.
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However, due to the distributed and heavily cached nature of DNS
revocation is not instantaneous. Resolvers will continue to use
their cached delegation information until its Time-to-Live (TTL)
expires. The "Ghost Donmmi n" attack first denonstrated that a revoked
domain’s authoritative server could trick resolvers into refreshing
the TTL of cached NS records, keeping the domain alive post-
revocation [Jiang2012]. Wile nmitigations for this specific attack
were wi dely depl oyed, the underlying principles of DNS caching stil
present opportunities for exploitation

The PHOENI X DOVAIN T2 Vul nerability and Rel ated Threats

A nore recent study introduced the PHOENI X DOMAIN T2 attack [Li2023],
whi ch bypasses existing defenses. This attack does not viol ate any
DNS protocol specifications but rather exploits a de facto standard
behavior in how resol vers search their cache. Wen a resolver needs
to resolve a nane for which it has no specific cached data (a cache
mss), it searches for the "cl osest known naneserver" by performng a
| ongest suffix match on the queried nane against its cache, a
behavior clarified in docunments such as [ RFC2181].

The T2 attack | everages this behavior by creating a chain of single-

| abel subdomains. An attacker can nake a resol ver cache a new

del egation for a deep subdomain (e.g., "s.s.botnet.conl) based on the
soon-to-expire cached del egation of its parent ("s.botnet.coni).

Thi s process can be repeated, potentially up to the maxi num | abe
count of 127, allow ng a revoked domain to remain effectively

resol vabl e for nonths or even years. Because this attack exploits a
fundanental aspect of cache searching, it affects virtually al

mai nstream DNS resol ver inpl enentations

The PHOENI X DOVAIN attack is a prime exanple of vulnerabilities
arising fromthe tenporal desynchronization between DNS cachi ng and
del egation state. This class of issues is not isolated. A related,
wi despread problemis that of "dangling donmains," where DNS resource
records (e.g., CNAME or A records) point to third-party hosting
servi ce endpoints that have been deprovisioned but are available for
others to claim As detailed by Zhang et al. [Zhang2023], attackers
can take over these dangling domains by registering the same service
endpoints, thereby hijacking legitinmate traffic for malicious
purposes. Wile the PHOENI X DOMAI N attack exploits the del egation
chain, the dangling donain problemexploits the resolution endpoint.
Both highlight a critical principle: the security of the DNS
ecosystemrelies on DNS records accurately reflecting the current,
authoritative state of domain control and resources.
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Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The PHOENI X DOVAIN T2 Attack Mechani sm
The attack proceeds in the follow ng steps:

1. Initial State: The attacker controls a dommin, e.g.,
"botnet.com', and its authoritative naneserver. A target
recursive resolver is made to query for "botnet.cont, thereby
caching its NS records with a given TTL (e.g., 24 hours).

2. Revocation: The domain is revoked at the parent registry (e.g.,
the ".com' TLD). The NS records for "botnet.con are renoved
fromthe ".com zone. The resolver, however, still holds the
original NS records in its cache

3. Exploitation: Shortly before the 24-hour TTL expires in the
resol ver’'s cache, the attacker triggers a query to the resol ver
for a previously unseen subdonain, e.g., "s.botnet.cont.

4. Cache Logic Exploited: The resol ver experiences a cache mss for

"s.botnet.conf. It then perforns a | ongest suffix match and
finds the still-valid (though soon-to-expire) NS records for
"botnet.conm. It sends a query for "s.botnet.conl to the
attacker’s authoritative naneserver listed in these cached
records.

5. Delegation Refresh: The attacker’s naneserver responds with a new
del egation for "s.botnet.conl, pointing to another naneserver (or
itself) and providing NS and glue records. This response has a
fresh, long TTL (e.g., another 24 hours). The resolver caches
this new del egation for "s.botnet.coni.

6. Iteration: The attacker can repeat this process. Shortly before
the TTL for "s.botnet.conl' expires, they can trigger a query for
"s.s.botnet.conf, and so on. Each step adds a | abel and
refreshes the cache lifetime, effectively keepi ng subdomai ns of
the revoked "botnet.com continuously resol vabl e.
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Oper ational Recommendati ons

To disrupt the chain of delegation renewals central to the PHOEN X
DOVAI N T2 attack, recursive resolver operators SHOULD i npl enent
mechani sns to identify and apply additional scrutiny to DNS queries
for a domain name with a hi gh nunber of |abels.

I dentifying Excessively Deep Donmains

Research indicates that the vast majority of |legitimte domains used
in practice are not deeply nested [Li2023]. A study of DNS responses
for Alexa Top 1 MIlion domains found that over 99% of observed nanes
have 10 or fewer |abels.

Therefore, it is RECOWENDED that resolvers use a threshold of 10

| abel s as a heuristic to identify potentially suspicious domai n nanes
that warrant further scrutiny. This threshold MAY be confi gurable by
t he operator.

Appl yi ng Scrutiny

When a resolver receives a query for a domain name that exceeds the
configured | abel -count threshold, it SHOULD perform one or nore of
the follow ng actions:

1. Preferential Re-validation

Instead of immediately trusting the delegation information provided
by a child zone's naneserver (especially when that information is

al ready in cache), the resolver SHOULD performa re-validation query
to the parent zone. For a query to "label 10...1abel 1. exanpl e. cont',
the resol ver should explicitly query the nameservers for

"exanpl e.com to validate the del egation for "l abel 1. exanpl e. coni'.
This action directly confirns whether the delegation is still valid
fromthe parent’s perspective, effectively stopping the T2 attack

3.2.2. Restricting Maxi nrum Cache TTL

Li,

If re-validation is not performed, resolvers SHOULD enforce a
significantly reduced maxi rum TTL on any resource records received
for an excessively deep domain. For exanple, an operator could
configure that any records for a domain with nmore than 10 | abel s,
regardl ess of the TTL provided by the authoritative server, will not
be cached for nmore than a short duration (e.g., 1 hour). This would
not prevent the attack but would drastically reduce its |longevity and
increase the cost for the attacker
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2.3. Mnitoring and Loggi ng

Queries for domain names with an unusually hi gh nunber of |abels
SHOULD be logged with a distinct severity level. This provides
network adnministrators with visibility into potential T2 attack
activity within their networks, enabling further investigation or
bl ocki ng.

Security Considerations

This entire docunent is focused on inproving the security and
resilience of the DNS ecosystem agai nst cache-based attacks that
under m ne donai n hame revocation

The recomendati ons provided herein directly mtigate the PHCEN X
DOVAIN T2 attack by disrupting its core nechanismof iterative cache
refreshing for deep subdonmains. By applying scrutiny based on | abe
count, resolvers can nore effectively enforce the intent of domain
revocation actions taken at parent zones.

A potential risk is the inmpact on legitimte services that rely on
deeply nested domai n nanmes. However, as supported by neasurenent
studi es [Li2023], such donmains are exceptionally rare in conmmon
usage. The recommended actions, particularly preferential re-

val idation, would not break resolution for legitinmte deep donains
but would sinply ensure their delegation is valid. The ability for
operators to configure the | abel threshold provides a nmechanismto
bal ance security with any specific |local operational needs.

It is inportant to note that the operational recomendations in this
docunent are specifically designed to nitigate the PHOEN X DOVAI N T2
attack vector. However, resolver operators and domai n owners mnust
recogni ze that robust DNS security requires a nulti-faceted approach
O her significant threats, such as the hosting-based dommin takeovers
described in [ Zhang2023], depend not on deep del egations but on
diligent DNS record managenent and proper domai n ownership validation
by hosting providers. Wile the scrutiny of deep domains inproves
resol ver resilience against del egati on-based attacks, it does not

repl ace the fundanental need for domain owners to purge stale DNS
records pointing to deprovisioned third-party services.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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