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Abst r act

Thi s docunment specifies a Milti-agent Collaboration Protocol Suite
based on Agent Gateway, which enabl es scal abl e, secure, and
semantically driven coll aboration anong distributed agents across

het er ogeneous networks. The protocol suite introduces Agent Gateways
as control -plane entities responsible for agent registration,

aut henti cation, capability nanagenent, semantic routing and ot her
functions, while preserving direct peer-to-peer senantic interactions
anong agents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 9 August 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

As multi-agent systens beconme increasingly distributed across

het er ogeneous networks and admi ni strative donmains, efficient, secure,
and senantically neani ngful collaboration anbng agents becones a
critical challenge. Traditional service-oriented or nmessage-based
interaction nodels are insufficient to capture agent-I|eve
capabilities, dynam c task deconposition, and semantic intent-driven
communi cati on.

Thi s docunment specifies a Milti-agent Collaboration Protocol Suite
based on Agent Gateway (AGWN . The suite defines a set of coordinated
protocol s that enable agent registration, authentication, capability
synchroni zati on, semantic routing, task-based invocation, and peer-
to-peer semantic interaction. The architecture | everages Agent

Gat eways as first-class network entities that nediate control, policy
enforcement, and orchestration, while allowi ng agents to directly
exchange semantic informati on once authori zed.

The protocol suite is aligned with the architectural principles of

control /forwardi ng pl ane separation, |least-privilege authorization,
and session-scoped semantic conmuni cation
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Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

Ter mi nol ogy
The following terns are defined in this draft:

*  AGW Agent Gateway. A network-resident control and forwarding
entity responsible for agent registration, l|ocal binding,
capability managenent, semantic routing, and policy enforcenent.

* Agent: An autononpus software entity capabl e of perception,
pl anni ng, deci sion-maki ng, and executi on.

* Semantic Routing: The process of routing an Agent request based on
the meaning or intent of the request, rather than solely on a pre-
defined address or identifier.

* Central Auth: Central Authentication Service: Alogically
centralized authority that perforns identity verification and
aut hori zation decisions for agents and gateways.

Mul ti-Agent Coll aboration Protocol Suite Overview

The Mul ti-Agent Coll aboration Protocol Suite based on Agent Gateway
defines a set of coordinated protocols as shown in figure 1 that
collectively enabl e secure agent onboarding, ,distributed capability
visibility, semantic request resolution, peer-to-peer semantic
interaction, and task-oriented multi-agent orchestration. Rather
than operating i ndependently, these protocols are designed to be
executed in a tightly coupled nanner along the agent |ifecycle and
col | aborati on workfl ows. The Agent Gateway (AGWN serves as the
anchoring point for control-plane coordination, while senantic
interactions are progressively del egated to agents once resol ution
and aut hori zation are conpl et ed.

The protocol suite consists of the follow ng functional conponents:
* Agent Registration Protocol (ARP) and Agent Authentication and
Aut hori zation Protocol (AAAP), which jointly establish agent

identity, trust, and operational scope.

* Capability Synchronization Protocol (CSP), which naintains
distributed visibility of agent capability di gest across gateways.
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* Semantic Resolution and Routing Protocol (SRRP), which enables
semanti c request discovery and routing across gateway donmains.

* Task-based Invocation Protocol (TIP), which extends semantic
routing to nmulti-agent task deconposition and orchestration.

Each protocol operates at a specific phase of the coll aboration
I'ifecycle and may be invoked i ndependently or in conbination with
others. The follow ng sections describe how these protocols are
integrated into coherent operational flows.

User Agent A AGM AGB Central Auth AGN2 Agent
B Agent C
| | | | | | <ommmme e
- Regi ster|
| | Regi ster--->| | | | <--Regi ster|
I
| | |--Auth Regq------------------ >| <---Auth Reqg--| |
| S +
| | I Auth Grant |--Auth G ant->| |
| <----] Agent Registration process |
| | <- Local Bi nd| | | | |
| s +
| | | | | | --Local Bind (
B,C)---->|
I | I I I I I I
I I I I I I I
| s +
| | S > <----- Capa Di gest and Sync -->| |
| <----] Agent Gateway Interaction |
I I I I I I I
| o e e e e e e e e e oo oo +
I | I I I I I I
I | I I I I I I
I | I I I I I I
| ooReqr-oo> |- SemR Reg: -] | | | |
I | I I I I I I
| | | | ---SeMR Reg->| - -------mm oo > |
| | [<----mmmmm--- | <------ SemR Resp-------------- | |
I
I | <-SenR Resp | I I I I
| S +
| | ——=—=—=—=====—=—=—=—=—=—=—=—=—=—==—=—=—===== Semanti ¢ Sessi On::::::::::::::::::::::::|
| <----] Semantic Routing process |
| |>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>
| s +

| | <<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<|

I
| --Task Reg-->| o e e + | |



| | ---------- > | Semantic Routing process [---------- >| |

Figure 1 The overall sequence di agram of MCPS- AGW
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Agent Registration and Authorization Process

An agent MJST register with its locally attached Agent Gateway before
participating in any collaboration. This process is governed jointly
by ARP and AAAP and establishes the agent’ s identity, trust status,
and capability binding. Upon receiving a registration request, the
Agent Gateway performs preliminary validation of the agent’ s identity
attributes and initial capability description, and creates a

provi sional |ocal binding. The gateway then initiates an

aut hentication and authorization request to the Centra

Aut henti cation Service, conveying the agent identity, gateway
identity, and requested operational scope.

The Central Authentication Service evaluates the request and returns
an aut horization grant or denial. Upon successful authorization, the
Agent Gateway finalizes the registration by assigning the agent a

gl obal Il y uni que Agent Identifier and Capability Identifier(s). An
agent MUST NOT be considered active, discoverable, or invocable unti
this process conpl etes successfully. This conbined registration and
aut hori zati on procedure ensures that all subsequent semantic routing
and task invocation operate on authenticated identities and policy-
approved capability scopes.

Capabi lity Digest and Synchronization Process

Each Agent Gateway mmintains detailed capability information only for
its locally registered agents. Gateways do not synchronize ful

agent capability states with each other. Instead, to support inter-
gateway senmantic resol ution, gateways exchange capability digests
usi ng the Capability Synchronization Protocol (CSP). A capability
digest is a locally generated, abstract sumary of avail able
capabilities, designed solely to indicate what kinds of capabilities
exi st behind a gateway, rather than how those capabilities are
internally inplenmented or executed by agents. The structure and
semantics of capability digests are intentionally decoupled from
agent-internal capability representations, allow ng gateways to

evol ve | ocal capability nodel s w thout inpacting inter-gateway
interoperability.

CSP distributes these capability digests increnentally. An initial
exchange establishes basic inter-gateway visibility, while subsequent
updat es convey only di gest changes, such as newly advertised
capabilities, capability updates, or withdrawals. Digest updates are
versi oned and acknow edged to support consistency and conflict

resol ution. Through this digest-based nechani sm gateways maintain a
scal abl e and privacy-preserving view of distributed agent
capabilities without requiring centralized directories or ful
capability replication.
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Semantic Resol ution and Routing Process

When a user issues a request to an agent (e.g., Agent A), the agent
abstracts the request into a semantic request and submts it to its

| ocally attached Agent Gateway (AGAM). This interaction is governed
by the Semantic Resol ution and Routing Protocol (SRRP). Upon
receiving the semantic request, AGM perforns semantic parsing and
normal i zati on and consults its local capability directory. If no

mat chi ng capability identifier is found, AGM forwards the semantic
request to a peer or upstreamgateway (e.g., AGAB), which repeats the
sanme resolution procedure. |If the request remains unresolved, it is
further forwarded to another gateway (e.g., AGA2).

When a gateway identifies a matching capability in its |loca
directory, it generates a semantic resol ution response containing the
resol ved capability identifier and the correspondi ng target agent
informati on. This response is propagated hop-by-hop back to the
originating gateway and ultimately delivered to Agent A

Fol | owi ng successful resolution, Agent A and the target agent (e.g.,
Agent B) directly establish a semantic session. During the lifetine
of this session, semantic data is exchanged directly between agents
in a peer-to-peer manner, while gateways renmain responsible for

resol ution, authorization scope enforcenent, and security policy
application during session establishment.

Task-based Miulti-Agent |nvocation Process

Task- based col | aborati on extends semantic resolution to scenarios
requiring multiple agents and coordi nated execution, as defined by
the Task-based | nvocation Protocol (TIP). Wen a user initiates a
task request, the request is delivered to Agent A, which perforns
semanti ¢ understanding of the task and deconposes it into one or nore
sub-tasks along with the required capabilities. |f Agent A does not
possess task deconposition capabilities, its attached Agent Gateway
MAY act as a proxy to anal yze and deconpose the task on behal f of the
agent .

For each sub-task, Agent A submits a semantic request to its |oca
gateway, triggering the same nulti-hop semantic resol ution process
defined by SRRP. Unlike pure point-to-point semantic comruni cati on,
gateways additionally apply task-level constraints, policy

consi derations, and capability selection logic to identify suitable
target agents.

The resolved results are returned to Agent A, which then directly

i nvokes the sel ected agents and establishes the necessary semantic
sessions for execution. Through this nechanism nultiple agents can
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be dynami cally sel ected and coordinated to coll aboratively execute
compl ex tasks, while maintaining consistent authorization and
security enforcenment through gateway-nedi ated control -pl ane
functions.

5. Concl usi on
By explicitly separating control-plane functions fromsemantic
interaction flows, and | everagi ng gateways as control -pl ane
coordi nation points, the proposed protocol suite enables scal able and
secure multi-agent coll aboration w thout conprom sing agent autonony.
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