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Abstract

Thi s docunent specifies a Miulti-agent Coll aboration Protocol Suite
based on Agent Gateway, which enabl es scal abl e, secure, and
semantically driven collaboration anong distributed agents across

het er ogeneous networks. The protocol suite introduces Agent Gateways
as control -plane entities responsible for agent registration,

aut hentication, capability nmanagenent, semantic routing and ot her
functions, while preserving direct peer-to-peer senantic interactions
anong agents.
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I nt roduction

As multi-agent systens beconme increasingly distributed across

het er ogeneous networks and admi ni strative donmains, efficient, secure,
and senmantically neani ngful collaboration anbng agents becones a
critical challenge. Traditional service-oriented or nmessage-based
interaction nodels are insufficient to capture agent-I|eve
capabilities, dynam c task deconposition, and semantic intent-driven
communi cati on.
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Thi s docunment specifies a Milti-agent Collaboration Protocol Suite
based on Agent Gateway (AGWN . The suite defines a set of coordinated
protocol s that enable agent registration, authentication, capability
synchroni zati on, semantic routing, task-based invocation, and peer-
to-peer semantic interaction. The architecture | everages Agent

Gat eways as first-class network entities that nediate control, policy
enforcenment, and orchestration, while allow ng agents to directly
exchange semantic informati on once authori zed.

The protocol suite is aligned with the architectural principles of
control /forwardi ng pl ane separation, |least-privilege authorization,
and session-scoped semantic conmuni cati on

2. Conventions used in this document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

3. Term nol ogy
The following terns are defined in this draft:

* Agent: An Agent is a software entity w th autononous deci si on-
maki ng and execution capabilities, capable of perceiving the
envi ronment, acquiring contextual information, reasoning, and
perform ng tasks independently or collaboratively with other
agents.

*  Agent CGateway. The Agent Gateway is the infrastructure service
that provides interconnection functions for agent collaboration

* Agent Managenment Center (AMC): It is the trusted infrastructure
service responsible for agent identity |lifecycle nmanagenent and
credential issuance.

* Agent ldentity Code (AIC): An Agent ldentity Code (AIC) is a
verifiable, globally unique identifier that represents the
identity of an Agent.

* Agent Capability Specification (ACS): An Agent Capability
Specification (ACS) is a structured description of an agent’s
capabilities and service informati on that can be stored,
retrieved, and natched.
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* Agent Credential: An Agent Credential is a tamper-resistant data
obj ect issued by an Agent Managenent Center(or its credential
authority conponent), used by an Agent to prove identity
attributes and/or authorization to a relying party. Exanples
include X. 509 certificates and security tokens.

* Agent Autononpus Domai n: An Agent Autononpus Domain is an
adm ni strative and governance domai n organi zed and nanaged by a
specific |0A service provider. An Agent Autononous Domain
typically includes one Agent Managenment Center, one or nore Agent
Gat eways, and the agents registered within its scope.

4. Multi-Agent Collaboration Function Entity Architecture

The DMSC architecture defines four functional entities and one
external actor (User). Each functional entity represents a | ogical
role in the oA architecture; inplenmentations MAY conbine nultiple
entities into a single product or distribute a single entity across
mul tiple services.

| Agent Managenent Center|
| (ldentity + |
| Credenti al) |

| Agent Gateway |
| (Capability |
| + Discovery |
| + Routing |
| + Msg Dist. | | External Resource |
| + Trust Pol.)]| | Service |
+ +

Figure 1 Function Entity Architecture Overview
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Agent

An Agent is a software entity w th autononous deci si on-naking and
execution capabilities, capable of perceiving the environnent,
acquiring contextual information, reasoning, and performing tasks

i ndependently or collaboratively with other agents. FEach Agent is
created by a specific Agent Provider and MJST conpl ete registration
with an Agent Managenent Center before providing services in an | o0A
depl oynent .

An Agent is responsible for

* Maintaining its ow identity information (e.g., AIC) and
credentials locally.

* Miintaining its capability description (e.g., ACS) and ensuring
consistency with its current state.

* Perform ng authenticati on and authorization checks for
i nterconnection, including rmutual verification of peer agents and
val idation of presented credentials. - Conducting agent-to-agent
interaction, including session establishment, nessage exchange,
and task/cont ext nanagenent.

* Accessing external resources when required to fulfill tasks.

* Producing nonitoring and | ogging data for troubl eshooting,
audi ting, and governance purposes.

These are internal agent capabilities described here for

i nformational purposes. They are NOT standardized as separate
architectural functional conponents. In an interaction, an Agent MAY
assune different rol es depending on the coll aboration node. The DMSC
architecture does not constrain the set of possible roles; specific
col | aboration protocols MAY define role semantics appropriate to
their interaction patterns.

For exanple, in a task-driven collaboration

* Leader: The Agent that initiates tasks and organi zes
col | abor ati on.

* Partner: The Agent that accepts tasks and provi des services,
executing assigned tasks and returning results to the Leader.

A single Agent inplenentation MAY act in different roles across

different interactions. Role assignnent is per-interaction, not per-
depl oynent .
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Agent Managenent Center

The Agent Managenent Center is the trusted infrastructure service
responsi ble for agent identity |lifecycle nanagenent and credenti al

i ssuance. The Agent Authenticationserves as the trust anchor for an
| 0A depl oynent .

The Agent Managenment Center provides the follow ng functions:

* Credential Mnagenment: |ssuing, renew ng, suspending, revoking,
and publishing status of Agent Credentials (e.g., X 509
certificates, security tokens) bound to AlCs.

* Credential Validation Support: Providing credential validation
material (e.g., issuer public keys, certificate revocation lists,
OCSP endpoints) to relying parties.

Mul tiple Agent Management Center MAY exist in an |0A deploynent, each
managi ng a subset of agents within its adninistrative scope. A

depl oynent MAY realize the identity managenment function and the
credential authority function as separate services, provided they

mai ntain consistent identity-to-credential binding.

Agent Gat eway

The Agent Gateway is the infrastructure service that provides

i nterconnection functions for agent collaboration. 1In the control
pl ane / data pl ane separation nodel, the Agent Gateway prinarily
operates in the control plane.

The Agent Gateway provides the follow ng functions:

* ldentity Managenent: Allocating, updating, and de-registering
Agent ldentity Codes (AlICs); defining and enforcing policies for
uni queness and governance of issued AICs within its adm nistrative
scope.

* Capability Directory: Accepting, validating, publishing,
versioning, and de-listing Agent Capability Specifications (ACSs);
mai ntaining the capability directory for agents within its
admi ni strative scope.

* Discovery and Matching: Receiving discovery queries fromagents,
mat chi ng query constrai nts agai nst avail abl e agent capability
descriptions, and returning ranked candi date sets. |n-domain
di scovery SHOULD be supported; cross-domain discovery is OPTI ONAL
within a configured trust scope.
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* Routing and Forwardi ng: Routing agent interaction requests based
on capability matching results or task requirenents. The routing
function MAY support semantic routing as an extension point for
future capabilities such as intent-based routing.

* Message Distribution: Providing nessage distribution services for
group interactions (e.g., publish/subscribe, queue-based delivery)
when agents interact in grouping node.

* Trust Policy: Miintaining trust relationships and federation
policies between Agent Autononpbus Donmins (e.g., trusted peer
domain lists, cross-donain discovery policies) to constrain cross-
domai n di scovery and interactions.

The Agent Gateway SHOULD support synchroni zation with the Agent
Managenent Center to ensure accuracy and tineliness of identity and
capability information. Miltiple Agent Gateways MAY exist in an | 0A
depl oynent, each serving a defined adm nistrative scope.

A depl oynent MAY co-locate the Agent Gateway with the Agent
Management Center. A deploynent MAY al so realize the nessage
distribution function as a dedicated Message Broker service; in such
cases, the Agent Gateway retains nmanagenent responsibility (contro
pl ane) while the Message Broker handl es nessage transport (data

pl ane) .

4. 4, Ext ernal Resource Service

The External Resource Service is a device, software conponent, or
net wor k- accessi bl e service that provides specific functions to
agents. Exanples include APls, databases, conputation services, and
ot her external resources.

The External Resource Service provides the follow ng functions:

* Resource Exposure: Registering or exposing avail abl e resources and
their invocation interfaces to authorized agents.

* Invocation Handling: Receiving and processing resource invocation
requests from agents, executing the requested operations, and
returning results.

* Access Control: Enforcing access control policies on resource

i nvocations, including authentication of requesting agents and
aut hori zati on checks.
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An External Resource Service MAY represent a single resource, a
resource gateway, or a resource execution environment. Deploynments
MAY use existing resource access protocols (e.g., MCP [ Mbdel Context
Protocol], A2T [Agent-to-Tool Protocol]) for agent-to-resource

i nteraction.

4.5. User

A User is a human or organizational entity that initiates tasks,
provi des authorization and policy input, and consunes results
delivered by agents. A User interacts with agents but does not
participate directly in agent-to-agent protocols defined by DMSC

4.6. Data (bjects

The followi ng are protocol data objects referenced by the functiona
entities. They are not functional entities thensel ves.

Agent ldentity Code (AIC): An Agent ldentity Code (AIC) is a
verifiable, globally unique identifier that represents the identity
of an Agent. An AICis allocated by an Agent Gateway during agent
registration. An Al C MAY encode information such as the issuing
registry, the Agent Provider, a serial nunber, and a check code.

Agent Capability Specification (ACS): An Agent Capability
Specification (ACS) is a structured description of an agent’s
capabilities and service information that can be stored, retrieved,
and matched. An ACS MAY use the JSON [ RFC8259] [ RFC8259] fornmat,
typically including: the agent’s AIC, functional capabilities,
technical characteristics, service interfaces, and security
requirenents.

Agent Credential: An Agent Credential is a tanper-resistant data

obj ect issued by an Agent Authentication (or its credential authority
conponent), used by an Agent to prove identity attributes and/or
authorization to a relying party. Exanples include X 509
certificates and security tokens.

Agent Aut ononmous Domai n: An Agent Autononmous Domain is an

adm ni strative and governance domain organi zed and nanaged by a
specific |0A service provider. An Agent Autononous Dommin typically
i ncl udes one Agent Authentication, one or nore Agent Gateways, and
the agents registered within its scope.

4.7. Entity Summary

The following table provides a summary of all functional entities and
external actors in the sinplified DVMSC architecture.
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| # | Entity | Type | Role in Architecture

I
||I ------------ [----mmmmmmm - [-mmmmm e
| 1 | Agent | Core entity | Autononobus task execution and col
aboration |
| 2 | Agent Management Center | Infrastructure | Identity Iifecycle nanagenment and

credential issuance

| 3 | Agent Gateway | Infrastructure | Capability directory, discovery, r
outing, nmessage distribution, trust policy |

| 4 | External Resource Service | Infrastructure | External resource exposure and inv
ocation handling |

| 5 | User | External actor | Task initiation, authorization, an

d result consunption
Figure 2 A summary of all functional entities
5. Milti-Agent Collaboration Protocol Suite Overview

The Mul ti-Agent Coll aboration Protocol Suite based on Agent Gateway
defines a set of coordinated protocols as shown in figure 1 that
coll ectively enabl e secure agent onboarding, ,distributed capability
visibility, semantic request resolution, peer-to-peer semantic
interaction, and task-oriented nmulti-agent orchestration. Rather
than operating i ndependently, these protocols are designed to be
executed in a tightly coupled nanner al ong the agent |ifecycle and
col | aborati on workfl ows. The Agent Gateway (AG serves as the
anchoring point for control-plane coordination, while senantic
interactions are progressively del egated to agents once resol ution
and aut hori zation are conpl et ed.

The protocol suite consists of the follow ng categories:

* Agent Registration Protocol (ARP) and Agent Authentication and
Aut hori zation Protocol (AAAP), which jointly establish agent
identity, trust, and operational scope.

* Capability Synchronization Protocol (CSP), which maintains
distributed visibility of agent capability di gest across gateways.

* Semantic Resol ution and Routing Protocol (SRRP), which enabl es
semanti c request discovery and routing across gateway donains.

* Task-based I nvocation Protocol (TIP), which extends semantic
routing to nmulti-agent task deconposition and orchestration

* Agent-to-Agent Semantic Session Protocol (A2ASP), which conpletes
the collaboration lifecycle by enabling autononous, peer-to-peer
semantic interaction.

Each protocol operates at a specific phase of the coll aboration
I'ifecycle and may be invoked i ndependently or in conbination with
others. The follow ng sections describe how these protocols are
integrated into coherent operational flows.
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User Agent A AG 1 AG 3 AMC AG 2 Agent
B Agent C
| | | | | | <ommmme e
- Regi ster|
| | Regi ster--->| | | | <--Regi ster|
I
| | |--Auth Regq------------------ >| <---Auth Reqg--| |
I
| | R Auth Grant |--Auth Gant->| |
I
| | <-Local Bind| | | | |
I
| | | | | | --Local Bind (
B,O---->|
| | | | | | | |
I | I I I I I I
| | SRR > <----- Capa Di gest and Sync -->| |
I
| | | | | | | |
I | I I I I I I
I | I I I I I I
| | | | | | | |
| -oReq o> | -SeriR Req- -] | | | |
I | I I I I I I
| | | | - - SenR Req->| - === - - m oo > |
| | [ <---emmmmm--- | <------ SemR Resp-------------- | |
I
I | | <-SenR Resp | I I I I
| | —===—=======—=—=—=—============== Semanti ¢ Sessi on::::::::::::::::::::::::|
I
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I
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I
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I | I I I I I I
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I
| | ---------- > | Semantic Routing process [---------- >| |
I
| | | R R T EEERTEEE + | |
| R e T Invoke----------------------------
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Figure 3 The overall sequence diagram of MACP

1. Agent Registration and Authorization Process

An agent MJST register with its locally attached Agent Gateway before
participating in any collaboration. This process is governed jointly
by ARP and AAAP and establishes the agent’ s identity, trust status,
and capability binding. Upon receiving a registration request, the
Agent Gateway perforns preliminary validation of the agent’ s identity
attributes and initial capability description. The gateway then
initiates an authentication and authorization request to the Centra
Aut henti cation Service, conveying the agent identity, gateway
identity, and requested operational scope.
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The Central Authentication Service evaluates the request and returns
an aut horization grant or denial. Upon successful authorization, the
Agent Management Center issues an Agent Credential. And the Agent
Gateway finalizes the registration by assigning the agent a globally
uni que Agent ldentity Code (AIC) and Capability Identifier(s). The
Al C represents the agent’ s persistent identifier within the
architecture. The AICis allocated by the Agent Gateway only after
successful authentication and authori zati on.

Capabi lity Digest and Synchroni zati on Process

Each Agent Gateway mmintains detailed capability information only for
its locally registered agents, and generates a structured Agent
Capabi lity Specification (ACS). The ACS is a gateway-generated
representation that normalizes and organi zes authorized capabilities
associated with the assigned AIC. It reflects only those
capabilities permitted within the approved operational scope.

Gat eways do not synchronize full agent capability states with each
other. Instead, to support inter-gateway semantic resol ution

gat eways exchange capability digests using the Capability
Synchroni zati on Protocol (CSP). A capability digest is a locally
generated, abstract sunmary of avail able capabilities, designed
solely to indicate what kinds of capabilities exist behind a gateway,
rat her than how those capabilities are internally inplenmented or
executed by agents. The structure and semantics of capability digests
are intentionally decoupled fromagent-internal capability
representations, allow ng gateways to evolve |ocal capability nodels
wi t hout inpacting inter-gateway interoperability.

CSP distributes these capability digests increnentally. An initial
exchange establishes basic inter-gateway visibility, while subsequent
updat es convey only di gest changes, such as newly advertised
capabilities, capability updates, or withdrawal s. Digest updates are
versi oned and acknow edged to support consistency and conflict

resol ution. Through this digest-based nmechani sm gateways maintain a
scal abl e and privacy-preserving view of distributed agent
capabilities without requiring centralized directories or ful
capability replication.

5.3. Semantic Resolution and Routing Process

Li,

When a user issues a request to an agent (e.g., Agent A), the agent
abstracts the request into a semantic request and submits it to its
|l ocally attached Agent Gateway (AGl). This interaction is governed
by the Semantic Resolution and Routing Protocol (SRRP). Upon
receiving the semantic request, AGL perforns semantic parsing and
normal i zati on and consults its local capability directory. If no
mat ching capability identifier is found, AGL forwards the semantic
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request to a peer or upstreamgateway (e.g., AG3), which repeats the
same resolution procedure. |If the request remains unresolved, it is
further forwarded to another gateway (e.g., AR).

When a gateway identifies a matching capability in its |oca
directory, it generates a semantic resol ution response containing the
resol ved capability identifier and the correspondi ng target agent
information. This response is propagated hop-by-hop back to the
originating gateway and ultimately delivered to Agent A

Fol | owi ng successful resolution, Agent A and the target agent (e.g.,
Agent B) directly establish a semantic session. During the lifetime
of this session, semantic data is exchanged directly between agents
in a peer-to-peer manner, while gateways remain responsible for

resol ution, authorization scope enforcenent, and security policy
application during session establishnent.

5.4. Task-based Multi-Agent |nvocation Process

Task-based col | aborati on extends semantic resolution to scenarios
requiring multiple agents and coordi nated execution, as defined by
the Task-based I nvocation Protocol (TIP). Wen a user initiates a
task request, the request is delivered to Agent A, which perforns
semanti ¢ understanding of the task and deconposes it into one or nore
sub-tasks along with the required capabilities. |f Agent A does not
possess task deconposition capabilities, its attached Agent Gateway
MAY act as a proxy to anal yze and deconpose the task on behalf of the
agent .

For each sub-task, Agent A subnmits a senmantic request to its |oca
gateway, triggering the same nmulti-hop semantic resol ution process
defined by SRRP. Unlike pure point-to-point semantic conmmuni cation,
gateways additionally apply task-level constraints, policy

consi derations, and capability selection logic to identify suitable
target agents.

The resolved results are returned to Agent A, which then directly

i nvokes the sel ected agents and establishes the necessary semantic
sessions for execution. Through this mechanism multiple agents can
be dynami cally sel ected and coordinated to coll aboratively execute
conpl ex tasks, while maintaining consistent authorization and
security enforcenment through gateway-nedi ated control -pl ane
functions.
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5.5. Agent-to-Agent Semantic Session Process

The Agent-to-Agent Semantic Session Protocol (A2ASP) defines how two
aut hori zed agents establish, maintain, and ternm nate a semantic
session for peer-to-peer semantic communi cati on. A2ASP operates
entirely between agents in the data plane. Distributed nodes
participate only during session authorization and paraneter
provi si oni ng phases and are not required in the semantic data path
once the session is established.

A2ASP consi sts of four phases:

* Session Initiation: A semantic session is initiated when an agent,
havi ng obtained a valid resolution result, sends a session
initiation message to the target agent. The nessage includes the
Agent ldentifiers, a proposed Session ldentifier, the resolved
Capability ldentifier, and a verifiable authorization artifact
derived fromprior control-plane procedures. Upon transnission,
the initiating agent awaits confirmation fromthe target agent.

* Mitual Verification and Session Establishment: Upon receiving the
initiation request, the target agent verifies the initiator’ s
identity, validates the authorization context, and confirns that
the referenced capability is locally bound and permtted by

policy. |If validation succeeds, the target agent returns a
sessi on acceptance nessage, and both agents transition to an
established state. |If validation fails, the request is rejected

and no session is created.

* Semantic Interaction: Once established, semantic data is exchanged
directly between the agents and is explicitly bound to the Session
Identifier and Capability Identifier. Each agent enforces the
aut hori zed capability scope locally. The protocol does not
mandate a specific transport, but confidentiality and integrity
protection are expected to be ensured by the underlying secure
channel

* Session Update: |If session paraneters require adjustnent, either
agent may request an update. Any nodification nmust remain within
the originally authorized scope unless additional authorization is
obtai ned. Updated paraneters take effect upon nutual agreenent.

* Session Termination: A session is termnated when either agent
sends a term nation nmessage or when authorization expires. Upon
term nation, both agents rel ease associ ated resources and reject
further nessages referencing the Session ldentifier
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Agent A

I
|-<-- SESSION INIT =---cmmmmammcamn-

I
| <--- SESSI ON_ACCEPT =--=-----czmmzm--

| —===—====== Semanti c Data
| <========= Semantic Data

| ---- SESSION_TERM NATE ----=---=----
I

Figure 4 Agent-to-Agent Semantic Session Process

6. Layered Responsibility and Protocol Positioning

From t he perspective of an end agent, the architecture can be
understood as a |layered responsibility nodel in which different
functional concerns are clearly separated, as shown in figure 4.
Thi s docunent does not attenpt to standardize all layers; rather, it
focuses on a specific interaction and coordination |ayer within the
overal |l system

The protocols specified in this docunent prinmarily belong to the
Interaction Layer. This |layer governs how agents register, discover
each other, resolve capabilities, establish sessions, and execute
col l aborative tasks. Specifically, the Agent Registration Protoco
(ARP) and Agent Authentication and Authorization Protocol (AAAP)
address identity and trust establishnment. The Capability Di gest and
Synchroni zation Protocol (CDSP) and Semantic Resol ution and Routing
Protocol (SRRP) support capability visibility and intent resolution.
The Task-based | nvocation Protocol (TIP) manages coordinated nulti-
agent invocation. The Agent-to-Agent Senmantic Session Protoco
(A2ASP) enabl es direct semantic interaction once authorization is
established. These protocols collectively formthe standardi zed
coordi nation and interaction control franmework between agents.

I I
| |
| e RN TSRSy RN TSRSy + |
| | Task | | Policy and | | HTL and | |
| | Ochestration | | Governance | | Failure Handling | |
| | - deconposition | | - policy rules | | - escalation | |
| | - state nodel | | - dynamic CBAC | | - fallback/retry |

[ T T T + |

| Application-to-Semantic Contract
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Figure 5 Unified Layered Architecture and Mdul es
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Li,

Depl oynment Exanpl e: Fi xed Network with Agent Gateway Realization

This section provides a deploynent exanple illustrating how the
proposed architecture can be realized in a fixed network environnent.
The purpose of this exanple is not to constrain inplenentation

choi ces, but to denonstrate how distributed nodes defined in the
architecture may be instantiated using existing or enhanced network
el enent s.

In a fixed broadband network, distributed nodes can be realized as
enhanced Agent Gateway functions depl oyed at aggregation |ayers,
metro nodes, or service edge points. These nodes are positioned

| ogi cally between access networks and service domai ns, enabling them
to performregistration, authorization mediation, capability
abstraction, and semantic routing functions w thout requiring changes
to end-user access infrastructure.

In such deploynents as shown in figure 3:

* Agent registration is performed via the | ocal AG

* Capability digest exchange occurs between AGs.

* Semantic resolution is handl ed hop-by-hop across AGs.

* Authorization policies are enforced at the gateway boundary.

* Agents establish peer-to-peer senmantic sessions after gateway-
medi at ed coordi nation

Thi s exanpl e denmonstrates that the architecture does not mandate a
centralized control entity. Instead, distributed nodes represent

| ogi cal coordination functions that can be enbedded into gateway
platforns within fixed networks. Oher depl oynent environnents, such
as nmobil e networks or enterprise networks, nay realize the sane

| ogi cal functions using different network elenments while preserving
protocol behavior and architectural principles.
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Figure 6 Deploynent Exanple: Fixed Network with Agent Gateway Reali
zation
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