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Abstract

Thi s docunent presents an architectural framework for dynamc nulti-
agent col |l aboration froman infrastructure perspective. It outlines
the network requirenents introduced by | arge-scal e agents

col I aboration, and proposes a systenmatic approach to enabling Dynam c
Mul ti-agent Secured Coll aboration (DMSC) through infrastructure
capabilities. The architecture focuses on how network control and
forwardi ng functions can actively participate in agent coll aboration.
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I nt roducti on

Intelligent agents have evolved rapidly in recent years, driven by
advances in artificial intelligence nodels, conputing platforns, and
network connectivity. Early fornms of agents were typically enbedded
within isolated systens and designed to performnarrowy defined
tasks under predefined conditions. Their interactions w th external
entities were limted and often nediated by tightly coupl ed
application logic [|0A].
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Wth the increasing availability of |arge-scale A nodels, edge
computing resources, and programmabl e network infrastructures, agents
are becom ng nore aut ononous, adaptive, and capabl e of operating
across distributed environnents. Mdern agents can perceive changes
in their environment, nake decisions based on |ocal or shared
information, and interact with other agents and tools in order to
achi eve conpl ex objectives. These interactions are no |onger
confined to static configurations or single adninistrative domains,
but increasingly span devices, networks, and application platforns.

As agents continue to proliferate, they are formng | arge-scal e

col l aborative systens in which nmultiple agents dynanically di scover
each other, exchange information, and coordinate actions. Such
systens exhi bit highly dynam c behavi or, including frequent changes
in agent popul ation, roles, and interaction patterns. The resulting
agent ecosystens resenbl e an open, interconnected environment rather
than a collection of isolated applications.

The evolution toward | arge-scal e, dynanic agent ecosystens introduces
new chal | enges for the underlying network infrastructure. While
agents are capabl e of sophisticated reasoni ng and deci si on- maki ng,
their ability to collaborate effectively depends on the availability
of common, scal abl e, and interoperabl e networking support.

Thi s docunent focuses on the architectural aspects of enabling
dynanmic multi-agent collaboration froma network and infrastructure
perspective. It exam nes how network control and forwarding
functions can be extended to recogni ze agents as first-class entities
and provide generic support for agent identification, discovery,
semantic routing, and coordination. The architecture is intended to
support a w de range of agent types, including on-device agents,

net wor k-resi dent agents, and third-party agents, w thout imnmposing
assunptions about their internal inplenmentation

The scope of this docunent is limted to architectural concepts and

functional building blocks. It does not define specific protocols,
data nodel s, or security nechani sns, nor does it prescribe particul ar
depl oynent scenarios or application workflows. Instead, it provides

a foundational framework upon which nore detail ed specifications,
i ncludi ng protocol designs and security architectures, can be
devel oped i n subsequent docunents.

Conventions used in this docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]
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Ter mi nol ogy
The following terns are defined in this draft:

* DWMSC. Dynamic Milti-agent Secured Collaboration. The franmework
and infrastructure enabling secure and efficient collaboration
anong dynani ¢ agents.

* Agent: An automated intelligent entity capable of e.g interacting
with its environnent, acquiring contextual information, reasoning,
sel f-1earni ng, decision-nmaking, executing tasks (autononously or
in collaboration with other Al Agents) to achieve a specific goal

* Agent Gateway: The Agent Gateway is a functional entity that
serves as the infrastructure for enabling interconnection and
col | aborati on anong agents. Wiile its core role renmains
consistent, it is inherently flexible in deploynment and can be
realized in various forns—ranging froma network service to a
dedi cat ed gat eway—dependi ng on the architectural and operationa
requirenents of different network environnents.

* Agent Managenment Center (AMC): It is the trusted infrastructure
service responsible for agent identity |lifecycle nmanagenent and
credential issuance.

Net wor k Requi renent s

The proliferation of intelligent agents fundanentally reshapes
interaction patterns and control dynamics in future networks. Agent
interactions are typically short-1lived, context-dependent, and driven
by task semantics rather than static endpoints. Mreover, agents may
dynanmically join or |eave collaborative groups, mgrate across

adm ni strative domains, or change roles over tinme. These
characteristics introduce new requirenents for network
infrastructures, including agent-level identity managenent,

capabi lity-aware comruni cation, scal able registration and discovery,
cross-domai n col | aborati on support, and adaptive routing, as also
reflected in [draft-yu-ai-agent-use-cases-in-6g].[usecase]

Col l ectively, these requirenents indicate that future networks nust
go beyond passive connectivity and actively support dynamc nulti-
agent col | aboration. The core idea of Dynami c Milti-agent Secured
Col I aboration (DMSC) is to elevate key col |l aboration-rel ated
functions into the network infrastructure. |Instead of enbeddi ng al
coordination logic within applications or agent franmeworks, DMSC

| everages infrastructure-|level capabilities exposed through control -
pl ane and forwardi ng-plane functions. This approach enables the
network to recogni ze agents as first-class entities, maintain high-
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| evel collaboration context, and nmake inforned decisions on
di scovery, routing, and coordination support in a scal abl e and
i nt eroper abl e manner.

DVBC Architecture Overvi ew
DMSC I nfrastructure Architecture

Figure 1 illustrates the overall architecture for dynam c nulti-agent
col laboration froman infrastructure-centric perspective. The
architecture positions the network infrastructure as an active
participant in agent collaboration, while preserving the autonony and
task-1evel reasoning of individual agents. |In this architecture, the
net wor k does not execute agent logic or interpret task senmantics.
Instead, it provides generic support functions that enable agents to
collaborate nore efficiently and reliably. Agents renmain autononous,
whil e the network supplies shared infrastructure capabilities.

From an infrastructure perspective, the architecture is organized
into three |ogical |ayers:

* Managenent Pl ane: governs authentication, capability taxonony,
observability and policy aspects.

* Control Plane: Manages agent registration, discovery, invocation,
l'ifecycle, and capability informati on mai ntenance and so on.

* Forwardi ng Pl ane: Supports semantic routing for agent
i nteractions.
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Figure 1 The infrastructure architecture of dynamc nulti-agent collaboration

On top of this architecture, agents engage in collaborative
activities driven by task intents, shared goals, and capability
information. Agents are responsible for |ocal reasoning, decision-
maki ng, and execution of task-specific logic. The network does not
interpret agent semantics or execute agent logic; instead, it

provi des comon infrastructure capabilities that support efficient
and scal abl e col | aborati on anong agents. Above the network
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infrastructure, a Managenment and Orchestration Pl ane provi des non-
real -ti me management functions, including agent authentication, agent
capability taxonony managenent, policy managenent, observability and
anal ytics. This plane supplies policy, trust, and state-rel ated
inputs to the network infrastructure.

The network infrastructure itself is conposed of multiple agent

gat eways, each inplenmenting a comon set of |ogical functions, and
the gat eways support hierarchical deploynent. Wthin each gateway,
the Control Plane provides agent-aware control functions, including
agent identity managenent, capability directory maintenance,

regi stration, and di scovery control. These functions enable the
network to recogni ze agents as first-class entities and maintain a
consi stent view of agent-related information across the
infrastructure. By decoupling agent identity from physical |ocation
through capability identifiers, the control plane supports dynamc
agent |ifecycle events such as nobility, instantiation, and

term nation.

The Forwardi ng Pl ane supports semantic routing by forwardi ng requests
based on capability identifiers—such as /capability/ocr—rather than
static I P addresses. Wen nultiple instances of a capability are
avai l abl e, the forwarding plane may select a target based on real -
time health and availability informati on—such as |iveness or

| oad—provi ded by the control plane. In the event of failure, it can
performfast failover to an alternative instance within the sane
capability group, ensuring continuity of service.

When an agent joins the network, it authenticates and obtains trusted
aut hori zati on through network controller; only verified agents may
register their capabilities—such as “supports high-precision OCR’ or

“perfornms GDPR-conpliant de-identification” —which are stored locally
to forma capability directory. Wen another agent issues a
capabi l i ty-based di scovery request (e.g., “find an OCR agent” ), the

| ocal agent gateway either responds directly or securely synchronizes
capability information with ot her agent gateways—incl udi ng across
domai ns or clouds—to locate eligible candidates. Once a target is
identified, the request is forwarded via semantic routing (e.g.,
using /capability/ocr) to the appropriate instance.

Overall, this architecture establishes a clear division of
responsibilities: agents focus on intelligent behavior and task
execution, while the network infrastructure provides capability-based
control, semantic forwarding, and secure coordination nmechani sns.

Thi s separation enables dynam c nulti-agent collaboration to scale
across het erogeneous environments—on-premn ses, at the edge, or in the
cloud—while all owing agents and the network to evol ve i ndependently.
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Infrastructure Functions Enabling Active Network Participation
Agent ldentification and Capability Directory

In large-scale dynam c nulti-agent environnents, agents cannot be
effectively supported using traditional host- or service-based
identifiers alone. Agents may be instantiated dynam cally, migrate
across network | ocations, or operate concurrently on the sane
physical node. As a result, the network requires a nmechanismto
identify agents as logical entities that are decoupl ed from network
t opol ogy.

The proposed architecture introduces network-visible agent
identifiers that represent agents independently of their physica
| ocation or hosting environment. These identifiers enable the
network to consistently recognize agents across control and
forwardi ng functions, even as underlying network bindings change.
Beyond basic identification, the architecture supports forming an
agent capability directory on agent gateways.

Infrastructure-Level Agent Discovery

Agent discovery is a fundanental prerequisite for collaboration, yet
traditional discovery nmechanisns are typically designed for
relatively static services or tightly scoped environnments. In
contrast, multi-agent collaboration requires discovery mechani sims
that can operate across heterogeneous platforns, adapt to dynamc
agent popul ations, and respect adm nistrative boundari es.

In DMSC architecture, agent discovery is provided as an
infrastructure-level function, rather than being entirely inplenmented
wi thin agent franmeworks. The network supports discovery queries
based on agent identifiers, advertised capabilities. This allows
agents to |l ocate suitable collaborators without requiring globa

know edge or centralized coordi nation

Semanti c Routing

Traditional routing mechani sms forward packets based on destination
addresses w thout awareness of application intent. |In dynamc nulti-
agent col | aboration, however, interactions are driven by *what* is
needed—such as a specific capability—rather than *where* a fixed
endpoi nt resides. The DMBC architecture addresses this by

i ntroduci ng semantic routing: requests are expressed in terns of
agent capabilities (e.g., "/capability/ocr").
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Semantic routing enables flexible agent invocation w thout hard-coded
endpoints. A request for a given capability can be routed to any

aut hori zed and avail abl e i nstance that has declared that capability.
If the selected instance becones unavail abl e, the network may fai

over to another instance within the same capability group, provided
such redundancy exists.

Secure Col | aboration Capability and Policy

Ef fective col |l aborati on anong dynani ¢ agents requires consistent
handl i ng of capabilities and policies, especially when interactions
span mul tiple domains or network segnments. The DMSC architecture
supports secure synchroni zati on of capability declarati ons and policy
constraints at the infrastructure |evel

Capability informati on associated with an agent —such as its declared
functions (e.g., OCR, paynent validation) and security attributes
(e.g., GDPR conpliance, authentication requirenents)—can be
registered with the control plane and synchroni zed across domai ns.
Where appropriate, these capability descriptions may be bound to
policy rules that govern access and interaction. Security-related
attributes, such as authorization scope or domai n-specific
constraints, can be attached to capability entries to ensure that
interactions remain conpliant with local regulations and trust
boundaries. |In cross-domain scenarios, policy abstracti on nechani sns
support controlled translation or normalization to enable
interoperability while respecting | ocal governance.

Qperational Visibility

As nmulti-agent systens scale, gaining visibility into collaboration-
| evel behavi or becomes essential for effective operation and

troubl eshooting. Traditional network observability focuses on flows
and endpoints, offering limted insight into agent interactions and
coordi nation dynanics. The DMBC architecture introduces operationa
visibility at the collaboration | evel by enabling controlled
observation of key interaction events.

observabl e entities may incl ude:

* Agent registration and abstract capability advertisenents.

* Capability-based discovery activities and outcones.

* Semantic routing decisions and high-1evel invocation outcones.

* Association with network resources and applied policy controls.
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This visibility is not intended to expose agent internals or infer
application logic, but to provide sufficient information for

moni toring, auditing, root cause analysis, and performance
optimzation. The collected telemetry can be used by managenent and
orchestrati on systens to support long-termoptin zati on—such as

i dentifying underutilized capabilities or detecting policy
violations. It may also informpolicy refinenent and infrastructure
pl anni ng, but does not drive real-tine control-plane decisions or

f orwar di ng- pl ane behavior. To address privacy and security concerns,
exposure of observable data is controlled through policy mechani sns,
ensuring that only authorized parties can access rel evant

i nformation.

Depl oyment Usecases

This section presents two depl oynent cases for fixed network and
nmobi | e network environnents respectively, illustrating the practica

i npl ementation of the proposed architecture. This is not intended to
restrict inplementation solutions, but to denpnstrate how network
infrastructure defined in the architecture can be depl oyed by

| everagi ng existing or upgraded network el enents.

Fi xed Net wor k

In a fixed broadband network, gateways can be inplenented as enhanced
agent gateways depl oyed at aggregation |ayers or service edge nodes.
These AGM are positioned |ogically between access networks and
service dommins, enabling themto performregistration, authorization
medi ation, capability abstraction, and senmantic routing functions

wi t hout requiring changes to end-user access infrastructure.

In such depl oynents as shown in figure 6

* Agent registration and authentication are perforned via the AGW
and Agent Managenent Center (AMD).

* Capability digest exchange occurs between AG/S.
* Semantic resolution is handl ed hop-by-hop across AGM.

* Agents establish peer-to-peer senantic sessions after gateway-
medi at ed coordi nati on.

Thi s exanpl e shows that agent gateways in fixed network can be
equi pped with | ogical coordination functions to serve as functiona
gat eways, enabling agent registration, synchronization, scheduling
and other related operations.
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Figure 2 Deploynment Exanple: Fixed Network with Agent Gateway Real
zation

7.2. Mobile Operator Network

In a nobile operator network (e.g., a 6G network), Al capabilities
and technol ogi es are expected to be | everaged subject to operator
policies and configurations. Al Agents, which refer generally to
agents that autononously performtasks on behalf of users, systens,
and/ or applications, can understand conpl ex requests and inprove
network efficiency. |In addition, capabilities and services such as
sensing, real-tinme data processing, telenetry, analytics, and others
within a 6G network nmay al so be provided as “Tools” to third-party
appl i cations.

Bel ow figure shows an exanpl e of Al agents, an Agent Managenent
Center and an Agent Gateway depl oyed in the nobil e operator network.

The architecture of 6Gis still in discussion, thus sone
functionalities are described by using some 5G NFs as typica
exanpl es.

User initiates intent in nature | anguage and recei ve human-readabl e
result. Intent analysis takes place at two stages:

* (Optional, based on UE capabilities) The UE converts natural -
| anguage intent to operator-defined intent and al so transl ates
operator-defined results to hunan-readabl e results based on
internal inplenmentation

* (Mandatory) The network function (NF) with agent capability in the
nmobi | e operator core network conprehends and anal yzes the intent.
Based on the analyzed intent, a subsequent workflow is generat ed.
Typically, the NF that terminates NAS nessages (e.g., AMF in 5QG
can either conprehend the intent (when the AMF incl udes agent
capability) or forward the intent to an agent-enabled NF in the
core network (when the AMF does not include agent capability).
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Agent - enabl ed NFs request AIC allocation fromthe Agent Gateway. The
NF (e.g., AMF in 5G that termni nates NAS nessages and manages UE
registration may request AIC fromthe Agent Gateway on behal f of the
agent in the UE. The Agent Managenent Center is responsible for
agent authentication and authorization. The authentication and

aut hori zati on procedure for agents (Agents Agent Gateway Agent
Managenment Center) may reference the authenticati on and authorization
procedure for UEs (e.g., UEs <-> AMF <-> UDM <-> AUSF in 5G).

Agent -enabl ed NFs register with the Agent Gateway and di scover each
ot her by querying the Agent Gateway. The registration and di scovery
mechanismis simlar to the functionality provided by the NRF in 5G
networ ks. However, standardization of agent capabilities is
essential for the accuracy and efficiency of agent discovery. The NF
(e.g., AMF in 5G that term nates NAS nessages and manages UE
registration may interact with the Agent Gateway on behal f of the
agent in the UE. However, the discovery of the agent on the UE takes
the UE connection state into account.

Servi ce-based interfaces may be enhanced to support agent
communi cati on, or agent-based interfaces may be introduced to support
Al traffic carrying Agent-to-Agent senantic data. The Al
capabilities supported by the nobile operator network may be exposed
as agent tools and invoked by third-party Al agents via the Agent

Gat eway, which performnms protocol conversion for different agent
communi cati on protocols if necessary, while Al traffic transmtted
through the nobil e operator network may be identified to guarantee
performance requirenents.

The NF supporting session nmanagenent (e.g., SMF in 53 can be
enhanced, or a new NF nay be introduced to support the managenent of
Agent -t 0- Agent semanti c sessions between the agent residing in the UE
and the agent residing in the operator core network.
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8. Security Considerations

This architecture introduces several security considerations,
including risks related to agent identity spoofing, capability
m srepresentation, semantic routing mani pul ati on, cross-domain trust



i nconsi stenci es, and information | eakage t hrough enhanced
observability. Detailed security mechani snms are outside the scope of

this docunent.
9. | ANA Consi derations

TBD
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