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Abst r act

Thi s docunent presents an architectural framework for dynamic nulti-
agent col |l aboration froman infrastructure perspective. It outlines
the network requirenents introduced by | arge-scal e agent

col | aborati on, and proposes a systematic approach to enabling Dynam c
Mul ti-agent Secured Coll aboration (DVMBC) through infrastructure
capabilities. The architecture focuses on how network control and
forwardi ng functions can actively participate in agent coll aboration.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 19 July 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

Intelligent agents have evolved rapidly in recent years, driven by
advances in artificial intelligence nodels, conmputing platforns, and
network connectivity. Early fornms of agents were typically enbedded
within isolated systens and designed to performnarrowy defined
tasks under predefined conditions. Their interactions with externa
entities were limted and often nediated by tightly coupl ed
application logic [|0A]
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Wth the increasing availability of |arge-scale A nodels, edge
computing resources, and programmabl e network infrastructures, agents
are becom ng nore aut ononous, adaptive, and capabl e of operating
across distributed environnents. Mdern agents can perceive changes
in their environment, nake decisions based on |ocal or shared
information, and interact with other agents and tools in order to
achi eve conpl ex objectives. These interactions are no |onger
confined to static configurations or single adninistrative domains,
but increasingly span devices, networks, and application platforns.

As agents continue to proliferate, they are formng | arge-scal e

col l aborative systens in which nmultiple agents dynanically di scover
each other, exchange information, and coordinate actions. Such
systens exhi bit highly dynam c behavi or, including frequent changes
in agent popul ation, roles, and interaction patterns. The resulting
agent ecosystens resenbl e an open, interconnected environment rather
than a collection of isolated applications.

The evolution toward | arge-scal e, dynanic agent ecosystens introduces
new chal | enges for the underlying network infrastructure. While
agents are capabl e of sophisticated reasoni ng and deci si on- maki ng,
their ability to collaborate effectively depends on the availability
of common, scal abl e, and interoperabl e networking support.

Thi s docunent focuses on the architectural aspects of enabling
dynanmic multi-agent collaboration froma network and infrastructure
perspective. It exam nes how network control and forwarding
functions can be extended to recogni ze agents as first-class entities
and provide generic support for agent identification, discovery,
semanti c- aware comuni cation, and coordination. The architecture is
i ntended to support a wi de range of agent types, including on-device
agents, network-resident agents, and third-party agents, w thout

i mposi ng assunptions about their internal inplementation

The scope of this docunent is limted to architectural concepts and

functional building blocks. It does not define specific protocols,
data nodel s, or security nechani sns, nor does it prescribe particul ar
depl oynent scenarios or application workflows. Instead, it provides

a foundational framework upon which nore detail ed specifications,
i ncludi ng protocol designs and security architectures, can be
devel oped i n subsequent docunents.

Conventions used in this docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]
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Ter mi nol ogy
The following terns are defined in this draft:

* DWMSC. Dynamic Milti-agent Secured Collaboration. The franmework
and infrastructure enabling secure and efficient collaboration
anong dynani ¢ agents.

* Agent: An autononpus software entity capabl e of perception,
pl anni ng, deci sion-maki ng, and executi on.

*  SenR Semantic Routing. The process of routing an Agent request
based on the nmeaning or intent of the request, rather than solely
on a pre-defined address or identifier.

Net wor k Requi renents

The proliferation of intelligent agents fundanentally reshapes
interaction patterns and control dynamics in future networks. Agent
interactions are typically short-lived, context-dependent, and driven
by task semantics rather than static endpoints. Mreover, agents may
dynamically join or |eave collaborative groups, mgrate across

adm ni strative donmains, or change roles over tinme. These
characteristics introduce new requirenents for network
infrastructures, including agent-level identity managenent,
capability-aware comruni cation, scal able registration and discovery,
cross-domai n col | aborati on support, and adaptive routing, as also
reflected in [draft-yu-ai-agent-use-cases-in-6g].[usecase]

Col l ectively, these requirenents indicate that future networks nust
go beyond passive connectivity and actively support dynam c multi-
agent col |l aboration. The core idea of Dynami c Milti-agent Secured
Col | aboration (DMSC) is to elevate key col | aboration-rel at ed
functions into the network infrastructure. Instead of enbeddi ng al
coordination logic within applications or agent franeworks, DMSC

| everages infrastructure-|level capabilities exposed through control -
pl ane and forwardi ng-pl ane functions. This approach enabl es the
network to recogni ze agents as first-class entities, maintain high-
| evel collaboration context, and nake inforned decisions on

di scovery, routing, and coordi nation support in a scal able and

i nt eroper abl e manner.

DMSC I nfrastructure Architecture
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1. DMBC Infrastructure Architecture

Figure 1 illustrates the overall architecture for dynam c nulti-agent
col laboration froman infrastructure-centric perspective. The
architecture positions the network infrastructure as an active
participant in agent collaboration, while preserving the autonony and
task-1evel reasoning of individual agents. |In this architecture, the
net wor k does not execute agent logic or interpret task senmantics.
Instead, it provides generic support functions that enable agents to
collaborate nore efficiently and reliably. Agents renmain autononous,
whil e the network supplies shared infrastructure capabilities.

From an infrastructure perspective, the architecture is organi zed
into three |ogical |ayers

* Managenent Pl ane: governs policies, trust, lifecycle and
aut henti cati on aspects.

* Control Plane: Manages agent identity, discovery, policies, and
col | aborati on context.

* Forwardi ng Pl ane: Supports senmantic-aware routing and data
forwardi ng for agent interactions.

* Coordination Support Functions: Provide higher-Ilevel abstractions
that bridge agent coll aboration and network operation

& Wang Expires 19 July 2026 [ Page 5]



I nternet-Draft DVSC Architecture January 2026

T,
............................. +
| Management & Orchestration Pl an
e
| | U + S + S
-------- S R
| | Policy Manager | | Lifecycle Mynt | | Observab
ility & | Agent |
| | (Rules, Trust) | | (Agent, Context) | | Analytic
S | |Authentication| |
| U + S + S
-------- S R
T,
............................. +
| N
Col | aborati on Cont ext | |
v I
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e —mm—— - =
...................................................... +
| Net work I nfrastructure
| +---------------------------------------------------! ------------- + S
-------------------------- e T
| | Nodel | | N
ode 2 | | Node 3 | |
| | o m e e e e e e e aao o + o mm e e e e e e e e e e e memmao-- + | | o e e e e oo o
T + | [ +-------ee-- - + +----- +H
| | Control Pl ane | | Coordi nati on Support | | | | Control PIane
| | Coordination Support| | ||Control Plane| |... || |
I I e RREREELEEEEEEEEEEEEEES I T R Rt
S| e I R koot |
| | | - Agent ldentity | <-->] - Collaboration Context | | |
-1 ... (N N (O R
| | | - Agent O assification | | - Policy & Consistency | | |
|| A (I (I
| | | - Registration | | - Cross-domai n Coordi nation | | | ]
|| [ 1] || (.
| | | - Discovery Control | R + | I
T + | [ +-------ee-- - + +----- +H
I + " | |
" || I " ||
(I I I (. I
I || I I (.
| | | Control & Policy | Context Propagation | | | Contr
ol | Context | ] e e | ]
| ] % | | | v & Pol
icy | Propagation | | % | | |
[ I R e e + | | S -
------------------ + | R L S |
| | Forwar di ng Pl ane | | | | For
war di ng Pl ane | | | |Forwarding Plane | | |
I R I [EEREEEEES
------------------ + D R R B I

| | | - Semantic Request Routing | | | |

I [ I P [0
| | | - Capability-aware Forwarding | | | |

| [
| | | - Multi-hop Coll aboration Paths | | | |

I (. (N
| | | - Dynamic Redirection & Adaptation | | | |



| Agent-to-Agent Communi cation
| Agent-to-Agent Comruni cation

v
%
Fom e e e e oo o + Fom e e e e oo o + o m e e e oo -
----- + S o e e e o+
| Agent A | <->| Agent B | | Agent C
| <->| Agent B | <->| Agent C |
R ARRREEETE I R AAEREREEE TS | |-
----- I ot T e
| - ldentity | | - ldentity | |
(. (R
| - Capabilities | | - Capabilities | L
----- + e T
| - Local Reasoning | | - Local Reasoning
Fom e e e e e oo o + Fom e e e e e oo o +

Figure 1 The infrastructure architecture of dynamc nult
i -agent col |l aboration
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At the top of the architecture, agents engage in collaborative
activities driven by task intents, shared goals, and contextua
informati on. Agents are responsible for |ocal reasoning, decision-
maki ng, and execution of task-specific logic. The network does not
interpret agent semantics or execute agent logic; instead, it

provi des comon infrastructure capabilities that support efficient
and scal abl e col | aborati on anong agents. Above the network
infrastructure, a Managenment and Orchestration Pl ane provi des non-
real -ti me managenent functions, including policy managenment, agent
and context |ifecycle managenent, observability and anal ytics, and
agent authentication support. This plane supplies policy, trust, and
state-related inputs to the network infrastructure.

The network infrastructure itself is conposed of multiple network
nodes, each inmplenenting a cormmon set of logical functions. Wthin
each node, the Control Plane provides agent-aware control functions,
i ncludi ng agent identity nmanagenent, classification, registration,
and di scovery control. These functions enable the network to
recogni ze agents as first-class entities and rmaintain a consi stent
vi ew of agent-related information across the infrastructure. By
decoupling agent identity from physical |ocation, the control plane
supports dynam c agent lifecycle events such as nobility,
instantiation, and term nation

Conpl erenti ng the control plane, Coordination Support Functions

mai ntai n and propagate col |l aboration context at an abstract |evel
This includes information related to coll aboration state, policy
constraints, and cross-domain consi stency. Coordination support
functions do not encode task semantics but provide a combn substrate
for maintaining coherence anong dynami c col |l aboration activities,
particul arly when agents operate across admi nistrative or network
domai ns.

The Forwardi ng Pl ane extends traditional packet forwardi ng by

i ncorporating semanti c-aware deci si on-nmaking. |Instead of relying
solely on static addresses, forwarding decisions nmay consi der agent
capabilities, collaboration context, and network conditions. This
enabl es semantic request routing, multi-hop collaboration paths, and
dynami c redirection when agent availability or network conditions
change. Such capabilities are essential for supporting adaptive and
resilient agent collaboration at scale.
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Agent -t o- Agent conmuni cation flows traverse the forwarding pl ane,
whil e control and context information is exchanged through
interactions with control-plane and coordination functions. The
separati on of concerns anpbng agents, control functions, and
forwardi ng functions ensures that agent autonony is preserved, while
the network provides reusable and interoperable support for

col | abor ati on.

Overall, this architecture establishes a clear division of
responsibilities: agents focus on intelligent behavior and task
execution, while the network infrastructure supplies agent-aware
control, semantic-aware forwardi ng, and coordi nati on support. This
di vi sion enabl es dynamic multi-agent collaboration to scale across
het er ogeneous environnents and evol ve i ndependently of specific agent
i mpl ement ati ons.

Infrastructure Functions Enabling Active Network Participation
1. Agent ldentification and C assification

In |arge-scale dynam c nulti-agent environnents, agents cannot be
effectively supported using traditional host- or service-based
identifiers alone. Agents may be instantiated dynamcally, migrate
across network | ocations, or operate concurrently on the sane

physi cal node. As a result, the network requires a mechanismto
identify agents as logical entities that are decoupl ed from network

t opol ogy.

The proposed architecture introduces network-visible agent
identifiers that represent agents independently of their physica

| ocation or hosting environnent. These identifiers enable the
network to consistently recognize agents across control and
forwardi ng functions, even as underlying network bindings change.
Beyond basic identification, the architecture supports agent
classification based on capabilities, roles, and contextua
attributes. Cassification information may describe, for exanple,
whet her an agent operates on a device, within the network, or as a
third-party service, as well as the functional roles it can assune in
col | aborative processes. Such information is not intended to expose
internal agent logic, but to provide sufficient abstraction for

net wor k-1 evel deci si on- naki ng.
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2. Infrastructure-Level Agent Discovery

Agent discovery is a fundanental prerequisite for collaboration, yet
traditional discovery mechanisns are typically designed for
relatively static services or tightly scoped environments. In
contrast, multi-agent collaboration requires discovery nmechani sns
that can operate across heterogeneous platforns, adapt to dynanic
agent popul ations, and respect adm nistrative boundaries.

In DMSC architecture, agent discovery is provided as an
infrastructure-level function, rather than being entirely inplenented
wi thin agent franmeworks. The network supports discovery queries
based on agent identifiers, advertised capabilities, policy
constraints, and dynamic state information. This allows agents to
| ocate suitable collaborators wi thout requiring global know edge or
centralized coordination. Discovery nmechanisnms may di ffer between
intra-domain and inter-domain contexts. Wthin a domain, discovery
may | everage | ocalized registries or control-plane functions for
efficiency. Across donains, discovery must account for policy,
trust, and information exposure constraints, potentially relying on
aggregated or abstracted representati ons of agent capabilities.

6.3. Semantic Request Routing

Li

Traditional routing mechani sms forward packets based on destination
addresses w t hout awareness of application intent or coll aboration
context. However, in dynamc nulti-agent collaboration, interactions
are often driven by what is requested rather than where a specific
endpoint is located. The DMSC architecture introduces semantic
request routing, where requests can be expressed in terns of agent
capabilities, roles, or collaboration context. The network
forwardi ng plane may use such semantic information, together with
networ k conditions and policy constraints, as input to routing and
forwardi ng deci si ons.

Semantic routing enabl es several advanced behavi ors. Requests nmay be
dynanically directed to different agents capable of fulfilling a
given role, rather than a fixed endpoint. Milti-hop collaboration
pat hs can be constructed, where internedi ate agents contribute
partial results. Wen agent availability or network conditions
change, requests can be redirected without requiring agents to
reinitiate discovery. Inportantly, semantic routing does not require
the network to interpret task semantics or agent logic. The network
operates on abstracted descriptors and policies, enabling adaptive
and resilient collaboration while preserving agent autonony.
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6.4. Secure Collaboration Context Propagation

6. 5.
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Ef fective col | aboration anong dynami c agents requires shared context,
such as session state, coordination constraints, and policy
informati on. \When col |l aboration spans nultiple domai ns or network
segnment s, maintaining consistent context becomes increasingly
chal l enging. The DMSC architecture supports col |l aboration context
propagation at the infrastructure level. Context information
associated with a coll aboration can be attached to control-pl ane

i nteractions and, where appropriate, influence forwarding-plane
behavi or .

Thi s enabl es the network to maintain coherence across dynam c

col l aboration activities without requiring agents to explicitly
manage all contextual information. Security-related attributes, such
as authorization scope or policy constraints, nay be bound to

col l aboration context to ensure that interactions remain consistent

wi th domai n-specific requirements. In cross-donain scenarios,

cont ext propagati on nmechani sms support controlled translation or
abstraction to maintain interoperability while respecting | oca
pol i ci es.

Qperational Visibility

As nmulti-agent systens scale, the lack of visibility into

col | aborati on-1evel behavior beconmes a significant operationa
chal l enge. Traditional network observability focuses on flows or
endpoints, offering Iimted insight into agent interactions and
coordi nation dynanics. The DMBC architecture introduces operationa
visibility at the collaboration level. Cbservable entities include
agent interactions, coordination relationships, and their association
with network resources and conditions. This visibility is not

i ntended to expose agent internals, but to provide sufficient
information for nonitoring, troubleshooting, and optim zation

Qperational visibility enabl es feedback-driven adaptation
Information collected by the infrastructure can informcontrol-plane
deci sions, such as adjusting discovery policies or routing

pref erences, and forwardi ng-pl ane behavi or, such as | oad-aware
redirection. Over time, this feedback | oop supports continuous
optimzation of collaboration efficiency and network resource
utilization. At the sane tine, the architecture recogni zes that
increased visibility introduces potential risks, which are addressed
at the architectural |evel through controlled exposure and policy
mechani sns.
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7. Concl usion

Thi s docunent presents an infrastructure-centric architecture for
dynami c rmulti-agent collaboration. By introducing agent-aware
abstractions into network control and forwarding functions, the
architecture enabl es scal abl e di scovery, senantic-aware

conmuni cati on, and coordi nation support w thout constraining agent
aut onony or interpreting agent semantics. The proposed franmework
defines clear architectural boundaries between agent intelligence and
network responsibility, and provides a comon foundation for
subsequent protocol, security, and depl oynment-specific specifications
that support the evolution of the Internet of Agents.

8. Security Considerations

This architecture introduces several security considerations,
including risks related to agent identity spoofing, capability

m srepresentation, semantic routing nmani pul ation, cross-domain trust
i nconsi stencies, and information | eakage t hrough enhanced
observability. Detailed security mechani sms are outside the scope of
this docunent.
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