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Abst r act

Thi s docunent describes the Donai n- Anare Routing Technol ogy (DART), a
novel addressing and routing protocol that introduces a Fully
Qualified Domain Name (FQDN)-centric addressing nodel. DART operates
over existing IP (1Pv4d or |1 Pv6) networks and enpl oys the Domai n Nane
System (DNS) as its control plane to map domain nanes to I P
addresses. Wthin full conpatibility with current IP infrastructure,
DART extends the effective address space to infinity, enables

sean ess communi cati on between 1 Pv4 and | Pv6 networks, and
significantly inmproves Internet scalability and evolvability.

By localizing the | P address space within each DNS domai n, DART
provides unlimted address reuse and constructs a nore aggregated
routing structure that alleviates global routing table pressure. The
protocol transforns the paradigmfrom"|P-based addressing" to
"domai n- based addressing," |aying the foundation for a unified, nane-
driven networking architecture. DART can be gradually depl oyed and
upgraded wi thout affecting existing comrunications, requiring

har dwar e upgrades only for a small nunber of critical devices

A functional prototype of the DART system has been independently
devel oped and depl oyed on Internet by the author.

Status of This Meno

Li

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I ntroduction

Wth the rapid proliferation of Internet-connected devices worl dw de,
the traditional |Pv4 address space has | ong been insufficient to neet
the ever-growi ng demand for connectivity. Although IPv6, as the

next - generation Internet standard, offers a theoretically limtless
address capacity, its deploynment has been hindered by various
practical challenges - including high upgrade costs, severe
conmpatibility issues, and the |ack of imedi ate econom ¢ benefits.

As a result, nost networks continue to rely on increasingly conpl ex
NAT and private address mapping systenms to mai ntain connectivity.

To address this dilemm, *Domain-Aware Routing Technol ogy (DART)*

energes as a solution. DART is a comrunication protocol designed to
provide *an effectively unlimted address space* while remaining
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*hi ghly compatible with existing networks*. To achi eve this goal,
DART introduces a Fully Qualified Domai n Name (FCQDN

[ RFC1034] [ RFC1035] ) - based addressi ng nodel and is engineered to be
encapsul ated within either IPv4 or | Pv6 [ RFC8200] networks.

DART nmaintains full conpatibility with I Pv4 and can be depl oyed

wi t hout requiring any nodifications to existing endpoint devices. At
the sane tine, DART natively supports |IPv6, enabling operation over

I Pv6-only networks and facilitating seam ess interoperability between
I Pv4 and |1 Pv6 without the need for dual-stack architectures or
conpl ex address translation mechani sns.

By integrating DNS into the core of its addressing architecture, DART
est abli shes a name-based routing nodel. Through virtual address
mappi ng and | i ghtwei ght encapsul ati on nechani sns, DART enabl es an
abstract upgrade of the Internet’s addressing semantics within the
current network infrastructure. Wether deployed in hone,
enterprise, or carrier networks, DART can be integrated into the
existing Internet at mnimal cost, supporting increnmental evolution
and expandi ng the gl obal addressable space wi thout requiring
architectural overhaul - thereby laying a sustainable technica
foundation for the next-generation Internet

[ RFC1034] [ RFC1035] [ RFC2181] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here

Ter mi nol ogy

* DART (Domai n- Aware Routing Technol ogy)
A protocol that introduces a domai n name-based addressi ng and
encapsul ati on nechani smon top of the existing | P network,
enabl i ng scal abl e and hi ghly conpati bl e gl obal communi cati on

* DART Dorai n
A | ogi cal addressing dormain defined by a DNS subdomain (e.qg.,
dart.exanple.com. Each DART domain owns an independent |Pv4 or
| Pv6 address space, which is used by devices within the donain.

* DART Address
Essentially represented by a globally unique Fully Qualified
Domain Nanme (FQDN), indicating the identity and | ocation of a
conmuni cati on endpoint. During actual communication, it is nmapped
to an I P address allocated within the correspondi ng DART donmai n.
The I P address itself is not globally unique.
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DART Encapsul ati on

DART packets use DART addresses as both source and destination
identifiers and are encapsul ated in UDP datagrams for transm ssion
over existing IP networks. The encapsul ated payl oad supports
standard | P packet structures.

DSADM ( Del ayed Source Address Determnination Mechanisn)

When a DART packet traverses a NAT gateway, its |IP source address
and UDP source port are altered. Under this nechanism the device
sendi ng the DART packet |eaves the Source Address field in the
DART header unfilled. Instead, the receiving DART device

popul ates this field based on the packet’s |P source address and
UDP source port. Consequently, when the packet is returned, the
DART gat eway can decode the enbedded information in the address to
determne the correct |IP destination address and UDP desti nation
port, thereby enabling DART packets to traverse NAT gateways

seam essly.

NAT- DART-4 Transl ati on

A gat eway mechani smthat enables |egacy |Pv4-only hosts to

est abli sh peer-to-peer communication via the DART network. The
edge DART gateway perforns transparent translation between DART
packets and | Pv4 packets, allowi ng seam ess conpatibility. |If
necessary, the sane nechani smcan al so be used to translate

bet ween DART packets and | Pv6 packets [ RFC2663] [ RFC4787] .

DART Gat eway

A forwardi ng device depl oyed at the boundary of a DART donai n,
responsi bl e for encapsul ati ng and decapsul ati ng DART packets,
performng route selection, and interworking with | egacy |Pv4/I|Pv6
net wor ks.

Virtual Address Mapping

When a | ocal host queries domain names within a renote DART
gateway’ s subdomain, all such nanes resolve to the sane externa
| P address of the renpte DART gateway. |In this case, |Pv4-only
hosts behind the | ocal DART gateway are unable to distinguish
between different hosts within the renote subdomain. To address
this, the local DART gateway naps each renote domain nane to a
distinct virtual address, allowing internal |IPv4-only hosts to
differentiate between target hosts and nmi ntai n consi stent

mappi ngs t hroughout the session. This nmechanismis essential for
enabling I Pv4-only hosts to function as DART-ready endpoints.
This mechanismis the key to NAT-DART-4 translation

Expires 19 April 2026 [ Page 5]



Internet-Draft DART Pr ot ocol Cct ober 2025

3.

Li

* DART-ready Public Server
A server deployed on the public Internet, primarily providing web
or application services, usually associated with a stable domain
nane and operating continuously online.

* DART-ready End Device
Devi ces intended for personal or enterprise use, such as PCs,
mobi | e phones, and | oT devi ces.

Desi gn Goal s

DART ainms to provide a sustainable and scal abl e addressing and
forwarding architecture for the future Internet, focusing on

addr essi ng fundanmental issues such as |Pv4 address exhaustion,
protocol fragmentation, upgrade complexity, and the | ack of seaml ess
interoperability with IPv6. The design enphasizes increnenta

depl oynent without disrupting existing network operations, guiding
the gl obal network ecosystemtoward a unified, efficient, and
sust ai nabl e nodel [RFC8504][ RFC4864] .

The core design goal s include

* |Infinite Addressability
DART utilizes Fully Qualified Domain Nanes (FQDNs) as principa
identifiers, freeing addressing fromfixed-length numeric schenes
and inherently supporting unlinited scalability.

* Full 1Pv4 Compatibility
The DART protocol operates over standard | Pv4 networks without
requiring any nodifications to the | Pv4 protocol stack, existing
endpoi nts, or network devices, making it well-suited for
depl oynent on wi dely depl oyed infrastructures.

* Native |Pv6 Conpatibility
DART al so supports encapsul ati on over |Pv6 networks and can
operate in |IPv6-only environments, providing equival ent addressing
and forwardi ng capabilities in pure | Pv6 depl oynments.

* Seam ess I Pv4 and I Pv6 Interoperability
Thr ough gat eway mechani snms, DART enabl es transparent comunication
bet ween | Pv4-only and | Pv6-only hosts without the need for dual -
stack depl oynents or conpl ex address translation schenes such as
NAT64.
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* Deep Integration with DNS
DNS serves as the control plane core in DART, responsible for
identity resolution and virtual address assignnent, thereby
supporting dynam c mappi ng, nobility, and service-leve
addr essi ng.

* Support for Increnmental Depl oynment
DART can be depl oyed across residential, enterprise, and operator
networks with strong backward conpatibility and edge-introduction
capabilities, allow ng phased adoption w thout inpacting existing
servi ces

* Load Bal anci ng and Mobility Support CQutl ook
By returning nultiple I P addresses via DNS, DART inherently
supports | oad bal ancing. Al though nobility mechani snms remnain
under active research, dynam c DNS updates and routing
optinizations are expected to enable effective nobility support
for nmoving nodes.

Toget her, these goals formthe foundation of the DART protocol
enabling conpatibility with existing network architectures while
providing extensibility for future growth-not as a disruptive

repl acenent, but as an evol uti onary enhancenent aligned with energing
net work trends.

Pr ot ocol Overvi ew

DART (Domain Aware Routing Technol ogy) is a standal one network-I|ayer
protocol that enabl es packet forwarding based on Fully Qualified
Domai n Names (FQDNs) rather than fixed-length nuneric addresses.
Unlike | Pv4d [ RFC791] and | Pv6 [ RFC8200], which rely on prefix-based
routing of 32-bit or 128-bit addresses, DART uses human-readabl e,

hi erarchi cal domain names as primary network identifiers

DART is not an extension of IP, but an alternate network |ayer that
operates encapsulated within | P packets. This structura
encapsul ati on ensures conpatibility with existing infrastructure
whil e enabling DNS-driven routing. Typically, DART payl oads are
enbedded in UDP packets using a dedicated port (e.g., O0xDA27),
allowing themto traverse NAT gateways and be transmtted over both
| Pv4 and | Pv6 networks.

Rout i ng deci sions in DART networks are based on FQDN senmantics, with
DNS serving as the authoritative systemfor both name resol uti on and
capability discovery (e.g., whether a target host supports DART).
DART-r eady nodes dynanically determ ne whether to initiate DART-based
conmmuni cati on based on DNS responses.
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DART gat eways perform protocol translation for |egacy IP-only hosts,
enabl ing increnental adoption across heterogeneous networks. The
design prioritizes evolutionary depl oynent wi thout requiring changes
to | egacy endpoints, while offering a unified and extensible
framewor k for next-generation networKking.

Thi s docunent treats DART as a first-class network protocol, capable
of operating alongside traditional |IP stacks. The follow ng sections
define its packet format, addressing nodel, routing nmechani snms, and
depl oynent strategi es.

Packet For mat

The DART protocol defines a |ightweight packet header that carries
identification information for the destination and source hosts, and
gui des packet forwardi ng across different DART dommins. This header
is inserted between the I P layer and the transport |ayer, positioning
DART as a protocol operating at a "second network layer." It does
not interfere with the original |IP header structure and provides
address transl ation services for |IPv4-only hosts when needed.

1. Header Structure

The DART packet header is structured as foll ows:

1 2 3
1234567890123456789012345678901
B i T S S g i S s Tk S S N S
Ver si on | Proto | Dst Len | SrclLen
i I T e e i el i o R e O S S i T S NP R e e

Destination FQDN-1D (vari abl e | ength)
B i T S S g i S s Tk S S N S

Source FQDN-1D (variable |ength)

+— 1 —+— 17—+ + 00

B e i i i T S S I T i i
Figure 1: DART Packet Header Structure

* Version (8 hits)

I ndi cates the version of the DART protocol. The current version

is 1. Future versions may be used to extend the field structure
or introduce new addressi ng nmechani sns.
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Proto (8 bits)

Speci fies the upper-I|ayer protocol type, using the same val ues as
the IP protocol field (e.g., 6 for TCP, 17 for UDP, 1 for |1CWP).
When encapsul ating a packet in DART, the Protocol field in the
outer | P header should be adjusted accordingly (e.g., set to
"UDP', with the UDP destination port set to OxDA27), and the
original protocol nunber should be copied into this field.

DstLen (8 hits)
Length of the Destination FQDN-1D, in bytes.

SrcLen (8 bits)
Length of the Source FQDN-ID, in bytes.

Destination FQDN-1D (vari abl e | ength)

The Fully Qualified Donmain Name (FQDN) of the destination host,
for exanple, "dart-host.exanple.com"” This field serves as the
primary routing basis for DART packets, and the receiver nust be
able to correctly interpret its semantic structure.

For forwarding efficiency, it is recommended to store the domain
nane in reverse order. For instance, if the destination domain
nane is "dart-host.exanple.com", it should be encoded as

".com exanpl e.dart-host". Al though the domain nane itself is
variable in length, this reversed representation allows DART
routers to locate relatively fixed content at predictable
positions, thereby sinplifying processing and inproving forwarding
efficiency.

Source FQDN-I1D (variable | ength)

The Fully Qualified Domain Nanme of the source host. This field
can be used for reverse routing of response paths, policy control,
and ot her purposes.

If the length of the Source FQDN-ID field is zero, it indicates
that the packet is anonynous or unidirectional. |In this case, the
recei ver shoul d not expect a source identifier and shoul d not
generate a response to this packet. This design is suitable for
uni directional notifications, broadcast or multicast packets, and
privacy-protecting comunication scenari os where the sender does
not wish to reveal its identity.

The order of the Source FQDN-ID shoul d be consistent with that of
the Destination FQDN-ID.

Encodi ng and Alignnent
Al fields are encoded in network byte order (big-endian);

FQDN-I1D fields are represented in UTF-8 encodi ng, not null-
term nated and not aligned to fixed boundari es;

Expires 19 April 2026 [ Page 9]
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* During decapsul ation, the positions of the FQDN fields nust be
determ ned precisely based on the values of DstlLen and SrclLen

3. Header Insertion Position

DART packets are not defined as native |P-layer protocols. |nstead,
they are encapsul ated within the payl oad of UDP datagrans. A fixed
UDP destination port (reconmended: 55847 / OxDA27) is used to
di stingui sh DART packets and facilitate their processing. The

encapsul ation stack is illustrated as foll ows:
| Layer | Remarks |
| Et her net | |
o e e e e e oo oo o e e e e e oo oo +
| I P | v4/vé |
g g +
| uDP | DstPort=55847 |
o e e e e e e oo o e e e e e e oo +
| DART | |
o e e e e e oo oo o e e e e e oo oo +
| Upper-layer Protocol | (e.g., TCP/ UDP/ICWVP) |
g g +
| Payl oad | |
o e e e e e e oo o e e e e e e oo +

Table 1. Exanpl e of DART Header Insertion
Posi ti on

Encapsul ation Detail s:

* UDP Source Port: My be dynamically allocated (e.g., for session
tracking);

* UDP Destination Port: Recommended to be statically set to 55847
(decimal), indicating a DART payl oad;

* UDP Length: Covers both the DART header and upper-|ayer protoco
dat a;

* UDP Checksum Optional, but recommended for integrity checking.
NAT Compatibility:

Si nce DART packets appear as regular UDP traffic on the wire, they
inherit the followi ng advant ages:
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* Full conpatibility with consuner and enterprise-grade NATs;
* No reliance on I P options or Application Layer Gateways (ALGs);

* Can be managed by existing firewalls and access control policies
based on UDP port;

* Enabl es NAT traversal techniques such as UDP hol e punchi ng, keep-
alive, and reachability testing (Wile the

DART protocol ains to elimnate the necessity of NAT gateways, it
remai ns conpatible with them though the use of overly conpl ex NAT-
rel ated techni ques i s not encouraged).

5.4. Exanple

Assune that the client client.dart.cn initiates a DART connection to
the server server.exanple.com The DART header fields are as

fol | ows:
[} e —— Cp—p—p———————————(———————— Ll U
| Field Nane | Val ue | Description |
[ bl el et
| Version | 1 | Protocol version |
S ISRy domemmemeeeemeaeeaaas T +
| Proto | 6 | Upper-Iayer protocol |
| | | (6 = TCP) |
R o e e e e e oo oo o e e e e e e oo oo oo +
| DstLen | 18 | Byte length of the |
| | | destination FQDN |
S ISRy domemmemeeeemeaeeaaas T +
| SrcLen | 14 | Byte length of the |
| | | source FQDN |
R o e e e e e oo oo o e e e e e e oo oo oo +
| Dst FQDN- | "server.exanple.com' | Destination host nane, |
| ID | | encoded in UTF-8 |
S ISRy domemmemeeeemeaeeaaas T +
| Src FQDN- | "client.dart.cn" | Source host narme, |
| ID | | encoded in UTF-8 |
R o e e e e e oo oo o e e e e e e oo oo oo +

Tabl e 2: DART Header Exanple
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2

DART Addressing and Routing Mdel

DART replaces the reliance on | P addresses as gl obally uni que host
identifiers with an addressing architecture based on Fully Qualified
Domain Nanmes (FQDNs). It introduces a donai n-based hierarchica
routing nodel, enabling w de-area coverage, virtually unlinited
addressability, and backward conpatibility with I Pv4-only hosts
through the use of virtual addresses, DNS integration, and
cooperation with DART gateways

FQODN as Address

In the DART protocol, each host uses its Fully Qualified Donai n Nane
(FQDN) as its logical address (FQDN-1D). This address is transmtted
in clear text within packets and serves as the primary basis for
forwardi ng decisions. This nodel offers the follow ng advant ages:

* The address space is theoretically unlimted, constrained only by
t he domai n nane system

* It can intuitively reflect the network’s organi zational structure
and physical topol ogy.

* |t supports flexible address mappi ng, nmaki ng scenari os such as
| oad bal anci ng and host nobility feasibl e-provided that DART
gat eways nmi ntai n consi stent mappi ngs.

* FEffectively mtigates comon probl ens of address conflicts and
identity anbiguity typically encountered in NAT environnents.

I nter-Domai n Routing Mdel

The DART network adopts a hierarchical and distributed routing
architecture based on domain nanes, with two core conponents: the DNS
system and t he DART Gat eway:

* The DNS system constitutes the control plane of DART, responsible
for domain nane allocation, resolution, address mapping, and the
di ssem nati on and negotiation of control information. It
determ nes the | ogical structure of conmunication paths.

* The DART Gateway is responsible for the data plane, handling data
encapsul ati on and decapsul ati on, routing decisions, and protocol
translation at domai n boundari es.

This design follows the established principle of control plane and

data plane separation in nodern Internet architecture, enabling DART
to achi eve high scalability and flexible deploynment. Inter-domain
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conmuni cation paths are resolved hierarchically through DNS, while
actual packet forwarding is carried out by DART gateways at domain
boundari es, thereby constructing a |ogically autononobus and
structurally clear nodel of inter-donmain connectivity.

It is worth noting that the host naming nechanismin DART networks is
fully conpatible with the existing DHCP+DNS i nfrastructure. 1In
current local network practices, hosts typically submit their

host name during DHCP requests. The DHCP server assigns an | P address
and can regi ster the hostnane-to-1P nmapping in the DNS system using
Dynam ¢ DNS (DDNS) [ RFC2136].

In future scenari os where hosts natively support the DART protoco
stack, the DHCP server can centrally assign hostnanes that conformto
DART nami ng conventions, and DHCP clients can configure their |oca
host name accordingly. This ensures consistent and centrally nmanaged
naming within the network. Even in transitional phases where end
hosts are not yet DART-aware, DHCP servers can enforce uni queness by
rejecting duplicate hostnames or appendi ng di sanmbi guati ng suffi xes.
Thi s mechani sm provi des a practical and increnental deploynent path
for DART, allowing it to snoothly integrate with existing network
envi ronments.

2.1. Domain Structure and Gateway Interfaces

The DART network is built upon the hierarchical |ogic of the DNS

nam ng system in which each domain can be further divided into child
domains, formng a nmulti-level logical namng tree. Correspondingly,
DART Gat eways serve as the connective backbone of this tree,
responsi bl e for cross-domai n packet forwarding and control -pl ane

si gnal i ng.

A typi cal DART Gateway includes the follow ng interface structure

* Parent domain interface (upstrean): Used to connect to the parent
DART dormain. It typically handl es access to the DNS control plane
and the forwardi ng of upstreamtraffic. This interface may use
various connection types, including direct physical |inks or
indirect |logical paths via intermedi ate networks (i.e., "third-
party relay paths").

* Child domain interface (downstream): Used to connect to the child
domai ns managed by the gateway. Each child domain is treated as a
| ogi cal DART region. The downstreaminterface handl es | ocal DNS
forwardi ng, virtual address allocation, DART encapsul ation, and
rel ated tasks.
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The domain relationship of a DART Gateway rmust conformto the
foll owi ng structural rules:

* Single parent domain: Each DART Gateway nust belong to exactly one
parent domain to maintain a hierarchical directed tree structure;

* Support for nultiple child domains: A DART Gateway may manage one
or nmore child domai ns, which together formits downstream | ogi ca
namespace;

* Miltiple interfaces to the sane domain: A DART Gateway may connect
to the sane domain (either parent or child) via multiple
interfaces to support redundancy, |oad bal ancing, path
optimization, or lateral connectivity between sibling gateways;

* |Intra-domain routing is delegated to the IP layer: For multiple
interfaces connected to the sane domain, routing decisions and
pat h convergence are handl ed by standard | P-layer dynam ¢ routing
protocols (e.g., OSPF [ RFC2328], BGP [RFC4271]). The DART I ayer
does not interfere with intra-domain routing.

Thi

s interface nodel has the follow ng properties:

* Scal abl e hi erarchical extension
Each child domain may recursively deploy its own DART Gateways and
form deeper hierarchical structures;

* Explicit domain boundaries
The DART Gateway acts as the sole ingress/egress point for donain-
| evel conmmunication, supporting policy enforcenent and traffic
managenent ;

* Support for incremental deploynent
DART support can be gradually introduced at any |ayer without
di srupting existing networks.

Through this structure, the DART network enables a flexible, nmulti-
| evel architecture that provides a well-organi zed foundation for
FQDN- based addressi ng and routing.

In practical deploynments, it is possible for DART Gateway

i nterconnections to span nultiple hierarchical |evels without a
common parent domain (e.g., a capital node in a small country may
connect to a neighboring border city in a large country instead of
the distant capital). Such scenarios go beyond the expressive power
of static hierarchical domain nodels. It is therefore recomended
that industry experts consider adapting mature dynamic routing
protocols fromthe IP layer to design a dynam c routing nechanismfor
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the DART | ayer, enabling flexible routing across domain boundaries
and hierarchy levels. This docunent does not delve into protoco
design details, which are left for future research by specialists in
the field.

e +
| DART Gat eway | <-- Lateral Link --> O her DART
R LR LR R + Gat eway
N N
[ Downstream | nterface] [ Downstream | nterface]
I I
g + g +
| Child Dormain A | | Child Dormein B
o e + o e +

Figure 2: A Typical DART Inter-Domain Hierarchy
Not es:

* The parent domain is shown above, connected via the upstream
interface;

*  Two child donmmi ns are shown bel ow, each connected via a downstream

i nterface;
* The lateral link indicates peer-level connectivity, logically
still part of the parent domain;

* |nterface roles are annotated with bracketed | abels;

* This structure reflects the DART nodel of "one parent, nultiple
children, and nulti-interface support.™

6.2.2. DART' s Requirenents and Suggestions for the DNS System

The DART protocol relies on FQDN-based addressing and uses the DNS
systemas its control plane. Donain-level routing, subdomain

del egati on, and host reachability all depend on DNS operations. As a
result, DART places hi gher demands on DNS functionality,
extensibility, and autonony. The key requirenents include:
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* Dynanmi ¢ Subdonmai n Del egation and Host Dynani c Access Capability
A DART subdomai n rmust connect to its parent domain as an
authoritative server and possess a certain level of dynanic
registration capability. |In particular, in scenarios where edge
DART gat eways dynam cal |y generate subdomains, a nechanismis
required to quickly and autonmatically register and update NS and
A AAAA records within the DNS system
At the same tinme, DART-ready hosts al so need dynam c access to the
control plane, meaning they can register, update, and deregister
their online status within the DNS system of the current donain.

*  Preci se FQDN Resol ution
As all packet forwarding decisions in a DART network are based on
FQDN, DNS resolution nust be conplete, accurate, and consistent.
The system nust support fast TTL refresh, coherent caching
strategi es, and avoi dance of partial or anbi guous resol ution
pat hs.

* Indication of DART-Ready Hosts
To distingui sh DART-ready hosts from | Pv4-only ones, the DNS
system may enpl oy special markers, such as CNAME prefixes (e.qg.,
dart-host.) or dedicated TXT records. These indicators hel p DART
senders determ ne whether to encapsul ate out goi ng packets using
t he DART prot ocol

* Access Qui dance Mechani sm for DART- Ready Hosts
To distingui sh DART-ready hosts fromIPv4-only or |IPv6-only hosts,
the DNS system can use a special CNAME identifier (such as the
"dart-host." prefix) to redirect A/ AAAA records, or enploy
dedi cated TXT records to indicate whether the target host supports
DART. This information guides the sender in deciding whether to
encapsul ate the packet using the DART protocol

* Enhanced DNS Security
Si nce DART forwardi ng depends entirely on DNS results, the
authenticity and integrity of DNS records are critical. Security
measures such as DNSSEC are strongly reconmended to prevent cache
poi soning or redirection attacks that nay conprom se routing.

To fulfill these requirenents, nodern DNS software stacks can be
extended via plugins, APls, or integration with SDN controllers.
Popul ar DNS platforns |ike BIND, PowerDNS, and CoreDNS of fer
sufficient progranmaebility to serve as a foundation for early-stage
DART trial s.

In conclusion, the DNS systemis the cornerstone of DART s contro

pl ane. Its conpl eteness, performance, and adaptability will directly
i mpact the scalability and rmanageability of DART networks. Future
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standardi zati on work may consi der extendi ng the DNS protocol or
defining new inplementation guidelines to support DART s dynam c,
secure, and FCDN- based addressi ng nodel

2.3. Routing and Forwardi ng

DART is a parallel network |ayer protocol encapsul ated above the I P
|l ayer. Due to the design principle that each DART domai n owns an

i ndependent | Pv4/1Pv6 address space, a DART gateway nust naintain
separate IP routing tables for each connected domain. These domains
are isolated fromeach other at the I P |layer and do not have direct
inter-domain | P connectivity.

Therefore, a DART gateway manages two types of routing information
si mul t aneousl y:

* DART-layer logical routing table
Used to nake forwardi ng deci si ons based on the destinati on FQDN
contai ned in packets, determ ning which downstreaminterface or
relay gateway to forward to

* | P-layer routing table for each domain
Used for forwarding | P packets within that domain, including
communi cati on between hosts and interaction with the DART gateway.
Each IP routing table is valid only within its respective donain
and does not support cross-domai n addressi ng.

The 1P | ayer routing nmechanisns are mature and wel | - establi shed and
will not be elaborated here. The followi ng focuses on DART-I| ayer
routing and forwarding principles:

* Domai n name-based routing control
DART gat eways maintain | ogical routing tables organized by domain
and forward packets according to the target Fully Qualified Domain
Nanme (FQDN). DART enploys a strictly hierarchical FQDN addressing
systemwi th globally uni que addresses, abandoni ng prefix
aggregation and traditional |IP subnet nesting.

* Elimnation of prefix holes and fragnmentation issues
Thanks to the inherent separation provided by donai n- nanme- based
addressi ng, DART conpletely elininates prefix overlap, address
tunneling, and routing fragnentation issues. |In |Pv4d networks,
this means there is no longer a need to rely on NAT or "hole
punchi ng" techniques; in IPv6 networks, it prevents the continuous
grow h of BGP routing tables. As a result, DART can significantly
simplify the global routing table structure and enhance both
control and scalability.
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* DNS-assisted protocol identification and path selection

- Special CNAME prefixes in DNS query results (e.g., dart-host.
or dart-gateway.) indicate whether the target host or relay
supports DART protocol;

- A/ AAAA records in DNS responses provide the next-hop IP
address required by the IP layer, which may be the ultimte
target host or a relay DART gateway.

- UWilizing CNAME redirection to A/ AAAA records in DNS responses
enabl es, under full conpatibility with existing DNS protocols,
the sinultaneous return of whether the target host supports
DART and its corresponding | P address, thereby inproving
resolution efficiency and protocol conpatibility.

2.4. Hierarchical Address Encryption and Policy Visibility

To enhance privacy, DART allows the destination address field to be
encrypted. This prevents internmedi ate nodes from observing the ful
semantic identity of the communication target. However, if a single-
| ayer or fully opaque encryption schene is applied, internediate

net wor k devi ces-such as firewal | s or DART-aware gateways-nay | ose
visibility into the FQDN and thus be unable to enforce donmai n-based
policies (see Section 8.6).

To reconcile the need for privacy with the operational requirements
of policy enforcenent, DART supports a Hierarchical Decryption
mechanism In this nodel, the destination FQDN is |ogically divided
into nultiple domain |levels (e.g., ww.exanple.com--> com exanple,
www) , each of which is encrypted independently. Each |layer of the
network may decrypt only the domain segnments it is authorized to
process.

Exanpl e Structure

A destination domain such as www. exanpl e.comis encrypted as a
sequence of encrypted domain | abels:

Encrypted Domai n = Encrypt _Level 3("www') + Encrypt Level 2("exanpl e")
+ Encrypt _Level 1("cont)

A national -l evel gateway may only decrypt the Level 1 conponent (e.g.,
.com .gov.cn) for regulatory filtering, while enterprise gateways
may decrypt Level 2 or deeper subdomains within their own nanespace.

Desi gn Cui del i nes
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* DART headers SHOULD incl ude structured, |ayered domain
representations, encoded in a format that enabl es per-|eve
processing (e.g., TLV or | abel stacks).

* Encryption MAY use symetric or asynmetric cryptographi c schenes,
dependi ng on the trust nodel and depl oynent scal e.

* Each gateway or policy node holds only the decryption keys for its
aut hori zed dormain |l ayers, enabling partial semantic visibility.

* The encryption hierarchy aligns with domain del egati on and
adm ni strative boundaries, not physical routing paths.

Benefits
Thi s approach enabl es:

* End-host privacy: Prevents exposure of full FQDNs to unauthorized
i nter medi at e nodes.

* Scoped policy enforcenent: Enables intermedi ate devices to nmake
deci sions based on locally visible domain |evels.

* Ganular trust nodels: Different adninistrative |ayers decrypt
only the information they are entitled to process.

* Deployment flexibility: Can be conbined with routing del egation
and overl ay nmechani sns.

Conparison to Oni on Routing

Al t hough inspired by onion routing, DART s hierarchical address
encryption differs in that:

* Decryption |ayers are based on dommin hierarchy, not hop count;
* Partial visibility is a feature, not a byproduct;

* Policy enforcement and routing remain cooperative, not
adversari al

Thi s mechani sm provi des a scal abl e conprom se between address
confidentiality and operational control, supporting a w de range of
depl oynent nodel s including regul atory environments, enterprise
segnment ation, and cross-domain interoperability.
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NAT- DART-4 and Address Virtuali zation

To ensure conpatibility with IPv4-only hosts that do not support the
DART protocol, DART introduces the NAT-DART-4 translation nmechani sm
At the core of this nmechanismis the concept of a virtual address,
sonetines also referred to as a pseudo address.

The virtual address serves as an abstraction |ayer that enables
transparent communi cati on between | Pv4-only hosts and the DART
network, allow ng protocol interoperability w thout requiring changes
to | egacy systens.

This mechanismis primarily designed to enable | egacy |Pv4-only

devi ces that cannot be upgraded to access the DART network. The
mechanismis also applicable to | Pv6-only devices, and, if necessary,
can be used to facilitate translation between DART and | Pv6-only

pr ot ocol s.

1. Definition of Virtual Addresses

A virtual address is a pseudo address mapped to a renote FQDN
dynanmically allocated by the |ocal DART gateway. It is locally
scoped and has no gl obal significance. The introduction of virtua
addresses serves two mai n purposes:

* To assign a unique virtual address to each renmote FQDN acting as a
communi cation target, allow ng | ocal |IPv4-only hosts to
di stingui sh between different renote hosts at the IP | ayer;

* To ensure that any assigned virtual address, when used as the
destination address in an | P packet, can be properly routed to the
| ocal DART gateway according to standard I P routing rules.

In theory, any unall ocated |IPv4 address within the |ocal DART
subdonmai n can be used as a virtual address. However, to reduce
conflict and inprove depl oynent consistency, it is recomended to
sel ect addresses from a designated private address pool. The virtua
address pool should nmeet the above routing requirenent and maintain
| ogi cal isolation fromthe public network.

Consi dering factors such as availability, standard conpliance, and
depl oynent safety, the address bl ock 198.18.0.0/15, reserved by RFC
2544 for benchmarki ng purposes, is recommended as the prinmary address
pool
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I f additional address space is needed (e.g., in carrier-grade
environments), a subnet from 100.64.0.0/10, reserved by RFC 6598 for
Carrier-Grade NAT (CA\), may al so be used as a virtual address pool -
provided it does not overlap with actual CGN usage in the depl oynent
envi ronment .

6.3.2. Allocation and Recl amati on of Virtual Addresses

Virtual addresses are dynamically allocated upon network access and
recl ai med appropriately to prevent exhaustion of the virtual address
pool. The process includes:

* For access requests initiated by local |Pv4-only hosts, the DART
domai n’s DNS server dynamically allocates virtual addresses when
responding to the correspondi ng DNS queri es;

* For access initiated by renote hosts targeting local |Pv4-only
hosts, the DART gateway’s forwardi ng nodul e shall allocate the
correspondi ng virtual address prior to forwarding;

* The system nust maintain mappi ngs between FQNs and virtua
addresses along with ports. Due to the presence of NAT, the
source port of packets passing through NAT nay not renain fixed
(e.g., to port 0OxDA27), thus port mapping is a critical component
for connection identification;

* Time-to-live (TTL) or least-recently-used (LRU) policies can be
enpl oyed to age and evict mappi ngs, ensuring the mapping table
remains tinmely and space-efficient;

* Different conbinations of renote domai n nanes and ports shall map
to distinct virtual addresses to enable the gateway to accurately
di stinguish and identify traffic destined for various target
host s.

6. 3. 3. NAT- DART-4 Workfl ow

Scenario 1: Local IPv4-only Host Initiates Access

1. The initiator is a local |1Pv4-only host;

2. The target resides in a renote DART donai n;

3. The local host issues a DNS query, and the DNS response returns a

virtual address allocated fromthe virtual address pool (not the
gateway’ s actual ingress address);
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Since the virtual address is not assigned to a real host,
according to the local host’s routing rules, packets destined to
this virtual address are sent to the default gateway, i.e., the
| ocal DART gat eway;

The gateway | ooks up the mapping for the virtual address and
restores the real target FCDN

The gateway inserts the DART header, encapsul ates the packet, and
forwards it to the target DART donmi n.

Scenario 2: Renpte Host Initiates Access to Local |Pv4-only Host

1.

2

The initiator is a renote host, targeting a |local |Pv4-only host;
The renote host communi cates using the real target FCQDN

Packets arrive at the | ocal DART gateway, which |ooks up the
mappi ng of the FQDN plus port to a virtual address; if no mapping
exi sts, the gateway dynamically allocates one;

The allocated virtual address is used as the source address in
the restored | P packet, while the destination address is the rea
I P of the local |Pv4-only host;

The gateway forwards the packet to the local |Pv4-only host;
Return packets sent by the |l ocal IPv4-only host are addressed to

the virtual address; the gateway restores the original FQN based
on the mappi ng and forwards the packets back to the renote host.

Not es

*

3.

4.

The virtual address mechani smenables | ocal |Pv4-only hosts to
di stinguish different renote hosts, supporting bidirectiona
conmuni cati on

The DART gat eway nmanages mappi ngs between virtual addresses and

FQDNs;

This mechanismis conpatible with NAT and exi sting network
architectures, ensuring transparent and efficient communication.

Oversi zed Packet Handling

During the encapsul ation of | P packets, NAT-DART-4 inserts a UDP
header and a DART header, which may cause the resulting packet to
exceed the MruU
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To ensure reliable delivery, the foll owi ng nechani sns are proposed
for handling oversized packets. They are presented in the order of
recomrendation priority.

6.3.4.1. WMsSS d anpi ng (Recomended)

In TCP connections, the DART gateway or edge host may adjust the MSS
(Maxi mum Segnent Size) during the TCP handshake to reserve enough
space for the DART header.

Advant ages:

* Proactively avoids MU viol ati ons.

* Requires no runtime signaling.

* Supported by nobst TCP stacks and firewal | / NAT equi pnent.

Dr awbacks:

* Applicable only to TCP traffic.

* Requires inspection or nodification of TCP handshake packets.
Use Cases:

* ldeal for hosts or gateways initiating TCP sessions.

* Common in access networks or CPE devices that inplement TCP MSS
rewiting.

6.3.4.2. Path MIU Di scovery (PMIuD)

Li

The network can rely on standard Path MIU Di scovery nechani sns, in
whi ch internediate routers generate | CMP "Packet Too Bi g" nessages to
i nformthe sender.

Advant ages:

* Protocol -agnostic (works for TCP, UDP, etc.).

* Standards-conpliant and w dely supported.

Dr awbacks:

* |CWP filtering may prevent delivery of "Packet Too Bi g" nessages.

* Initial packet |oss occurs before adjustment.
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* Not reliable across all firewalls or carrier-grade NATs.
Use Cases:

* Suitable for end-to-end comuni cation over networks with proper
| CMP support.

* Best used in environments with known I1CVP reliability.

6.3.4.3. MIU Increase by Network Provisioning

Net wor k operators nay provision |arger MU val ues on key network
segnents (e.g., 1600 bytes) to acconmmodate DART headers and ensure
encapsul at ed packets fit.

Advant ages:

* Transparent to endpoints.

* Whrks with all protocols and traffic types.

Dr awbacks:

* Requires adm nistrative changes to network infrastructure.

* May not be feasible in all environnents (e.g., across the public
i nternet).

Use Cases:
* FEffective in controlled enterprise or data center environnents.

* Suitable for backbone links or intra-domain DART overl ay networks.

6.3.4.4. Packet Fragnentation (Least Preferred)

Li

DART gateways may fragment oversi zed packets during forwarding, using
either I P-l1ayer fragmentation or application-layer splitting.

Advant ages:
* Ensures delivery even when no other nmitigation is avail able.
Dr awbacks:

* Fragnmentation introduces processing overhead and reliability
i ssues.
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* | Pv6 discourages in-network fragnmentation

* My interfere with m ddl eboxes or degrade performance.

Use Cases:

* Emergency fall back when other methods fail.

* Use with caution in highly heterogeneous or unmanaged networKks.
Summary

MBS C anping is the nost effective and wi dely conpatible nethod for
avoi ding DART-rel ated MIU i ssues, particularly for TCP traffic.
PMIUD serves as a secondary nethod but depends on ICVP reliability.
Rai sing MIU provi des the best experience but requires network-w de

coordi nation. Fragnentation should be used only as a |l ast resort due
to performance and conpatibility concerns.

4. DSADM

Modern networks often contain nmultiple |ayers of nested NATs
Dependi ng on the upgrade sequence, NAT gateways nmay exi st between two
DART devi ces. Consider the follow ng scenari o:

The |1 SP gateway to the Internet has been upgraded to a DART gateway,
the user’s conputer is DART-ready, but the CPE has not been upgraded
and still operates in NAT node:

Fom e oo +

| DART gat eway

Fom e e e e oo o +

|

o e e e e oo +

| CPE ( NAT node) |

Fom oo +

I
Fom e e e e oo o +
DART host |
o e e e e oo +
Figure 3: DART-ready hosts behind NAT gateway Scenario 1
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In this situation, the source |P address and source port of DART
packets sent by the DART host will change after passing through the
CPE. In particular, the source port is randomy assigned. If the
source address of the DART packet is fixed, the DART gateway will be
unable to restore the correct destination port for forwarding to the
CPE when the response packet arrives.

To address this problem the follow ng nmechanismis designed: 1.
Initialization by the DART host when joining the network

a. The DART host sends a packet to the DART gateway to add/ update
DDNS i nformation, carrying its own | P address.

b. The DART gateway conpares the |P-layer source address of the
packet with the I P address contained in the DNS payload. |If they
match, it records the information for future resolution and sends a
response to informthe DART host of the current domai n name.

c. |If they do not match, it indicates the presence of a NAT gateway
in between, and the response inforns the DART host of the current
domai n nane and the existence of the NAT gateway. 2. Processing by
the DART host upon receiving the response a. |f there is no NAT
gateway in the network, the DART host uses the static FQDN assigned
by the DART gateway as the source address for future packets. b. |If
a NAT gateway exists, the DART host uses a placeholder "[-------- 1"
foll owed by the domain nanme as the source address. 3. Processing by
t he DART gateway upon receiving a DART packet

a. Check whether the source address, after renoving the current
domai n nane suffix, ends with the pl acehol der.

b. If so, encode the 6-byte conbination of the packet’s source IP
and UDP source port using Base64URL and repl ace the placehol der

(The 6-byte data encodes into 8 bytes, which replace the eight
consecutive "-" in the placeholder. The surrounding "[]" indicate
that this is the encoded result of address and port, not requiring
DNS resolution.) 4. Handling when the packet returns The DART
gateway can restore the I P header and UDP header’s destination
address and port directly fromthe DART header, forwardi ng the packet
correctly to the target host.

This strategy is referred to as the "DART Del ayed Source Address
Det er m nati on Mechani sm "

Anot her scenari o may occur
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o m oo +
DART Server
o e e e e e +
I
o m oo +
| Internet(Public Network) |
o m oo +
I
o e e e e e +
NAT gat eway
o m oo +
I
o m oo +
DART host/ gat eway |
o e e e e e +

Figure 4: DART-ready hosts behind NAT gateway Scenario 2

A DART-ready device nmust traverse a NAT gateway to access a DART
server on the public Internet. In this case, the DART host/gat eway
must | eave a placehol der in the source address of the DART header
Once the packet reaches the DART Server through the public network,
the DART Server is responsible for replacing the placeholder with the
Base64URL- encoded source address plus port.

In other words, whenever a NAT gateway appears al ong the forwarding
pat h of a DART packet, a pl acehol der nmust be set in the appropriate
position of the source address, and the first DART device receiving
the packet replaces it with the Base64URL encodi ng of the source
address and port.

5. Control Plane Dynam c Access Design

When a DART device (either a DART gateway or a DART-ready host) joins
a network, it needs to know the domain it belongs to in order to
determine its DART-|ayer source address and whether it is |ocated
behi nd a NAT gat eway, which dictates whether the del ayed source
address determ nati on nechani sm should be enabl ed. The control plane
of the access domain (i.e., the DNS system) al so needs to be aware of
the device’'s online status in order to allocate an appropriate
address (FQDN) and correctly resolve the FQDN to an | P when
necessary.

The scenario is as follows: ~~~~~~ T + | dart-
proto.cn | +------------------ L R e R T + | Internet |
A R T Ll B + | NAT(O,1 or nore)
A L s N A N R R +

R T + | DART GATEWAY A | | DART HOST A
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. R + \ \
T + | NAT(O,1 or nore) | +------------------ +/\
R L + | DART HOST B | | DART GATEVWAY
B| +-------------- S ST TSR R + ~—————

If a DART gateway has a public IP and has al ready been set as the
authoritative DNS server for a domain in the DNS system static
configuration is sufficient. The automatic online procedure for a
DART device (host or gateway) is designed as follows: 1. Reserve a
domai n nane _gateway.dart-proto.cn specifically for DART gateway

di scovery. 2. The DART device queries _gateway.dart-proto.cn through
its upstreaminterface. 3. |If there are no other DART gateways

bet ween the device’'s upstreaminterface and the public network (e.g.,
DART HOST A and DART GATEWAY A):

a. According to DNS resolution rules, the query packet wll
eventually be forwarded to the authoritative DNS server of the dart-
proto.cn donai n.

b. The authoritative DNS server for dart-proto.cn returns NXDOVAI N

directly.
c. Upon receiving NXDOVAIN, the DART device knows that no DART
gateway exists between it and the public network. It does not need

to check for NAT gateways and directly enabl es the del ayed source
address determ nati on nechanism inserting a placeholder in the

sour ce address when sendi ng DART packets.

d. The DART gateway/host on the public network side receives the
DART packet containing the placehol der and replaces it with the
Base64URL- encoded source | P and UDP port.

4. 1f there are other DART gateways between the device' s upstream
interface and the public network (e.g., DART HOST B and DART GATEWAY
B) :

a. The next-hop DART gateway intercepts the query, responds with its
real domain name as a CNAME for _gateway.dart-proto.cn, and returns
its domain-internal IP via an A record

b. The DART device receives the response and sends a DDNS packet to
register its information with the DART gateway, including its

host name and | P address.

c. The DART gateway comnpares the |P-layer source address of the DDNS
regi stration packet with the IP address contained in the DNS payl oad.
d. If they match, there is no NAT gateway between them The DART
gateway generates the FQDN for the DART device based on the
informati on subnmitted in the DDNS packet and sends it back via the
response. The DART device then uses this FQDN as its source address.
e. |If they do not match, the DART device is behind a NAT gat eway.

It enables the del ayed source address determ nati on nechani sm
inserting a placeholder in the source address when sendi ng DART
packets. The DART gateway receiving the packet replaces it with the
Base64URL- encoded source | P and UDP port.
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6. Routing Autonormny

The DART protocol preserves full end-to-end semantics. The source
host can deterni ne whether the destination supports DART by exani ni ng
the CNAME prefix in the DNS response, without relying on internediate
hops or centralized path conputation. Path selection is driven by
the DNS control plane and the distributed routing tables maintained
by DART gateways, forming a decentralized routing control |oop

DART enpl oys a hierarchical domai n-based architecture, where each
DART domain (i.e., DNS domain) operates as an i ndependent routing
autonony. Wthin each donmain, the DART gateway nhai ntains and updates
the routing table autononously. This structure supports increnental
depl oynent, hierarchical scalability, and high controllability.

Al t hough DART does not rely on a centralized controller for routing
managenent, it does not preclude the optional use of centralized
conmponents in specific scenarios-for exanple, to optimze inter-
domai n paths, distribute policy updates, or provide gl oba
visual i zation capabilities. The design and depl oynent of such
mechani sms are left to inplenenters and operators and are outside the
scope of this docunent.

7. Inmplicit Source Routing Capability

The DART protocol uses fully qualified domain nanes (FQDNs) with
semantic structure as address identifiers, allow ng the source host
to indirectly guide the forwarding path by selecting different
destination donmain names wthout explicitly specifying each hop
This nmechanismforns a capability simlar to "inplicit source
routing," granting the endpoint partial control over path selection

Wthin the DART network, gateways make forwardi ng deci sions based on
| ocal inter-domain routing tables and DNS query results. Due to the
hi erarchi cal nam ng nature of DNS, different target FQDNs-even if
pointing to the same physical host-may logically belong to different
parent domains or path structures, resulting in variations in
forwardi ng paths. Provided these FQDNs and their resol ution records
are pre-configured in DNS and DART routing policies, the source host
can realize |l ogical path guidance by choosing anmong multiple FQDNs.

For exanple, the same host nmay be accessed via hostl.city-

a. exanpl e.dart or hostl.city-b.exanple.dart, which respectively steer
traffic through different subdomai n gateways, enabling path
diversity. This design does not rely on explicit routing headers or
centralized controllers but establishes a |ogically guided system

wi th predictable and control |l able path behavior through the interplay
of DNS and distributed DART gat eways.
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Essentially, this mechani smenbodi es a semantics-driven path

sel ection nodel that combines the flexibility of source routing with
the autonony of a distributed architecture, akin to "inplicit |oose
source routing." Path control depends on the nam ng structure and
depl oynent policies, |acking on-demand dynanic path specification but
of fering substantial policy flexibility.

It is inportant to note that the DART architecture generally adheres
to a "single parent domain principle,"” where each DART gat eway

| ogically belongs to only one parent dommin, maintaining a tree-like
hi erarchical structure. However, in certain practical scenarios, the
| ocal DART gateway may need to support multiple parent donmain
interfaces to enable multi-path access. In such cases, this locally
breaks the "single parent domain" rule by allowi ng the gateway to
connect to nultiple parent domains sinultaneously, thereby providing
multiple logical path entries for the end host.

Wil e this extension increases gateway topology conplexity, it
significantly enhances path redundancy and flexibility. Therefore,
the DART architecture should accommpdat e such mnulti-parent domain
access needs while preserving the overall clarity of the hierarchica
structure. Relevant details and specification refinenents are |eft
for further discussion in future work.

Thr ough the above mechani sm DART not only inproves path
controllability and resilience but al so empowers endpoints with
richer policy options without requiring protocol extensions,
denonstrating the notabl e advantages of a nami ng-based network
architecture.

NAT Traversal and Conpatibility

To ensure conpatibility with existing network environnents, DART
encapsul at es packets over UDP, providing limted adaptation to

mai nst ream NAT behavi or s- especi al | y out bound connecti on mappi ng
mechani sms.  This approach | owers depl oyment barriers and facilitates
smooth transition. However, DART s design phil osophy does not sinply
acconmodat e the exi stence of NAT; instead, it ains to fundamentally
elimnate the |long-termnecessity of NAT. Therefore, DART does not
pursue aggressive traversal techniques such as UDP hol e punching to
forcibly penetrate all types of NAT. Rather, DART adopts a noderate
conpatibility stance without excessive conpronise, applying

appropri ate upgrade pressure on certain NAT gateways and gui di ng
network infrastructure evolution toward the DART architecture.
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1. NAT Background

Net wor k Address Transl ati on (NAT [ RFC4787], [RFC5128]) has been

wi dely deployed in enterprise and home networks to alleviate the |Pv4
address exhaustion problem By nodifying packet headers and

mai nt ai ni ng connecti on mappi ngs, NAT allows nultiple internal hosts
to share a single public |IPv4 address.

However, NAT breaks the original end-to-end comunication nodel of
the Internet, especially introducing additional conplexity and
protocol inconpatibility issues for applications requiring inbound
connections or using non-standard protocols. Therefore, NAT is both
a techni cal conpromise and an architectural trade-off.

2. Conpatibility Encapsul ation: UDP

To facilitate deploynment in existing network environnments during the
transition phase, DART packets are encapsul ated within UDP datagrans.
Thi s approach allows DART traffic to traverse NAT gateways,
firewalls, and other internedi ate devices w thout requiring

nmodi fications to existing network equi pnent.

DART currently uses UDP destination port OxDA27 (decinmal 55847) for
encapsul at ed communi cati on

Encapsul ati on over UDP provides the followi ng conpatibility
advant ages:

* Supports outbound NAT traversal: npbst NAT gateways pernit interna
devices to initiate outbound UDP connections and dynamnically
establish return paths;

* Conpatible with firewall policies: UDP traffic is generally
allowed in the outbound direction;

* Avoids interference frominternedi ate devi ces: DART packets are
treated as ordinary UDP traffic, reducing the risk of filtering
due to unknown protocol s.

3. Conpatibility with Existing Infrastructure

Because DART packets are encapsul ated within standard UDP dat agr ans,
fromthe perspective of NAT gateways, firewalls, and routers, their
behavi or is indistinguishable fromordinary UDP traffic. Therefore,
DART can operate over the current |1Pv4 network w thout requiring
nodi fi cations to existing devices or network architectures, even when
the network includes nmultiple |ayers of nested NAT
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* Naturally, under this node, DART hosts renmain subject to NAT
behavior limtations. For exanple, hosts can only initiate
connections actively; to accept incom ng connections, |IP and port
mappi ngs nust still be configured on NAT gat eways.

* This characteristic allows DART devices to be deployed relatively
freely within existing networks. Even if upstream devices have
not yet adopted the DART protocol, underlying hosts can connect
first, thus enabling a "transparent, increnental” evolutionary
depl oynent pat h.

Desi gn Position on NAT Traversal Techni ques

Traditional UDP applications often use NAT traversal techniques such
as UDP hol e punching, STUN, and TURN to establish peer-to-peer
connections. However, these approaches are not aligned with the
desi gn goal s of the DART protocol

The core objective of DART is to |localize the scope of |P addresses,
enabling virtually unlimted address space reuse and thus providing
an abundant supply of addresses. This reduces the necessity and

rel evance of traditional NAT gateways

Therefore, inplementers of the DART protocol should not incorporate
NAT traversal techniques (e.g., UDP hole punching) within the
protocol. Al though such techniques remain practical in conventiona
networ ks, they are considered outdated within the DART architecture.
The focus of research and inplenentation should be on pronoting
native DART network depl oynment and m nim zi ng dependency on NAT,
rather than continuing to provide conpatibility adaptations for NAT

By reducing intermedi ate-1ayer processing and sinplifying the
protocol stack, DART inplementers can nore easily achieve efficient
and controll abl e end-to-end conmuni cation, truly restoring the
original Internet principle of direct connectivity.

Depl oynent and Evol ution Strategy

One of the design goals of the DART protocol is to introduce
virtually unlimted address space and donmai n nane-based addressing
capabilities without disrupting the operation of the existing | Pv4d
network, while nmaintaining conpatibility with current |Pv4 access.
To this end, DART offers a gradual deploynment path that adapts to
today’ s highly conmpl ex and het erogeneous |nternet environnent.
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1. Technical Requirenents and Depl oynent Prerequisites

The DART protocol |everages the DNS systemas its control plane.

Addr essi ng, domain nane resol ution, and host registration w thin DART
rely heavily on DNS coordination. Therefore, before depl oyi ng DART
gat eways and DART-ready hosts, the followi ng technical requirenments
nmust be met:

*DNS System Capabilities*

* Authoritative Domain Del egation: Each DART subdomai n nust be
registered with the DNS systemthrough authoritative del egati on.
Upon depl oyi ng a DART gateway, operators need to del egate the
correspondi ng subdomain in the parent DNS servers to nmap domain
nanes to the DART gateway.

* Bidirectional FQDN-to-Address Mappi ng: The DNS system nust support
correct mapping fromhost FQDNs to DART addresses (A records or
virtual addresses), as well as support reverse PTR queries to
enhance manageability.

* Dynam c Registration and Automation: To facilitate dynam ¢ scaling
and el astic depl oynent of the DART network, DNS systens shoul d
provide interfaces for automatic registration (e.g., DNS UPDATE,
APl , or protocol extensions) allow ng hosts and gateways to
regi ster their domain information upon connecti on.

*DART Gat eway Requirenent s*
* DNS Control Plane Integration: DART gateways should actively
regi ster their subdomains, nmaintain virtual address mappi ng

tabl es, and periodically synchronize resolution states wi th DNS.

* | ndependent Managenent: Gateways nust independently manage their
subdonmai n address and nam ng spaces.

* Full DART Encapsul ati on/ Decapsul ati on: Gateways shall inpl ement
compl et e DART encapsul ati on and decapsul ation | ogic, including
support for NAT-DART-4 (optional) and DART packet forwarding.

* Parent Domain Uplink: Network interfaces nmust be properly
configured with parent domain information to ensure correct inter-
domai n routing.

* DART- Ready Host Requirenent s*
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* DART Packet Support: Hosts must be capabl e of generating and
par si ng DART packets, either through protocol stack upgrades,
user - space daenons, or APIs.

* DNS Query Capability: Hosts should be able to actively query DNS
for DART address information and establish connections
accordingly.

* FQDN Regi stration: To receive incom ng connections, hosts nust be
able to register their FQDNs within their respective DART
subdorai n DNS.

Subsequent sections will describe typical deploynment nodels for
national -1 evel DART gateways, |SP internal DART gateways, edge

gat eways (honme and enterprise), and hosts. Prior to device

depl oynent, ensure DNS system capabilities neet these requirenents
and establish unified domain and address managenent coordi nation
wi thin the organizati on.

Depl oyment of DART- Ready Hosts
.1. Capability Requirenents for DART-ready Hosts
DART-ready Host refers to a network node that inplenments the DART
protocol stack, including both public servers and end devices. Such

a host MJST be able to generate and parse DART packets.

Depl oynent of DART capabilities can be achieved through, but is not
limted to, the follow ng approaches:

* upgradi ng the operating system kernel or network protocol stack;

* installing a user-space daenon;

* integrating the DART protocol stack via an SDK or AP

A DART-ready host MJST be able to comunicate directly using Fully
Qualified Domain Names (FQDNs), without relying on fixed IP
addresses, thereby enabling elastic deploynent, automatic addressing,
and cross-donmain communi cati on

Due to the conpatibility design of the DART protocol, it is

i nherently dual -stack. DART-ready hosts should maintain their
original IPv4 and | Pv6 conmuni cati on capabilities.
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This property of "forward enhancenment and backward conpatibility"
ensures that host devices MAY be upgraded i ndependently of changes to
the underlying network infrastructure, thereby supporting flexible
and increnental deploynent of DART.

2.2. DART-ready Public Servers

The depl oyment of a DART network relies on the support of public
servers. As providers of fundamental Internet services, upgrading
public servers to DART-ready hosts is a prerequisite for enabling
i nter-domai n comunication and efficient utilization of address
space.

In the foll owi ng cases, public servers MJST provi de native DART
pr ot ocol support:

* \When a large region (e.g., a country) upgrades to an independent
DART subdonai n, the DART gateways connecting this subdomain to the
gl obal Internet CANNOT enabl e NAT44 (which requires private
i nternal addressing) or NAT-DART-4 (which requires an excessively
| arge pool of pseudo addresses). |In such cases, servers on the
gl obal Internet MJUST support DART for hosts in the subdomain to
reach them

* Because the range of access sources is highly diverse, public
servers SHOULD NOT rely on protocol conversion software (e.g.,
Dart WnDi vert, essentially a host-based NAT- DART-4
i mpl ement ation).

* |In these circunstances, only native DART support on servers MJST
be used.

Al t hough the nunber of public servers is large, the diversity of
operating systens they run is limted. Therefore, upgrading themis
consi dered manageable. Prioritizing DART support in nmainstream
server operating systens and cloud service platforns MAY provide a
stabl e foundation for expanding the DART ecosystem Upgrading public
servers WLL inprove overall DART conpatibility and interoperability.

After upgrading to DART readi ness, a public server MJST update its
DNS zone to signal this capability. Specifically, the authoritative
DNS server for the domain SHOULD i nsert a CNAME resource record with
the prefix "dart-host." before the final A record is returned.

For exanple, when a client queries ww.exanpl e.com and the host has

been upgraded to DART readi ness, the DNS response woul d be structured
as foll ows:
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2

3.

www. exanpl e. com CNAME dart - host. ww. exanpl e. com
dart-host.ww. exanpl e.com A A.B.C.D

Thi s nmechani sm ensures conpatibility with existing DNS standards,
whil e providing differentiated behavior for DART-ready and non- DART-
ready clients in a single query:

* Non-DART clients obtain the correct |Pv4 address (A B.C.D) by
foll owi ng the CNAME chain down to the A record

* DART-ready clients will additionally detect the CNAME record
prefixed with "dart-host." and thereby recogni ze that the queried
host supports DART.

3. DART-ready End Devices

Mai nst ream end devi ces can support the DART protocol through software
upgr ades.

For ol der I Pv4-only devices that cannot be upgraded:

End devices typically access the network through Custoner Prenises
Equi prent (CPE). The CPE can be upgraded to be DART-ready and enabl e

NAT- DART-4, allowing all |Pv4-only devices connected downstreamto
appear as DART-ready term nals externally and support bidirectiona
access. |If the CPE al so enabl es NAT44, internal devices can stil

access unupgraded public servers.

From an architectural perspective, upgrading the CPE is the idea
choice. Technically, if the device has sufficient performance and
supports software upgrades, software upgradi ng should be prioritized;
ot herwi se, hardware repl acenent is required, which is nore costly.

If the virtual address pool is sufficient, NAT-DART-4 can al so be
enabl ed on a higher-level DART gateway to bypass the need to upgrade
a | arge nunber of CPEs.

If I Pv4d-only devices do not require access to the public network,
upgrading the CPE is not necessary. |n general, the upgrade of

| egacy | Pv4-only end devices is not urgent, and depl oynent can be
gradually carried out after the network is largely ready.

Depl oynment of DART Gat eways

The depl oyment of DART gateways relies on the upgrade of mainstream
operating systems. Once mainstream operating systens are upgraded,
public servers and mai nstream end devi ces should conplete their
upgrades within a relatively short period of time, without a specific
order requirenent.
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DART gat eways i nclude national -1 evel gateways, |SP-1evel gateways,
hone gateways, and enterprise gateways. After the mai nstream
operating systems are upgraded, DART gateways can be upgraded in any
order. This reflects the conpatibility design of the DART protocol

3.1. National-level DART Gateway

A national -l evel DART gateway is deployed at the Internet entry/exit
points of a country (e.g., international |link exits) and functions as
t he backbone node for inter-domain conmunication

Its functions and constraints are as follows: - National-Ievel DART
gat eways nust perform DART packet forwardi ng and inter-domain
addressing. - National -1evel DART gateways nust not use NAT (due to
the need for internally depl oyed private addresses) or NAT- DART-4
(due to limted capacity of the virtual address pool). - After

depl oyi ng national -1 evel DART gateways, the network within the donain
can locally inplement | Pv4 address reuse and pl anni ng.

Depl oyment prerequisites: - Public servers and mai nstream end devi ces
must have conpl eted the DART upgrade. - If IPv4-only term nals need
to mai ntain communication with hosts outside the donmin, a DART-
enabl ed CPE with NAT- DART-4 conversion nmust be depl oyed i n advance.

Post - depl oynment status: - End devices within the access domain,
whet her upgraded or not, can access DART devices within the domain
via | P protocol. - Devices within the domain cannot directly access
unupgr aded servers outside the domain. - DART devices within the
domai n, or |Pv4-only devices under a DART gateway wi th NAT- DART- 4
enabl ed, can access DART devi ces outside the domain.

3.2. DART Gateways within the Operator Network

To address | Pv4 address exhaustion, many network operators have

wi dely depl oyed CGNAT (Carrier-G ade NAT) nechanisns within their
internal networks. Typical CGNAT topol ogies often involve two | ayers
of NAT mappi ng: the Custoner Prem ses Equi pnent (CPE) at hone
performs the first NAT, while the operator’s CGNAT gat eway perforns
the second. In sonme smaller operators, community broadband, rura

net wor ks, canpus networks, or public W-Fi networks, there nay even
be nore | ayers of nested NAT.

Al'though nulti-level NAT alleviates address shortages, it introduces
nuner ous negative inpacts such as bl ocked i nbound connecti ons,
frequent failures of UDP traversal techniques, difficulty in tracking
user behavior, and severe degradati on of P2P performance. The DART
protocol offers a nore natural and scal able alternative in such
deeply nested NAT environnents.
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Operators can upgrade existing CGNAT gat eways to DART gateways to
obtain a full IPv4 address space and significantly sinplify the
networ k architecture. Possible Depl oynent Paths:

There are two nmain depl oynent paths for operators when introducing

DART:

1. Upgrading only the top-1evel NAT gateway to a DART gat eway

*

The operator MAY i medi ately obtain the full |Pv4 address
space (27372) and downgrade | ower-1level NAT gateways to
ordinary I P routers.

Thi s approach involves the shortest deployment path and

m ni mal devi ce nodifications; however, because the | ower-Ievel
net wor ks previously used private addresses, the operator MJST
reassi gn addresses to all downstream end devi ces, whi ch may

i ncur address reallocation costs and operational overhead.

Thi s path SHOULD assume that public servers and CPE gat eways
have al ready been upgraded to DART-ready.

2. Full upgrade to a hierarchical DART gateway structure

*

Li

The operator MAY replace all NAT gateways at nultiple |ayers
wi th DART gat eways, maintain each | ayer as an i ndependent
subdomai n, and continue using the existing address allocation
| ogi c.

Since the DART protocol elimnates the distinction between
"private" and "public" addresses, each subdomai n MAY have the
full address space, w thout concerns for address conflicts or
the need to retain traditional private address concepts.

Thi s approach facilitates hierarchical nmanagenent and

i ncremental deploynent, requires a limted nunber of DART

gat eways, does not significantly increase overall depl oynent
costs, and provides scalability for future connections to the
DART core domai n.

During the upgrade transition, DART gateways MAY continue to
enabl e NAT44 to maintain the existing nulti-Ilevel NAT
architecture, and MJST di sabl e NAT44 once public servers and
CPEs are upgraded.
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Bot h paths assune that public servers and user terminals have been
upgraded to DART-ready. |If devices are in the process of upgrading
or if NAT gateways exist in the network after the upgrade, the

"Del ayed Source Address Determ nation Mechani sni' nust be enabl ed.

8.3.3. Hone Gateways

Li

Edge honme gateways do not need to be upgraded and can conti nue
operating as NAT devices. Hosts connected to the home gateway, once
upgraded, can access the DART network nornmally as long as the
upstream devi ce has enabl ed the "Del ayed Source Address Determ nation
Mechani sm "

It is only necessary to upgrade a hone gateway to a DART device if
I Pv4d-only devices connected beneath it need to access the DART
net wor K.

In this configuration, the home gateway is upgraded to support the
DART protocol stack and independently maintains a DART subdomain. |t
connects upstreamto the operator’s DART network via its parent
domain interface. Internally, it may enable NAT-DART-4 to allocate
virtual addresses for |egacy |IPv4-only devices, ensuring seanl ess
conpatibility.

This solution offers several advantages:

* Autonony and flexibility:
The hone gateway nmanages its |ocal address space and FQDN nmappi ngs
i ndependently, allowi ng users to configure policies wthout
relying on the operator;

* Legacy device conpatibility:
| Pv4d-only devices can connect w thout any nodification;

* Support for early depl oynent:
Hone gateways can enabl e DART forwardi ng, the Del ayed Source
Addr ess Determ nati on Mechani sm NAT- DART-4 conversion, and NAT44
conversion. |In any scenario, this allows internal hosts to access
the Internet smoothly;;

* Strong scalability:
As an independent subdorai n, the gateway can host |ocal services
and smart devices, supporting both |ocal and cross-donmain
comruni cati on

* Reduced upstream | oad:

DART encapsul ati on and address transl ation are handl ed | ocally,
of fl oadi ng processing pressure fromthe operator’s DART gateways.
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Consi derations: - The device must support the DART protocol stack,
whi ch may require hardware or software upgrades; - The upstream
interface nust be configured with the parent domain information
provided by the operator to enable correct inter-domain routing.

Security Protection and Firewall Capabilities

After a home gateway is upgraded to support the DART protocol,
internal hosts will be assigned publicly routabl e addresses, making
access control mechani sns essential. As the critical node connecting
the hone network to the external world, the gateway shoul d

i ncorporate basic security features to protect househol d devices from
external attacks and unauthorized access.

* The firewall should automatically nanage traffic entering and
| eavi ng the honme network, blocking potential threats without
requiring conplex user configuration;

* Sinple access control options should be provided to help users
restrict specific devices or services fromconnecting to the
net wor k;

* Full conpatibility with the DART protocol nust be ensured to
mai ntain the security of internal devices in DART-enabl ed
envi ronnent s;

* To enhance the security of hone and small networks, the gateway
shoul d, by default, block all unsolicited i nbound connection
attenpts fromexternal sources. It is recommended to support a
UPnP-|i ke dynami c port nappi ng nechanismthat allows interna
hosts to securely request the exposure of specific ports through
an aut henticated process. This strikes a bal ance between security
and flexibility, sinplifying configuration for non-technical users
whil e inproving overall network usability and protection.

Users are advised to always keep security features enabled and to
install official firnmvare updates in a tinely manner to maintain
network stability and protection.

Summary
This configuration offers full backward conpatibility while enabling
i ndependent, progressive nigration to the DART architecture. It

bal ances flexibility, control, and long-termscalability, and is the
nmost strategically val uabl e depl oynment pat h.
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Enterprise networks typically maintain their own internal subnets,
addr ess managenent policies, and security configurations. Wthin the
context of DART depl oynent, enterprise gateways can adopt simlar
architectural strategies as hone gateways, but with greater
flexibility and scalability in address nmanagenent.

A recommended approach is to upgrade enterprise gateways to support
the DART protocol, enabling themto manage an i ndependent DART
subdonai n and connect upstreamto the carrier’s DART domain. This
solution offers the foll owi ng advant ages:

* Internal Control and Autonomy: Enterprises can independently
manage their DART subdomain, maintain | ocal FQDN mappi ngs, and
define routing policies;

* Conpatibility with Legacy Devices: |Pv4-only endpoints within the
enterprise can continue operating wi thout nodification via the
NAT- DART- 4 nechani sm

* Support for Gradual Deploynent: Enterprises may adopt DART ahead
of their upstreamprovider. During the transition period, the
enterprise DART gateway can still enable NAT44 to maintain
conmpatibility with the I egacy |IPv4 Internet;

* Improved Scal ability and Manageability: As an independent
subdonmi n, the enterprise network can nore effectively expand
services, enforce fine-grained access controls, and enable cross-
domai n comuni cati on.

Consi derations: - DART protocol support nmust be integrated into the
enterprise gateway' s software or hardware platform - The upstream
interface should be configured with parent domain infornmation
provided by the carrier to ensure proper inter-donain routing; -

G ven the typically higher security requirenents of enterprise

net wor ks, enabling DART introduces public reachability for interna
hosts, which nmay expand the attack surface. It is reconmended to
integrate firewall functionality within the enterprise DART gat eway
to strengthen access controls and inplenent robust security policies.

I'n summary, upgradi ng enterprise gateways into DART-conpliant nodes
facilitates seanml ess integration with the DART ecosystem while
preservi ng network autonony, supporting |legacy infrastructure, and
enabling a smooth transition toward full DART adoption
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8.4. Increnental Deploynent and Backward Conpatibility

The DART protocol is designed to support conpatibility and
progressive evolution, with the follow ng characteristics [ RFC5555]:

* |t can automatically detect whether the renote peer is a DART-
ready device w thout requiring additional signaling negotiation;

* Al DART-ready nodes inherently support dual -stack operation and
are fully conpatible with traditional IP

* Through the NAT-DART-4 nechanism |Pv4-only hosts can be proxied
by a | ocal DART gateway and appear externally as DART-ready nodes,
enabling full bidirectional conmunication within the DART network;

* Edge DART gateways can coexist with traditional NAT44 setups,
allowing IPv4-only hosts in the |ocal network to access | egacy
servers on the public Internet w thout nodification;

* Crucially, IPv4-only devices under an edge DART gateway can renain
unnodi fied indefinitely while still maintaining full comunication
capabilities over the DART network. This ensures long-term
conpatibility for non-upgradabl e endpoints.

From a depl oynent strategy perspective, the DART network expects
public servers to be upgraded first to DART-ready servers and

mai nstream end devices to be upgraded to DART-ready termnals. These
two upgrades can proceed i ndependently, w thout affecting or
dependi ng on each other. Based on this, the upgrade sequence for
ot her network infrastructure and end devi ces can be flexibly
determ ned by users or operators, w thout strict dependency
constraints. DART does not require full-scale upgrades of end
devices; instead, it |everages the capabilities of edge gateways to
al |l ow | egacy devices to continue operating, ensuring a snooth
transition for users.

Thanks to these features, DART supports increnental, on-denmand

depl oynent. Even partial upgrades do not break existing connectivity
or disrupt Internet services. The upgrade process is therefore

i nherently snooth, allow ng both users and operators to adopt DART at
their own pace and without requiring a whol esale mgration of their
net wor k envi ronnent.

8.5. Long-Term Evol ution Path

From a | ong-term perspective, the DART protocol offers the follow ng
potential directions for evolution and technical advancenent:
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Progressive replacement of public | Pv4 dependency

DART establishes a nane-centric addressing architecture, enabling
end-to-end comunication w thout the need for globally assigned
public | P addresses or centralized address allocation

Full conpatibility with |IPv6

DART can coexist and interoperate with I Pv6-only networks,
supporting dual -stack deployment and integrated forwarding in
mul ti-protocol environnments.

Support for gl obal unified addressing

DART provides a consistent abstraction layer that facilitates
seanl ess communi cati on between |1 Pv4 and | Pv6 networks, paving the
way for a globally unified, name-based interconnection nodel

Significant potential for global routing optimzation

- Theoretically unbounded DART address space elimnates the
fragmentation and inefficiencies caused by |IPv4 scarcity and
m cro-prefix allocations.

- Wthin each DNS dormmi n, address resources are abundant,
all owing for highly aggregated all ocations w thout the need for
hi erarchi cal conpression

- In typical deploynment scenarios, based on current DNS domain
granularity and expected density, both gl obal DART routing
tables and intra-domain IP routing tables can be maintained at
a manageabl e scal e-expected to stay under 1073 entri es.

Transformati ve changes in network architecture

DART inherently promotes the creation of new aut ononous
subdomai ns, leading to a distributed and hi erarchi cal address
managenent structure.

Gradual phasing out of traditional NAT

Conventional NAT gateways will be replaced by DART gateways, which
provi de address translation and domain isolation in a nore
flexible and efficient manner.

Enhanced network security capabilities

By | everagi ng FQDN-based identity and access control, DART enabl es
stronger conmmuni cation authentication and fine-grained policy

enf or cenent .
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* Bal ance between authentication and privacy
DART has the potential to offer user privacy protection through
dynam ¢ nam ng, proxy-based forwarding, and encryption mechani sms-
while maintaining reliable identity validation

* Support for innovative applications and service nodels
The flexi bl e name mapping and dynam ¢ routing of DART could drive
the devel opnent of novel use cases such as nane-based content
delivery, collaborative edge computing, trusted |IoT conmuni cation
frameworks, and intelligent network managenent with QoS guarant ees
and routing optimzation.

This evolution path provides a practical and forward-conpatible
roadmap for DART to gradually replace traditional |IP architecture and
support the foundation of the next-generation Internet

infrastructure

6. Native FQDN-Based Policy Enforcenent
6.1. Background

In traditional |P-based networking, policy enforcenment devices such
as firewalls, routers, or gateways rely primarily on | P addresses to
mat ch and apply rules. This nodel presents the follow ng
limtations:

* A single service domain may resolve to different | P addresses over
time (e.g., CDNs, nulti-site deploynents).

* Donmin nanes are typically visible only at the application |ayer,
making it difficult for network-layer devices to inspect or
control access based on FQDN

* The wi despread adoption of encrypted DNS (e.g., DoH, DoT) and TLS
1.3 with Encrypted Cient Hello (ECH) further underm nes
traditional DPI and SN -based filtering.

* Network operators and security systens require the ability to
define access policies based on semantic identifiers such as
FQDNs, rather than epheneral |P addresses.

The DART protocol addresses this challenge by natively integrating
the destination Fully Qualified Domain Name (FQDN) into its
addressi ng and routing nodel, enabling in-network devices to perform
FCQDN- awar e policy enforcenment wi thout reliance on externa

i nspection.
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6

2

Prot ocol - Level Support

Each DART packet includes an explicit, structured destination FQDN
field (see Section 5), which is accessible at the network | ayer and
actively involved in routing and forwardi ng decisions. This design
provi des:

*

6

3.

Prot ocol -native domain visibility for in-path devices, elimnating
the need for DNS interception or TLS header inspection

Structured semantic identifiers for destination hosts, enabling
direct matching and taggi ng.

Rel i abl e domai n-based control, independent of |P address
volatility or encryption-related obfuscation.

First-packet visibility, allowing i mediate policy application
wi thout requiring prior DNS resol ution.

Use Cases

The FQDN-aware nat ure of DART packets enables a w de range of policy
appl i cations:

*

Domai n- Based Access Control Gateways or firewalls can allow or

bl ock traffic based on explicit domain rules, without relying on
third-party DNS | ogs or IP blacklists. For exanple, enterprise
networ ks may bl ock *.ganbling.comand *.malware.site while
permitting *.edu.cn or approved busi ness donai ns.

Granular Traffic Steering Traffic can be routed or prioritized
based on the destination domain. For exanple, video content from
cdn. exanmpl e.com may be directed to a high-bandwi dth path, while
update traffic to update. device. exanpl e.com may be assi gned | ower
priority.

Fi ne- Grai ned Access Policy Enterprises can enforce access rules at
the subdomain | evel -for instance, allow ng access to
vpn.internal . exanpl e. com and docs. portal . exanpl e.com while
restricting mail.personal.exanple.com or

vi deo. ext er nal . exanpl e. com

Domai n- Based Auditing and Billing DART gateways can classify and

count traffic by destination domain, enabling security auditing,
usage analytics, or differentiated billing by service category.
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6. 4.

To
su

*

Regul atory Conmpli ance and Governance Governnent or carrier-grade
DART gat eways can i npl enent domai n-based regul atory policies in
real tinme, without relying on unstable IP blacklists or higher-

| ayer protocol signatures.

Security Policy Reinforcenent Traffic to known nalicious donains
(e.g., botnet C2 servers, phishing domains) can be identified and
bl ocked natively-e.g., *.botnet.exanple, stealer.!|ogin.xyz-based
on FQDN intelligence feeds.

Depl oynment Gui del i nes

| everage FQDN-based policy enforcenment, DART-aware devices SHOULD
pport:

FQDN- based rul e engi nes, including:
Exact match: www. exanpl e. com

W dcard match: *.exanpl e.com

Regex or dommin suffix match: .*.edu.cn

Structured FQDN visibility in DART packet headers, to facilitate
efficient |ookup and classification

Partial address visibility in encrypted nodes: \Wen address
encryption is enabl ed, domai n-aware policy devices MAY be
configured to inspect only locally visible (e.g., intra-donmain)
FQDN segnents.

Dynam c policy updates, enabling rapid adaptation to new
bl acklists, whitelists, or domain-based QS rules.

Conparison with Legacy Systens

Feat ure | Traditional |IP Networks | DART-Based |

| | Networks |
sl s sl sy
Pol i cy Matching | |'P Address | FQDN |
Basi s | | |
------------------ e
DNS Visibility | Passivel/sniffed | Native to |

| | protocol |
------------------ TR ey
TLS Inpact (e.g., | May block visibility | Unaffected |

TLS 1.3 + ECH) | | |

Expires 19 April 2026 [ Page 46]



Internet-Draft DART Pr ot ocol Cct ober 2025

8.

Li

6

o e e e oo o e e e e a e oo oo S +
| Bl ocking | Low (IP instability) | Hi gh (donain- |
| Precision | | specific) |
o e e e e oo o e e e e e e e e oo oo o e e e e m oo oo +
| Managenent | High (1P tracking/ | Low (stable |
| Overhead | updating) | dormain semantics) |
o e e e oo o e e e e a e oo oo S +

Tabl e 3: Conparison with Legacy Systens
6. Sumary

By treating domain nanes as first-class routing entities, DART
enabl es native FQDN- based policy enforcenent at every stage of the
forwarding path. This enhances the security, controllability, and
regul atory conpliance of the network while reducing the reliance on
conpl ex DPlI or opaque side-channel analysis. |Inplenmenters are
encouraged to | everage this capability to i nprove operationa
visibility and policy expressiveness in both public and private

net wor ks.

I ANA Consi derations

This section specifies the nuneric resources required by the DART

protocol during deploynent and formally requests or reserves themfor

| ANA registration and all ocati on.

*UDP Port Assignnent*

The DART protocol relies on UDP as its transport encapsul ation

format. Therefore, an officially assigned UDP port nunber is

required to identify DART packets [RFC8126].

*  Name: DART

* Transport Protocol: UDP

* Suggested Port Number: OxDA27 (decimal 55847)

* Usage Description: DART packets are encapsulated in UDP to support
NAT traversal and conpatibility with existing IP networks. Al
DART-r eady gateways and hosts listen on this port.

Note: UDP port 55847 is currently used for experinental purposes.

Once the protocol proceeds through the | ETF standardi zati on process,

an official Well-Known Port (WKP) under 1024 will be formally
requested from | ANA
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*DNS CNAME Prefix Conventions (Non-IANA)*

To indicate whether a host supports the DART protocol, special CNAME
prefixes in DNS responses are used. This draft proposes the
fol | owi ng nani ng conventi ons:

* dart-host.: Indicates that the target host is DART-ready and can
recei ve DART-encapsul ated packets directly.

* dart-gateway.: Indicates that the target host resides in another
DART subdonmai n; packets should be forwarded to the | ocal DART
gateway. The associated A record provides the gateway's |IP
addr ess.

These prefixes do not require formal | ANA reservation but are
recomended for docunentation and conmunity consensus to avoid
conflicts with other protocols.

*1 P Protocol Nunmber (Optional/Future Use)*

Currently, DART packets are encapsulated within UDP and do not
require a new | P protocol nunber. However, if in the future the
community seeks to transport DART directly at the IP |ayer (e.g., as
a new L3 protocol), a new | P protocol nunber may be requested from

| ANA.

* Current Status: No new I P protocol nunber requested.

* Future Extensibility: Reserved as an option for future comunity-
defi ned extensions.

Security Considerations

The DART protocol introduces a name-based addressi ng nodel and
nmessage encapsul ation format. Its overall security depends on the
integrity of the DNS system the behavior of DART gateways, and the
processi ng of DART packets. This section outlines potential security
threats and prelimnary mtigation strategies.

*Ri sks Rel ated to DNS*

DART relies on DNS responses (particularly CNAME and A records) for
address resolution and capability indication. This dependency
exposes it to DNS-based attacks:

* DNS spoofing / cache poisoning: An attacker may forge or

mani pul ate DNS responses, tricking clients into sendi ng DART
messages to nalicious gateways or hosts.
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M tigations:

* Strongly recomend the use of DNSSEC to validate DNS response
integrity [RFC4033] [ RFC4034] [ RFC4035] .

* DART clients should cache DNS results with appropriate TTLs to
reduce exposure.

* DART gateways may maintain ACLs or whitelists to restrict valid
desti nati on domai ns.

*Spoofing or Abuse of Virtual Addresses*

DART assigns virtual |IP addresses to |IPv4-only hosts to enabl e DART-

based comunication. Attackers mght attenpt to spoof or predict

t hese mappi ngs, potentially causing [ RFC2827]:

* Virtual address collisions,

* Msrouting of traffic to unintended hosts,

* DoS attacks | everaging forged virtual addresses.

M ti gations:

* DART gateways must dynam cally assign and nanage virtua
addresses, ensuring mappi ngs are host-specific and not globally
vi si bl e.

* Virtual addresses should be drawn froma private, controlled range
(e.g., 198.18.0.0/15) to avoid conflicts with real-world
addr esses.

* Random zed address assignment can help reduce predictability.

Note: Since virtual address mapping i s DNS-based, successful spoofing

attenpts would require DNS nmanipulation or MtM capabilities-

equi val ent to classic DNS attacks. Thus, depl oyi ng DNSSEC or

encrypted DNS (e.g., DoT/DoH) is strongly recomrended.

*Injection of Forged DART Packets*

Attackers may forge DART-encapsul ated UDP packets with fal se headers

in an attenpt to manipul ate gateway behavior or inject invalid

traffic.

M ti gations:

Expires 19 April 2026 [ Page 49]



Internet-Draft DART Pr ot ocol Cct ober 2025

Li

* DART gateways shoul d validate source addresses and maintain
ingress filtering.

* |f deployed in untrusted environnents, consider encapsul ati ng DART
traffic using I Psec [RFC4301], QUIC, or simlar secure transport
| ayers.

* Gateways may apply basic rate-limting and session-based adm ssion
control to mtigate abuse

*| nter-Donmai n Route Spoofing*

Because DART relies on domai n-based interconnection paths,
adversaries may regi ster deceptive subdomains or craft malicious DNS
entries to redirect traffic.

M ti gations:

* Parent donmain adm nistrators should audit subdommain
configurations.

* DNS zone adm nistration nust follow traditional best practices
with access controls.

* DART depl oyments may benefit fromintroducing domain registration
policies or a trust franmework to validate subdomain authenticity.

*Privacy Exposure of Private Network Hosts*

In sone environnents, private network hosts using DART may incl ude
identifiable information (e.g., FQNs) in outbound nessages,
potentially exposing user identities in sensitive contexts.

M ti gations:

* DART gateways nmay be configured to obfuscate or replace source
identity fields, acting as privacy-preserving proxies.

* Encrypted DNS (DoT/DoH) and encrypted transports (e.g., TLS, QU O
are encouraged for protecting nane resol ution and nessage
confidentiality.

* Gateways may inplenent firewalls or access controls based on
domai n, port, and identity attributes.

* Future work may explore anonym zation or pseudonym zation of DART
headers to reduce traceability.
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Desi gn Phi | osophy Not e:

DART ainms to enable global end-to-end reachability, which inherently
requires addressability and identity visibility. Unlike traditional
NAT nodels that rely on obscurity for "inplicit security," DART
adopts a transparent nodel with structured nanespaces and policy-
driven access control.

To be reachable is to be observable; to be connected is to be
identifiable.

Security in DART is achieved through encryption, donmain-Ievel
boundari es, and controll abl e access-not through conceal ment. The
protocol encourages a shift from"unreachability as security" to
"policy-enforced security" as a forward-|ooking paradi gm
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Exanpl e Depl oynment Topol ogy

Net wor k Architecture

Assunme the followi ng network environnent:

* Top-1evel domain:
dart.exanple, serving as the parent domain of two DART gat eways.
The parent domain interface IPs of gl and gw2 are 10.0.0.1 and
10.0.0. 2, respectively.

*  Subdonai ns:

- subl.dart.exanple (Subdomain 1), connected to DART gateway gwl.
The interface IP of gwl in this subdomain is 10.1.0.1.

- sub2.dart.exanple (Subdomain 2), connected to DART gateway gw2.
The interface IP of gw2 in this subdomain is 10.2.0.1.
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The connection topology is as foll ows:

| dart. exanpl e |
| (Parent DNS & Backbone) |

T +
I I
Fomm - - V----- + Fomm - - V--=-==- +
| wl | w2 |
| (DART GWN | | (DART GN |
S + S IR +
I I
S Veomeen- S SRR Veomeemaann +
| subl.dart.exanple | | sub2.dart.exanple |
| - A I1Pv4d-only | | - C DART Ready |
| - B: DART Ready | | - D IPv4-only |
S TRy R O +

Figure 5: Exanpl e Depl oynment Topol ogy

A: 10.1.0.11, |Pv4-only
B: 10.1.0.12, DART Ready

* C 10.2.0.11, DART Ready
D: 10.2.0.12, |Pv4-only
Note: Since DART logically isolates | P address scopes across donains,
the three domai ns above (one parent and two subdonai ns) may reuse the
same | P subnets without collision. Different subnets are used here
solely to avoid reader confusion.
In this deploynent, gwl and gw2 each integrate a DHCP server and a
DNS server. These services nust tightly integrate with the
forwarding plane. |f inplenmented as standal one servers, effective
i nformati on sharing with the DART gateway is essenti al

A. 2. Procedures

Initialization (DHCP Phase)

* Hosts A/B/C/D obtain I P addresses fromtheir |ocal DART gateway
vi a DHCP

* DART-ready hosts (B and C) include a special DHCP Option to
i ndi cate DART capability.
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* DART-ready hosts al so use the domain nane provided by the DHCP
server to construct their own FQDNs.

* | Pvd-only hosts (A and D) are unaware of DART and join the network
usi ng | egacy DHCP processes.

* During this phase, the DHCP server

Al l ocates | Ps, default gateways, and DNS servers;

Records whether the host supports DART

Constructs FQDNs for |Pv4-only hosts using their hostnanes.

DNS Resol uti on

Each gateway has an enbedded DNS server with the follow ng behavior:

* For queries received via the parent domain interface:

Al ways respond with the gateway’ s parent domain |IP, regardless
of the actual destination. This forces the sender to route
packets via the gateway.

* For queries received via the subdonain interface:

If querying an in-domain host: respond with the actual |P of
the target.

If querying a host in another donain:

0

If the querier is DART-ready: respond with the gateway’s
subdormain interface 1P, so the DART packet is sent via the
| ocal interface.

If the querier is IPv4d-only: allocate a virtual IP, bind it
to the queried FQDN, and respond with this virtual IP. The
I Pv4d-only host will send the packet to the virtual address,
which routes to the gateway.

For war di ng

*  For

DART packets arriving at the parent domain interface

If the destination is a DART-ready host (B/C), forward via the
correspondi ng subdomain interface.
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* For DART packets arriving at the subdomain interface (e.g., sent
by B or O:
- Forward via the parent domain interface.
* In both cases:
- DART header renmains unchanged;
- | P header source and destination are rewitten appropriately.
NAT- DART- 4 Encapsul ati on (Sender Side)
Exanpl e: Host A (1 Pv4-only) sending to a host in sub2 (C or D):

1. A queries C. sub2.dart.exanple fromits configured DNS server
(10.1.0.1).

2. The DNS server determnes that Cis external to the subdomain
and:

* Allocates virtual address 198.18.1.34 and binds it to
C. sub2. dart. exanpl e;

* Returns:
C.sub2.dart. exanpl e. CNAME dart-gateway. subl. dart. exanpl e.
dart-gateway. subl. dart.exanple. A 198.18.1.34
Al though Ais IPv4-only and ignores the CNAME, this prefix
signals to operators that this is a DART-based mappi ng and
198.18. . is a virtual IP.

3. A constructs an |IP packet with destination 198.18.1.34 and sends
it.

4. The packet is routed to its default gateway gwl (as the
destination is non-local).

5. At gwl, the follow ng actions occur
* Detects virtual |IP as destination;
* Inserts DART header and UDP encapsul ation;

* Fills in destination FQDN (C. sub2. dart. exanple) from DNS
mappi ng;
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* Determines source FQDN (A subl.dart.exanmple) from DHCP
records;

* Resolves C sub2.dart.exanple via parent domain DNS to obtain
10.2.0.1;

* Sets source IP as 10.0.0.1 (gwl’s parent interface);
* Sends encapsul at ed packet from parent interface.

The packet is routed via |IP backbone and arrives at gw2's parent
i nterface.

gw2:
* Recogni zes C as a DART-ready host;

* Rewites the | P header (destination: 10.2.0.11, source:
10.2.0.1);

* Forwards the DART packet via its subdomain interface to C

NAT- DART- 4 Decapsul ati on (Receiver Side)

Exanpl e: Host D (I Pv4-only) receives a DART packet via gw2:

1.

gw2 receives a DART packet from parent interface, destined for
D. sub2. dart . exanpl e.

Determines Dis an |Pv4-only host:
* Allocates a virtual source address;
* Maps sender’s FQDN to this virtual IP;
* Strips DART and UDP headers;
* Constructs a native | P packet:
- Destination: Ds |IP 10.2.0.12
- Source: virtual address
* Sends via subdomain interface.

D receives the packet and replies to the virtual source IP
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A 3.
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gw2 re-encapsul ates the reply using the sane virtual -1P-to-FQDN
mappi ng.

The response is routed back to the original sender through the
DART infrastructure

Case Wal kt hrough

Let host A (A subl.dart.exanple, 10.1.0.11, IPv4-only) send a nessage
to host C (C sub2.dart.exanple, 10.2.0.11, DART Ready):

1.

2

A queries C sub2.dart.exanple via DNS

The DNS server discovers that the host C.sub2.dart.exanple
queried by Host A is an external host that needs to be forwarded
by gwl. It then assigns a virtual address 198.18.1.34
corresponding to C sub2.dart.exanple and returns the virtua
address 198.18.1.34 as the query result to Host A

C. sub2.dart. exanple. CNAME dart-gateway. subl. dart. exanpl e.
dart-gateway. subl. dart.exanple. A 198.18.1.34 The CNAME starts
with dart-gateway., intended to indicate to the querying party
that the target host supports DART. Although the querying party
may be an | Pv4-only host and does not use this infornmation,
networ k adnini strators can recognize fromit that this is not the
actual I P of the target host but an address pointing to the
default gateway. Wien adninistrators see an I P address starting
with 198.18, they can also identify it as a virtual address.

Host A receives the DNS response and | earns that the IP
corresponding to the domain C sub2.dart.exanple is 198.18. 1. 34.
It then constructs an | P packet with the destination address
198.18.1.34 and sends it.

198.18.1.34 is not actually assigned to any device, so according
to routing rules, the packet is sent to the default gateway, gwl.

The DART gateway gwl detects that the packet’s destination
address is a virtual address (fromthe virtual address pool) and
knows that this packet is destined for a DART host:

* |Insert the DART header (including the encapsul ati ng UDP header
for DART).

* Look up the FQDN corresponding to 198.18.1.34 in the table

built fromDNS, and insert C.sub2.dart.example as the
destination address in the DART header
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* Based on the source IP 10.1.0.11, query the DHCP server table
to obtain the source host’s FQDN A subl. dart.exanmpl e and
insert it as the source address in the DART header

* Query C. sub2.dart.exanple in the parent domain DNS; the
returned IP 10.2.0.1 is used as the | P-layer destination
addr ess.

* Use gwl's interface IP in the parent domain as the |IP-I|ayer
source address.

* Send the packet out fromthe parent domain interface.

6. The packet is forwarded according to IP routing rules within the
parent domain and eventually delivered to gw2' s parent-domain
interface.

7. Upon receiving the packet, gw2 sees that the destination address
is C sub2.dart.exanple and knows to send it out via the child-
domain interface. It queries the DHCP server records and | earns
that Cis a DART-ready host. It then directly forwards the DART
packet (DART header unchanged; |P-layer destination address set
to Cs address 10.2.0.11, |P-layer source address set to gw2's
interface IP within the child domain 10.2.0.1).

8. The packet is successfully delivered to the target host.

A 4. Summary

This exanple illustrates a multi-subdomain, m xed-host environnent
and highlights:

* DNS-driven forwardi ng behavi or;

* Role of virtual addresses in enabling IPv4-only interoperability;

* Encapsul ati on and decapsul ati on by DART gat eways;

* Cross-domai n comuni cati on between | egacy and DART-ready nodes.
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Appendi x C. Inplenmentation and Availability
A wor ki ng prototype of the DART protocol has been independently

devel oped and depl oyed by the author. It is publicly accessible at
http://dart-proto.cn

This live system denonstrates the core features of the DART protocol
i ncl udi ng DNS-based FQDN redirection, virtual address nmappi ng, DART
encapsul ati on and routing, and NAT- DART-4 conversi on

The source code of the inplenmentation is fully open-source and
avail able on GtHub at the followi ng repositories:

*  DART Gateway (Linux-based)
https://github. com rancho-dart/dart _forwarder

* DART-ready client for Wndows (based on WnDivert)
https://github. conlrancho-dart/ Dart W nDi vert

The aut hor encourages inplenenters, researchers, and operators to
experinment with the Iive system review the source code, and provide
feedback to i nprove the protocol
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