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Abstract

Thi s docunent describes an optinized data pl ane forwardi ng
architecture for Bit Index Explicit Replication (BIER). The standard
Bl ER f orwardi ng procedures, as conceptually described in RFC 8279,
inmply a per-bit evaluation of the BitString against the Bit |ndex
Forwar di ng Table (BIFT) on each Bit Forwarding Router (BFR). When
the BitStringLength is large (e.g., 256 bits or nore), this
conceptual nodel presents inplenentation challenges for high-speed
ASI ¢ NPU forwarding engines in terns of processing |atency and
hardwar e tabl e resources

Thi s docunent defines two conceptual data structures -- a Replication
Menber Table and an Interface BitMask Table -- that decouple the

mul ticast replication decision fromper-bit BitString parsing. The
resulting forwardi ng pipeline operates in tine proportional to the
number of egress interfaces rather than the BitString | ength,

enabl ing determ nistic and scal abl e hardware processing. This
mechanismis semantically equivalent to the forwardi ng procedures of
RFC 8279 and does not nodify the BIER encapsul ati on or introduce new
protocol signaling.

Status of This Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Septenber 2026.
Copyright Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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I nt roducti on

Bit Index Explicit Replication (BIER) [RFC8279] provides a stateless
mul ticast forwarding architecture that elimnates the need for per-
flow state in transit routers and for explicit nulticast tree-

buil ding protocols. |In BIER the ingress router (BFIR) encapsul ates
mul ti cast data packets with a Bl ER header [RFC8296] that contains a
BitString indicating the set of destination Bit-Forwarding Egress
Rout ers ( BFERS)

As Bl ER depl oynents scale to |arger donmins, nulti-tenant data
centers, and AI/M cluster environnents, the required BitStringLength
(BSL) increases significantly. [RFC38279] Section 6.5 provides a
conceptual forwardi ng pseudocode that iterates over each set bit in
the BitString to determ ne the forwardi ng next-hop (BFR-NBR) and the
per - nei ghbor Forwarding BitMask (F-BM. Wile RFC 8279 explicitly
notes that this is a conceptual description and inplenentations nmay
optinize the process, no standardi zed optim zed architecture has been
defined to guide hardware inplenentors

Thi s docunent fills this gap by defining a decoupl ed forwarding

pi peline architecture that separates "determ ning which egress

i nterfaces need packet copies" from"filtering the BitString for each
copy." The key insight is that the nunber of distinct egress
interfaces on a BFR is typically nuch smaller than the
BitStringLength (e.g., 4-16 interfaces vs. 256+ bits), making
interface-centric processing significantly nore efficient for

har dwar e i npl enent ati on.

The nechani sm described herein is semantically equivalent to the
standard BI ER forwardi ng procedures of RFC 8279 -- for any given
input BitString, both approaches produce identical forwarding

out comes (sane set of egress interfaces with the sane per-interface
BitStrings). This docunent does not nodify the BI ER encapsul ation
format defined in [ RFC8296] and does not introduce any new protocol
si gnal i ng.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the following terns as defined in [ RFC8279] and
[ RFC8296] :
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BFR. Bit Forwardi ng Router.
BFIR Bit-Forwarding |Ingress Router.
BFER  Bit-Forwardi ng Egress Router.

BFR-NBR: A BFR that is a neighbor of the current BFR in the BIER
f orwar di ng topol ogy.

BIFT: Bit Index Forwarding Table, as defined in [ RFC8279].

BIFT-id: An identifier for a BIFT entry as defined in [RFC8296]. In
MPLS encapsul ation, this corresponds to an MPLS | abel val ue that
inmplicitly encodes the <SD, SI, BSL> tuple.

BitString (BS): A string of bits in the BIER header indicating the
set of destination BFERs.

F-BM (Forwardi ng BitMask): A bitmask associated with an egress
interface, representing the logical OR of all BFR-id bit positions
of downstream BFERs reachable via that interface.

Thi s docunent introduces the follow ng new terns:

Replication Group Identifier: A conceptual identifier derived from
the BI ER packet header’s BIFT-id, used to index the Replication
Menber Table. In practice, it MAY be identical to the BIFT-id.

Replication Menber Table (RMI): A conceptual data structure that
maps a Replication Group Identifier to a list of egress interface
i dentifiers.

Interface BitMask Table (IBMI): A conceptual data structure that
maps an egress interface identifier to the corresponding F-BM for
that interface.

Pr obl em St at enent

The conceptual forwardi ng pseudocode in [ RFC8279] Section 6.5

descri bes a process where each set bit in the incomng BitString is
eval uated individually to deternmine the appropriate BFR-NBR and t he
associated F-BM  Wiile this provides a clear and correct algorithmc
specification, direct hardware inplenmentation of this per-bit
iteration nodel presents the follow ng challenges in | arge-scale

depl oynent s:
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First, processing latency scales with BitString |ength. Wen BSL is
256 or larger, scanning each bit position -- whether sequentially or
in parallel -- inmposes a processing cost that grows linearly with
BSL. For line-rate forwardi ng of high-throughput nulticast flows on
100GE or 400CE interfaces, this can becone a significant constraint
on forwarding engi ne design

Second, hardware table resources scale with BitString length. A
standard BI FT naintains one entry per BFR-id (i.e., per bit
position), each containing a BFR-NBR identifier and a full-length
F-BM For BSL=256 and a single <SD, SI> conbination, this requires
256 table entries, each storing a 256-bit F-BM consuning substantia
TCAM or SRAM resources. | n resource-constrai ned edge routers or
densely popul ated data center environments supporting nultiple Sub-
Domai ns and Set ldentifiers, the aggregate table size can becone
prohi bitive

Architecture Overview
The optim zed forwardi ng architecture deconposes Bl ER packet
processing into two decoupl ed phases, each served by an i ndependent

conceptual |ookup table. The followi ng diagramillustrates the high-
| evel forwardi ng pipeline:
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Bl ER Packet Recei ved

| Extract BIFT-id |
| from Bl ER Header |

| Phase 1: Replication Lookup |
| RMI[BIFT-id] -> {IF1,..,1Fn} |

oo e e e eeoia-o- +
I
R R +
I I I
v v v
fome e + fome e + fome e +
| Copy 1| | Copy 2| | Copy N |
| -> 1F1 | | ->1F2 | | -> IFN |
S S S
I I I
v v v
. 4 oAommm e 4 oAommm e +
| Phase 2: | | Phase 2: | | Phase 2: |
| BS AND | | BS AND | | BS AND |
| IBMITIF1] | | IBMITIF2] | | IBMITIFN] |
S + e e oo - + e e oo - +
I I I
v v v
oo d oHommmmemoaoo- d oHommmmemoaoo- +
| !'=0: Pwd | | '=0: Pwd | | '=0: Pwd |
| ==0: Drop | | ==0: Drop | | ==0: Drop |
R + e e e oo + e e e oo +

Phase 1 (Replication Lookup) deternines which egress interfaces
require a copy of the packet, based solely on the BIFT-id. This is
i ndependent of the specific BitString content in the received packet.

Phase 2 (BitString Isolation) perforns a single bitwise AND operation
per egress interface to conpute the filtered BitString for each copy.
Copies with a resulting zero BitString are di scarded.

The processing conplexity of this pipeline is O Nunkgresslnterfaces)
for both phases conbi ned, conpared to Q(BitStringLength) for the per-
bit iteration nodel. |In typical network topologies, a BFR has 2 to

16 egress interfaces, while BSL may be 256, 512, or |arger.
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5.

5. 1.

5. 2.

Li,

Conceptual Data Structures
Replicati on Menber Table (RM)

A conpliant BFR MUST nmaintain a conceptual Replication Menber

Tabl e that maps each Replication Goup ldentifier to the set of
egress interfaces that have at |east one downstream BFER reachabl e
t hrough them

| Replication Goup ID
| (derived from BIFT-id)

The RMI is popul ated by the BIER control plane based on the network
topol ogy and BIFT conputation results. The control plane MJST derive
the egress interface list by identifying all unique BFR-NBRs present
in the BIFT entries for the corresponding <SD, SI, BSL> and mappi ng
each BFR-NBR to its associated egress interface.

The size of the RMI is Q' N_groups), where N groups is the number of
distinct Replication Group Identifiers (i.e., distinct <SD, SI, BSL>
tuples in use). Each entry contains a list of at nost

O N_interfaces) egress interface identifiers.

Interface BitMask Tabl e (IBM)
A conpliant BFR MUST maintain a conceptual Interface BitMask
Tabl e that maps each egress interface to the Forwardi ng BitMask

(F-BM representing all downstream BFERs reachabl e via that
i nterface.
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S e +
| Egress | Forwarding BitMsk (F-BM |
| I'nterface | |
| 1D I I
[ bl e ey o
| IF_a | 0b11000000...00 (BFR-ids 1,2 reachable) |

S TN ' +
| 1F_b | 0b00110000...00 (BFR-ids 3,4 reachable) |
R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 1F_c | 0b00001100...00 (BFR-ids 5,6 reachable)

S . +

For each egress interface IF_k, the F-BMis conputed as the bitw se
OR of all bit positions corresponding to BFERs whose shortest path
(or engineered path, in the case of BIER-TE) fromthis BFR traverses
IF k. Formally:

F-BMIF_K) = ORof { bit(BFR-id_j) } for all BFER j where BIFT[BFR-
id_j].BFR-NBR is reachable via | F_k.

The | BMI MUST be updated by the control plane whenever the BIER
topol ogy or BIFT entries change. The size of the IBM is

Q N_interfaces), where each entry stores one F-BM of BitStringLength
bits.

Not e: When the BFR participates in multiple Sub-Domains or supports
multiple <SI, BSL> combinations, the IBMI entries MAY be scoped per
<SD, BSL> or mmy use a single aggregate F-BMif the interface-to-
downstream BFER mappi ng i s consistent across all applicable contexts.
The specific scoping strategy is an inplenentation choice.

For war di ng Procedures

Upon receiving a valid BIER packet, a conpliant BFR i nplenenting this
architecture MJST execute the following determnistic procedures in
its data plane:

Step 1: Replication G oup Resol ution

The BFR extracts the BIFT-id fromthe recei ved Bl ER packet header as
specified in [RFC8296]. The BFR derives the Replication Goup
Identifier fromthe BIFT-id and queries the RMI to obtain the

associ ated list of egress interface identifiers {IF_1, IF 2, ...,

I F_n}.

If no matching entry exists in the RMI, the BFR MJUST di scard the
packet and SHOULD | og an error.
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6.2. Step 2: Interface-Level Replication

The BFR generates an i ndependent packet replica for each egress
interface in the list obtained in Step 1. At this stage, the BFR
MUST NOT nodify the BitString in any of the replicas. Al replicas
carry the original BitString fromthe recei ved packet.

6.3. Step 3: Egress BitString Isolation

For each packet replica destined to egress interface IF_k, the BFR
queries the IBMI to retrieve the F-BM associated with IF_k. The BFR
MJST conput e:

BitString new = BitString_original AND F-BM | F_k)
6.4. Step 4: Forwardi ng Deci sion
For each replica:

* |If BitString_newis zero (all bits clear), the BFR MJST di scard
the replica. This prevents forwardi ng packets to interfaces that
have no rel evant downstream BFERs for the current packet, avoiding
unnecessary bandw dth consunption and potential forwarding
anomal i es.

* |If BitString_new is non-zero, the BFR MJST overwite the BIER
header’s BitString field with BitString_new and transmt the
replica via egress interface I|F_k. The remaining Bl ER header
fields (including BIFT-id) are updated according to the standard
procedures of [RFC8279] and [ RFC8296] (e.g., BIFT-id label swap in
MPLS encapsul ation, TTL decremnent).

6.5. Forwardi ng Exanpl e

Consider BFR-A with three egress interfaces in a Bl ER donmai n using

BSL=8 for sinplicity of illustration:
B +
| BFR-A |
R +
I F1 I F2

I
BFRB BFRC BFRD
(BFRids (BFRids (BFR-ids
1, 2) 3, 4) 5, 6)

BFR-A's RMI (for the relevant Replication G oup):
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| Replication Group | Egress Interface List |
[} g ———————— Ll —p—_———————————r
| RG X | { I'FL, I1F2, IF3} |
S TNy e +

Li,

F--- - - - F--- - - - +
| I'nterface | F-BM |
= ——————+t———————————+
| 1F1 | 00000011 |
I I +
| 1F2 | 00001100 |
F--- - - - F--- - - - +
| 1F3 | 00110000 |
I I +

February 2026

Scenario: BFR-A receives a BIER packet with BitString = 00101010

(destinations: BFR-ids 2, 4, 6).

Step 1. RMI[RG X] -> {IF1, IF2, |IF3}
Step 2: Create 3 replicas

Step 3 and 4:
Replica 1 (IF1): 00101010 AND 00000011 = 00000010
Non-zero -> Forward wi th BS=00000010
Replica 2 (1F2): 00101010 AND 00001100 = 00001000
Non-zero -> Forward wi th BS=00001000
Replica 3 (1 F3): 00101010 AND 00110000 = 00100000
Non-zero -> Forward wi th BS=00100000

Now consider BitString = 00101000 (destinations: BFR-ids

Replica 1 (I1F1): 00101000 AND 00000011 = 00000000
Zero -> DI SCARD (no BFERs via | F1)
Replica 2 (1 F2): 00101000 AND 00001100 = 00001000
Non-zero -> Forward wi th BS=00001000
Replica 3 (I F3): 00101000 AND 00110000 = 00100000
Non-zero -> Forward wi th BS=00100000

In the second scenario, the replica for IFl is correctly

4, 6 only):

di scar ded

since no destination BFERs are reachable via I Fl, denonstrating the

i solation property of the architecture.

et al. Expires 1 Septenber 2026
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Rel ati onship to RFC 8279 Forwardi ng Procedures

The forwardi ng mechani sm described in this docunment is semantically
equi val ent to the conceptual forwardi ng procedures defined in

[ RFC8279] Section 6.5. Both approaches produce identical forwarding
results for any given input BitString: the sanme set of egress

i nterfaces receive packet copies, and each copy carries the sane
filtered BitString.

The difference lies in the iteration strategy. [RFC8279] iterates
over bit positions (BFR-ids), grouping bits by their associated BFR-
NBR. This docunent’s approach pre-conputes the bit-to-interface
grouping into the RMI and | BMI, and iterates over egress interfaces
instead. Since the nunber of egress interfaces (typically 2-16) is
much smaller than the BitStringLength (typically 64-1024), this
approach reduces the per-packet processing conplexity fromQBSL) to
Q N_interfaces).

A BFR i npl ementing the architecture described in this document MJST
produce forwarding results that are bit-for-bit identical to those
produced by a correct inplenentation of [RFC3279] Section 6.5. Any
devi ation constitutes a forwardi ng error

Security Considerations

Thi s docunent does not introduce new security considerations beyond
those already discussed in [RFC8279] and [RFC8296]. The forwarding
architecture described herein is senantically equivalent to the
standard BI ER forwardi ng procedures and processes the sane Bl ER
header fields. No new protocol signaling or encapsul ation formats
are introduced.

The RMI and | BMI' are popul ated by the Bl ER control plane and are
subject to the sane security considerations as the BIFT.

Unaut hori zed nodification of RMI or IBMI entries could result in

i ncorrect packet replication or delivery to unintended interfaces.
I mpl enent ati ons SHOULD protect these data structures with the sane
access control mechani sms used for BIFT entries.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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10.

10.

10.

The nechani smdefined in this docunment is a |local inplenmentation
optimization for BIER forwarding. It does not define new protocol
fields, encapsulation formats, or registry entries. The Replication
Menber Table and Interface BitMask Table are conceptual data
structures internal to a BFR and do not require any protocol - evel
identifier allocation.
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