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Abst ract

The Agent Transfer Protocol (ATP) is a comrunication protoco

desi gned for autononobus agents to exchange nessages, requests, and
events in a secure, structured manner. ATP supports the energing
Internet of Agents (lo0A) paradigm where autononobus agents operate
across four depl oynent scenarios: household (snmall scale), service
(medium scale), enterprise (large scale), cloud provider (huge
scale), and etc.

ATP enploys a two-tier architecture where agents connect to the

gl obal Internet through ATP servers, enabling server-nediated
conmmuni cation for proper routing, security enforcenent, and resource
managenment. The protocol provides DNS-based service discovery using
SVCB records, mandatory authentication via Agent Transfer Sender
(ATS) policies and Agent Transfer Keys (ATK), and support for
multiple interaction patterns including asynchronous nessagi ng,
synchronous request/response, and event-driven streani ng.

Thi s specification defines the discovery nmechanism identity nodel,
aut hentication framework, transport |ayer, and nessage semantics for
ATP.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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The evolution of the Internet has always centered around the thene of
"connection":

*

*Per son-t o- Person*:

wi th peopl e

et al.

Emai | and instant nessagi ng connect people
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* *Person-to-Service*: Wb pages and nobil e apps connect people with
services

* *Thing-to-Thing*: 10T devices connect the physical world

*The next trend is enmerging: agents will becone part of Internet
infrastructure.*

Wth the advancenent of artificial intelligence technol ogy,
aut ononous agents are noving fromconcept to |arge-scal e application:

* Househol ds deploy intelligent assistants to act on behal f of users
for daily tasks

* Enterprises deploy custoner service bots and operations agents to
aut onat e busi ness processes

* Coud providers offer agent-based capabilities including Al
services and | oT coordination

When agents are ubiquitous, they need to comruni cate with each other
- this requires a comruni cati on protocol designed specifically for
agents.

*The Agent Transfer Protocol (ATP) is proposed as a comunication
protocol design reference for the era of Internet of Agents.*

Mot i vati on

The energence of autononous agents represents a fundanental shift in
how di gital services are delivered and consuned. W are entering the
era of the *Internet of Agents (lo0A)*, where autononobus agents will
becone ubi quitous in both personal and conmercial environnents.

The Agent Transfer Protocol (ATP) is a comrunication protoco

desi gned for autononbus agents to exchange nessages, requests, and
events across the Internet. ATP enables secure, structured agent-to-
agent comuni cation through a server-nedi ated architecture that

provi des routing, security enforcement, and resource managenent.

Thi s docunment describes the notivation, architecture, and technica
specifications of ATP. W first present the vision of the Internet
of Agents (l10A) and the four deploynent scenarios that ATP supports.
We then describe the design goals, term nology, and core conponents
of the protocol, including discovery, identity, authentication,
transport, and nessage semantics.
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1. The Vision of Internet of Agents

In the near future, autononous agents wll be depl oyed across four
primary depl oyment scenarios, each serving distinct needs and scal es:

*Househol d (Smal | Scal e)*: Every household will depl oy personal agent
systens—ei ther as physical robots or dedicated honme servers—t hat
manage daily tasks, coordinate schedules, and interact wth external
services on behalf of family nmenbers. Each househol d nenber will
have their own agent account, enabling personalized interactions

whi | e mai ntai ni ng shared cont ext.

*Service (Medium Scal e)*: Commercial organi zati ons will depl oy agent
services to automate customer interactions, process transactions, and
provide intelligent assistance. These service agents handl e high-

vol ume interactions with custoners worl dw de.

*Enterprise (Large Scale)*: Large corporations and organi zations wll
depl oy internal agent systens to streanline business operations, from
HR and I T support to devel opnent and operations autonation.

*Cl oud Provider (Huge Scale)*: Major technology providers will
operate multi-tenant agent platforns serving mllions of global

users, providing Al services, data managenent, |oT coordi nation, and
machi ne | earning capabilities across continents.

2. Four Depl oynent Scenari os

The agent ecosystem spans four distinct depl oynent scenarios, each
with different scale requirenents:

* *Househol d Agents (Small)*: A household donmain (e.g.,
fam ly. exanpl e.com) hosts a few personal agent identities:

- parentl@amly. exanple.com- Agent for first parent
- parent2@anmily. exanpl e.com - Agent for second parent
- home@amly. exanpl e.com - Home aut omati on coordi nati on agent

* *Service Agents (Mediun)*: Service providers operate nultiple
speci ali zed agents:

- service-bot @onpany.com - Ceneral customer service agent
- shop-bot@etail er.com- Shopping assistant agent

- support @ech-conpany. com - Techni cal support agent

et al. Expi res 23 Sept enber 2026 [ Page 6]
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* *Enterprise Agents (Large)*: O ganizations deploy agents for
various business functions:
- hr@nterprise.com- Human resources assi stant
- dev@nterprise.com- Devel opnment wor kfl ow agent
- ops@nterprise.com- |T operations agent

* *Cloud Provider Agents (Huge)*: d obal platforns serve diverse
user bases:

- user-us@l oud- provider.com- North American user services
- user-eu@l oud- provider.com - European user services
- user-cn@l oud- provider.com- Asian user services
- ai-service@l oud-provider.com- Al/M service endpoints
- iot@loud-provider.com- 10T device coordi nation
1.1.3. Wiy ATP is Needed

Exi sting protocols cannot adequately neet the requirenments of the
Internet of Agents era:

Li, et al. Expi res 23 Sept enber 2026 [ Page 7]
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+ +
| Requirenent | | Limtations of |

| | Existing Protocols |
[ gt ———— L —p—_——————————————————_— Ll p—p—_— o

I I

I I

I I

I I

| |

*Mul ti-tenant Each domai n hosts Enmai | supports nulti-

I I
| Identity* mul ti pl e agent user but | acks |
| identities (from2-5in i dentity managenent

| househol ds to mllions for automated |
| on cloud pl atforns) scenari os |
S o e e e e e e e e oo oo o e e e e e e oo oo oo +
| *Structured | JSON CBOR payloads for | HTTP can transport |
| Data | automated processing | JSON but | acks native

| Exchange* | | agent senantics |
o m e e e oo - St o e e e e e a oo +
| *Strong | Mandatory | TLS only protects

| Security | authentication and | transport; |
| Guarant ees* | integrity verification | application-I|ayer |
| | for autonated | authentication depends

| | operations | on inplenentation |
o m e e e oo - St o e e e e e a oo +
| *Multiple | Asynchronous nessaging, | Typically requires |
| I'nteraction | synchronous request/ | conmbining nultiple |
| Patterns* | response, event-driven | protocols (e.g., HITP |
| | stream ng | + WebSocket) |
oo o e e e e a e oo oo o +
| *Scal abl e | Cross-internet agent | Relies on centralized

| Di scovery* | location and | directory services or

| | authentication | additional |
| | | infrastructure |
o o m e e e e i oo e e e e e oo +
| *Cont ext | Stateful multi-turn | No native support; |
| Awareness* | dial ogues and conpl ex | nmust be inplenented at

| | workfl ow coordination | application |ayer |
S o e e e e e e e e oo oo o e e e e e e oo oo oo +
| *Variable | Efficient handling from| Typically optinized |
| Scal e | household to cloud | for specific scales, |
| Support* | platform scenarios | difficult to |
| | | accommodate all |
T o e e e e e e oo o e e e e e e e e oo o - +

Table 1. Requirenents for Internet of Agents and Linitations of
Exi sting Protocols

*Therefore, agents need their own comunication protocol.*

This vision requires a conmunication infrastructure that supports:
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1. *Milti-tenant Identity*: Each domain hosts nultiple agent
identities, froma few agents in households to thousands in cloud
pl atforns, requiring scalable identity managenent and routi ng.

2. *Structured Data Exchange*: Agents conmuni cate using structured
payl oads (JSON, CBOR) rather than unstructured text, enabling
aut omat ed processi ng and deci si on- maki ng.

3. *Strong Security Cuarantees*: Agent communication involves
aut omat ed actions on behalf of users, demandi ng nmandatory
authentication and integrity verification to prevent unauthorized
operati ons.

4. *Miltiple Interaction Patterns*: Beyond sinple nessagi ng, agents
need:

* Synchronous request/response for RPC-style interactions
* EBvent-driven streaming for real-tine updates
* Asynchronous nessaging for notifications and broadcasts

5. *Scal abl e Di scovery*: Agents nust |ocate and authenticate each
ot her across the global internet using existing, proven
infrastructure

6. *Context Awareness*: Agents maintain state across interactions,
support multi-turn dial ogues, and coordi nate conpl ex workfl ows
involving nmultiple parties.

7. *Variable Scale Support*: The protocol nust efficiently handle
scenarios ranging fromsmall househol d depl oynents (2-5 agents)
to massive cloud platforns (mllions of users), with appropriate
resource allocation and routing strategies for each scale.

ATP addresses these requirenents by providing a nodern, secure, and
extensi bl e protocol built upon existing internet infrastructure while
i ntroduci ng agent-specific semantics.

1.1.4. Internet of Agents Architecture

Li,

The Internet of Agents (l1o0A) follows a two-tier architecture where
agents connect to the gl obal internet through ATP servers. This
desi gn ensures proper resource allocation, security enforcement, and
efficient routing.

et al. Expi res 23 Sept enber 2026 [ Page 9]
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Internet of Agents (I|0A)
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Househol d (Small): Personal/Fanmily agents (Parentl/2, Home Assistant)

Service (Medium: Commercial service agents (Service Bot1l/2, Shopping)

Enterprise (Large): Corporate agents (HR Bot, Dev Bot, Ops Bot)

Cl oud Provider (Huge): Multi-tenant cloud serving global users (US, EU, CN, Al, Data, |oT
, M., API)

Figure 1. Internet of Agents (loA) Architecture: Four depl oynent
scenari os showi ng Household (Snall), Service (Mediun), Enterprise
(Large), and C oud Provider (Huge) ATP server categories

In this architecture:

* *ATP Servers* act as gateways for agents, handling:
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This architecture reflects the reality that

e

- Resource allocation and scheduling for |ocal agents
- CQutbound connecti on managenent and routing

- Inbound traffic filtering and security enforcenent
- Policy enforcenent (ATS/ ATK validation)

- Message queui ng and delivery guarantees

*Agent s* operate within their ATP Server’'s donain:

- Al outbound comunication goes through their |ocal ATP Server

- Al inbound conmunication arrives via their ATP Server
- Agents benefit fromserver-side security and filtering
- Miltiple agents share server resources efficiently

*Scal e Consi derati ons*:

- *Household (Small)*: 2-10 agents, mninmal resource requirenents

- *Service (Medium*: 10-100 agents, noderate traffic handling

- *Enterprise (Large)*: 100-1000+ agents, high availability
requirenents

- *Cloud Provider (Huge)*: MIlions of users, globa
di stribution, nulti-regi on depl oynent

manager) to coordinate |ocal agent activities, nmanage network

C

1.2

Li,

1.

onnections, and provide security boundaries.

Desi gn CGoal s

mandat ory, not optional

patterns (nmessage, request/response, event/subscription).

agent di scovery and service | ocation.

et al. Expi res 23 Sept enber 2026 [ Page 11]
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4. *Transport agnostic*: Support multiple transport protocols
(HTTPS, QUIC) for flexibility and performance.

5. *Backward conpati bl e*: Coexist with existing internet
i nfrastructure and standards.

6. *Extensible*: Support capability discovery and protoco
negotiation for future evolution

7. *Multi-tenant support*: Efficiently handle nmultiple agents per
domain, simlar to nulti-user enmmil systens.

8. *Server-nedi ated communication*: Al agent comruni cati on MUST
flow through ATP servers for proper routing, security
enforcement, and resource managenent. This design reflects the
reality that agents operate within managed domai ns (househol ds,
organi zations, cloud services) that require centralized
coor di nati on.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the follow ng terns:

*  *Agent*: An autononous software entity capable of comunication
deci si on- naki ng, and task execution.

* *Agent ID*: A unique identifier in the format | ocal @onain that
identifies a specific agent.

* *ATP Server*: A server inplementing the ATP protocol and handling
agent conmuni cation. The ATP Server acts as a gateway for agents
within its domain, providing resource allocation, connection
managenent, security enforcenent, and nessage routing. Al agent
conmmuni cati on MUST fl ow through their respective ATP servers

* *ATP Cdient*: An agent or application initiating ATP
communi cati on.

* *ATP Transfer*: The process of transferring nessages between ATP
servers across the Internet.

et al. Expi res 23 Sept enber 2026 [ Page 12]
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* *ATS*: Agent Transfer Sender policy - a DNS record defining
aut hori zed senders for a domain.

*  *ATK*: Agent Transfer Key - a DNS record publishing cryptographic
keys for nessage signature verification.

* *SVCB*: Service Binding - DNS record type defined in [ RFC9460] for
service discovery.

* *ALPN*: Application-Layer Protocol Negotiation - TLS extension for
protocol negotiation.

Prot ocol Stack Overvi ew

| Application Semantics |
| message / request-response / event-stream |

| Message Format (JSON CBOR) |
| envel ope + payl oad + signature |

| Transport Layer (HTTPS/ QU O |
| TLS 1.3+ / ALPN negotiation |

| Di scovery (DNS SVCB) |
| _at p. <dommi n> SVCB records |

Figure 2: ATP Protocol Stack: Four-layer architecture with
Di scovery (DNS SVCB), Transport (HTTPS/ QUIC), Message For nat
(JSON CBOR), and Application Semantics

ATP is built upon a |layered protocol stack that |everages existing
Internet infrastructure while introducing agent-specific semantics.
The stack consists of four |ayers, frombottomto top:

*Di scovery Layer*: Uses DNS SVCB records [ RFC9460] to enabl e agents
to | ocate and di scover ATP services for any given domain. The

di scovery query targets _atp.<domain> to retrieve service endpoint
i nformati on including hostnane, port, and supported protocols.

*Transport Layer*: Supports multiple transport protocols for
flexibility and performance:

* *HITPS*: Primary transport protocol, enabling depl oynent behind

exi sting CDNs, |oad bal ancers, and firewalls. Uses TLS 1.3+ for
encryption and ALPN for protocol negotiation.

et al. Expi res 23 Sept enber 2026 [ Page 13]
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* *QUICr: Optional transport protocol [RFC9000] for |owlatency
scenari os, providing O0-RTT handshakes and connection m gration
capabilities.

*Message Format Layer*: Defines the structure of ATP nessages using
structured data encodi ngs:

*  *JSON*: Recomended encodi ng [ RFC8259] with Content- Type
appl i cati on/ at p+j son

* *CBOR*: Optional encoding [ RFC8949] for bandw dt h- constrai ned
environments with Content-Type application/atp+cbor

Messages consi st of an envel ope (containing from to, timestanp,
nonce, type) and a payload, with a cryptographic signature for
integrity and authenticity.

*Application Semantics Layer*: Provides three interaction patterns
for different use cases:

*  *Message*: Asynchronous, fire-and-forget communication
*  *Request/ Response*: Synchronous RPC-style interactions
* *Event/ Subscription*: Stream ng and publish-subscribe patterns
2. Discovery Mechani sm
2.1. DNS SVCB Record For mat
ATP uses DNS SVCB (Service Binding) records [ RFC9460] for agent
di scovery. The SVCB record provides the hostname, port, protoco
version, and optional connection hints for the ATP service. The DNS
query follows the standard DNS protocol [RFCL034][ RFC1035].
2.1.1. Record Nane
The standard SVCB query nane for ATP discovery is:
_at p. <domai n>

Where <domain> is the domain portion of the recipient Agent |D.

2.1.2. Record For mat

Li, et al. Expi res 23 Sept enber 2026 [ Page 14]
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_atp.<domain>. IN SVCB <priority> <target> (
port =<port - nunber >
al pn=<protocol -identifier>
[i pv4hi nt =<i pv4- addr ess>]
[i pv6hi nt =<i pv6- addr ess>]
[at p-capabilities=<capability-1list>]

)

2.1.3. Exanple
_atp.exanple.com IN SVCB 1 agent.exanple.com (
port=7443
al pn="at p/ 1"
i pv4hi nt =192.0.2.1,192.0.2.2
i pv6hi nt =2001: db8: : 1, 2001: db8: : 2
at p-capabi liti es="nessage, r equest, event"
2.1.4. Paraneters

* *port*: TCP/UDP port nunmber for the ATP service. |If not
specified, the default port is 7443.

* *alpn*: Application-layer protocol negotiation identifier
Supported val ues:

- atp/1l - ATP version 1

- atp-json - ATP with JSON payl oad encodi ng

- atp-chor - ATP with CBOR payl oad encodi ng

- atp+proto - ATP with Protocol Buffers encoding

* *jpvdhint* (optional): Comma-separated |list of |Pv4 addresses for
faster connection establishnent.

* *jpvehint* (optional): Commua-separated |list of |Pv6 addresses for
faster connection establishment.

* *atp-capabilities* (optional): Comma-separated |ist of supported
protocol capabilities.

2.2. Discovery Process

The ATP client perfornms the followi ng steps to discover the
reci pient’s ATP service
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1. *Extract Domain*: Parse the recipient Agent 1D to extract the
domai n portion.
2. *DNS SVCB Query*: Query the SVCB record for _atp. <domai n>.

3. *Fallback Query*: If the query fails, attenpt _agent.<donain> for
backward conpatibility.

4. *Address Resolution*: Resolve the target hostnane to | P addresses
usi ng A/ AAAA records.

5. *Connection Establishnment*: Establish a secure connection to the
resol ved endpoi nt using the specified port.

2.3. Capability D scovery

Agents can advertise their capabilities to enable protoco
negotiati on and feature di scovery.

2.3.1. DNS-Based Capability Advertisenent

Capabilities can be included in the SVCB record using the atp-
capabilities paraneter:

_atp.exanple.com IN SVCB 1 agent.exanple.com (
port =7443
al pn="at p/ 1"
at p-capabi liti es="nessage, r equest, event, paynent, sear ch"

)

2.3.2. HITP-Based Capability Query
Agents can query capabilities via an HITP endpoint:
GET /.wel | -known/ at p/ vl/ capabilities
Host: agent. exanpl e. com
Accept: application/json

*Response*:
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"version": "1.0",

"capabilities": [
"message",
"request",
"event",
"paynment ",
"search"

]

rotocols": ["atp/1", "atp-json"],
"max_payl oad_si ze": 1048576,
"rate limts": {
"messages_per _second": 100,
"requests_per_mnute": 1000
}
}

Identity Model

3.1. Agent ldentifier Format

Agent identifiers follow the standard emai|l address format but with
ext ended semantics for agent communication

agent-id = local-part "@ donmain
The |l ocal -part identifies a specific agent within the domain, and the

domain identifies the ATP server responsible for routing nessages to
that agent.

3.1.1. Exanples

3. 1.

Li,

* al@xampl e.com - Individual agent
* chat bot @ervice.org - Service agent

bi I ling.taskbot @xanpl e.com - Task-specific agent with
hi erarchi cal nam ng

* weat her-agent-v2@rovider.net - Versioned agent identifier
2. Local-part Semantics

The | ocal -part can use al phanuneric characters, period (.), hyphen
(-), underscore (_), and plus (+).

Domai ns MUST support case-insensitive matching of |ocal-parts,
simlar to email systens.
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3.1.3. Domain Requirenents
The domain portion MUST be a valid Internationalized Domai n Name
(IDN) as defined in [ RFC5890]. ATP servers MJST support both ASCI I
and UTF-8 encoded donai n namnes.

3.2. Delegation

Domai ns can del egate agent handling to external ATP servers using DNS
CNAME records or SVCB alias node.

3.2.1. CNAME Del egation
_atp.user.exanpl e.com | N CNAME _at p. provi der. net.

This allows users to maintain their identity (@iser.exanple.comn
whil e using third-party ATP servi ces.

3.2.2. SVCB Alias Mde
_atp. del egat ed. exanple.com IN SVCB 0 _atp.target.org.

SVCB al i as node provides a nore nodern del egati on nmechanismwi th
addi ti onal netadata capabilities.

4. Security Framework

4.1. Transport Layer Security
Al'l ATP connections MJST use TLS 1.3 [ RFC8446] or higher. TLS 1.2
MAY be used for backward conpatibility, but its use is NOT
RECOMVENDED.

4.1.1. TLS Requirenents

*  *Mandatory Encryption*: Al ATP traffic MJUST be encrypted using
TLS.

* *Certificate Validation*: Clients MJST validate server
certificates against trusted Certificate Authorities (CAs).

*  *Cipher Suites*: Servers SHOULD support nodern ci pher suites
(e.g., TLS AES 128 GCM SHA256).

* *Forward Secrecy*: Epheneral key exchange (ECDHE) MJST be used.
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4.1.2. Mitual TLS (Optional)

For high-security environnments, ATP servers MAY require mutual TLS
(mrLS) aut henticati on.

4.2. Agent Transfer Sender Policy (ATS)
The Agent Transfer Sender policy (ATS) defines which entities are
aut hori zed to send ATP messages on behalf of a domain. ATSis
desi gned specifically for agent comunication with strict
enf or cement .

4.2.1. ATS Record Format

ATS policies are published as DNS TXT records at the foll ow ng
| ocati on:

ats. _atp.<domain>. |IN TXT "v=atpl <policy-directives>"
4.2.2. Exanple ATS Records

*Si npl e | P-based policy*:

ats. _atp.exanple.com IN TXT "v=atpl allow=ip:192. 0. 2. 0/ 24"

*Mul ti-source policy*:

ats. _atp.exanple.com IN TXT "v=atpl allow=ip:192.0.2.0/24 all ow=donai n: agent - provi der
.cominclude:ats. _atp.trusted-partner.net”

*Per m ssive policy*:

ats. _atp.exanple.com IN TXT "v=atpl allow=all"

*Restrictive policy*:

ats._atp.exanple.com IN TXT "v=atpl deny=all allow=ip:192.0.2.10"
4.2.3. Policy Directives

ATS policy directives are evaluated in order, with later directives
overriding earlier ones when conflicts occur

* *y=atpl*: Version identifier (REQU RED). Indicates ATP version 1
policy format.

* *al|low=i p:<cidr>*: Authorize nessages fromspecific | P address
ranges.
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*  *al | ow=donmi n: <domai n>*: Aut hori ze messages from agents at the
speci fi ed domai n.

* *allow=all*: Authorize nessages from any source (NOT RECOMVENDED) .

* *deny=ip:<cidr>*: Explicitly deny nessages fromspecific IP
ranges.

* *deny=domai n: <domai n>*: Explicitly deny nmessages from agents at
the specified domain.

* *deny=all*: Deny all sources (must be followed by specific allow
directives).

* *jnclude: <record>*: Include policy from another ATS record.
*  *redirect=<domai n>*: Redirect policy evaluation to another donain.

*  *exp=<domai n>*: Specify a domain for explanation text (human-
readabl e) .

4.2.4. ATS Query Process

Li,

When an ATP server receives a nessage claimng to be from
sender @omai n.com it perfornms the follow ng ATS verification

1. *Query ATS Record*: Query the DNS TXT record for
ats. _atp.domai n. com

2. *Extract |IP*: Deternmine the source |IP address of the incom ng
connecti on.

3. *Policy Evaluation*: Evaluate the ATS policy against the source
| P and sender donuin.

4. *Authori zati on Deci sion*:
* |If policy evaluation results in PASS, accept the nmessage.

* |f policy evaluation results in FAIL, reject the nessage with
error code 550 5.7.26 ATS validation failed.

* |f no ATS record exists, treat as NEUTRAL (accept but flag for
moni t ori ng) .
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4.2.5.

4.

4.

ATS Processing Al gorithm

The ATS verification algorithm processes policy directives as
fol | ows:

result = NEUTRAL

FOR EACH directive in policy:

IF directive is ’"all ow=ip:<cidr> AND source_ip nmatches <cidr>
result = PASS
ELSE I F directive is 'deny=ip:<cidr> AND source_ip matches <cidr>
result = FAIL
ELSE | F directive is ’'all ow=donmi n: <dormai n> AND sender_donai n nmat ches <donai n>
result = PASS
ELSE IF directive is 'deny=domai n: <domai n>" AND sender _donmai n mat ches <donai n>
result = FAIL
ELSE I F directive is "allow=all’
result = PASS
ELSE I F directive is 'deny=all’
result = FAIL
ELSE I F directive is 'include: <record>’
include result = query_ats(<record>)
IF include result is PASS or FAIL:
result = include_result

RETURN resul t

2

6

ATS Error Codes

ATP servers MJST use the followi ng error codes for ATS failures

*

2

Li,

7

*550 5.7.26*: ATS validation failed - sender not authorized
*451 4.7.26*: Tenporary ATS validation failure - try again |later
*550 5.7.27*. ATS record syntax error

ATS Best Practices

*Start Restrictive*: Begin with a restrictive policy and gradual |y
add aut hori zed sources.

*Use Includes*: Use include: directives to inherit policies from
trusted providers.

*Monitor Logs*: Regularly review ATS validation logs to identify
unaut hori zed attenpts.
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* *@Gadual Deploynment*: Deploy ATS gradually, starting with
moni t ori ng node before enforcenent.
4.3. Agent Transfer Key (ATK)
The Agent Transfer Key (ATK) record publishes cryptographic public
keys used for nmessage signhature verification. ATK is mandatory in
ATP and uses nodern cryptographic al gorithns.

4.3.1. ATK Record For mat

ATK records are published as DNS TXT records at the follow ng
| ocati on:

<sel ector>. atk. _atp.<domain>. IN TXT "v=at pl <key- par anet ers>"

Where <selector> is an identifier for the specific key (e.g.,
default, 2026ql, rotated-key).

4.3.2. Exanple ATK Records
*Ed25519 key ( RECOMVENDED) *:

defaul t.atk. atp.exanple.com IN TXT "v=atpl k=ed25519 p=MCowBQYDK2VwAy EAt LJ5VqH7K+R5V
Z8c DIXwY3J2mN\8K+R5VZ8c DI Xwy3J 2nt

*RSA key (2048-bit)*:

| egacy. atk. _atp.exanple.com |IN TXT "v=atpl k=rsa p=M I Bl j ANBgkghki GOwWOBAQEFAACCABAM
| BOgQKCAQEA. . . "

*ECDSA key (P-256)*:

p256. at k. _atp.exanple.com IN TXT "v=atpl k=ecdsa n=pri me256vl p=MrkwEwYHKoZI zj 0CAQYI K
0Zl zj ODAQtDQUAE. . . "

4.3.3. Key Paraneters

* *y=atpl*: Version identifier (REQURED). Indicates ATP version 1
key format.

* *k=<algorithm*: Key algorithm (REQU RED). Supported val ues:
- ed25519 - Ed25519 ( RECOMVENDED for new depl oynent s)
- rsa - RSA (2048-bit m ni num
- ecdsa - ECDSA (P-256, P-384, or P-521)

* *p=<base64- key>*: Base64-encoded public key (REQUI RED).
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4. 3. 4.

Li,

*n=<curve-nanme>*: Elliptic curve nane (REQUI RED for ECDSA).
Supported val ues: prime256vl, secp384rl, secp521rl

*h=<hash-al g>*: Hash algorithm (OPTIONAL). Defaults to sha256
Supported val ues: sha256, sha384, sha512

*s=<service>*: Service type (OPTIONAL). Indicates which ATP
services use this key.

*t=<flags>*: Flags (OPTIONAL). Commma-separated |ist of flags:
- y - Testing node (signature validation is informational only)
- s - Key is revoked (do not use for new signatures)

*x=<expiry>*: Key expiry tinestanp (OPTIONAL). Unix tinestanp
after which the key should not be used.

ATK Query Process

VWhen an ATP server receives a signed nessage, it perforns the
foll owi ng ATK verification:

1.

*Extract Signature Information*: Parse the nessage signature to
extract key selector, domain, signature algorithm and signature
val ue.

*Query ATK Record*: Query the DNS TXT record for
<sel ector>. atk. _atp. <donai n>.

*Val i date Key Paraneters*: Verify that the key algorithm and
paraneters match the signature

*Canoni cal i zati on*: Canoni calize the nessage payl oad according to
the specified algorithm

*Signature Verification*: Verify the signature using the public
key fromthe ATK record.

*Val i dati on Deci si on*:
* |f signature verification succeeds, accept the nessage.

* |f signature verification fails, reject the nessage with error
code 550 5.7.28 ATK signature validation fail ed.

* |f ATK record is not found, reject the nmessage with error code
550 5.7.29 ATK key not found.
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4.3.5. ATK Key Managenent
4.3.5.1. Key Rotation

Domai ns SHOULD rotate ATK keys periodically (e.g., every 90 days).
4.3.5.2. Key Revocation

If a key is conprom sed, it SHOULD be revoked inmedi ately by updating
the ATK record to include the s flag.

4.3.6. ATK Best Practices

*  *Use EdJ25519*: Prefer Ed25519 keys for new depl oynents due to
their security and performance characteristics.

* *Key Size*: For RSA keys, use at |east 2048 bits. For ECDSA, use
P- 256 or stronger curves.

* *Multiple Keys*: Maintain nultiple keys (current, next, previous)
for snooth rotation.

*  *DNSSEC*: Sign ATK records with DNSSEC to prevent DNS spoofing
att acks.

* *Nonitoring*: Monitor signature validation failures to detect
potential attacks or msconfigurations.

4. 4. Message Signature

Al ATP nessages MJST be cryptographically signed to ensure integrity
and authenticity.

4.4.1. Signature Envel ope

The signature is included in the nmessage envel ope as a signhature
field:
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"fronml: "sender @xanpl e. cont',

"to": "recipient@xanple.cont,

"timestanp": 1710000000,

"nonce": "neg-12345-abcde",

"type": "nessage",

"payl oad": {},

"signature": {
"key_id": "default.atk._atp.example.conf,
"algorithm: "ed25519",
"signature": "MEUCI QDR...",
"headers": ["from', "to", "tinestamp", "nonce", "type"],
"timestanp": 1710000000

}

}

4.4.2. Signature Al gorithm
The signature al gorithm depends on the key type: - *Ed25519*: Sign
the canoni calized nmessage bytes directly. - *RSA*: Use RSASSA- PSS
with SHA-256 (or stronger). - *ECDSA*: Use ECDSA with the specified
curve and hash al gorithm

4.4.3. Canonicalization
Messages MJST be canonicalized before signing to ensure consistent
signature verification. ATP uses JSON Canonicalization Scherme (JCS)
[ RFC8785] for JSON payl oads.
*Canoni cal i zati on Process*:
1. Rempve the signhature field fromthe message object.
2. Apply JCS canonicalization to the remai ning JSON obj ect.
3. Convert the canonicalized JSON to UTF-8 bytes.
4. Sign the UTF-8 bytes using the specified algorithm

4.4.4. Signature Verification
The recipient verifies the signature as foll ows:
1. Extract the signature field fromthe nmessage.

2. Reconstruct the nessage object without the signature field.

3. Apply the sanme canonicalization process used by the sender.
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4. Verify the signature using the public key fromthe ATK record.
5. Check that signed headers match the actual nessage headers.
4.4.5. Signature Error Handling

If signature verification fails, the recipient MIST reject the
message and MAY |log the failure for nonitoring.

5. Transport Protocol

5.1. HTTPS Transport
The primary transport for ATP is HITPS, enabling easy depl oynent
behi nd existing infrastructure such as CDNs, |oad bal ancers, and
firewal | s.

5.1.1. Default Port

The default port for ATP over HITPS is *7443*. However, ATP servers
MAY use any port, which is specified in the SVCB record.

5.1.2. Endpoints
ATP servers MJST inplenment the foll ow ng standard endpoints:
5.1.2.1. Send Message Endpoi nt

PCST /. wel | -known/ at p/ v1/ nessage
Cont ent - Type: application/at p+j son

*Request Body*: ATP message envel ope

*Response*:

*  *202 Accepted*: Message accepted for delivery
*  *400 Bad Request*: Invalid message format

*  *401 Unaut horized*: Authentication failed

*  *429 Too Many Requests*: Rate limt exceeded

* *500 Internal Server Error*: Server error
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5.1.2.2. Capability Discovery Endpoint

GET /.wel |l -known/ at p/ vl/capabilities

*Response*: JSON obj ect describing server capabilities
5.1.2.3. Health Check Endpoi nt

GET /.wel |l -known/ at p/ vl/ heal th

*Response*:

{
"status": "ok",
"version": "1.0.0",
"uptinme": 86400,
"l oad": 0.45

}

5.1.3. Connection Managenent

* *Keep-Alive*: Cients SHOULD use HTTP keep-alive for nultiple
requests.

*  *Timeout*: Servers SHOULD inpl ement idle timeout (RECOMMENDED: 60
seconds).

* *Rate Limting*: Servers MAY inplenment rate limting with
appropriate HTTP headers.

5.2. QUIC Transport (Optional)

For | ow Il atency scenarios, ATP supports QU C transport [RFC9000].
5.2.1. ALPN ldentifier

The ALPN identifier for ATP over QU Cis atp/1.
5.2.2. Benefits

*  *0-RTT Handshake*: Establish connections with zero round-trip
tinme.

* *Multiplexing*: Miultiple ATP nessages over a single connection.

* *Connection Mgration*: Miintain connections across network
changes.

Li, et al. Expi res 23 Sept enber 2026 [ Page 27]



Internet-Draft ATP March 2026

6.

6.

6.

*

1.

*Better Performance*: Reduced | atency over | ossy networKks.

Message For mat

Comon Fi el ds
Al'l ATP nessages share a common envel ope structure with the follow ng
fields:
{
"fronm: "string", /1 Sender Agent |D (REQUI RED)
"to": "string", /'l Reci pient Agent |D (REQUI RED)
"cc": ["string"], /1 Carbon copy recipients (OPTI ONAL)
"timestamp": "integer", /1 Unix timestanp in seconds (REQUI RED)
"nonce": "string", /1 Uni que nmessage identifier (REQU RED)
"type": "string", /1 Message type (REQUI RED)
"payl oad": "object", /1 Message-specific content (REQU RED)
"signature": "object", /1 Signature envel ope (REQUI RED)
"routing": "object" /1 Routing information (OPTI ONAL)
}

1.

Li,

1.

Field Definitions

*front: The Agent |ID of the nmessage sender. MJST be a valid agent
identifier.

*to*: The Agent ID of the primary recipient. MJST be a valid
agent identifier.

*cc*: Array of Agent |IDs for carbon-copy recipients.

*timestanp*: Unix timestanp (seconds since epoch) when the nessage
was creat ed.

*nonce*: Cryptographically random uni que identifier for the
nessage.

*type*: Message type indicator. Values: nmessage, request,
response, event.

*payl oad*: Message-specific content. Structure depends on nessage
t ype.

*signature*: Cryptographic signature envel ope.

*routing*: Routing information for nulti-hop scenari os.
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6.2. Message Types

ATP supports three primary nessage types, each with distinct
semantics and use cases.

6.2.1. Message (Asynchronous)

The nessage type is used for asynchronous, fire-and-forget
conmuni cati on.

{
"fronm: "al@xanple.coni,
"to": "a2@xanpl e. cont',
"timestanp": 1710000000,
"nonce": "meg-12345- abcde",
"type": "nessage",
"payl oad": {
"subject": "Hello from Agent Al",
"body": "This is an asynchronous message",
"attachments": [
{
"nanme": "data.json",
"content _type": "application/json",
"data": "base64-encoded-data"
}

riority": "normal”

]

}

,ignature": {1}

}
6.2.2. Request/Response

The request/response pattern supports synchronous RPC-style
i nteractions.

6.2.2.1. Request Format
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"fronm': "client@xanple.cont,
"to": "service@xanple.org",
"timestanp": 1710000000,
"nonce": "req-67890-fghij",
"type": "request",
"payl oad": {
"action": "get_weather",
"parans": {
"l ocation": "New York",
"units": "netric"

}

t i meout": 30,
"correlation_id": "corr-12345"

}1

"signature": {}

}

6.2.2.2. Response For nat

{

"fronl: "service@xanple.org",
"to": "client @xanple.cont,
"timestanmp": 1710000001,
"nonce": "resp-67890-kl mo",
"type": "response",
"in_reply_to": "reqg-67890-fghij",
"payl oad": {
"status": "success",
"data": {
"tenmperature": 22,
"conditions": "sunny",
"hum dity": 65
}

, orrelation_id": "corr-12345"

}

1ignature": {}

}
6.2.3. Event/Subscription

The event type supports stream ng and event-driven comruni cation.

6.2.3.1. Subscription Request
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"from': "subscriber @xanpl e.cont,
"to": "publisher@xample.org",
"timestanp": 1710000000,
"nonce": "sub-11111-pqgrst",
"type": "request",
"payl oad": {
"action": "subscribe",
"event _types": ["price_update", "news", "alert"],
"filter": {
"synbol ": " AAPL",
"priority": ">=high"
}

1e|ivery_nnde": "push",
"subscription_id": "sub-12345"
}

}
6.2.3.2. Event Message

{
"froni: "publisher@xanple.org",
"to": "subscriber @xanpl e. cont',
"timestanmp": 1710000010,
"nonce": "evt-22222-uvwxy",
"type": "event",
"payl oad": {
"event type": "price_update",
"subscription_id": "sub-12345",
"data": {
"symbol ": "AAPL",
"price": 150. 25,
"timestanp": 1710000010,
"vol une": 1000000
},

"sequence_nunber": 42

,ignaturEH {1}

}

,ignaturEH {}

}

6. 3. Payl oad Encoding

ATP supports multiple payl oad encodi ng formats.
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6.3.1. JSON Encoding
JSON [ RFC8259] is the RECOMMENDED encodi ng format.
*Cont ent - Type*: application/atp+j son

6.3.2. CBOR Encoding

CBOR [ RFC8949] is an OPTIONAL encoding format for bandw dt h-
constrai ned environnents.

*Cont ent - Type*: appli cation/at p+cbor
6.4. Message Size Limts
ATP servers SHOULD enforce nessage size limts:
* *Default Maximunt: 1 MB (1,048,576 bytes)
* *M ni num Supported*: 64 KB (65,536 bytes)
7. Protocol Semantics
7.1. Message (Asynchronous)
Asynchronous nessages follow a store-and-forward nodel .

7.1.1. Delivery Nbdel

Sender Agent ATP Server A ATP Server B Reci pi ent Agent

I I I
—--[Submit]---->| |

---[Transfer]--->

I
|
|
| ----[Deliver]------
I

Figure 3: Asynchronous Message Delivery Mdel: Subnmit — Transfer

— Deliver flow through ATP servers

In this nodel: 1. The Sender Agent subnmits a nessage to its |ocal
ATP Server A 2. ATP Server A performs policy enforcenent (ATS/ ATK
validation) and transfers the message to ATP Server B 3. ATP Server
B perforns security checks and delivers the nessage to the Recipient

Agent
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Each hop (Submit/Transfer/Deliver) involves independent ATS/ ATK
validation for security enforcenent.

7.1.2. Reliability

* *Store-and- Forward*: Messages are stored on internedi ate servers
until delivery succeeds.

* *Retry Mechanisnt: Failed deliveries are retried with exponenti al
backof f .

* *Bounce Handling*: Undeliverabl e messages generate bounce
notifications to the sender.

7.2. Request/Response (Synchronous)
Synchr onous request/response follows an RPC pattern.
7.2.1. Interaction Mdel

Al'l agent comunication MJST go through their respective ATP servers.
Thi s design ensures proper routing, security filtering, and policy
enf or cement .

Cient Agent ATP Server A ATP Server B Servi ce Agent

I I
---[Request]--->| |

---[Transfer]--->|
---[Request]---->
<--[ Response]----

<--[Transfer]----
<--[ Response] - - -

Fi gure 4: Request/Response Interaction Mdel: Synchronous RPC
style flowwith bidirectional server-nedi ated comruni cation
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7.

7.

7.

In this nodel: 1. The dient Agent subnmits a request to its |ocal
ATP Server A via HITP POST 2. ATP Server A perforns policy

enf orcement (ATS/ ATK validation) and transfers the request to ATP
Server B 3. ATP Server B performs security checks and delivers the
request to the Service Agent 4. The Service Agent processes the
request and returns a response 5. The response flows back through
the sane path (Service Agent — ATP Server B — ATP Server A — dient
Agent)

Each hop (Subnit/Transfer/Deliver) involves independent ATS/ ATK
validation for security enforcenent.

2.2. State Mnagenent
* *Statel ess*: Each request is independent.

* *Correlation ID*: Cients MAY include a correlation_id to track
wor kf | ows.

* *]denpotency*: Requests SHOULD be i denpotent.
3. Event/Subscription (Stream ng)

Event/subscription follows a publish-subscribe pattern.
3.1. Pub/Sub Mdel

Al'l event publications and subscriptions MJST go through ATP servers
for proper routing and access control.

Publ i sher ATP Server A ATP Server B Subscri ber
----[EBEvent]--->| |

--[Transfer]-->|

<--[Transfer]--|

Figure 5: Event/Subscription Pub/Sub Mdel: Bidirectional flow
for subscription establishnent and event notification

<-[ Subscri be] -

I
I
I I
I I
I I
I I
| | | <--[Subscri be] - -
I I
I I
I -
I I

The event/subscription flow consists of two phases:
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8. 1.

Li,

*Subscription Phase*: The Subscriber initiates a subscription request
to its local ATP Server, which transfers the request to the
Publ i sher’ s ATP Server, which then delivers it to the Publisher.
Thi s establishes the subscription relationship across the server
chai n.
*Event Notification Phase*: When an event occurs, the Publisher sends
the event to its | ocal ATP Server (Server B), which transfers it
across the Internet to the Subscriber’s ATP Server (Server A), which
then delivers the notification to the Subscri ber
This bidirectional flow ensures: - Proper access control at each ATP
server boundary - ATS/ ATK policy enforcenent for both subscription
and event messages - Subscription state nanagenent at the Publisher’s
server

Security Considerations
ATP is designed with security as a first-class requirenent. This
section anal yzes the threat nmodel and security considerations for
each component of the protocol
Threat Model

The threat nodel for ATP considers the follow ng adversaries and
attack vectors:

*Net wor k Adversaries*: Passive or active attackers on the network
pat h between agents and ATP servers, or between ATP servers
Capabilities may include:

* Eavesdroppi ng on unencrypted traffic

* Man-in-the-mddle (MtM attacks to intercept or nodify
communi cati ons

* Replay attacks using captured nessages

* Traffic analysis to infer comunication patterns

*Mal i ci ous Agents*: Conprom sed or nalicious agents that attenpt to:
* Send unaut hori zed nessages on behal f of other agents (spoofing)

* Fl ood servers with excessive requests (DoS)

* Exploit protocol vulnerabilities to gain unauthorized access
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8. 2.

8. 2.

8. 2.
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*Rogue ATP Servers*: Conpronised or malicious ATP servers that nay:
* Fail to enforce ATS/ ATK policies

* Leak sensitive nessage content

* Drop or delay nmessages selectively

*DNS Attackers*: Adversaries that attenpt to conpronise DNS
infrastructure:

* DNS cache poisoning to redirect ATP traffic
* DNS spoofing to provide fraudul ent SVCB records
* DNS anplification attacks
Aut henti cati on
1. TLS Security

*Threat*: Network adversaries attenpting eavesdropping or MtM
att acks.

*Mtigation*:
* Al ATP connections MJST use TLS 1.3 [ RFC8446] or hi gher

* Certificate validation against trusted Certificate Authorities is
mandat ory

* G pher suites MJST provide forward secrecy (ECDHE key exchange)

* (i pher suites SHOULD use authenticated encryption (AES-GCM
ChaCha20- Pol y1305)

*Resi dual Risk*: Certificate authority conproni se or nis-issuance.
Depl oyments with high security requirements SHOULD i npl enment
certificate pinning or use DANE [ RFC6698] .

2. ATS (Agent Transfer Sender Policy)

*Threat*: Malicious agents attenpting to send nmessages on behal f of
domai ns they do not control (spoofing).

*Mtigation*:

* ATS records define authorized sendi ng sources per domain

et al. Expi res 23 Sept enber 2026 [ Page 36]



Internet-Draft ATP March 2026

* Policy directives include |IP ranges, domains, and explicit deny
rul es

* Each ATP server perforns ATS validation on every i ncom ng nessage
* Failed ATS validation results in imediate rejection

*Resi dual Risk*: ATS record tampering via DNS attacks. Deploynments
SHOULD si gn ATS records with DNSSEC [ RFC4033].

8.2.3. ATK (Agent Transfer Key)

8. 2.

Li,

*Threat*: Message tanpering or forgery by network adversaries or
mal i ci ous agents.

*Mtigation*:

* ATK records publish cryptographic public keys for signature
verification

* Al ATP nessages MJST be cryptographically signed

* Supported al gorithms: Ed25519 ( RECOVWWENDED), RSA (2048+ bit),
ECDSA ( P-256+)

* Signature covers all critical message fields (from to, tinestanp,
nonce, type, payl oad)

*Resi dual Ri sk*: Key conprom se. Donmmins MJST inplenent key rotation
and maintain revocation procedures via the s flag in ATK records.

4. Message Signature

*Threat*: Message nodification in transit, replay attacks.
*Mtigation*:

* Cryptographic signatures cover canonicalized nmessage content

* Nonce prevents replay attacks

* Tinmestanp enabl es expiration checking

* Signature includes headers list to prevent header mani pul ation

*Resi dual Ri sk*: Long-term key conprom se enables retroactive
forgery. Future work may introduce forward-secure signature schenes.
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8.3. Privacy
8.3.1. Metadata Exposure

*Threat*: Traffic analysis revealing communication patterns,
rel ati onshi ps, or sensitive business information.

*Exposur e*:

* fromand to fields are visible to ATP servers and network
observers

* timestanp reveals timng of comunications

* type indicates interaction pattern (nessage, request, response,
event)

*Mtigation*:

* Payl oad content SHOULD be encrypted end-to-end when
confidentiality is required

* Agents MAY use pseudonynous identifiers for sensitive
conmuni cat i ons

* ATP servers SHOULD mini m ze metadata | oggi ng

*Resi dual Ri sk*: Metadata anal ysis remains possible. Applications
with strong privacy requirenents SHOULD i npl enent additiona
obfuscation at the application |ayer

8.3.2. Payload Confidentiality

*Threat*: Unauthorized access to nmessage content by ATP servers or
net work adversari es.

*Mtigation*:
* TLS encryption protects payload in transit between hops

* Agents MAY encrypt payl oad content end-to-end using recipient’s
public key

* CBOR encodi ng supports enbedded encrypted content
*Resi dual Ri sk*: ATP servers nust inspect nessages for policy

enforcenment. Deploynents handling sensitive data SHOULD i npl enent
server-side encryption with custoner-nanaged keys

Li, et al. Expi res 23 Sept enber 2026 [ Page 38]



Internet-Draft ATP March 2026

8.

8.

8.

8.

8.

4.

4.

4.

5.

5.
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Deni al of Service
1. Resour ce Exhaustion Attacks

*Threat*: Adversaries flooding ATP servers with excessive nessages or
connecti ons.

*Attack Vectors*:
* Message flooding to exhaust server storage or bandwi dth
* Connection exhaustion to deplete server connection pools
* Conput ational DoS via expensive cryptographi c operations
*Mtigation*:
* Rate limting based on sender reputation and donain
* Message size limts (default 1 MB naxi mum
* Connection limts per sender |IP and domain
* Exponential backoff for retry attenpts
* Quota enforcenent per agent and per domain
2. Amplification Attacks
*Threat*: Attackers using ATP to anplify traffic toward victins.
*Mtigation*:
* ATS validation prevents unauthorized rel ayi ng
* Response nessages only sent to request initiators
* Subscription confirmation required before event delivery
* No broadcast or multicast mechani sms
DNS Security
1. DNS Spoofing and Cache Poi soni ng

*Threat*: Attackers providing fraudul ent DNS responses to redirect
ATP traffic.
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*Mtigation*:

* ATP servers SHOULD val i date DNS responses usi ng DNSSEC [ RFC4033]
* SVCB records SHOULD be cached with appropriate TTL

* Multiple independent DNS resol vers SHOULD be consul ted

*Resi dual Ri sk*: DNSSEC adoption is not universal. Applications
requiring high assurance SHOULD i npl enent additional verification

8.5.2. DNS Query Privacy

*Threat*: DNS queries revealing which domains agents conmuni cate
Wi th.

*Mtigation*:

* DNS-over-HTTPS (DoH) or DNS-over-TLS (DoT) for query
confidentiality

* DNS query caching to reduce query frequency
* Batch queries when discovering nultiple domains
8.6. ATP Server Security
8.6.1. Server Conprom se
*Threat*: Conprom sed ATP server |eaking or nodifying nessages
*Mtigation*:
* End-to-end nessage signatures detect nodification
* Payl oad encryption protects content from server inspection
* Audit logging for security nonitoring
* Regul ar security updates and hardening
8.6.2. Milti-tenant |solation

*Threat*: One tenant’s agents accessing or interfering w th another
tenant’s agents.

*Mtigation*:
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* Strict domai n-based access contro
* Per-tenant quota enforcenent
* |solated processing contexts
* ATS/ ATK val i dati on per nessage
8.7. Security Best Practices
Depl oynments SHOULD i npl ement the followi ng security practices:
1. *DNSSEC*: Sign all DNS zones containing ATS and ATK records
2. *Key Rotation*: Rotate ATK keys every 90 days m ni num
3. *Monitoring*: Log and alert on ATS/ ATK validation failures

4. *Certificate Management*: Mnitor certificate expiration and
i mpl ement aut omat ed r enewal

5. *lncident Response*: Miintain procedures for key revocation and
energency policy updates

6. *Defense in Depth*: Inplement nmultiple |ayers of security
controls

8.8. Known Limtations

1. *Metadata Visibility*: ATP does not hide comunication netadata
from ATP servers

2. *DNS Trust*: DNS security depends on DNSSEC adoption

3. *Server Trust*: ATP servers can observe unencrypted payl oad
cont ent

4. *Key Managemnent *: Conprom sed keys enabl e message forgery unti
revocation

Future revisions of ATP may address these limtations through
techni ques such as onion routing, encrypted DNS, or decentralized
trust nodel s.

9. | ANA Consi der ations
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9.1. Application-Layer Protocol Negotiation (ALPN) Protocol I|dentifier
IANA is requested to register the followi ng ALPN protocol identifier:
* *Protocol *: atp/1l
* *ldentification Sequence*: 0x61 0x74 0x70 Ox2f 0x31 (atp/1l)
* *Specification*: This docunent
9.2. Well-Known URI
I ANA is requested to register the foll owing well-known URI:
* *URI Suffix*: atp
* *Change Controller*: |ETF
* *Specification*: This docunent
9.3. Media Types
I ANA is requested to register the followi ng nedia types:
* *application/atp+json*
* *application/atp+cbor*
9.4. Service Nane and Transport Protocol Port Nunber Registry
I ANA is requested to register the foll owi ng service:
* *Service Nane*: atp
*  *Port Number*: 7443
* *Transport Protocol *: TCP, UDP
* *Description*: Agent Transfer Protocol
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Appendi x A. Exanpl e Message Fl ows

A.1. Sending an ATP Message
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dient DNS Server

<----- SVCB Response ----- |
_atp. exanpl e. com |
agent . exanpl e. com 7443|

---- A AAAA Query ------- >|
I
<------- | P Address ------ |
192.0.2.1 |
I
S R P TLS Handshake--------------- >
--- POST /.well-known/atp/vl/ nessage ----------- >

Cont ent - Type: application/at p+j son

I

I

I

I

|

| "fron: "al@ender. cont,
| "to": "a2@xanpl e.cont,
| "type": "nessage",

| "payload": {...},

| "signature": {...}

I

I

I

I

Fi gure 6: Sending an ATP Message: DNS di scovery, TLS handshake,
and nessage subm ssion flow

A. 2. Request/Response Fl ow

The request/response fl ow denonstrates synchronous RPC-style

i nteracti on between agents. The Cient Agent connects to its |ocal
ATP Server (Server A), which enforces policy and transfers the
request to the destination ATP Server (Server B), which delivers it
to the Service Agent. The response follows the reverse path.

Cient DNS ATP ATP Servi ce
Agent | Server A Server B Agent

I I I I I
I I

I I I I

| <- SVCB Response ----- | | |

| _atp.service.org | | |
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<- |P Address ---------
198. 51. 100. 1 |

-- POST /.well-known/at p/vl/ nmessage ------ >
Cont ent - Type: application/at p+j son

"fronm: "client@xanple.cont,
"to": "service@ervice.org",
"timestanmp": 1710000000,
"nonce": "req-67890-fghij",
"type": "request",
"payl oad": {
"action": "get_weather",
"parans": {"location": "New York"}

SI gnature": {...}

-[Transfer]->

<-[Transfer]-

<- 202 Accept/Response --------------------

{ I
"fronm': "service@ervice.org", |
"to": "client @xanple.cont, |
"timestanp": 1710000002, |
"nonce": "resp-67890-kl mo", |
"type": "response", |
"inreply to": "req-67890-fghij", |
"payl oad": { |

"status": "success", |
"data": {"tenperature": 22} |

I8 |
"signature": {...} |

} I
I

Li, et al. Expi res 23 Sept enber 2026

March 2026

-[ Request]-->

<- [ Response] -

[ Page 46]



Internet-Draft ATP March 2026

Fi gure 7: Request/Response Flow. DNS di scovery, TLS handshake,
request submi ssion, server transfer, and response return

A. 3. Event Subscription Fl ow

The event subscription fl ow denponstrates the publish-subscribe
pattern with streanming notifications. The flow has two phases

*Phase 1 - Subscribe*: The Subscriber sends a subscription request to
its local ATP Server (Server A), which transfers it to the
Publ i sher’s ATP Server (Server B), which delivers it to the
Publ i sher.

*Phase 2 - Event Notification*: Wien an event occurs, the Publisher
sends the event to Server B, which transfers it to Server A, which
delivers the notification to the Subscriber

Subscri ber DNS ATP ATP Publ i sher
Agent | Server A Server B Agent

<- SVCB Response ----- |
_atp.publisher.io

I

|

I

I

I I

publi sher.io: 7443 | |
I I

|
I
I
I
I

.
:
0

|
<- |P Address ---------
203.0.113. 1 |
|
| <----ommem---- TLS Handshake--------------- > |
|:::::::::::::::::::::::::::: Subscri be Phase ::::::::::::::::::::::::::|
|
-- POST /.well-known/at p/vl/ nmessage ------ >|

Cont ent - Type: application/at p+j son |

I

I

I

I I
| "fronm: "subscriber @xampl e. cont, |
| "to": "publisher@ublisher.io", |
| "timestanmp": 1710000000, |
| "nonce": "sub-11111-pqgrst”, |
| "type": "request", |
I I
| |
I I
I I
I I

"payl oad": {
"action": "subscribe",

"event _types": ["price_update"],

I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
"subscription_id": "sub-12345" | |
I I

b
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"signature": {...}

I I
I I
| o
| - [ Subscri be] >|
I
I

I

|

| | <-[Transfer] -
| <--[Event Delivery]------------------------ |

| o I
| "from': "publisher@ublisher.io", |
| "to": "subscriber @xanpl e. cont', |
| “timestamp": 1710000010, |
| "nonce": "evt-22222-uvwxy", |
| "type": "event", |
| "payl oad": { |
| "event _type": "price_update", |
| "subscription_id": "sub-12345", |
| "data": {"synbol": "AAPL", |
| "price": 150} |
I } I
I I
I I

’ignaturEH {...}

}

Figure 8: Event Subscription Flow Two-phase publish-subscribe
with Subscribe Phase and Event Notification Phase
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