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Abstract

Net wor k operators are facing the chall enge of providing better
network services for users. As the ever-devel oping 5G and industrial
verticals evolve, nmore and nore services that have diverse network
requi renents such as ultra-low | atency and high reliability are
energing, and therefore differentiated service treatnment is desired
by users. On the other hand, as network technol ogi es such as

Hi erarchical QS (H QS), SR Policy, and Network Slicing keep

evol ving, the network has the capability to provide nore fine-
granularity differentiated services. However, network operators are
typically unaware of the applications that are traversing their
network infrastructure, which nmeans that not very effective
differentiated service treatnment can be provided to the traffic
flows. As network technol ogi es evol ve including depl oynents of |Pv6,
SRv6, Segnent Routing over MPLS datapl ane, the programuability
provided by I Pv6 and Segrment Routing can be augmented by conveying
application related information into the network satisfying the fine-
granul arity requirenents.

Thi s docunent anal yzes the existing probl enms caused by |ack of
servi ce awareness, and outlines various use cases that could benefit
froman Application-aware Networking (APN) framework.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

et al. Expires 16 May 2026 [ Page 1]



Internet-Draft Probl em St atenment and Use cases of APN Novenber 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 16 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

Due to the requirenent for differentiated traffic treatnent driven by
di verse new services, the ability to convey the application-aware
informati on and programthe network infrastructure accordingly to
provi de fine-grained services is becom ng increasingly necessary for
network operators. The Application-aware Networking (APN) franmework
is being defined to address the requirenents and sone use cases are
described in this docunent. APN takes advantage of network
programuabi lity by conveying application related information in the
data plane so to facilitate network operators in providing fine-

grai ned servi ces.

One of the key objectives of APNis for network operators to provide
fine-granularity SLA guarantees instead of coarse-grain traffic
operations. This will allowto provide differentiated services for
di fferent applications and increase revenue accordingly. Anmong
various applications being carried and running in the network, somne
revenue- produci ng applications such as online gam ng, video
stream ng, and enterprise video conferencing have nuch nore denmandi ng
performance requirenments such as | ow network |atency and high

bandwi dth. In order to achieve better Quality of Experience (QE)
for end users and engage customers, the network needs to be able to
provide fine-granularity and even application group-Ilevel SLA

guar ant ee

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Ter mi nol ogy
ACL: Access Control List

APN: Application-aware Networking
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APN6: Application-aware Networking for |Pv6/ SRv6
DPI: Deep Packet I|nspection
PBR: Policy Based Routing
Q@E: Quality of Experience
SDN:  Sof t war e Defi ned Networking
SLA: Service Level Agreenent
MPLS: Mul tiprotocol Label Switching
SR: Segnent Routing
SRv6: Segnent Routing over |Pv6 datapl ane
SR- MPLS: Segnent Routing over MPLS dat apl ane
VPN: Virtual Private Network
TE: Traffic Engineering
FRR: Fast Reroute
CAPEX: Capital expenditures
OPEX: Qperating expenditures
Probl em St at ement
This section sumrmari zes the challenges currently faced by network
operators when attenpting to provide fine-grained traffic operations
to satisfy the various requirenents demanded by new applications that
require differentiated service treatnent.

Chal | enges of lack of fine-granularity service information

In today’'s networks, the infrastructure through which the traffic is
forwarded is not able to provide fine-granularity SLAs satisfying

specific requirenments. It is therefore difficult for network
operators to provide fine-grained traffic operations for various
per f or mance- demandi ng applications. |In order to satisfy the SLA

requi renents network operators continue to increase the network
bandwi dth but only carrying very light traffic |load (in general,
around 30% 40% of its capacity).
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As network technol ogi es keep evolving, the network capability has
been greatly enhanced and is able to provide fine-granularity service
provi sioning. For exanple,

H QoS: provides hierarchical fine-grained QS services.

SR Policy: provides the ability to handle a | arge nunber of explicit
and flexible SR paths in order for services to select the policy that
satisfies their SLA requirenents.

Network Slicing: provides the ability to define a nunber of isolated
network slices having different set of requirenments.

| OAM provi des nore accurate performance nmeasurement of the traffic
flow.

In sunmary, driven by the ever-energing diverse demandi ng servi ces,
the lack of the fine-granularity information about the services in
the network will cause the follow ng issues: 1) the service
information is not clearly described and known by the network, 2) the
fine-granularity service provisioning capability is not fully
utilized, 3) a fine-granularity service scheduling and neasur enent
cannot be achieved.

Chal | enges of Traditional Differentiated Service Provisioning

The traditional ways used to provide fine-grained service

provi sioning face sone challenges. The network devices mainly rely
on the 5-tuple of the packets or DPI. However, there are sone
chal l enges for these traditional nethods in differentiated service
provi si oni ng:

1. Five Tuples used for ACL/PBR five tuples are widely used for
ACL/ PBR matching of traffic. However, these features cannot
provi de enough information for the fine-grained service process,
and can only provide indirect application-level informtion which
needs to be translated. Generally, ACLs involve high overhead on
the forwarding process. Moreover, in sone cases such as tunne
encapsul ation and 1 Pv6 data plane with a |ist of extension
headers, it becones inpossible to resolve the 5 tuples due to the
transport layer information being pushed very deep in the packet.

2. Deep Packet Inspection (DPl): If nmore information is needed, it
must be extracted using DPlI which can inspect deep into the
packets for application specific information. However, this wll
i ntroduce nore CAPEX and OPEX for the network operator and inpose
security and privacy chall enges.
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3. Ochestration and SDN-based Solution: In the era of SDN
typically, an SDN controller is used to nanage and operate the
network infrastructure and orchestrator el enents introduce
application requirenents so that the network is programred
accordingly. The SDN controller can be aware of the service
requirenents of the applications on the network through the
interface with the orchestrator, and the service requirenment is
used by the controller for traffic managenent over the network.
However, this method raises the follow ng probl ens:

a. The whole loop is long and ti me-consum ng which is not
suitable for fast service provisioning for critica
applications;

b. Too many interfaces are involved in the | oop, as shown in
Figure 1, which introduce challenges of standardization and
inter-operability.

. +
+----- | Orchestrator | ------------------- +
| A + Resour ce |
APP Req. | | Managenent |
S RS I + & ocmmnaaan +
| SDN Ctrl 1] |SDN Cirl 2| Servi ce | SDN Ctrl 3
S S S + Provisioning +--------- +
App Req./ I I \ I \
/ | \ | \
/ | | \ | \
oot Ae---- S + eeeeaan e + eeeeaan +
| APP] | DCN | | Network |..| Network]| | Net wor k| . . | Net wor K|
+-- -+ S + | D1 | D3 | | D4 | | D6 |
Fomm e - o - +  ------- + N +  ------- +

Figure 1: Miultiple interfaces involved in the |ong service-
provi sioni ng | oop

In [I-D. peng-apn-scope- gap-anal ysi s], sone mechani sms that have been
specified in | ETF and using attribute/identifier to performtraffic
steering and service provisioning are anal yzed. The existing
solutions are specific to a particular scenario or data plane, and a
generalized nethod used for fine-grained service provisioning is
still m ssing.
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4.3. Challenges of Supporting New 5G and Edge Computing Technol ogi es

New t echnol ogi es such as 5G 10T, and edge conputing, are

conti nuously devel oping |l eading to nore and nore new types of
services accessing the network. Large volunes of network traffic
with diverse requirenents such as |low |l atency and high reliability
are therefore rapidly increasing. |If traditional methods for
differentiation of traffic continue to be utilized, it will cause
much hi gher CAPEX and OPEX to satisfy the ever-devel opi ng
applications’ diverse requirenents.

5. Key Elenents of Application-aware Networking (APN)

Appl i cation-aware Networking (APN) ains to address the problens
mentioned in Section 4, associated with fine-grained traffic
operations that are required in order to satisfy the various

appl i cati on-awar eness requirenments demanded by new services that need
differentiated service treatnent.

In APN, the application-aware information (APN Attribute) is derived
according to the existing information in the packet header and
encapsul ated along with the encapsul ation of the tunnel. Wth the
APN attribute, fine-granularity network services can be provisioned
within the APN domain accordingly. The APN attribute can include
application-aware I D (APN | D) and application-aware paraneters (APN
Paraneters). The APN I D can be derived, and applied to the packet,
through a mappi ng mechani sm | everagi ng the existing information in
the packet header. The APN paraneters can be applied for the
corresponding APN I D according to the local policy. The typical APN
paraneters are the network perfornance requirenents.

APN has the follow ng key el enents:

1. Application-aware information (APN attribute) is conveyed in the
data pl ane through augnentati on of existing encapsul ati ons such
as | Pv6, SRv6 and MPLS. The conveyed APN attribute includes APN
I D and/ or APN paraneters. This information is acquired at the
edge of the APN domain according to the existing information in
the packet header. When a data packet uses APN and conveys the
application-aware information, it is referred in this docunment as
an APN packet.
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6.
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2. Application-aware informati on and network service provisioning

mat chi ng providing fine-granularity network service provisioning
(traffic operations) and SLA guarantee based on the APN attribute
carried in APN packets. According to the APN attri bute,
appropriate network services are sel ected, provisioned, and
provided to the demandi ng applications to satisfy their service
requirenents.

3. Measurenent of the network performance so to maintain the match

bet ween the applications requirenents and correspondi ng network
services for a better fine-granularity SLA conpliance. The

net wor k nmeasur enent net hods i ncl ude in-band and out - of - band,
passi ve, active, per-packet, per-flow, per node, end-to-end, etc.
These net hods can al so be integrated.

APN Net wor k
El ement 1: Conveying =------------------- >

I
APN attribute | Net work capabilities
| ( SLA guar ant ee)
I an
El ement 2: Matching |

El ement 3: Network Measurenent
Figure 2: Illustration of the key el enments of APN
Scenari os of APN Donmai ns
1. SD WAN scenario

The SD-WAN scenario is shown in the following figure. Wth APN, at
the edge node, i.e. CPE, of the SD-WAN, the 5-tuple, plus infornmation
related to user or application group-level requirenents is
constructed into the APN attribute. Wen the packet is sent fromthe
CPE, the attribute is added along with the tunnel encapsul ati on.

This attribute is only meaningful for the network operators to apply
various policies in different nodes/service functions, which can be
enforced fromthe Controllers.

et al. Expires 16 May 2026 [ Page 8]
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o e e e e o oo +
e | SD-WAN Controller|--------- +
| R EEREEEE + |
I I I
I Ho- oo [------- + I
| | SDN  Controll er| |
I LR |------- + I
+--- - - + | | | +--- - - +
| App x| -\ I I I [~ App x|
+----- + +--]--+ S [-------=---- + oo+ | A +
\ - | | Appl i cation-aware | | | -/
| CPE 1] ---]| Net wor k | ---] CPE 2|
/-] | | Service Provisioning | | | -\
+----- + | +----- + o m e e e e e e e oo + +----- + | +----- +
| App yI-1 | | | \-lApp yl
+o---- + | <--- APN Domai n ---> +o---- +

Figure 3: APN Donmain in the Scenario of SD WAN

2. Hone br oadband scenari o

In the hone broadband scenario, generally a horme broadband user is
authorized by the BNG |If the validation is passed and the access
control is released, the user group can start enjoying the val ue-
added service. Wth APN, when the traffic traverses the nmetro
network, the traffic flow can be indicated by the APN attribute that
i s added/renoved at the edge devices of the Metro Network (APN

domai n) based on the mapping fromthe existing information (e.g. the
Q nQ which is conposed of C VLAN and S-VLAN) in the packet header and
then carried in the tunnel encapsul ation header. The APN attribute
will facilitate the fine-granular service in the APN domain. Once
the packets | eave the APN domain, the APN attribute will be renoved
together with the tunnel encapsul ati on header.

| ---- APN Dormain ---|
+---- 4+ e .
| PC| ( )
+----+ ==\ - ( )--.
+----- + \V----4+  H+----+ ( ) AR, +
| STB|----] RG|--] AN |----( Met ro Net wor k )----- | BNG |--->
S R + [+----4+ H----+ ( ) - +
oo + /-1 T ( )--
| Phone] / ( )
+o-m - - + Teaa-- ’
Q nQ Q nQ
|----]---- Tunnel EEEE
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Fi gure 4: Hone Broadband Scenario

3. Mobil e broadband scenario

In the nobil e broadband scenario, a UE is authorized by the 5CC
function, and the traffic steering and QoS policy are enforced by the
UPF (User Pl ane Function) node. |If the validation is passed and the
access control is released, the user can start enjoying the val ue-
added service. Wth APN, when the traffic traverses the nobile
transport network, the traffic flow can be indicated by the APN
attribute that is added at the edge devices of the nobile transport
net wor k (APN donmai n) based on mapping fromthe existing information
(e.g. GIP-u tunnel encapsul ation information) in the packet header
and then carried in the tunnel encapsul ati on header. The APN
attribute will facilitate the fine-granular service in the APN
domai n. Once the packets | eave the APN dormain, the APN attribute
will be removed together with the tunnel encapsul ati on header.

| --  APN Domain ---|
-+ e
| PC| ( )
+----+ - ( )--
+----+ $o-mm - + e +
| UE| --- ] gNB |------ ( Mobile Transport )------ | UPF |---->
+--- -+ [ S, + ( Net wor k ) S +
heoo oot - -~
| CPE | ( )
+----- + Teea-- ’
----  Tunnel ----]
[--------- GTP-u Tunnel --------

Fi gure 5: Mobil e Broadband Scenari o
7. Use cases for Application-aware Networking (APN)

This section illustrates sone of the use cases that can benefit from
APN. The correspondi ng requirenments for APN are al so outli ned.

Li, et al. Expires 16 May 2026 [ Page 10]



I nt

7.1

7.2.

Li,

ernet-Draft Probl em St atenment and Use cases of APN Novenber 2025

Application-aware SLA Guarant ee

As stated in section 1, ampng various applications being carried and
running in the network, some revenue-produci ng applications such as
online gam ng, video streaming, and enterprise video conferencing
have much nore dermandi ng perfornmance requirenents such as | ow network
| at ency and hi gh bandwi dth. |n order to achieve better Quality of
Experience (QoE) for end users and engage custoners, the network
needs to be able to provide fine-granularity and even application
group- |l evel SLA guarantee. Differentiated service provisioning is

al so desired

The APN framework MJST address the followi ng requirenents:

* APN needs to performthe three key el enments as described in
Section 5.

* Support application group-level fine-granularity traffic operation
that may include finer QS scheduling.

Appl i cation-aware network slicing

More and nore applications/services with diverse requirenents are
being carried over and sharing a comopn operators’ network
infrastructure. However, it is still desirable to have custoni zed
network transport that can support some applications’ specific
requirenents, taking into consideration service and resource

i solation, which drives the concept of network slicing.

Net work slicing provides ways to partition the network infrastructure
in either the control plane or data plane into multiple network
slices that are running in parallel. These network slices can serve
di verse services and fulfill their various requirenents at the same
time. For exanple, the mission critical application that requires
ultra-low |l atency and high reliability can be provisioned over a
separate network slice

The APN framework MJST address the followi ng requiremnents:

* APN needs to performthe three key el enments as described in
Section 5 in the context of network slicing.

* For the element 2, the APN franmework MJST allow to assign a given
traffic flow to specific network slice according to the APN
attribute carried in the APN packet.

* For the elenent 3, the APN framework MJST al |l ow t he network
measur enent of each network slice.
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Appl i cation-aware Determ nistic Networking

[ RFC8578] documents use cases for diverse industry applications that
require determnistic flows over nulti-hop paths. Determnistic

fl ows provide guaranteed bandw dth, bounded | atency, and ot her
properties relevant to the transport of tinme-sensitive data, and can
coexist on an IP network with best-effort traffic. It also provides
for highly reliable flows through provision for redundant paths.

The APN franmework MJUST address the followi ng requirenents:

* APN needs to performthe three key el enments as described in
Section 5 in the context of deterninistic networking.

* For the elenent 2, the APN framework MUST allow to assign a given
traffic flowto a specific determnistic path according to the APN
attribute carried in the APN packet.

* For the element 3, the APN franmework MJUST all ow the network
measur enent of each application-aware determ nistic path.

Application-aware Service Function Chaining

End-to-end service delivery often needs to go through various service
functions including traditional network service functions such as
firewalls, DPls as well as new application-specific functions, both
physical and virtual. The definition and instantiation of an ordered
set of service functions and subsequent steering of the traffic
through themis called Service Function Chaining (SFC) [ RFC7665].

SFC is applicable to both fixed and nobile networks as well as data
center networKks.

Generally, in order to manipulate a specific traffic flow along the
SFC, a DPI needs to be deployed as the first service function of the
chain to detect the application, which will inpose high CAPEX and
consunme | ong processing tine. For encrypted traffic, it even becones
i mpossible to inspect the traffic flow.

The APN framework MJST address the foll owi ng requirements:

* APN needs to performthe three key el enments as described in
Section 5 in the context of service function chaining.

* For the element 1, class information can be conveyed.

et al. Expires 16 May 2026 [ Page 12]
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* For the element 2, the APN franmework MJST allow to assign a given

traffic flowto a specific service function chain and MJST al | ow
the subsequent steering according to the APN attribute carried in
the APN packets.

* For the elenent 3, the APN framework MUST all ow t he network
measur enent of each application-aware service function chain.

Appl i cati on-aware Network Measurenent

Net wor k neasurenent can be used for locating silent failure and
predi cting QoE satisfaction, which enables real-tinme SLA awar eness/
proactive OAM Operations, Adm nistration, and Mi ntenance (QAM
refers to a toolset for fault detection and isol ation, and network
performance neasurenent. In-situ Operations, Admnistration, and
Mai nt enance (1 OAM records operational and telenetry information in
the packet while the packet traverses a path between two points in
t he networ k.

The APN framework MJST address the foll owi ng requiremnents:

* APN needs to performthe two key el enents as described in
Section 5 in the context of network nmeasurenent. The network
measurenent in the elenent 3 does not need to be considered here.

| ANA Consi derati ons
Thi s docunent does not include an | ANA request.
Security Considerations

In the APN work, in order to reduce the privacy and security issues,
the APN attribute MJST be conveyed along with the tunnel information
in the APN domain. The APN attribute is encapsul ated and renpved at
the edge of the APN domain. The APN I D MJUST be acquired fromthe
existing available information in the packet header w thout
interference into the payl oad.

According to the above specifications, the APN attribute is only
produced and used locally within the APN domai n without the
i nvol venent of the host/application side.

In order to prevent the nmalicious attack through the APN attri bute,
the follow ng policies can be configured at the network devi ces of
the APN domain. If the APN attribute is conveyed w thout the tunne
informati on, the packet MJUST be dropped. |If the APN attributes are
not known to the APN donmain, it should trigger the alarminfornation.
The packet can be forwarded w t hout being processed or dropped
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depending on the local policy. |If the network service requirenments
exceed the specification for the specific APNID, it should trigger
the alarminformation. The packet should be discarded to prevent
abusi ng of the resources. There should be rate-limting policy at
the edge of the APN domain to prevent the traffic belonging to a
specific APN I D from exceeding the preset limt.
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