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Abst ract

Thi s docunent defines the application-aware networking (APN) header
which can be used in a variety of data pl anes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 May 2026.
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I nt roducti on

Application-aware Networking (APN) is introduced in

[I-D. li-apn-framework] and [I-D.|i-apn-probl em statenent-usecases].
APN conveys an attribute with data packets in the network and nmakes
the network aware of fine-grain requirenents at the user group and
application group |evels.

Such an attribute is acquired, constructed in a structured val ue, and
then encapsul ated in the packets. Such a structured value is treated
as an opaque object in the network, to which the network operator
applies policies in various nodes/service functions along the path
and provides correspondi ng services.

This structured attribute can be encapsul ated in various data pl anes
adopted within a Network Operator’s controlled and |imted domain,
e.g. MLS, VXLAN, SR/ SRv6 and ot her tunnel technol ogies, which waits
to be further specified.

Thi s docunent defines the application-aware networking (APN) header
whi ch can be used in different data planes. The typical data pl anes
i nclude the MPLS data plane and | Pv6 data pl ane.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.
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3. Term nol ogi es
APN: Application-aware Networking
APN Attribute: Application-aware Networking Attribute, including APN
I D and APN Paraneters. It can be added at the edge devices of an APN
domain along with the tunnel encapsul ation.

APN | D: Application-aware Networking I D, including Application G oup
I D and User Group ID.

APN Para: Application-aware Networking Paranmeters, e.g., network
perf ormance paraneters.

4. Application-aware Networking Header
A common header is defined and can be used in different data planes.
The common header carries the APN attribute that is conposed of APN
I D and APN paraneters.
Thi s docunent defines three types of APN I D:
- Type 1 APN ID: it is 32 bhits.
- Type 2 APNID: it is 64 bits.
- Type 3 APNID: it is 128 bhits.
Qc;:prdijng to the types of APN ID, three types of APN headers are
ef i ned.

Type 1 APN Header:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| APN-ID Type | FI ags | APN- Par a- Type |
i e i i T e o o i S
| APN- | D |
i e e R e o o e i ol S N B S
| Intent (Optional) |
B i s T T i i o S o T Ji I
I
I

I
APN- Para (Optional) |

s i S e i i T s S S T ol ST S e e
Figure 1. APN Header with Type 1 APN ID

In this type of APN Header, the length of the APNID is 32 bits.

APN-1D- Type: An 8-bit identifier, indicates the type of APN ID.

Flags: An 8-bit field. The possible flags will be defined in the
future versions of this docunent.

APN- Par a- Type: A 16-bit nmap that specifies which APN paraneters are
specified for the APN ID. The APN- Para-Type value is a bitmap. The
packi ng order of the APN parameters follows the bit order as
specified in the APN-Para-Type bitmap field. The following bits are
defined in this docunment, with details on each bit described in
Section 6.

Bit O (Mbst significant bit) Wen set, indicates the presence of the
bandwi dt h requirenent.

Bit 1 Wen set, indicates the presence of the delay requirenent.
Bit 2 Wen set, indicates the presence of the jitter requirenent.

Bit 3 Wien set, indicates the presence of the packet |oss rate
requi renent.

APN-1D: A 32-bit identifier.

Intent: A 32-bit identifier, represents a set of service requirenents
to the network.

APN- Para: A variable field including APN paraneters. The presence of
the APN paraneters is indicated by the APN- Para- Type.
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Type 2 APN Header

0 1 2 3

01234567890123456789012345678901
e e S  h lk ol ol i S e o S e e
| APN-IDType | Fl ags | APN- Par a- Type |
R e e T i o e e e e o S e
I I
| APN-1D |
B T S i T s i i e e SEI S
| Intent (Optional)
o o e e ik o S e e ol ol o SR N
I
I

—_— =

APN- Para (Optional)

T S S T i o S S e i e S I S i S
Fi gure 2. APN Header with Type 2 APN ID

In this type of APN Header, the length of the APN ID is 64 bhits.

APN- |1 D- Type: An 8-bit identifier, indicates the type of APN ID.

Fl ags: An 8-bit field. The possible flags will be defined in the
future versions of this docunent.

APN- Par a- Type: A 16-bit nap whi ch specifies which APN paraneters are
specified for the APNID. The following bits are defined in this
docunent, with details on each bit described in the Section 6. The
order of packing the data fields in each node data el ement foll ows
the bit order of the APN-Para-Type field, as foll ows:

Bit 0 (Mbst significant bit) Wen set, indicates the presence of the
bandwi dt h requirenent.

Bit 1 Wien set, indicates the presence of the delay requirenent.
Bit 2 Wen set, indicates the presence of the jitter requirenent.

Bit 3 Wien set, indicates the presence of the packet |oss rate
requi renent.

APN-1D. A 64-bit identifier.

Intent: A 32-bit identifier, represents a set of service requirenents
to the network.
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APN- Para: A variable field including APN paraneters. The presence of
the APN parameters is indicated by the APN Para- Type.

Type 3 APN Header

0 1 2 3

01234567890123456789012345678901
i T o T i e S S S i S e S
APN- | D- Type | FI ags | APN- Par a- Type |
e b T S i i S S S S e e s S i T T i S S

APN- 1 D

B e T i T S i i I S T T i i i S N
Intent (Optional)

+-
I
+-
I
I
I
I
+-
I
S T T e R
I
I

—_————

APN- Para (Optional)

T S S T i o S S e i e S I S i S
Fi gure 3. APN Header with Type 3 APN ID

In this type of APN Header, the length of the APN ID is 128 bits.

APN- 1 D- Type: An 8-bit identifier, indicates the type of APN ID.

Fl ags: An 8-bit field. The possible flags will be defined in the
future versions of this docunent.

APN- Par a- Type: A 16-bit nap whi ch specifies which APN paraneters are
specified for the APNID. The following bits are defined in this
docunent, with details on each bit described in the Section 6. The
order of packing the data fields in each node data el ement foll ows
the bit order of the APN-Para-Type field, as foll ows:

Bit 0 (Mbst significant bit) Wen set, indicates the presence of the
bandwi dt h requirenent.

Bit 1 Wien set, indicates the presence of the delay requirenent.
Bit 2 Wien set, indicates the presence of the jitter requirenent.

Bit 3 Wien set, indicates the presence of the packet |oss rate
requi renent.

Li, et al. Expires 14 May 2026 [ Page 6]



Internet-Draft APN Header Novenber 2025

Li,

APN-I1D. A 128-bit identifier.

Intent: A 32-bit identifier, represents a set of service requirenents
to the network.

APN- Para: A variable field including APN paraneters. The presence of
the APN paraneters is indicated by the APN Para- Type.

APN I D

The APN I D can be divided into three parts:

APP-Group-1D: Application Goup ID

USER- G oup-I D: User Group ID

Reserved: The reserved field.

T e L o o o e i i s it NN R SR S B S

| APP- G oup-1 D | USER- Gr oup-1 D | Reserved

B i s T T i i o S o T Ji I
Figure 4. Structure of APN-1D

The lengths of the APP-G oup-ID and the USER-Group-1D are vari abl e.

Their | engths nust be configured and consistent within a specific APN

domai n.

APN Par anet er s

In the APN Header, the APN-Para-Type is a bit field to indicate the

presence of correspondi ng APN parameters. Wen the bit is set, the

correspondi ng APN paraneter MJST exist in the APN Header. The |length

of each APN paraneter is 32 bits. Thus it is easy to skip over

unknown requirenents.

Typi cal APN paraneters are the paraneters related with the network
performance requirements as foll ows:

1. Bandwi dth Requirenent
Thi s Bandwi dt h Requi renent paraneter indicates the m nimum acceptabl e

bandwi dth for the APN traffic. The format of this paraneter is shown
in the foll owi ng di agram
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0 1 2 3

01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| Bandwi dt h |
i I i S e S it SN DU DU SRS

Fi gure 5. Bandw dth Requirenent Paraneter

wher e:

Bandwi dt h: This 32-bit unsigned integer field carries the bandwi dth
requi renent in Mps along the path.

2. Del ay Requirenent

Thi s Del ay Requirenent paraneter indicates the maxi num acceptabl e
delay. The format of this paraneter is shown in the follow ng
di agram

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| RESERVED | Del ay I
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 6. Del ay Requirenent Paraneter
wher e:

RESERVED: This field is reserved for future use. It MJST be set to 0
when sent and MJST be i gnored when received.

Del ay: This 24-bit field carries the delay requirements in

m croseconds, encoded as an unsigned integer value. Wen set to the
maxi mum val ue 16, 777,215 (16. 777215 sec), then the delay is not
constrained. This value is the highest delay that can be tolerated.

3. Delay Variation Requirenent
This Delay Variation Requirenment paraneter indicates the maxi num

acceptabl e delay variation. The format of this paraneter is shown in
the follow ng di agram
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| RESERVED | Del ay Vari ation |
i i i T i I S i e s o o i i

Figure 7. Delay Variation Paraneter
wher e:

RESERVED: This field is reserved for future use. |t MJST be set to O
when sent and MJST be ignored when received.

Del ay Variation: This 24-bit field carries the delay variation
requirenents in mcroseconds, encoded as an unsigned integer val ue.

4. Packet Loss Rate Requirenent

Thi s Packet Loss Rate Requirenment paraneter indicates the maxi mum
accept abl e packet loss rate. The format of this paraneter is shown
in the foll ow ng di agram

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| RESERVED | Packet Loss Rate |
B i s T T i i o S o T Ji I
Fi gure 8. Packet Loss Rate Sub-TLV
wher e:

RESERVED: This field is reserved for future use. It MJST be set to O
when sent and MJST be ignored when received.

Packet Loss Rate: This 24-bit field carries packet loss rate
requi renent in packets per second as an unsigned integer. This value
is the highest packet-loss rate that can be tol erated.
I ANA Consi derations
These | ANA Consi derations conformto [ RFC8126].

I ANA is requested to create the following new registries on a new
"Application-Aware Networking (APN)" webpage.
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7.1. APN I D Types

I ANA is requested to create the following registry on the
Appl i cation-Aware Networking (APN) Attribute webpage:

Name: APN | D Types
Regi stration Procedure: |ETF Review

Ref erence: [this docunent]

Val ue Descri ption Ref erence
0 reserved
1 Type 1 APN ID [this docunent]
2 Type 2 APN ID [this docunent]
3 Type 3 APN ID [this docunent]
4- 254 unassi gnhed
255 reserved

7.2. APN Paraneter Types

I ANA is requested to create the following registry on the
Appl i cation- Aware Networking (APN) Attribute webpage:

Nanme: APN Paraneter Types
Regi stration Procedure: |ETF Review

Ref erence: [this docunent]

Bi t Descri ption Ref er ence
0 Bandwi dt h requi renment [this docunent]
1 Del ay requirenent [this docunent]
2 Jitter requirenent [this docunent]

3 Packet | oss requirenent [this docunent]
4-15 unassi gnhed
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9. Security Considerations

The Security Considerations described in
[1-D. li-apn-probl em st atenent -usecases] and
[1-D. peng-apn-security-privacy-consideration] can be referred to.
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