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Abst r act

The " ANY " query type in DNS requests the server to return all
avai l abl e resource records for a given domain nane. While RFC 8482
defines a nechanismfor authoritative servers to mnimze ANY
responses, a recursive resolver may still generate an ANY query
response directly fromits cache, thereby bypassing the authoritative
side’s ANY query nminimzation strategy. This docunment provides

suppl enent ary gui dance for recursive resolvers on processi ng ANY
queries to mtigate potential operational and security issues.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 27 June 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

The Domai n Nanme System (DNS) specifies a query type known as the "ANY
"query (QTYPE=255). |In operational deploynents, the handling of ANY
queries may raise both operational and security considerations.

[ RFC8482] defines a nechanismfor authoritative servers to provide

m nimzed responses to ANY queries; however, recursive resolvers may
generate ANY responses directly from cached resource record sets
(RRsets), thereby bypassing the mninization perfornmed by
authoritative servers. As a result, authoritative-side ninimzation
al one does not fully mtigate the security risks posed by ANY
queries. This docunent suppl enents existing nechani sns by providing
gui dance on response-minim zation strategies for recursive resolvers
when processi ng ANY queri es.

Ter mi nol ogy

Thi s docunent uses term nol ogy specific to the Domai n Nane System
(DNS), descriptions of which can be found in [ RFC8499].
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Thi s docunent uses the term "ANY query" for DNS neta-queries that
speci fy QITYPE=ANY, and uses "ANY response" for the DNS responses
produced in that context.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Motivation

ANY queries raise various operational and security considerations in
practical deploynents. This section first outlines these issues and
then identifies why reliance solely upon the authoritative-side

m nim zation mechani smdefined in [RFC8482] is insufficient to fully
mtigate these risks.

2.1. Operational and Security Issues Associated with ANY CQueries

ANY queries nmay cause a server to return multiple records beyond what
the client actually requested, thereby increasing the risk of

i nformati on disclosure. This naturally |eads operators toward

m nim zi ng such responses.

Responses to ANY queries are often large in size and can be abused in
DNS- based amplification attacks. An attacker can spoof the source IP
address and send ANY queries to resolvers, causing |large responses to
be reflected to a victim thereby anplifying the attack (see

[ RFC5358] ).

Processing an ANY query requires the DNS server to aggregate nultiple
resource records to generate a response, and these responses are
typically large, which can introduce additional operational burden

ANY responses are frequently | arge enough to cause | P datagram
fragmentation. Fragnmentation during transm ssion or handling can
i ntroduce additional security risks, including packet |oss and

bl ocki ng.

D fferent DNS servers nmay adopt inconsistent methods for processing
ANY queries or generating response content, resulting in
unpredi ct abl e behavior. This unpredictability may lead to
operational challenges and could potentially be exploited to create
security risks.
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2. Limtati ons of Authoritative-Side Mnimzation

Al t hough [ RFC8482] defines a nechanismfor authoritative servers to
m nimze responses to ANY queries, recursive resolvers nmay generate
ANY responses directly fromcached RRsets (e.g., A AAAA TXT
records) without retrieving mnimzed results fromauthoritative
servers. As a result, the ANY responses returned by recursive
resolvers to clients can still be large, potentially leading to
informati on di sclosure, anplification attacks, and other operationa
and security issues. Therefore, relying solely on authoritative-side
mnimzation is insufficient to fully mtigate these risks. This
docunent provides conpl enentary gui dance for recursive resolvers on
m nimi zi ng responses to ANY queries in order to reduce the potentia
i mpact .

Handl i ng of ANY Queries by Recursive Resol vers

1. Overview

To mitigate the operational and security risks associated with ANY
queries, this section first defines the core defensive principle for
recursive resolvers: a resolver SHOULD rely on the authoritative
server’'s mnimzed response as the basis for answering ANY queries
and SHOULD avoi d constructing an ANY response that exceeds the size
of the authoritative response by synthesizing data fromits |oca
cache.

In addition, recognizing that some authoritative servers have not yet
depl oyed response nminimzation for ANY queries, a recursive resol ver
MAY i nmpl ement suppl enentary mitigation neasures in accordance with
its local policy and operational requirenents.

3.2. Core Defense Mechani sm

Li,

A recursive resolver can naintain a dedicated cache for ANY queries
to avoid conbining nultiple cached RRsets into an excessively |arge
ANY response, which hel ps reduce potential security risks. In this
case, if the authoritative server has depl oyed an ANY-query

m nim zation mechani sm the recursive resolver SHOULD return the

m nimzed response fromthe authoritative server directly to the
client, rather than relying on locally cached RRsets to synthesize a
| arger ANY response.

In addition, since sone authoritative servers may refuse or not

support ANY queries, a resolver may consi der applying negative
cachi ng for such responses.
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Additional Mtigations

RRset M nim zation and Response Byte Limts: A resolver MAY respond
using a single RRset or a subset of available RRsets. However,
certain RRsets (e.g., large TXT or RRSIG records) can have

consi derabl e size, and inplenmenters SHOULD consi der placing an upper
bound on the total response size, such as limting UDP responses to
512 bytes, to mitigate security risks.

Rate Limiting for ANY queries: A recursive resolver may apply a rate-
limting nechani smfor QIYPE=ANY queries to reduce the risk
associated with potential abuse. Since ANY queries may generate

| arge response sizes, applying noderate rate linmts can help mitigate
potential risks. The specific rate-limting policy is left to the

i npl ementer to determ ne based on | ocal depl oynent considerations.

| npl enent ati on Experience
NSD i npl ements a subset-node response to ANY queries

Unbound supports a "deny-any" node, in which ANY queries are
rej ected.

BINDO inplements a single RRset response to ANY queri es.
Security Considerations

[ RFC8482] defines response-ninimzation nechani sns for authoritative
servers, but these mechani snms do not constrain how recursive

resol vers may synthesize | arge ANY responses fromtheir caches. Such
synt hesi zed responses can still be exploited for reflection or
anplification attacks.

Thi s docunent provides conpl ementary gui dance for recursive resolvers
to reduce the associated attack surface while preserving the
availability of legitinmate queries.
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