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Abstract

Application-aware | Pv6 Networking (APN6) makes use of | Pv6

encapsul ation to convey the APN Attribute along with data packets and
make the network aware of data flow requirenents at different
granularity levels. The APN attribute can be encapsulated in the APN
header. This docunent defines the APN header and its encapsul ation
in the I Pv6 data pl ane.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 May 2026.

Copyri ght Notice
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction

Appl i cation-aware Networking (APN) conveys an attribute with data
packets in the network and nakes the network aware of fine-grained
requi renents at appropriate |evel

Such an attribute is acquired, constructed in a structured val ue, and
then encapsul ated in the packets. Such a structured value is treated
as an opaque object in the network, to which the network operator
applies policies in various nodes/service functions along the path
and provides correspondi ng services.

This structured attribute can be encapsul ated in various data pl anes

adopted within a Network Operator’s controlled and |imted donain,
e.g. MLS, VXLAN, SK/ SRv6 and ot her tunnel technol ogies.

et al. Expires 14 May 2026 [ Page 2]



I nternet-Draft APN6 Encapsul ation Noverber 2025

Li,

Thi s docunent defines the application-aware networking (APN) header
and its encapsulation in the | Pv6 data pl ane.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Ter m nol ogi es
APN: Appli cation-aware Networking

APN6: Application-aware | Pv6 Networking, i.e., the data plane of APN
is | Pvb

APN Attribute: Application-aware information. It is added at the
edge devices of an APN domain al ong with any tunnel encapsul ation

APN | D: Application-aware Networking ID

APN Para: Application-aware Networking Paraneters

SRH: Segment Routing Header RFC 8754 [ RFC8754]
Probl em st at enent and Requirenents

In a network operator controlled donmain, the ingress edge devices
usual Iy have access to rich information, such as VLANQ@nQ VPN ID
and access interface, which is used to classify the packets into fine
granul ar virtual groups of flows at the edge.

However, after the packets enter the network operators donain, all
such information is not inmediately visible at transit nodes. It nmay
be hi dden inside encapsul ati on, masked by encryption, nmapped to other
protocol fields, or stripped fromthe packets conpletely.

Furt hernore, nany mappi ng schenes, where they are used, |ose sone

| evel of granularity fromthe information avail able at the network
edge. For exanple, when the information is mapped into snall fields
like DSCP (6 bits) or MPLS EXP (3 bits) the result is that only
relatively coarse grained QoS treatnment can be provided. MPLS EXP
bits are sonmetines insufficient to carry what an operator needs, even
the DSCP is really too snall.
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On the other hand, the identification of single application or user
is not needed in the network either. Besides the conmtment of
privacy protection, the traffic running in the network i s aggregated
and t he network does not have such capability nor the necessity of
processing such extrenmely fine granularity.

Therefore, the capability of offering appropriate |evel of
granularity is desired by operators in order to provide fine-grained
servi ces

Usage scenari os

The packet treatnments needed may vary at different parts of the path
within the domain, and enough information is needed to determ ne
these treatnents such as steering, triggering, and identifying in an
efficient way, that is, to efficiently realize a conposite network
service provisioning along the path. For exanple, at the headend to
steer into corresponding path at the mdpoint to collect
correspondi ng performance nmeasurenment data at the service function to
execute particular policies flexibly.

Furt hernore, when the packet traversing through nultiple technol ogy
domai ns of a single operator, where each donain is controlled

i ndependently without a hierarchical controller being depl oyed and
each has its own SLA nmechanism in this case, it is difficult to

achi eve end-to-end consistency in service provisioning (e.qg.

vi sual i zation) due to lack of information to indicate the granularity
of traffic flow across nmultiple domains. The ACL configuration at
the follow ng domai ns edge devices are very conpl ex and dynam ¢

This information can be carried directly in the packet or achieved
through a mapping froman opaque tag. Existing protocols such as
SFC/ NSH, SR/ SRv6, MPLS, VXLAN, and |IPv6, can be taken as

i npl ementation basis, but in each case the protocol may need
extensions. This draft focuses on the extensions in the |Pv6 data
pl ane.

APN Header

A comon header, i.e. APN Header, is defined and can be used in
different data planes. The conmon header carries the APN attribute
that is conposed of APN I D and APN paraneters

Thi s docunent defines three types of APN ID:

- Type 1 APN ID: it is 32 hits.

- Type 2 APN ID: it is 64 bits.
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- Type 3 APNID: it is 128 bits.

According to the types of APN ID, three types of APN headers are
defined and follow the same format as foll ows.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| APN-ID Type | FI ags | APN- Par a- Type |
i e i i T e o o i S
| APN- | D |
i e e R e o o e i ol S N B S
| Intent (Optional) |
B i s T T i i o S o T Ji I
I
I

I
APN- Para (Optional) |

e |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 1. APN Header For mat

APN- I D- Type: An 8-bit identifier, indicates the type of APN ID.

Flags: An 8-bit field. The possible flags will be defined in the
future versions of this docunent.

APN- Par a- Type: A 16-bit nap that specifies which APN paraneters are
specified for the APN ID. The APN Para-Type value is a bitmap. The
packi ng order of the APN paraneters follows the bit order as
specified in the APN-Para-Type bitmap field. The following bits are
defined in this docunment, with details on each bit described in
Section 8.

Bit O (Mxst significant bit) Wen set, indicates the presence of the
bandwi dt h requirenent.

Bit 1 Wien set, indicates the presence of the delay requirenent.
Bit 2 Wen set, indicates the presence of the jitter requirenent.

Bit 3 Wien set, indicates the presence of the packet |oss rate
requi renent.

APN-1D: A 32-bit identifier.
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Intent: A 32-bit identifier, represents a set of service requirenents
to the network.

APN-Para: A variable field including APN paraneters. The presence of
the APN paraneters is indicated by the APN Para- Type.

APN | D

The APN ID is suggested to be divided into three parts:

APP-Group-1D: Application Goup ID

USER- G- oup-1D: User Goup ID

Reserved: The reserved fi el d.

i i i T i I S i e s o o i i

| APP- Group-1D | USER- G oup- I D | Reserved

R et e s i o e s i i
Figure 2. Structure of APN-1D

The | engths of the APP-G oup-ID and the USER- G oup-1D are vari abl e.

Their | engths nust be configured and consistent within a specific APN

domai n.

The APN I D can be configured by using a tenplate [I-D.peng-apn-yang].

APN Par anet er s

In the APN Header, the APN-Para-Type is a bit field to indicate the

presence of correspondi ng APN parameters. Wen the bit is set, the

correspondi ng APN paraneter MJST exist in the APN Header. The |length

of each APN paraneter is 32 bits. Thus it is easy to skip over

unknown requirenents.

Typi cal APN paraneters are the paraneters related with the network
performance requirements as foll ows:

1. Bandwi dth Requirenent
Thi s Bandwi dt h Requi renent paraneter indicates the m nimum acceptabl e

bandwi dth for the APN traffic. The format of this paraneter is shown
in the foll owi ng di agram
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0 1 2 3

01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| Bandwi dt h |
i I i S e S it SN DU DU SRS

Fi gure 3. Bandw dth Requirenent Paraneter

wher e:

Bandwi dt h: This 32-bit unsigned integer field carries the bandwi dth
requi renent in Mps along the path.

2. Del ay Requirenent

Thi s Del ay Requirenent paraneter indicates the maxi num acceptabl e
delay. The format of this paraneter is shown in the follow ng
di agram

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| RESERVED | Del ay I
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 4. Del ay Requirenent Paraneter
wher e:

RESERVED: This field is reserved for future use. It MJST be set to 0
when sent and MJST be i gnored when received.

Del ay: This 24-bit field carries the delay requirements in

m croseconds, encoded as an unsigned integer value. Wen set to the
maxi mum val ue 16, 777,215 (16. 777215 sec), then the delay is not
constrained. This value is the highest delay that can be tolerated.

3. Delay Variation Requirenent
This Delay Variation Requirenment paraneter indicates the maxi num

acceptabl e delay variation. The format of this paraneter is shown in
the follow ng di agram
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| RESERVED | Del ay Vari ation |
i i i T i I S i e s o o i i

Figure 5. Delay Variation Paraneter

wher e:

RESERVED: This field is reserved for future use. |t MJST be set to O
when sent and MJST be ignored when received.

Del ay Variation: This 24-bit field carries the delay variation
requirenents in mcroseconds, encoded as an unsigned integer val ue.

4. Packet Loss Rate Requirenent

Thi s Packet Loss Rate Requirenment paraneter indicates the maxi mum
accept abl e packet loss rate. The format of this paraneter is shown
in the foll ow ng di agram

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| RESERVED | Packet Loss Rate |
B i s T T i i o S o T Ji I
Figure 6. Packet Loss Rate Sub-TLV
wher e:

RESERVED: This field is reserved for future use. It MJST be set to O
when sent and MJST be ignored when received.

Packet Loss Rate: This 24-bit field carries packet loss rate

requi renent in packets per second as an unsigned integer. This value
is the highest packet-loss rate that can be tol erated.

The APN Option

To support Application-aware | Pv6 networking, one | Pv6 Header option
RFC 8200 [ RFC8200], the APN option, is defined.

The APN option has the follow ng fornmat:
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10.

Li,

0 1 2 3

01234567890123456789012345678901
B il s S S S S I S i
| Opt Type = TBD1| Opt Data Len |

i i i T i I S i e s o o i i

I
APN Header (Vari abl e) .

e L o i e S  th o i R S
Figure 7. The APN Option
wher e:

0 Opt Type: Type value is TBD1 (suggested value 0x13), an 8-bit
unsigned integer. ldentifier of the type of this APN Option.

0 Opt Data Len: An 8-bit unsigned integer. Length of the Option Data
field of this option, that is, length of the APN header.

0 APN Header: Option-Type-specific data. It carries the APN header.
Variable-length field as specified in Section 6.

Locations for the APN Option

The APN | Pv6 Header option can be placed in two |locations in an | Pv6
packet header RFC 8200 [ RFC8200] depend upon the scenario and

i npl ementation requirenents. These are defined in the subsections
bel ow.

1. 1Pv6 Hop-by-Hop Options Header (HBH)

The APN option can be carried in the | Pv6 Hop-by-Hop Options Header.
By using the HBH Options Header, the information carried can be read
by every node al ong the path.

2. |1 Pv6 Destination Options Header (DOH)

The APN option can be carried in the |Pv6 Destination Qptions Header.
By using the DOH Options Header, the information carried can be read

by the destination node but would not nornally be seen by other nodes
al ong the path.
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APN TLV for the SRH

[ RFC8754] defines the segnment routing header (SRH) and the SRH TLV.
The SRH TLV provides neta-data for segnment processing. The APN

header can be placed in the SRH as the val ue of one type of SRH TLV

followi ng the Segnent List. By using the SRH, the infornation

carried can be read by the specified segnent destinations along the

SRv6 pat h.

The APN TLV is OPTIONAL and has the follow ng format:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type = TBD2 | Length | O RESERVED |
B T S i T s i i e e SEI S
I I
APN Header (Variabl e) '

I i S T i i S e e S i e o
Fi gure 8. The APN SRH TLV

wher e:

o Type: TBD2 (suggested val ue 0x13).

0 Length: The length of the variable length data in bytes.

oD 1bit. Wenit is set, it indicates the Destination Address
verification is disabled due to use of a reduced segnent |ist.

0 RESERVED: 15 bits. MJST be 0 on transm ssion and ignored on
receipt.

0 APN Header: It carries the APN header as specified in Section 6.
vari able-length field.

| mpl enent ati on Status
Huawei :

Huawei hardware platforns supports APN with current status as
fol | ows:

0 Huawei ATN with VRPV8 shi ppi ng code.

A
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0 Huawei CX600 with VRPV8 shi ppi ng code.
0 Huawei NE40E with VRPV8 shi ppi ng code.

0 Huawei ME60 with VRPV8 shi pping code.

0 Huawei NE5000E with VRPV8 shi ppi hg code.
0 Huawei NE9000 with VRPV8 shi ppi ng code.

0 Huawei NE8000 with VRPV8 shi ppi ng code.

Tshi nghua Uni versity:

o Li nux

BUPT (Beijing University of Posts and Tel econmuni cati ons):
o P4

13. | ANA Consi derations
These | ANA Consi derations conformto [ RFC8126].

IANA is requested to create the followi ng new registries on a new
"Application-Aware Networking (APN)" webpage.

13.1. APN I D Types

I ANA is requested to create the following registry on the
Appl i cation- Aware Networking (APN) Attribute webpage:

Nanme: APN I D Types
Regi stration Procedure: |ETF Review

Ref erence: [this docunent]
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Val ue Descri ption Ref erence
0 reserved
1 Type 1 APN ID [this docunent]
2 Type 2 APN ID [this docunent]
3 Type 3 APN ID [this docunent]
4- 254 unassi ghed
255 reserved

13.2. APN Paraneter Types

I ANA is requested to create the following registry on the
Appl i cation- Aware Networking (APN) Attribute webpage:

Name: APN Par ameter Types
Regi stration Procedure: |ETF Review

Ref erence: [this docunent]

Bit Description Ref erence
0 Bandwi dt h requi renent [this docunent]
1 Del ay requirenent [this docunent]
2 Jitter requirenent [this docunent]

3 Packet | oss requirenent [this docunent]
4-15 unassi gnhed

13.3. | Pv6 Header Option

I ANA is requested to assign an | Pv6 Header Option as follows:

Hex Bi nary Val ue
Val ue act chg rest Descri ption Ref erence
0x13 00 0 10011 Application-aware Networking [this docunment]

13.4. SRH TLV Type

I ANA is requested to assign an SRH TLV Type fromthe range of type
val ues for TLVs that do not change en route (2-127) as foll ows:
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Val ue Descri ption Ref erence

0x13 Appl i cati on-aware Networ ki ng [this docunent]

14. Security Considerations

In the APN work, in order to reduce the privacy and security issues,
the APN attribute MJST be conveyed along with the tunnel information
in the APN domain. The APN attribute is encapsul ated and renpved at
the edge of the APN domamin. The APN I D MJUST be acquired fromthe
existing available information in the packet header w thout
interference into the payl oad.

According to the above specifications, the APN attribute is only
produced and used locally within the APN domai n without the
i nvol venent of the host/application side.

In order to prevent the nmalicious attack through the APN attri bute,
the follow ng policies can be configured at the network devi ces of
the APN domain. If the APN attribute is conveyed w thout the tunne
informati on, the packet MJUST be dropped. |If the APN attributes are
not known to the APN donmain, it should trigger the alarminfornation.
The packet can be forwarded w t hout being processed or dropped
depending on the local policy. |If the network service requirenments
exceed the specification for the specific APNID, it should trigger
the alarminformation. The packet should be discarded to prevent
abusi ng of the resources. There should be rate-limting policy at
the edge of the APN domain to prevent the traffic belonging to a
specific APN I D from exceeding the preset linmt.
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