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Abstract

   This draft describes some potential new privacy requirements for the
   future network.  We start from the data lifecycle and propose that
   the privacy needs to be considered during the data is processing.  We
   also introduce some new academic research results.  Some use cases
   are proposed.  The goal is to attract IETF working or interest groups
   in researching to these new requirements in protocol level for the
   future network.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 5 January 2026.

Copyright Notice

   Copyright (c) 2025 IETF Trust and the persons identified as the
   document authors.  All rights reserved.
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   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   As mentioned in ITU-R "Framework and Overall Objectives of the Future
   Development of IMT in 2030 and beyond", new services in future
   network will be very likely to use computing power for data
   processing instead of only data transmission [ITU2083].  However,
   privacy issues may occur in the data processing and management phase.
   Possible scenarios can be sensing services and/or data analytics
   services, where user-related data will be collected and processed for
   example to derive sensing/analytic results, which may touch the
   sensitive information contained in the data.  As shown in Figure 1,
   5G networks do consider protecting user privacy with mechanisms like
   identity concealment, user consent and so on.  However, existing
   mechanisms do not cover privacy preserving consideration happening in
   heavy data processing and management services provided in network
   system.

   Given that the latest legal regulations (e.g., Data Act [DATAACT] and
   eIDAS2.0 in EU [EUDI]) force stronger privacy protection and full
   sovereignty of the data ownership , the lifecycle privacy-preserving
   consideration and management should be further enhanced.
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          |
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  |  Generation/|
  |  collection |
  +-------------+
  +-------------+
  |  Storage    |
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  +-------------+
  |Transmission |
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  +-------------+
  | Processing  | <-----Potential
  +-------------+       new issues
  +-------------+
  |    Usage    |
  +------|------+
         |
         v
                    Figure 1: Vulnerability of privacy in data lifecycle

   In future telco network, individual users may want their data being
   processed in their favorable way.  First of all, depending conditions
   such as whether the user is at home, in public, or consumes certain
   types of services, a user may either relax or escalate the privacy
   preserving level.  Second, a user may want to indicate at where his
   data shall be processed, e.g., centralized at the operator side or
   partly exposed to third parties.  Third, a user may want to specify
   what type of data processing techniques shall be used to process his
   data to guarantee the privacy preserving strength.  In general, a
   user expects a stronger but more fine-grained privacy-preserving
   consideration for data processing and management services.

   Same issues have also been raised in internet apps, Regarding to the
   processing privacy, such as the privacy information retrieval (PIR)
   mentioned by Apple at WWDC25.  Through PIR, a device can retrieve and
   return data through a server, but the server cannot associate the
   device with the specific returned content.  This is achieved through
   homomorphic encryption and is open-sourced at link:
   https://github.com/apple/swift-homomorphic-encryption.  Besides, We
   also see the potential of new technologies, such as private set
   intersection (PSI), which is very useful in cloud computing, such as
   in the field of federated learning.  These drive us to research how
   new privacy-preserving technologies can be used in future networks in
   protocol level.
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2.  Requirements Language

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC2119].

3.  AIML Use case for privacy reqirements in future network

   # TODO

4.  Potential New Requirements of Privacy as a serivce(PrivaaS)

   Several users request services where their data will be processed by
   the network.  Given individual preferences indicated by the users,
   the network should provide fine-grained privacy-preserving schemes
   during the service time for the users.  This could for example based
   on service types, user subscriptions/context, network states, etc.

   Users A, B, and C request different network services.  For example,
   user A uses network to browse web pages, and user B uses the network
   to share data with a third party to obtain third-party services.
   User C relies on the network to assist his vehicle self-driving,
   where environment sensing information including privacy content will
   be collected by the network.

   Depending on the user’s requirements and network settings, fine-
   grained privacy mechanisms will be used correspondingly for each
   user.  For example:

   *  User A uses anonymization of identity identifiers as a fine-
      grained privacy protection mechanism, which attackers cannot
      distinguish network traffic from others.

   *  User B uses a data pseudonym as a privacy protection mechanism.
      User data is processed to remove potential privacy risks, such as
      location scoping instead of precise location information.

   *  User C uses homomorphic encryption to perform environment sensing
      information computing and identify the obstacles while the data is
      encrypted.

   By leveraging privacy as a service, both users’ requirements are
   fulfilled with fine-grained privacy-preserving mechanism supported
   from the network such as in telecom.  User requirements and service
   data requirements can be adapted at the same time.

Li & Liu                 Expires 5 January 2026                 [Page 4]



Internet-Draft      Fine Grained Privacy for network           July 2025

4.1.  Potential new privacy technique for PrivaaS

   As the example shows, homomorphic encryption is just an example of a
   new technology.  Some new technologies have been discussed in
   academia, and they can all be considered.  The following are some
   examples of new potential privacy technologies for processing
   privacy.

   *  Ciphertext computation: It refers to the operation of performing
      calculations directly on encrypted data without decrypting it
      first.

   *  Privacy information retrieval (PIR): It is a technology that
      enables the querying party to hide the keywords of the queried
      object or customer ID information.

   *  Private set intersection (PSI): It is a cryptographic protocol,
      which is used to compare the intersection of private data sets of
      two or more parties, while ensuring that the respective data of
      each party will not be leaked.

   *  Multi-party computation (MPC): It is a general - purpose
      cryptographic primitive.  Without disclosing the original input
      data of the participants, it allows distributed participants to
      cooperate in calculating any function and output accurate
      calculation results.

   #TODO: How the new technology is used at the protocol level is an ffs

5.  Existing Privacy Designs in the Telco netowrk.

   Requirements for privacy for 5G are defined in 3GPP TS 22.261
   [TS22261]: The 5G system shall support a secure mechanism to collect
   system information while ensuring end-user and application privacy
   (e.g., application-level information is not to be related to an
   individual user identity or subscriber identity and UE information is
   not to be related to an individual subscriber identity).Some design
   principles have been applied to the solution, such as exposure
   collection of user information and use consent principles.  User
   identifiers are also protected, such as concealment the user’s
   permanent identity (SUPI) and using non-permanent identifiers such as
   GUTI(Globally Unique Temporary Identifier) and GPSI(Generic Public
   Subscription Identifier) to handle user-related information.

   It is worth mentioning that these technologies often use
   pseudonymization, and the privacy of data and content processing may
   need to be enhanced.

Li & Liu                 Expires 5 January 2026                 [Page 5]



Internet-Draft      Fine Grained Privacy for network           July 2025

6.  Potential Related IETF/IRTF Groups.

   Some potential WGs may be related to the privacy needs mentioned
   above, as follows:

   *  6GIP is a group that specifically discusses the privacy and
      security issues for the network including 6G

   *  The Privacy Preserving Measurement (ppm) working group is
      proposing a protocol for multi-party computation using
      cryptographic techniques, although use case is limit to
      information measurement, the charter’s goal is to address privacy
      issues in data collection.

   *  Privacy Enhancements and Assessments Research Group (pearg) is a
      general forum for discussing and reviewing privacy enhancing
      technologies for network protocols and distributed systems in
      general, and for the IETF in particular.

   *  Crypto Forum Research Group (CFRG) is a general forum for
      discussing and reviewing uses of cryptographic mechanisms, both
      for network security in general and for the IETF in particular.
      Some of the latest algorithms and academic results may be
      discussed in CFRG.

   TODO: Identifying more WG is ffs

7.  IANA Considerations

   This document has no IANA considerations.

8.  Security Consideration

   TODO
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