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Abst ract

This draft describes some potential new privacy requirenments for the
future network. We start fromthe data |ifecycle and propose that
the privacy needs to be considered during the data is processing. W
al so introduce some new academ c research results. Sone use cases
are proposed. The goal is to attract |IETF working or interest groups
in researching to these new requirenments in protocol |level for the
future network.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 January 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

As nentioned in I TUR "Framework and Overall Objectives of the Future
Devel opment of IMI in 2030 and beyond", new services in future
network will be very likely to use conputing power for data
processing instead of only data transm ssion [ITU2083]. However,
privacy issues nay occur in the data processing and managenent phase.
Possi bl e scenarios can be sensing services and/or data anal ytics
services, where user-related data will be collected and processed for
exanpl e to derive sensing/analytic results, which may touch the
sensitive information contained in the data. As shown in Figure 1
5G networks do consider protecting user privacy with mechanisns |ike
identity conceal nent, user consent and so on. However, existing
mechani sns do not cover privacy preserving consideration happening in
heavy data processing and nanagenent services provided in network
system

G ven that the latest |legal regulations (e.g., Data Act [DATAACT] and
elDAS2.0 in EU [EUDI]) force stronger privacy protection and ful
sovereignty of the data ownership , the lifecycle privacy-preserving
consi derati on and nmanagenent shoul d be further enhanced.
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Figure 1: Vulnerability of privacy in data lifecycle

In future telco network, individual users nmay want their data being
processed in their favorable way. First of all, depending conditions
such as whether the user is at home, in public, or consunes certain
types of services, a user may either relax or escal ate the privacy
preserving level. Second, a user may want to indicate at where his
data shall be processed, e.g., centralized at the operator side or
partly exposed to third parties. Third, a user may want to specify
what type of data processing techniques shall be used to process his
data to guarantee the privacy preserving strength. |In general, a
user expects a stronger but nore fine-grained privacy-preserving
consi deration for data processing and nmanagement services.

Sane issues have al so been raised in internet apps, Regarding to the
processing privacy, such as the privacy information retrieval (PIR)
menti oned by Apple at WADC25. Through PIR, a device can retrieve and
return data through a server, but the server cannot associate the
device with the specific returned content. This is achieved through
hononor phi ¢ encryption and i s open-sourced at |ink
https://github. com appl e/ swi ft-hononor phi c-encrypti on. Besides, W
al so see the potential of new technol ogies, such as private set
intersection (PSI), which is very useful in cloud conputing, such as
inthe field of federated | earning. These drive us to research how
new privacy-preserving technol ogies can be used in future networks in
prot ocol |evel
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Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Al M. Use case for privacy regirenents in future network
# TODO
Potenti al New Requirenents of Privacy as a serivce(PrivaaS)

Several users request services where their data will be processed by
the network. @G ven individual preferences indicated by the users,
the network shoul d provide fine-grained privacy-preserving schenes
during the service tinme for the users. This could for exanple based
on service types, user subscriptions/context, network states, etc.

Users A, B, and C request different network services. For exanple,
user A uses network to browse web pages, and user B uses the network
to share data with a third party to obtain third-party services

User Crelies on the network to assist his vehicle self-driving,
where environnent sensing information including privacy content wll
be collected by the network.

Dependi ng on the user’s requirenents and network settings, fine-
grai ned privacy mechanisnms will be used correspondingly for each
user. For exanple:

* User A uses anonynization of identity identifiers as a fine-
grai ned privacy protection nechani sm which attackers cannot
di stinguish network traffic from others

* User B uses a data pseudonym as a privacy protection nechani sm
User data is processed to renove potential privacy risks, such as
| ocation scoping instead of precise |ocation information.

* User C uses homonorphic encryption to perform environnent sensing
i nformati on conputing and identify the obstacles while the data is
encrypt ed.

By | everaging privacy as a service, both users’ requirenents are
fulfilled with fine-grained privacy-preserving nechani sm supported
fromthe network such as in telecom User requirenents and service
data requirenents can be adapted at the sane tine.
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1. Potential new privacy technique for PrivaaS

As the exanpl e shows, hononorphic encryption is just an exanple of a
new technol ogy. Sonme new t echnol ogi es have been di scussed in
academ a, and they can all be considered. The follow ng are sone
exanpl es of new potential privacy technol ogi es for processing
privacy.

* (G phertext conputation: It refers to the operation of performng
calculations directly on encrypted data wi thout decrypting it
first.

* Privacy information retrieval (PIR): It is a technol ogy that
enabl es the querying party to hide the keywords of the queried
obj ect or customer ID information.

* Private set intersection (PSI): It is a cryptographic protocol,
which is used to conpare the intersection of private data sets of
two or nore parties, while ensuring that the respective data of
each party will not be | eaked.

* Milti-party conputation (MPC): It is a general - purpose
cryptographic prinmtive. Wthout disclosing the original input
data of the participants, it allows distributed participants to
cooperate in calculating any function and output accurate
cal cul ation results.

#TODO How t he new technol ogy is used at the protocol level is an ffs
Exi sting Privacy Designs in the Tel co netow k.

Requirements for privacy for 5G are defined in 3GPP TS 22. 261

[ TS22261]: The 5G system shall support a secure mechanismto collect
systeminformati on while ensuring end-user and application privacy
(e.g., application-level information is not to be related to an

i ndi vidual user identity or subscriber identity and UE information is
not to be related to an individual subscriber identity).Some design
princi pl es have been applied to the solution, such as exposure

coll ection of user information and use consent principles. User
identifiers are also protected, such as conceal nent the user’s
permanent identity (SUPI) and using non-permanent identifiers such as
GQUTI (A obal Iy Uni que Tenporary ldentifier) and GPSI (Generic Public
Subscription lIdentifier) to handl e user-related information.

It is worth nmentioning that these technol ogi es often use

pseudonymi zati on, and the privacy of data and content processing may
need to be enhanced.
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Potential Related | ETF/ I RTF G oups.

Sone potential Wss rmay be related to the privacy needs mentioned
above, as foll ows:

* 6GPis a group that specifically discusses the privacy and
security issues for the network including 6G

* The Privacy Preserving Measurenment (ppm) working group is
proposing a protocol for nulti-party conputation using
crypt ographi ¢ techni ques, although use case is limt to
i nformati on neasurenent, the charter’s goal is to address privacy
i ssues in data collection.

* Privacy Enhancenents and Assessnments Research Group (pearg) is a
general forum for discussing and review ng privacy enhanci ng
technol ogi es for network protocols and distributed systens in
general, and for the IETF in particul ar.

* Crypto Forum Research Group (CFRG is a general forumfor
di scussing and revi ewi ng uses of cryptographi c mechani snms, both
for network security in general and for the IETF in particular.
Sone of the latest algorithms and academ c results may be
di scussed in CFRG
TODO. Identifying nore W is ffs
I ANA Consi derations
Thi s docunment has no | ANA consi derati ons.
Security Consideration
TODO
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