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Abst r act

In SRv6, an SRv6 SIDis a 128-bit value. Wen too many 128-bit SRv6
SIDs are included in an SRH, the introduced overhead will affect the
transm ssion efficiency of payload. 1In order to address this

probl em Conpressed SID(CSID) is proposed. This docurment defines new
behavi ors for service segnents with REPLACE- CSI D and NEXT- CSI D
flavors to enabl e conpressed SRv6 service progranm ng.
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I nt roducti on

Segnent Routing [RFC8402] is a source routing paradigmto support
steering packets through a programred path at the ingress node.

30

31

33
35

37
37
38

39

Currently, two data planes are defined for Segnent Routing: MPLS and
I Pv6. \When | Pv6 data plane is used in Segnent Routing, it is called

SRv6 [ RFC8754] . [RFC8754] defines a new extension header in |Pv6,
call ed Segment Routing Header (SRH), to support SRv6. To support
SRv6 networ k programm ng, [RFC8986] defines a franmework to build a
network program wi th topol ogical and service segnents carried in a
Segnment Routing header (SRH) [RFC8754].

A Service Function Chain (SFC) [RFC7665] defines an ordered set of
abstract service functions and ordering constraints that nust be
applied to packets and/or frames and/or fl ows.

A service function chain can be inplenented by SRv6 by using a
sequence of SRv6 Sl Ds including service segnents defined in
[1-D.ietf-spring-sr-service-progranm ng].

However, when too nmany 128-hit SRv6 SIDs are included in an SRH, the

overhead of the SRH will affect the transm ssion efficiency of the
payload. [I-D.ietf-spring-conpression-requirement] points out the
probl em of long SRv6 SID lists reduce payl oad efficiency. To
mtigate such overhead, [RFC9800] defines new flavors for basic SR
endpoi nt behaviors defined in [ RFC8986]. Using the new fl avored
behavior SID, a 128-bit SRv6 SID can be conpressed to be an 32-bit

or

16-bit Conpressed SID (CSID), which reduces a |ot of size of the SRv6

header .

To enable SRv6 SID lists conpression for service function chaining

(SFC), this docunment defines new behaviors of service segnments with

flavors defined in [ RFC9800].

et al. Expires 20 April 2026 [ Page
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

Thi s docunent | everages the terns defined in [ RFC8402], [ RFC8754],
[ RFC8986], [RFC9800] and [I-D.ietf-spring-sr-service-programing].
The reader is assuned to be familiar with this ternminology. This
docunent does not introduce any new termns.

2. SR Proxy Behaviors

[1-D.ietf-spring-sr-service-progranm ng] defines several SRv6
endpoi nt behaviors for service proxy segnents. A service proxy
segment IDis represented as an 128-bit value just |ike other SIDs
defined in [RFC8986]. This section defines sone new behavi ors of
those service proxy segnments by conbining the existing service proxy
segnent behaviors with CSID flavors, such as REPLACE-CSID fl avor and
NEXT- CSI D fl avor.

The main difference between behaviors are the forwarding
instructions. Therefore, when CSID conpression nechanismapplies to
SR Proxy behaviors, the pseudo code of the new behaviors can be
generated by updating the forwarding instructions of CSID to SR proxy
forwarding instructions. The follow ng sections define the details
of the pseudo code of new behaviors.

2.1. Static SR Proxy

In [I-D.ietf-spring-sr-service-programmng], an End. AS - Static proxy
endpoi nt behavior is defined for the static SR proxy. According to
the traffic type encapsulated in the SRv6 payl oad, the pseudo code of
Et hernet, 1 Pv4 and IPv6 is described as well in
[I-D.ietf-spring-sr-service-progranmng]. This section defines the
new behavi ors of associate the NEXT-CSID and REPLACE-CSID Fl avor to
END. AS.

2.1.1. Static Proxy for Inner Type Ethernet

Li, et al. Expires 20 April 2026 [ Page 4]
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2.1.1.1. REPLACE-CSID Fl avor

VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the REPLACE-CSID fl avor
(a.k.a End. AS with REPLACE-CSID) for Ethernet traffic, the procedure
described in Section 4.2.1 of [RFC9800] is executed except for line
R10 and R21 that are both replaced as foll ows.

PO1. If (Upper-|ayer header type != 143 (Ethernet)) {

P0O2. Resubmt the packet to the IPv6 nodule for transm ssion to
the new destinati on.

PO3. }

PO4. Perform | Pv6 decapsul ati on.

PO5. Subnmit the frame to the Ethernet nodule for transmission via

i nterface | FACE- OUT.
A rendering of the conplete pseudocode is provided in Appendi x A 1.

The upper-1ayer header processing is unchanged as per Section 6.1.2.1
of [I-D.ietf-spring-sr-service-programing].

When processing an Ethernet franme received on the interface | FACE-IN
and with a destination MAC address that is neither a broadcast
address nor matches the address of I FACE-IN, as per Section 6.1.2.1
of [I-D.ietf-spring-sr-service-progranm ng].

2.1.1.2. NEXT-CSID Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the NEXT-CSID flavor
(a.k.a End. AS with NEXT-CSID) for Ethernet traffic, the procedure
described in Section 4.1.1 of [RFC9800] is executed except for line
NO8 of that and |ine S15 of Section 4.1 of [RFC8986] that are both
repl aced as foll ows.

Qo1. I f (Upper-I|ayer header type != 143 (Ethernet)) {

Qo2. Resubmit the packet to the IPv6 nodule for transm ssion to
the new destinati on.

Q3.  }

Q4. Perform | Pv6 decapsul ati on.

Q05. Submit the franme to the Ethernet nmodule for transm ssion via

i nterface | FACE- QUT.
A rendering of the conplete pseudocode is provided in Appendi x A 2.

The upper-1ayer header processing is unchanged as per Section 6.1.2.1
of [I-D.ietf-spring-sr-service-programing].

et al. Expires 20 April 2026 [ Page 5]
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When processing an Ethernet frame received on the interface | FACE-IN
and with a destination MAC address that is neither a broadcast
address nor matches the address of IFACE-IN, as per Section 6.1.2.1
of [I-D.ietf-spring-sr-service-programing].

2.1.2. Static Proxy for Inner Type |IPv4
2.1.2.1. REPLACE-CsSID Fl avor

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the REPLACE-CSID fl avor
(a.k.a End. AS with REPLACE-CSID) for IPv4 traffic, the procedure
described in Section 4.2.1 of [RFCI9800] is executed except for line
R10 and R21 that are both replaced as foll ows.

PO1. If (Upper-I|ayer header type != 4 (1Pv4)) {

PO2. Resubmt the packet to the IPv6 nodule for transm ssion to
the new destinati on.

PO3. }

PO4. Perform | Pv6 decapsul ati on

PO5. Submit the packet to the IPv4 nodule for transm ssion on

interface | FACE-OQUT via NH ADDR
A rendering of the conplete pseudocode is provided in Appendi x A. 3.

The upper-1ayer header processing is unchanged as per Section 6.1.2.2
of [I-D.ietf-spring-sr-service-progranmmi ng].

When processing an | Pv4 packet received on the interface | FACE-1 N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.1.2.2 of
[1-D.ietf-spring-sr-service-progranm ng].

2.1.2.2. NEXT-CSID Fl avor

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SIDwith the NEXT-CSID fl avor
(a.k.a End. AS with NEXT-CSID) for IPv4 traffic, the procedure
described in Section 4.1.1 of [RFC9800] is executed except for line
NO8 of that and |ine S15 of Section 4.1 of [RFC8986] that are both
repl aced as foll ows.

Li, et al. Expires 20 April 2026 [ Page 6]
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Q1. If (Upper-Ilayer header type != 4 (1Pv4)) {

Qo2. Resubm t the packet to the I1Pv6 nmodule for transm ssion to
the new desti nati on.

Q03.

Q4. Perform | Pv6 decapsul ati on.

QO5. Subnit the packet to the IPv4 nodule for transm ssion on

interface | FACE-OQUT via NH ADDR.
A rendering of the conplete pseudocode is provided in Appendi x A 4.

The upper-1layer header processing is unchanged as per Section 6.1.2.2
of [I-D.ietf-spring-sr-service-progranm ng].

When processing an | Pv4 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.1.2.2 of

[1-D.ietf-spring-sr-service-progranm ng].

2.1.3. Static Proxy for Inner Type |Pv6

2.1.3.1. REPLACE-CSID Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the REPLACE-CSID fl avor
(a.k.a End. AS with REPLACE-CSID) for IPv6 traffic, the procedure
described in Section 4.2.1 of [RFC9800] is executed except for line
R10 and R21 that are both replaced as foll ows.

PO1. I f (Upper-I|ayer header type != 41 (1Pv6)) {

PO2. Resubmt the packet to the IPv6 nodule for transmi ssion to
the new desti nati on.

PO3. }

PO4. Perform | Pv6 decapsul ati on.

PO5. Submit the packet to the IPv6 nodul e for transm ssion on

interface | FACE-OQUT via NH ADDR.
A rendering of the conplete pseudocode is provided in Appendi x A 5.

The upper-1ayer header processing is unchanged as per Section 6.1.2.3
of [I-D.ietf-spring-sr-service-programing].

When processing an | Pv6 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.1.2.3 of

[1-D.ietf-spring-sr-service-progranm ng].

et al. Expires 20 April 2026 [ Page 7]
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2.1.3.2. NEXT-CSID Fl avor

2. 2.

2. 2.

VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the NEXT-CSID fl avor
(a.k.a End. AS with NEXT-CSID) for IPv6 traffic, the procedure
described in Section 4.1.1 of [RFC9800] is executed except for line
NO8 of that and line S15 of Section 4.1 of [RFC8986] that are both
repl aced as foll ows.

Q1. If (Upper-Ilayer header type !'= 41 (1Pv6)) {

Q2. Resubmt the packet to the IPv6 nodule for transm ssion to
the new destinati on.

Q03.

Q4. Perform | Pv6 decapsul ati on.

QO5. Submit the packet to the I Pv6 nodule for transm ssion on

interface | FACE-OQUT via NH ADDR.
A rendering of the conplete pseudocode is provided in Appendi x A. 6.

The upper-1ayer header processing is unchanged as per Section 6.1.2.3
of [I-D.ietf-spring-sr-service-progranmmi ng].

When processing an | Pv6 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.1.2.3 of

[1-D.ietf-spring-sr-service-progranm ng].

Dynam ¢ SR Pr oxy

In [I-D.ietf-spring-sr-service-progranm ng], an End. AD - Dynanic
proxy endpoi nt behavior is defined for the dynam c SR proxy.
According to the traffic type encapsulated in the SRv6 payl oad, the
pseudo code of Ethernet, IPv4 and IPv6 is described as well in
[I-D.ietf-spring-sr-service-progranmng]. This section defines the
new behavi ors of associate the NEXT-CSID and REPLACE-CSID Flavor to
END. AD.

1. Dynanic Proxy for Inner Type Ethernet

2.2.1.1. REPLACE-CsSID Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the REPLACE-CSID
flavor (a.k.a End. AD with REPLACE-CSID) for Ethernet traffic, the
procedure described in Section 4.2.1 of [RFCO9800] is executed except
for line RI0O and R21 that are both replaced as foll ows.

et al. Expires 20 April 2026 [ Page 8]
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PO1. If (Upper-Ilayer header type != 143 (Ethernet)) {
PO2. Resubm t the packet to the I1Pv6 nmodule for transm ssion to
the new desti nati on.
PO3. }
PO4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
PO5. Perform | Pv6 decapsul ati on.
PO6. Subnmit the frame to the Ethernet nodule for transnission via
i nterface | FACE- OUT.

A rendering of the conplete pseudocode is provided in Appendix A 7.

The upper-1ayer header processing is unchanged as per Section 6.2.2
of [I-D.ietf-spring-sr-service-programing].

When processing an Ethernet franme received on the interface | FACE-IN
and with a destination MAC address that is neither a broadcast
address nor matches the address of | FACE-IN, as per Section 6.2.2 of
[1-D.ietf-spring-sr-service-progranmng].

2.2.1.2. NEXT-CSID Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the NEXT-CSID fl avor
(a.k.a End. AD with NEXT-CSID) for Ethernet traffic, the procedure
described in Section 4.1.1 of [RFC9800] is executed except for line
NO8 of that and |ine S15 of Section 4.1 of [RFC8986] that are both
repl aced as foll ows.

Qo1. I f (Upper-|ayer header type != 143 (Ethernet)) {

Qo2. Resubmit the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Q03.

}
Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
QO5. Perform | Pv6 decapsul ati on.
Q6. Subnmit the frame to the Ethernet nmodule for transmission via
interface | FACE- OUT.

A rendering of the conplete pseudocode is provided in Appendi x A. 8.

The upper-1ayer header processing is unchanged as per Section 6.2.2
of [I-D.ietf-spring-sr-service-progranm ng].

When processing an Ethernet frame received on the interface | FACE-IN
and with a destination MAC address that is neither a broadcast
address nor matches the address of I FACE-IN, as per Section 6.2.2 of
[1-D.ietf-spring-sr-service-progranmng].

et al. Expires 20 April 2026 [ Page 9]
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2.2. Dynanic Proxy for Inner Type |IPv4
2.2.1. REPLACE-CSID Fl avor

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the REPLACE-CSID
flavor (a.k.a End. AD with REPLACE-CSID) for IPv4 traffic, the
procedure described in Section 4.2.1 of [RFCO9800] is executed except
for line RI0O and R21 that are both replaced as foll ows.

PO1. If (Upper-I|ayer header type != 4 (1Pv4)) {
PO2. Resubmt the packet to the IPv6 nodule for transmi ssion to
the new desti nati on.
PO3.
PO4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
PO5. Perform | Pv6 decapsul ati on.
PO6. Subnit the frame to the I Pv4 nodule for transmission via
interface | FACE-QUT via NH ADDR

A rendering of the conplete pseudocode is provided in Appendi x A 9.

The upper-1ayer header processing is unchanged as per Section 6.2.2
of [I-D.ietf-spring-sr-service-progranm ng].

When processing an | Pv4 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.2.2 of [I-D.ietf-spring-sr-service-programing].

2.2.2.2. NEXT- CSI D Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynami c proxy SID with the NEXT-CSID fl avor
(a.k.a End. AD with NEXT-CSID) for IPv4 traffic, the procedure
described in Section 4.1.1 of [RFC9800] is executed except for line
NO8 of that and line S15 of Section 4.1 of [RFC8986] that are both
repl aced as foll ows.

Q1. If (Upper-layer header type != 4 (1Pv4)) {

Q2. Resubmt the packet to the IPv6 nodule for transm ssion to
the new destinati on.

Q3. }

Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-I N
Q5. Perform | Pv6 decapsul ati on.
Q6. Submit the frame to the I Pv4 nodule for transmi ssion via
interface | FACE-OQUT via NH ADDR.

et al. Expires 20 April 2026 [ Page 10]
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A rendering of the conplete pseudocode is provided in Appendi x A. 10.

The upper-1ayer header processing is unchanged as per Section 6.2.2
of [I-D.ietf-spring-sr-service-programing].

When processing an | Pv4 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.2.2 of [I-D.ietf-spring-sr-service-programing].

2.3. Dynamic Proxy for Inner Type |Pv6
2.3.1. REPLACE-CSID Fl avor

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the REPLACE-CSID
flavor (a.k.a End. AD with REPLACE-CSID) for IPv6 traffic, the
procedure described in Section 4.2.1 of [RFC9800] is executed except
for line RIO and R21 that are both replaced as foll ows.

PO1. If (Upper-layer header type !'= 41 (1Pv6)) {

PO2. Resubm t the packet to the I1Pv6 nodule for transm ssion to
the new destinati on.

PO3.

P04. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN

PO5. Perform | Pv6 decapsul ati on

PO6. Subnit the frame to the I Pv6 nodule for transmission via

interface | FACE-QUT via NH ADDR

A rendering of the conplete pseudocode is provided in Appendi x A 11.

The upper-1ayer header processing is unchanged as per Section 6.2.2
of [I-D.ietf-spring-sr-service-progranmmi ng].

When processing an | Pv6 packet received on the interface | FACE-IN and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.2.2 of [I-D.ietf-spring-sr-service-progranm ng].

2.2.3.2. NEXT-CSID Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the NEXT-CSID fl avor
(a.k.a End. AD with NEXT-CSID) for IPv6 traffic, the procedure
described in Section 4.1.1 of [RFC9800] is executed except for line
NO8 of that and |ine S15 of Section 4.1 of [RFC8986] that are both
repl aced as foll ows.

et al. Expires 20 April 2026 [ Page 11]
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Q1. If (Upper-layer header type != 41 (I1Pv6)) {

Qo2. Resubm t the packet to the I1Pv6 nmodule for transm ssion to
t he new desti nati on.

Q03.

}
Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN
Q5. Perform | Pv6 decapsul ati on.
Q6. Submit the frame to the IPv6 nodul e for transm ssion via
interface | FACE-QUT vi a NH ADDR

A rendering of the conplete pseudocode is provided in Appendix A 12

The upper-1ayer header processing is unchanged as per Section 6.2.2
of [I-D.ietf-spring-sr-service-programing].

When processing an | Pv6 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-
IN, as per Section 6.2.2 of [I-D.ietf-spring-sr-service-progranmng].

Shared Menory SR Proxy

Thi s docunent does not need to define new flavors for shared proxy
behavi or as the processing will be executed by using the shared
menory Section 6.3 of [I-D.ietf-spring-sr-service-progranm ng].

Masquer adi ng SR Pr oxy

As per [I-D.ietf-spring-sr-service-programm ng], when forwarding
packets to SR-unaware SFs, masqueradi ng SR proxy sets the destination
address of the I Pv6 header as segment list[0] which is the origina
final destination address. When receiving the traffic returning from
the service, de-nmasquerading sets the destination address as segnent
list[Segment Left].

To be consistent with the behavi or of masqueradi ng proxy, it’'s
required that any segnent |ist containing one or nore nasqueradi ng
proxy CSID MJUST NOT apply any conpression encoding to the |ast
segrment (segnent list[0]).

Not e: The service receiving an | Pv6 packet fromthe proxy uses the
destination address (copied fromlast segnent) as final destination
and could apply certain actions based on that. In order to process
and forward packets correctly, it is required that the |ast segnent
not be conpressed.

To be consistent with the behavi or of masqueradi ng proxy, when

processing an | Pv6 packet matching a FIB entry locally instantiated
as an SRv6 masquerading CSID, it’'s required that the updated
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destination address MJST be cached in the proxy by adding a dynanic
caching mechanismsinmlar to the one described in Section 6.2 of
[I-D.ietf-spring-sr-service-progranmng] in case that segnent
list[Segnent Left] is a conpressed SID.

When processing an | Pv6 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-

IN, the destination address MJST be recovered from CACHE i n case t hat
segrment |ist[Segnment Left] could be a CSID container.

2.4.1. SRv6 Masqueradi ng Proxy Pseudocode

In [I-D.ietf-spring-sr-service-programming], an End. AM - Masquer adi ng
proxy endpoi nt behavior is defined for the Masqueradi ng SR proxy.
According to the traffic type encapsulated in the SRv6 payl oad, the
pseudo code of Ethernet, IPv4 and IPv6 is described as well in
[1-D.ietf-spring-sr-service-progranmng]. This section defines the
new behavi ors of associate the NEXT-CSID and REPLACE-CSID Fl avor to
END. AM

2.4.1.1. REPLACE-CSID Fl avor

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 masqueradi ng proxy SID with the REPLACE-CSID
flavor (a.k.a End. AM wi th REPLACE-CSID), the procedure described in
Figure 23 from Section 4.2.1 of [RFC9800] is executed except for line
R10 and R21 that are both replaced as foll ows.

PO1. Copy the I Pv6 Destination Address in a CACHE entry associ ated
with the interface | FACE-IN.

P02. Copy Segment List[0O] fromthe SRH to the Destination Address
of the I Pv6 header.

P03. Subnit the packet to the I Pv6 nodule for transm ssion on
interface | FACE-OQUT via NH ADDR.

A rendering of the conplete pseudocode is provided in Appendi x A 13.

*De- masquer adi ng*: When processing an | Pv6 packet received on the
interface IFACE-IN and with a destination address that does not match
any address of |IFACE-IN, the procedure described in Figure 24 from
Section 6.4.1 of [I-D.ietf-spring-sr-service-programrng] is executed
except for line S10 that is replaced as foll ows.

D01. Retrieve the CACHE entry associated with | FACE-IN.

D02. If the CACHE entry is not enmpty {

D03. Destination Address of the | Pv6 header is set to CACHE.
Do4. }
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A rendering of the conplete pseudocode is provided in Appendi x A 14.

2.4.1.2. NEXT-CSID Fl avor

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 masqueradi ng proxy SID with the NEXT-CSID
flavor (a.k.a End. AMwith NEXT-CSID), the procedure described in
Section 4.1.1 of [RFCI9800] is executed except for line NO8 of that
and line S15 of Section 4.1 of [RFC8986] that are both repl aced as
fol |l ows.

Q1. Copy the IPv6 Destination Address in a CACHE entry associ ated
with the interface | FACE-IN

Q2. Copy Segment List[0] fromthe SRH to the Destination Address
of the 1 Pv6 header

Q3. Submt the packet to the IPv6 nodule for transm ssion on
interface | FACE-OQUT via NH ADDR

A rendering of the conplete pseudocode is provided in Appendix A 15}.

*De- masquer adi ng*: When processing an | Pv6 packet received on the
interface |FACE-IN and with a destination address that does not match
any address of |IFACE-IN, the procedure described in Section 6.4.1 of
[I-D.ietf-spring-sr-service-progranming] is executed except for line
S10 that is replaced as foll ows.

EO1. Retrieve the CACHE entry associated with | FACE-IN

EO02. If the CACHE entry is not enpty {

EO3. Destination Address of the IPv6 header is set to CACHE
E04. }

A rendering of the conplete pseudocode is provided in Appendi x A 16
2.4.2. Destination NAT Flavor
2.4.2.1. REPLACE-CSID Fl avor
The Destination NAT flavor of the SRv6 masqueradi ng proxy with the
REPLACE- CSI D (a. k.a End. AM Masqueradi ng proxy with NAT with REPLACE-
CSID, End. AMN with REPLACE-CSID for short) is executed except for

line S09.1 and S10 in Section 6.4.2 of
[1-D.ietf-spring-sr-service-progranmi ng] replaced as foll ows.
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PO1. Copy the Destination Address of the |IPv6 header to the
Segnment List[0] entry of the SRH

P02. Retrieve the CACHE entry associated with | FACE-IN

P03. If the CACHE entry is not enpty {

PO4. Destination Address of the | Pv6 header is set to CACHE.

PO5. }

A rendering of the conplete pseudocode is provided in Appendix A 17

2.4.2.2. NEXT-CSID Fl avor

The Destination NAT flavor of the SRv6 masqueradi ng proxy with the
NEXT-CSI D (a. k.a End. AM Masqueradi ng proxy with NAT with NEXT-CSID
End. AWN with NEXT-CSID for short) is executed except for line S09.1
and S10 in Section 6.4.2 of [I-D.ietf-spring-sr-service-progranm ng]
repl aced as foll ows.

Q1. Copy the Destination Address of the |Pv6 header to the
Segnment List[0] entry of the SRH

Q2. Retrieve the CACHE entry associated with | FACE-IN

Q3. If the CACHE entry is not enpty {

Q4. Destination Address of the I Pv6 header is set to CACHE

Q5. }
A rendering of the conplete pseudocode is provided in Appendi x A 18.

2.4.3. Cache Fl avor

Li,

The caching flavor of the SRv6 masquerading proxy with CSID is

enabl ed as per Section 6.4.3 of
[1-D.ietf-spring-sr-service-progranm ng] w thout any nodification
Security Considerations

The security requirenments and nechani sns descri bed in [ RFC8402] and
[ RFC8754] also apply to this docunent.

Thi s docunent does not introduce any new security considerations.
I ANA Consi derati ons
SRv6 Endpoi nt Behavi ors
Thi s docunent requests the ANA to allocate, within the "SRv6
Endpoi nt Behavi ors" sub-registry belonging to the top-Ilevel "Segnent-

routing with I Pv6 datapl ane (SRv6) Paraneters" registry, the
followi ng allocations:
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Conpl et e Pseudocodes

REPLACE- CSI D Fl avor for Static Proxy for Inner Type Ethernet

When processing the SRH of a packet matching a FIB entry locally
instantiated as an SRv6 static proxy SID with the REPLACE-CSID fl avor

for

SO1.
S02.

S03.

S04.
S05.
S06.

S07.
S08.
RO1.
RO2.
RO3.

et al.

Et hernet traffic:

When an SRH i s processed {
If (Segnments Left == 0 and (DA Arg.Index == 0 or

Segment List[O][ DA Arg.Index-1] == 0)) {

Stop processing the SRH, and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header

}
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nmessage to the Source Address,

Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.

}
max LE = (Hdr Ext Len / 2) - 1
If (DA Arg.Index !'=0) {
If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {

Send an | CVP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
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RO4.
RO5.
RO6.
RO7.
RO8.
RO9.
PO1.
PO2.

PO3.
PO4.
POS5.

R11.
R12.
R13.
R14.

R15.
R16.
R17.
R18.
R19.
R20.

PO1.
PO2.
PO3.
PO4.
PO5.

S16.

A 2.

When processing an | Pv6 packet that matches a FIB entry | ocal
instantiated as an SRv6 static proxy SIDwith the NEXT-CSID f
Et hernet traffic:

for

Li, et al.

}

}
Decrenent DA. Arg. |l ndex by 1.
If (Segnent List[Segnents Left][DA Arg.Index] == 0) {
Decrenent Segnents Left by 1.
Decrenent | Pv6 Hop Limt by 1.
Update | Pv6 DA with Segment List[Segnents Left]
I f (Upper-Ilayer header type != 143 (Ethernet)) {
Resubm t the packet to the I Pv6 nmodul e for
transm ssion to the new destination.
}
Perform | Pv6 decapsul ati on.
Subnit the frame to the Ethernet nodule for transnission
via interface | FACE- OUT.
}
} Else {

If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
Send an | CWMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
}
Decrement Segments Left by 1.
Set DA Arg.Index to (128/LNFL - 1).

}

Decrenent | Pv6 Hop Limt by 1.

Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL. . LBL+LNFL-1] of the Destination Address of the |Pv6
header .

I f (Upper-|ayer header type != 143 (Ethernet)) {

Resubmt the packet to the IPv6 nodule for transmi ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.
Submit the frame to the Ethernet nodule for transm ssion via
interface | FACE- QUT.

NEXT-CSI D Fl avor for Static Proxy for Inner Type Ethernet

Iy
| avor
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NO1.
NO2.
NO3.

NO4.
NOS5.

NOG.

NO7.
Q1.
Q2.

Q3.
Q4.
Qo5.

NO9.
S02.
S03.

S04.
S05.
S06.

S07.
S08.
S09.
S10.

S11.
s12.
S13.
s14.
Q1.
Q2.

Q3.
Q5.

If (DA Argurment != 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
}
Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
Decrenent | Pv6 Hop Limt by 1.
I f (Upper-I|ayer header type != 143 (Ethernet)) {
Resubmit the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.
Submt the frame to the Ethernet nodule for transmnission via
i nterface | FACE- OUT.
}
If (Segments Left == 0) {
Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (1Pv6 Hop Limt <= 1) {
Send an | CVWP Ti ne Exceeded nmessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
Send an | CVP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
}
Decrement | Pv6 Hop Limt by 1.
Decrenent Segnents Left by 1.
Update | Pv6 DA with Segnent List[Segnents Left].
If (Upper-Ilayer header type != 143 (Ethernet)) {
Resubmt the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.
Submt the frane to the Ethernet nodul e for transm ssion via
interface | FACE- QUT.
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A 3.

Li,

REPLACE- CSI D Fl avor for Static Proxy for Inner Type |Pv4

VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the REPLACE-CSID fl avor
for IPv4 traffic:

S01. When an SRH i s processed {

S02. If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segment List[O][ DA Arg.Index-1] == 0)) {
S03. St op processing the SRH, and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
R03. Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R0O4. }
RO5. Decrenent DA. Arg. |l ndex by 1.
RO6. If (Segnent List[Segnents Left][DA Arg.Ilndex] == 0) {
RO7. Decrenent Segnents Left by 1.
RO8. Decrement |Pv6 Hop Limt by 1.
R0O9. Update | Pv6 DA with Segnent List[Segnents Left]
PO1. If (Upper-Ilayer header type !'= 4 (1Pv4)) {
PO2. Resubm t the packet to the I Pv6 nodul e for transm ssion
to the new destination.
PO3. }
PO4. Perform | Pv6 decapsul ati on.
PO5. Submit the packet to the IPv4 nodule for transm ssion on
interface | FACE-QUT via NH ADDR
R11. }
R12. } Else {
R13. If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
R14. Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
R15. }
R16. Decrenent Segnents Left by 1.
R17. Set DA Arg.Index to (128/LNFL - 1).
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R18. }

R19. Decrenent I Pv6 Hop Linmt by 1

R20. Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |Pv6

header .

PO1. I f (Upper-I|ayer header type != 4 (1Pv4)) {

PO2. Resubmit the packet to the IPv6 nodule for transm ssion to

the new destinati on.

PO3.

PO4. Perform | Pv6 decapsul ati on

PO5. Subnmit the packet to the IPv4 nodule for transm ssion on
interface | FACE-QUT via NH ADDR

S16. }

A 4. NEXT-CSID Flavor for Static Proxy for Inner Type |Pv4

When processing an | Pv6 packet that matches a FIB entry | oca
instantiated as an SRv6 static proxy SID with the NEXT-CSID f
for 1Pv4 traffic:

l'y
| avor
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NO1.
NO2.
NO3.

NO4.
NOS5.

NOG.

NO7.
Q1.
Q2.

Q3.
Q4.
Qo5.

NO9.
S02.
S03.

S04.
S05.
S06.

S07.
S08.
S09.
S10.

S11.
s12.
S13.
s14.
Q1.
Q2.

Q3.
Q5.

Li, et al.

If (DA Argurment != 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
}
Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
Decrenent | Pv6 Hop Limt by 1.
If (Upper-layer header type != 4 (1Pv4d)) {
Resubmit the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.
Subnmit the packet to the IPv4 nodule for transm ssion on
interface | FACE-QUT via NH ADDR

}
If (Segments Left == 0) {
Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (1Pv6 Hop Limt <= 1) {
Send an | CVWP Ti ne Exceeded nmessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
Send an | CVP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
}
Decrement | Pv6 Hop Limt by 1.
Decrenent Segnents Left by 1.
Update | Pv6 DA with Segnent List[Segnents Left].
If (Upper-Ilayer header type != 4 (1Pv4)) {
Resubmt the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.

Submit the packet to the IPv4 nodule for transm ssion on
interface | FACE- OQUT via NH ADDR
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A 5.

Li,

REPLACE- CSI D Fl avor for Static Proxy for Inner Type |Pv6

VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 static proxy SID with the REPLACE-CSID fl avor
for IPv6 traffic:

S01. When an SRH i s processed {

S02.

S03.

S04.
SO5.
S06.

S07.
S08.
RO1.
RO2.
RO3.

RO4.
ROS5.
RO6.

RO8.
RO9.
PO1.
PO2.

PO3.
PO4.
POS5.

R11.
R12.
R13.
R14.

R15.
R16.
R17.

et al.

If (Segnents Left == 0 and (DA Arg.lndex == 0 or

Segment List[O][ DA Arg.Index-1] == 0)) {

St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (1Pv6 Hop Limit <= 1) {

Send an | CVP Ti ne Exceeded nmessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If (DA Arg.lndex !'= 0) {

If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
}
Decrenent DA. Arg. |l ndex by 1.
If (Segnent List[Segnents Left][DA Arg.Ilndex] == 0) {
Decrenent Segnents Left by 1.
Decrement |Pv6 Hop Limt by 1.
Update | Pv6 DA with Segment List[Segnents Left]
If (Upper-Ilayer header type !'= 41 (1Pv6)) {
Resubm t the packet to the I1Pv6 nodule for transm ssion to
the new destinati on.
}
Perform | Pv6 decapsul ati on.
Submit the packet to the IPv6 nodul e for transm ssion on
interface | FACE-QUT via NH ADDR

}
El se {
If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
}
Decrement Segments Left by 1.
Set DA Arg.lndex to (128/LNFL - 1).
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R18. }

R19. Decrenent | Pv6 Hop Limt by 1.

R20. Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |Pv6

header .

PO1. I f (Upper-layer header type != 41 (1Pv6)) {

PO2. Resubmit the packet to the IPv6 nodule for transm ssion to

the new destinati on.

PO3.

PO4. Perform | Pv6 decapsul ati on.

PO5. Subnmit the packet to the IPv6 nodul e for transm ssion on
interface | FACE-QUT via NH ADDR

S16. }

A.6. NEXT-CSID Flavor for Static Proxy for Inner Type |Pv6

When processing an | Pv6 packet that matches a FIB entry | ocal
instantiated as an SRv6 static proxy SID with the NEXT-CSID f
for 1Pv6 traffic:

l'y
| avor
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NO1.
NO2.
NO3.

NO4.
NOS5.

NOG.

NO7.
Q1.
Q2.

Q3.
Q4.
Qo5.

NO9.
S02.
S03.

S04.
S05.
S06.

S07.
S08.
S09.
S10.

S11.
s12.
S13.
s14.
Q1.
Q2.

Q3.
Q5.

Li, et al.

If (DA Argurment != 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
}
Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
Decrenent | Pv6 Hop Limt by 1.
I f (Upper-Ilayer header type != 41 (1Pv6)) {
Resubmit the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.
Subnmit the packet to the IPv6 nodul e for transm ssion on
interface | FACE-QUT via NH ADDR

}
If (Segments Left == 0) {
Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (1Pv6 Hop Limt <= 1) {
Send an | CVWP Ti ne Exceeded nmessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry+1)) {
Send an | CVP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
}
Decrement | Pv6 Hop Limt by 1.
Decrenent Segnents Left by 1.
Update | Pv6 DA with Segnent List[Segnents Left].
If (Upper-Ilayer header type !'= 41 (1Pv6)) {
Resubmt the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

Perform | Pv6 decapsul ati on.

Submit the packet to the I Pv6 nodule for transm ssion on
interface | FACE- OQUT via NH ADDR
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A 7.

REPLACE- CSI D Fl avor for Dynamic Proxy for |nner Type Ethernet

VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the REPLACE-CSID
flavor for Ethernet traffic:

S01. When an SRH i s processed {

S02.

S03.

S04.
SO5.
S06.

S07.
S08.
RO1.
RO2.
RO3.

RO4.
ROS5.
RO6.

RO8.
RO9.
PO1.
PO2.

PO3.
PO4.

PO5.
POG6.

R11.
R12.
R13.
R14.

R15.

Li,

If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segment List[O][ DA Arg.Index-1] == 0)) {
St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If (DA Arg.lndex !'= 0) {
If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
}
Decrenent DA. Arg. |l ndex by 1.
If (Segnent List[Segnents Left][DA Arg.Ilndex] == 0) {
Decrenent Segnents Left by 1.
Decrement |Pv6 Hop Limt by 1.
Update | Pv6 DA with Segment List[Segnents Left]
If (Upper-I|ayer header type != 143 (Ethernet)) {
Resubm t the packet to the I1Pv6 nodule for transm ssion to
the new destinati on.
}
Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
Perform | Pv6 decapsul ati on.
Submit the frame to the Ethernet nodule for transmission via
i nterface | FACE- QUT.

}
} Else {
If((Last Entry > max_LE) or (Segments Left > Last Entry+1)){
Send an | CVP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
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R16. Decrement Segments Left by 1.
R17. Set DA.Arg.lndex to (128/LNFL - 1).
R18. }

R19. Decrenent | Pv6 Hop Limt by 1.
R20. Wite Segnment List[Segnments Left][DA Arg.lIndex] into the bits
[LBL..LBL+LNFL-1] of the Destination Address of the |IPv6

header .
PO1. If (Upper-I|ayer header type != 143 (Ethernet)) {
PO2. Resubmt the packet to the I1Pv6 nodule for transm ssion to

t he new desti nati on.
PO3.
PO4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
PO5. Perform | Pv6 decapsul ati on.
PO6. Submt the frane to the Ethernet nodul e for transm ssion via
interface | FACE- QUT.
S16. }

A.8. NEXT-CSID Flavor for Dynamic Proxy for |nner Type Ethernet
VWhen processing an | Pv6 packet that matches a FIB entry locally
I

instantiated as an SRv6 dynamic proxy SID with the NEXT-CSID f
for Ethernet traffic:

avor

NO1. If (DA Argunent != 0)

NO2. If (1Pv6 Hop Limt <= 1) {

NO3. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

NO4. }

NO5. Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]

of the Destination Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to

zero.

NO7. Decrenent | Pv6 Hop Limt by 1.

Qo1. I f (Upper-I|ayer header type != 143 (Ethernet)) {

Qo2. Resubmit the packet to the IPv6 nodule for transm ssion to

the new destinati on.
Q3. }
Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-I N
QO5. Perform | Pv6 decapsul ati on.
Q6. Subnmit the frame to the Ethernet nmodule for transmission via
interface | FACE- OUT.
N09. }
S02. If (Segnents Left == 0) {
S03. St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
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S04.
S0O5.
S06.

S07.
S08.
S09.
S10.

S11.
s12.
s13.
s14.
Q1.
Q2.

Q03.
Q4.

QO5.
QO6.

A 9.

the Next Header field in the routing header.
}
If (1Pv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}
max_LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1)) {
Send an | CWP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
}
Decrenent | Pv6 Hop Limt by 1.
Decrement Segnments Left by 1.
Update | Pv6 DA with Segment List[Segnents Left].
I f (Upper-I|ayer header type != 143 (Ethernet)) {
Resubmit the packet to the IPv6 nodule for transm ssion to
the new destinati on.

}
Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
Perform | Pv6 decapsul ati on.
Submit the frame to the Ethernet nodule for transm ssion via
interface | FACE- OUT.

REPLACE- CSI D Fl avor for Dynamic Proxy for Inner Type |Pv4d

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the REPLACE-CSID
flavor for IPv4 traffic:

SO1.
S02.

S03.

S04.
S05.
S06.

SO7.
S08.
RO1.
RO2.

When an SRH i s processed {

If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segnent List[O][DA Arg.Index-1] == 0)) {
St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.
}
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.

}
max LE = (Hdr Ext Len / 2) - 1
If (DA Arg.lndex !'= 0) {
If ((Last Entry > nax _LE) or (Segnents Left > Last Entry)) {
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RO3.

RO4.
ROS5.
RO6.
RO7.
RO8.
RO9.
PO1.
PO2.

PO3.
PO4.

PO5.
PO6.

R11.

R12.

}

R13.
R14.

R15.
R16.
R17.

R18.
R19.
R20.

PO1.

}

PO2.

PO3.
PO4.

PO5.
PO6.

S16.

Li,

}

et al.

Send an | CVMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,

i nterrupt packet processing and discard the packet.
}
Decrement DA. Arg. | ndex by 1.
If (Segment List[Segnents Left][DA Arg.Index] == 0) {

Decrenent Segnents Left by 1.

Decrenent | Pv6 Hop Limt by 1.

Update | Pv6 DA with Segnent List[Segnents Left]

If (Upper-I|ayer header type != 4 (1Pv4)) {

Resubmt the packet to the IPv6 nodule for transmi ssion to
t he new desti nati on.

}
Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
Perform | Pv6 decapsul ati on.
Subnit the frame to the I Pv4 nodule for transmission via
interface | FACE-QUT via NH ADDR

}
El se {
If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
}
Decrement Segments Left by 1.
Set DA Arg.Index to (128/LNFL - 1).

Decrement | Pv6 Hop Limt by 1.
Wite Segment List[Segments Left][DA Arg.lndex] into the bits

[ LBL. . LBL+LNFL-1] of the Destination Address of the |Pv6
header .

If (Upper-I|ayer header type != 4 (1Pv4)) {

Resubmt the packet to the IPv6 nodule for transmission to
the new desti nati on.

Copy the I Pv6 encapsulation in a CACHE entry associated with

the interface | FACE-IN.

Perform | Pv6 decapsul ati on.
Submit the frame to the | Pv4 nodule for transm ssion via

interface | FACE- QUT vi a NH ADDR.
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A.10. NEXT-CSID Flavor for Dynanmic Proxy for Inner Type |IPv4

Li,

VWhen processing an | Pv6 packet that matches a FIB entry locally
I

instantiated as an SRv6 dynamic proxy SID with the NEXT-CSID fl avor
for IPv4 traffic:

NO1. If (DA Argunent != 0)

NO2. If (1Pv6 Hop Limt <= 1) {

NO3. Send an | CVP Ti ne Exceeded nessage to the Source Address

with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
NO4. }
NO5. Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to

zero.

NO7. Decrenent | Pv6 Hop Limt by 1.

Q1. If (Upper-I|ayer header type != 4 (1Pv4)) {

Qo2. Resubmit the packet to the IPv6 nodule for transm ssion to

the new destinati on.

Q3. }

Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.

QO5. Perform | Pv6 decapsul ati on.

Q6. Subnmit the franme to the IPv4 nodule for transmission via
interface | FACE-QUT via NH ADDR.

N09. }

S02. If (Segnents Left == 0) {

S03. St op processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

So4. }

S05. If (IPv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.

S07. }

S08. max_LE = (Hdr Ext Len / 2) - 1

S09. If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1l)) {

S10. Send an | CWP Paraneter Problemto the Source Address
with Code 0 (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.

S11. }

S12. Decrenent I1Pv6 Hop Limt by 1.

S13. Decrenent Segnments Left by 1.

S14. Update | Pv6 DA with Segnent List[Segnents Left].

Q1. If (Upper-layer header type != 4 (1Pv4)) {
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Qo2. Resubmit the packet to the IPv6 nodule for transm ssion to
the new desti nati on.
Q03.

}
Q4. Copy the IPv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
Q5. Perform | Pv6 decapsul ati on.
Q6. Submit the frame to the I Pv4 nodule for transm ssion via
interface | FACE-QUT via NH ADDR.

A.11. REPLACE-CSID Fl avor for Dynam c Proxy for Inner Type |Pv6
When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynami c proxy SID with the REPLACE-CSID
flavor for IPv6 traffic:

S01. When an SRH i s processed {

S02. If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segnent List[O][DA Arg.Index-1] == 0)) {
S03. St op processing the SRH, and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.

S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nax _LE) or (Segnents Left > Last Entry)) {
R03. Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R0O4. }
RO5. Decrenment DA. Arg. | ndex by 1.
RO6. If (Segment List[Segnents Left][DA Arg.Index] == 0) {
RO7. Decrenent Segnents Left by 1.
R08. Decrenent | Pv6 Hop Limt by 1.
R09. Update | Pv6 DA with Segnent List[Segnents Left]
PO1. I f (Upper-I|ayer header type != 41 (1Pv6)) {
PO2. Resubmt the packet to the IPv6 nodule for transmission to
the new desti nati on.
PO3. }
PO4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.
PO5. Perform | Pv6 decapsul ati on.
PO6. Submit the frame to the I Pv6 nodule for transnission via
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interface | FACE- QUT vi a NH ADDR.

R11. }

R12. } Else {

R13. If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){

R14. Send an | CWMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.

R15. }

R16. Decrenent Segnents Left by 1.

R17. Set DA. Arg.Index to (128/LNFL - 1).

R18. }

R19. Decrement | Pv6 Hop Limt by 1.
R20. Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL. . LBL+LNFL-1] of the Destination Address of the |Pv6

header .
PO1. I f (Upper-I|ayer header type != 41 (1Pv6)) {
PO2. Resubmt the packet to the IPv6 nodule for transmi ssion to

t he new desti nati on.

PO3. }

PO4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN.

PO5. Perform | Pv6 decapsul ati on.

PO6. Submit the frame to the |Pv6 nodule for transm ssion via
interface | FACE- QUT vi a NH ADDR.

S16. }

A.12. NEXT-CSID Flavor for Dynanmic Proxy for Inner Type |Pv6

Li,

When processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 dynamic proxy SID with the NEXT-CSID fl avor
for IPv6 traffic:

NO1l. If (DA Argument != 0) {

NO2. If (IPv6 Hop Limt <= 1) {

NO3. Send an | CVP Ti ne Exceeded nessage to the Source Address

with Code O (Hop linmit exceeded in transit),
i nterrupt packet processing, and discard the packet.
NO4. }
NO5. Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
NO6. Set the bits [(LBL+AL)..127] of the Destination Address to

zero.

NO7. Decrenent | Pv6 Hop Limt by 1.

Q1. If (Upper-I|ayer header type !'= 41 (1Pv6)) {

Q2. Resubmt the packet to the IPv6 nodule for transm ssion to

t he new desti nati on.

Q3. 1}
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Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-IN

QO5. Perform | Pv6 decapsul ati on.

Q6. Subnmit the frame to the I Pv6 nodule for transm ssion via
interface | FACE-OQUT via NH ADDR.

N09. }

S02. If (Segnents Left == 0) {

S03. Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

So4. }

S05. If (I1Pv6 Hop Limt <= 1) {

S06. Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.

S07. }

S08. max LE = (Hdr Ext Len / 2) - 1

S09. If ((Last Entry > nax_LE) or (Segnents Left > Last Entry+1)) {

S10. Send an | CMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.

S11. }

S12. Decrement | Pv6 Hop Limt by 1.

S13. Decrenent Segnents Left by 1.

S14. Update | Pv6 DA with Segnent List[Segnents Left].

Q1. If (Upper-layer header type != 41 (I1Pv6)) {

Q2. Resubmt the packet to the IPv6 nodule for transm ssion to
the new destinati on.

Q03.

}
Q4. Copy the I Pv6 encapsulation in a CACHE entry associated with
the interface | FACE-I N
Q5. Perform | Pv6 decapsul ati on.
Q6. Submit the frame to the I Pv6 nodule for transmi ssion via
interface | FACE-OQUT via NH ADDR.

A.13. REPLACE-CSID Fl avor for SRv6 Masqueradi ng Proxy
VWhen processing an | Pv6 packet that matches a FIB entry locally
instantiated as an SRv6 nmasqueradi ng proxy SID with the REPLACE-CSID
flavor:

S01. When an SRH is processed {

S02. If (Segnents Left == 0 and (DA Arg.lndex == 0 or
Segment List[O][ DA Arg.Index-1] == 0)) {
S03. St op processing the SRH, and proceed to process the next

header in the packet, whose type is identified by
the Next Header field in the routing header.
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S04. }
S05. If (IPv6 Hop Limt <= 1) {
S06. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (Hop limt exceeded in transit),
i nterrupt packet processing and discard the packet.
S07. }
S08. max_LE = (Hdr Ext Len / 2) - 1
RO1. If (DA Arg.lndex !'= 0) {
RO2. If ((Last Entry > nmax_LE) or (Segnents Left > Last Entry)) {
R03. Send an | CWMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnents Left field,
i nterrupt packet processing and discard the packet.
R0O4. }
RO5. Decrenent DA. Arg. |l ndex by 1.
RO6. If (Segnent List[Segnents Left][DA Arg.Ilndex] == 0) {
RO7. Decrenent Segnents Left by 1.
RO8. Decrement |Pv6 Hop Limt by 1.
R0O9. Update | Pv6 DA with Segnent List[Segnents Left]
PO1. Copy the I Pv6 Destination Address in a CACHE entry associ ated
with the interface | FACE-IN
P0O2. Copy Segnent List[0] fromthe SRH to the Destination Address
of the I Pv6 header.
PO3. Subnit the packet to the IPv6 nodul e for transm ssion on
interface | FACE-QUT via NH ADDR
R11. }
R12. } Else {
R13. If((Last Entry > max_LE) or (Segnents Left > Last Entry+1)){
R14. Send an | CMP Paraneter Problemto the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
i nterrupt packet processing and discard the packet.
R15. }
R16. Decrenent Segnents Left by 1.
R17. Set DA. Arg.Index to (128/LNFL - 1).
R18. }

R19. Decrement | Pv6 Hop Limt by 1.
R20. Wite Segment List[Segments Left][DA Arg.lndex] into the bits
[LBL. . LBL+LNFL-1] of the Destination Address of the |Pv6
header .
PO1. Copy the I Pv6 Destination Address in a CACHE entry associ ated
with the interface | FACE-IN.
PO2. Copy Segment List[O] fromthe SRH to the Destination Address
of the I Pv6 header.
P0O3. Submit the packet to the I Pv6 nodule for transm ssion on
interface | FACE- OQUT via NH ADDR
S16. }
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A.14. REPLACE-CSID Fl avor for SRv6 De-masqueradi ng Proxy

When processing an | Pv6 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-

I'N:
S01. When an SRH i s processed {
S02. If (IPv6 Hop Limt <= 1) {
S03. Send an | CVP Ti ne Exceeded nmessage to the Source Address,

Code O (hop limt exceeded in transit),
I nterrupt packet processing and di scard the packet.

S04. }
S05. If (Segrments Left 1= 0) {
S06. max_| ast_entry = (Hdr Ext Len / 2) - 1
S07. If ((Last Entry > nax_last_entry) or
(Segnents Left > Last Entry)) {
S08. Send an | CVP Par aneter Probl em nmessage to the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnments Left field,
Interrupt packet processing and di scard the packet.
S09. }
DO1. Retrieve the CACHE entry associated with | FACE-IN.
D02. If the CACHE entry is not enpty {
D03. Destination Address of the IPv6 header is set to CACHE
D04. }
S11. }
S12. Decrenent Hop Limt by 1.
S13. Subnmit the packet to the IPv6 nodule for transmi ssion to the
next destination.
Si4. }

A.15. NEXT-CSID Fl avor for SRv6 Masqueradi ng Proxy
When processing an | Pv6 packet that matches a FIB entry locally

instantiated as an SRv6 masqueradi ng proxy SID with the NEXT-CSID
flavor:
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NO1.
NO2.
NO3.

NO4.
NOS5.

NOG.

NO7.
Q1.

Q2.
Q3.

NO9.
S02.
S03.

S04.
S05.
S06.

S07.
S08.
S09.
S10.

S11.
S12.
S13.
S14.

Q1.
Q2.
Q03.

If (DA Argurment != 0) {
If (IPv6 Hop Limt <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop limt exceeded in transit),
i nterrupt packet processing, and discard the packet.
}
Copy the value of DA Argunent into the bits [LBL..(LBL+AL-1)]
of the Destination Address.
Set the bits [(LBL+AL)..127] of the Destination Address to
zero.
Decrenent | Pv6 Hop Limt by 1.
Copy the I Pv6 Destination Address in a CACHE entry associ ated
with the interface | FACE-IN.
Copy Segment List[0] fromthe SRH to the Destination Address
of the I Pv6 header.
Submit the packet to the IPv6 nodul e for transm ssion on
interface | FACE-OQUT via NH ADDR.

}
If (Segrments Left == 0) {
Stop processing the SRH, and proceed to process the next
header in the packet, whose type is identified by
the Next Header field in the routing header.

}
If (IPv6 Hop Limit <= 1) {
Send an | CVP Ti ne Exceeded nessage to the Source Address
with Code O (Hop linmt exceeded in transit),
i nterrupt packet processing, and discard the packet.

}
max LE = (Hdr Ext Len / 2) - 1
If ((Last Entry > max_LE) or (Segnents Left > Last Entry+1)) {
Send an | CVMP Paraneter Problemto the Source Address
with Code O (Erroneous header field encountered)
and Pointer set to the Segnents Left field,
i nterrupt packet processing, and discard the packet.
}
Decrement |Pv6 Hop Limt by 1.
Decrement Segments Left by 1.
Update | Pv6 DA with Segnent List[Segnents Left].
Copy the I Pv6 Destination Address in a CACHE entry associ ated
with the interface | FACE-IN.
Copy Segnent List[0] fromthe SRH to the Destination Address
of the | Pv6 header.
Submit the packet to the IPv6 nodul e for transm ssion on
interface | FACE- QUT vi a NH ADDR.
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A.16. NEXT-CSID Flavor for SRv6 De-nmasqueradi ng Proxy

When processing an | Pv6 packet received on the interface | FACE-1N and
with a destination address that does not match any address of | FACE-

I'N:
S01. When an SRH i s processed {
S02. If (IPv6 Hop Limt <= 1) {
S03. Send an | CVP Ti ne Exceeded nmessage to the Source Address,

Code O (hop limt exceeded in transit),
I nterrupt packet processing and di scard the packet.

S04. }
S05. If (Segrments Left 1= 0) {
S06. max_| ast_entry = (Hdr Ext Len / 2) - 1
S07. If ((Last Entry > nax_last_entry) or
(Segnents Left > Last Entry)) {
S08. Send an | CVP Par aneter Probl em nmessage to the Source Address,
Code 0 (Erroneous header field encountered),
Pointer set to the Segnments Left field,
Interrupt packet processing and di scard the packet.
S09. }
EO1. Retrieve the CACHE entry associated with | FACE-IN.
EO2. If the CACHE entry is not enpty {
EO3. Destination Address of the |IPv6 header is set to CACHE
E04. }
S11. }
S12. Decrenent Hop Limt by 1
S13. Subnmit the packet to the IPv6 nodule for transmi ssion to the
next destination.
Si4. }

A 17. REPLACE- CSI D Fl avor for Destination NAT Fl avor

The Destination NAT flavor of the SRv6 masqueradi ng proxy with the
REPLACE- CSI D i s execut ed:
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S01. When an SRH is processed {

S02. If (IPv6 Hop Limt <= 1) {

S03. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (hop limt exceeded in transit),
I nterrupt packet processing and di scard the packet.

S04. }
S05. If (Segnents Left !'= 0)
S06. max_| ast_entry = (Hdr Ext Len / 2) - 1
S07. If ((Last Entry > nmax_last_entry) or
(Segnents Left > Last Entry)) {
S08. Send an | CVP Par aneter Probl em nmessage to the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
Interrupt packet processing and di scard the packet.
S09. }
PO1. Copy the Destination Address of the I Pv6 header to the
Segnent List[0] entry of the SRH
PO2. Retrieve the CACHE entry associated with | FACE-IN
PO3. If the CACHE entry is not enpty {
PO4. Destination Address of the I Pv6 header is set to CACHE
PO5. }
S11. }
S12. Decrenent Hop Linmit by 1
S13. Subnmit the packet to the IPv6 nodule for transm ssion to the

next destination.
S14. }

A. 18. NEXT-CSID Fl avor for Destination NAT Fl avor

The Destination NAT flavor of the SRv6 masqueradi ng proxy with the
NEXT-CSID i s execut ed:
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S01. When an SRH is processed {

S02. If (IPv6 Hop Limt <= 1) {

S03. Send an | CVP Ti ne Exceeded nessage to the Source Address,
Code O (hop limt exceeded in transit),
I nterrupt packet processing and di scard the packet.

S04. }
S05. If (Segnents Left !'= 0)
S06. max_| ast_entry = (Hdr Ext Len / 2) - 1
S07. If ((Last Entry > nmax_last_entry) or
(Segnents Left > Last Entry)) {
S08. Send an | CVP Par aneter Probl em nmessage to the Source Address,
Code 0 (Erroneous header field encountered),
Poi nter set to the Segnments Left field,
Interrupt packet processing and di scard the packet.
S09. }
Q1. Copy the Destination Address of the I Pv6 header to the
Segnent List[0] entry of the SRH
Qo2. Retrieve the CACHE entry associated with | FACE-IN
Q03. If the CACHE entry is not enpty {
Q4. Destination Address of the IPv6 header is set to CACHE
Q5. }
S11. }
S12. Decrenent Hop Linmit by 1
S13. Subnmit the packet to the IPv6 nodule for transm ssion to the

next destination.
S14. }
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