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Abst ract

Thi s docunent defines a benchmarki ng met hodol ogy for routers that

i mpl ement ROV. The net hodol ogy focuses on device-1evel behavior,

i ncludi ng processing of validated ROA payl oad (VRP) updates, the

i nteracti on between ROV and BGP, control -plane resource utilization,
and the scalability of ROV under varying operational conditions. The
procedures described here follow the principles and constraints of

t he Benchmar ki ng Met hodol ogy Worki ng Group (BMAG and are intended to
produce repeatabl e and conparable results across inplenentations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Route Origin Validation (ROV), as specified in [RFC6811], allows
routers to use validated Route Oigin Authorization (ROA)

information, which is distributed via the RPKI-to-Router (RTR)
protocol defined in [ RFC8210], to classify BGP routes as Valid,
Invalid, or NotFound. Deploynments of ROV continue to increase across
net wor ks, and router vendors have inplenmented ROV processing as part
of their control-plane functions.

Whi | e operational experience is growing, there is currently no

st andar di zed net hodol ogy for neasuring the performance inpact and
behavi oral characteristics of ROV on routing devices. As with other
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protocol features evaluated by the Benchmarki ng Met hodol ogy Worki ng
G oup (BMAG), a consistent and repeatable test framework is essential
for:

* Conparing router inplenentations,
* Evaluating scalability under controlled conditions,
* Characterizing the control -plane costs of ROV processing, and

* Under st andi ng how ROV i nfl uences BGP convergence and routing
stability.

Thi s docunent defines a benchmarki ng met hodol ogy for routers that

i mpl ement ROV, which builds upon the foundational benchmarking
principles defined in [ RFC1242], [RFC2285], [RFC2544], [RFC2889], and
[ RFC3918]. The met hodol ogy focuses on the Device Under Test (DUT)
and uses controlled, reproducible inputs to isolate the effects of
ROV from external dependencies. |In particular, the benchnmarking
framewor k assunmes the presence of an RPKI-to-Router (RTR) update
source, which may be an RPKI Cache Server or an RTR traffic generator
capabl e of delivering synthetic Validated ROA Payl oads (VRPS).

The objective of this docunent is to define a set of netrics and
procedures to quantify:

* The | atency of ROV state updates within the DUT
* The inmpact of ROV on BGP control -plane perfornance,

* The scalability of ROV processing under varying VRP and BGP table
si zes, and

* The control -plane resource utilization associated with enabling
ROV.

By providing a consistent framework, this docunment enabl es vendors,
operators, and researchers to evaluate ROV functionality under
controll ed and repeatabl e conditions, inproving understandi ng of

i npl ement ati on performance and supporting i nformed depl oynent
deci si ons.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Scope and Coal s

Thi s docunent specifies a | aboratory-based benchnarki ng net hodol ogy
for evaluating the performance of router inplenmentations of ROV as
defined in [RFC6811]. The scope of this benchmarking nethodol ogy

i ncl udes:

* *ROV processing perfornance*: Measurenent of the tine and
resources required for a router to process VRP updates received
via the RTR protocol.

* *|npact on BGP control -plane performance*: Quantification of how
enabl ing ROV affects BGP convergence tinmes and routing table
stability.

* *Scalability under controlled conditions*: Evaluation of the
router’s ability to handle large VRP sets, rapid VRP churn, and
BGP updat es influenced by ROV.

* *Resource utilization*: Measurenent of system CPU utilization,
system nmenory consunption, and rel evant control -plane process | oad
associ ated with ROV processing.

The goals of this docunent are:

* To define a repeatable, controlled nethodol ogy for benchnarking
ROV- enabl ed routers.

* To provide standardi zed nmetrics that allow for conparison across
i mpl enent ati ons.

3. Term nol ogy
The term nol ogy used in this docunent foll ows the conventions of
[ RFC1242], [RFC2285], and subsequent BMAG publications. The

following terns are used with specific nmeanings in the context of ROV
benchmar ki ng.
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Route Origin Validation (ROV): A procedure defined in [ RFC6811] t hat
compares the origin AS of a BGP announcenent with the set of

aut hori zed origins derived fromvalidated ROA objects. ROV results
in one of three states: Valid, Invalid, or NotFound.

Val i dat ed ROA Payl oad (VRP): The processed output froma relying
party containing prefix-origin pairs that routers use for ROV
decisions. VRPs are transported via the RPKI-to-Router (RTR)

pr ot ocol .

RPKI -t o- Router (RTR) Session: A protocol session between a router and

an RPKI Cache Server. |n benchnarking, RTR sessions nay be enul ated
or generated using traffic/test tools to deliver synthetic VRP
updat es.

ROV Updat e Processing Latency: The time from when a router receives
new VRP data (via RTR) until the updated ROV state is reflected in
the router’s local Routing Infornation Base (RIB) or inplemented in
routing deci si ons.

VRP-Tri ggered Revalidation Latency: The tine interval between
conpletion of VRP installation and the nonment all affected prefixes
have updated validation states.

BGP- Triggered ROV Validation Latency: The tine interval between
recei pt of a BGP UPDATE nessage and conpl etion of the ROV validation
procedure for that route.

BGP Convergence Tine: The tine required for the router’s control
pl ane to process BGP updates and reach a stable routing state, while
ROV validation is active.

Resource Utilization: System CPU utilization, system menory
consunption, and, when observabl e, per-process utilization of the ROV
process and the BGP or routing process while the router perforns ROV-
rel ated tasks, including processing of VRP updates and applyi ng ROV

policy.

ROV Churn: A burst of VRP changes (e.g., many ROA additions or
wi thdrawal s) that may trigger significant re-validation and BGP
recal culation, which is used in stress tests.

ROV Scal ability Limt: The maxi num nunber of VRPs, RTR sessions, or

ROV-tri ggered BGP changes that the router can process while
mai nt ai ni ng nornmal operational performance.
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4.

4.

Test Setup and Laboratory Environnent
This section describes the required test topol ogy, equipnent, DUT
configuration, RPKI data enulation, and traffic generation
conditions. The goal of the test environnment is to isolate the DUT
and subject it to clearly defined RPKI-RTR and BGP tests, while
provi ding accurate timng and state neasurenents.
1. Test Topol ogy
------------------- + RTR Fom e+
RTR Emul at or [---------- >| DUT
| (RTR Updat e Source) | | (ROV Enabl ed) |
------------------- + e
/\ /\
I I
BGP | +-----mmeiaaa-- +
--------------------- + | Tester |
| BGP Traffic Generator|----------- + | (Dat a-pl ane Load) |
--------------------- + o e e e o+

Figure 1. The test topol ogy for ROV benchmarki ng.

The test topology consists of four primary conponents: the DUT, an
RPKI - RTR updat e source, a BGP traffic generator, and a tester for
generating data-plane traffic load. The DUT is a router equi pped
with ROV capabilities, supporting the RPKI-RTR protocol and applying
ROV policies to received BGP routes. The RPKI-RTR update source nmay
be either a real RPKI cache inplenentation running in isolated node
or a dedi cated enmul ator capabl e of producing arbitrary VRP sets and
update patterns. This RTR source connects directly to the DUT using
the RTR protocol and provides controlled VRP updates, including
serial increnents, cache resets, and bursty or del ayed update
sequences.

The BCGP traffic generator establishes one or nore BGP peering
sessions with the DUT and is responsible for delivering a ful
routing table together with controlled w thdrawal or re-announcenent
events. Because IPv4 and |Pv6 tables differ in scale and may
exercise different inplenentation paths, the test setup nust state
the number of 1Pv4 routes and the nunber of |Pv6 routes separately.
A test MAY use a m xed baseline table (for exanple, 1,000,000 |IPv4
routes and 250,000 | Pv6 routes) or MAY benchmark each address famly
identifier (AFl) separately. |In either case, the chosen route counts
and AFls under test nust remain fixed across repeated runs for the
sanme condition. The generator should be capabl e of presenting both
stabl e baseline routing conditions and timed ROV-affected prefixes
whose validation status will change in response to VRP updates. A
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tester is connected to the DUT to introduce controlled data-pl ane

| oad during benchmarking. When present, the tester SHOULD generate
stable and determnistic traffic | oads so that the inpact of
forwardi ng | oad on ROV processing can be eval uated. Wen data-pl ane
|load is applied, its rate, frane size, traffic pattern, and address-
sel ection rules nust be docunmented in the test report.

4.2. DUT Configuration Requirements

The DUT nmust be configured with ROV enabled on all BGP sessions
receiving test routes. The router nust establish a stable and fully
functional RPKI-RTR session with the RTR emulator. To ensure that
performance results are attributable solely to ROV behavior, all non-
essential features on the DUT, such as additional routing protocols,
unnecessary tel emetry mechani sns, and unused services, should be

di sabled. Logging related to ROV may remai n enabl ed for debuggi ng
pur poses but must be rate-linited to avoid skewi ng CPU neasurenents
or affecting test repeatability. Al systemparanmeters relevant to
routing performance, such as multipath behavior or maxi mum prefix
limts, must be docunented prior to testing.

4.3. RTR Data Source Emul ation

The RTR enul ator nust be capabl e of generating synthetic VRP data
sets with user-defined characteristics. This includes the ability to
create arbitrary conbi nati ons of prefixes and ASNs, overl appi ng VRPs,
conflicting VRPs, and other edge cases relevant to validation |ogic.
The VRP datasets should mimc realistic global distributions where
appropriate, but nust also support scaling tests where VRP vol unes
are substantially higher than today’'s norm The data source nust
further support generating controlled bursts of VRP updates, ranging
from 100 to 10,000 VRP changes per second, and nust allow for both
addi tive updates and w t hdrawal s.

4.4. BGP Traffic Generation Requirenents

The BCGP traffic generator nust present the DUT with a stable baseline
routing table prior to initiating any benchmark. This ensures that
the DUT begins each test run in a known, converged state with

predi ctable CPU and nenory utilization. The generator nust al so
provide a set of ROV-affected prefixes whose origin AS can be

mani pul ated in concert with VRP updates fromthe RTR emulator. These
prefixes shoul d span a range of prefix lengths and originate from
diverse ASes to reflect realistic routing conditions. The traffic
generator must support determ nistic convergence triggers, such as
the precise injection of BGP updates followi ng a VRP change or the

si mul t aneous application of both BGP and VRP events.
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4.5. Traffic Profile Paraneters

When data-plane traffic is used, the foll ow ng parameters SHOULD be
speci fi ed:

* Fixed frame size used for the nmeasurenent. For convergence
measurenents, a small fixed packet size SHOULD be used to inprove
time resolution. A 128-byte packet at Layer 3 is one practica
choice. Qher fixed sizes MAY be used when required by the
traffic generator or encapsul ation overhead, but the sel ected size
MUST be docunent ed.

* Traffic rate in packets per second (PPS). For convergence
measurenents, the traffic SHOULD use a constant rate so that
packet arrival tinmes map directly to time resolution. Burst
traffic MAY be used in stress scenarios, but such tests MJST be
reported separately fromconstant-rate convergence tests.

* Traffic pattern. For convergence neasurenents, constant-rate
traffic i s RECOVMENDED.

* Source and destination |P address selection rules. Wen the setup
sends one stream per tested prefix, the destination address for
that stream SHOULD be selected fromwithin the tested prefix. The
first usable address is one valid exanple. The selection rule
MUST be docurented and applied consistently across runs.

* \WWether traffic matches ROv-affected prefixes.
Each frane size and PPS conbi nati on SHOULD be reported separately.
5.  Benchmar ki ng Met hodol ogy

Thi s section describes the general nethodol ogy for benchmarki ng ROV
behavior on a DUT. The goal is to ensure that all tests are

r epeat abl e, conparabl e across different environnments, and
representative of realistic deploynment conditions. The nethodol ogy
defines how to establish a controlled and stable test environnent,
how to specify and vary input conditions, and how to nmeasure key
performance netrics associated with ROV processing

5.1. GCeneral Considerations

Bef ore any measurenents are taken, the DUT nust reach a well-defined
steady state in which the RPKI-RTR session is fully established, the
VRP set has been conpletely synchroni zed, and the BGP control plane
has converged. A warmup period is recommended to elimnate any
cold-start effects that could bias nmeasurenent results.
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Al'l sources of measurenment noi se should be avoided. Features such as
| ogging, real-time telenetry export, or periodic background tasks can
interfere with timng-sensitive nmeasurements; therefore, such
features should be disabled or rate-limted during benchmarking. CPU
clock scaling, thermal throttling, or other variabl e-performance
nmodes should be minimzed if the test setup allows it.

5.2. Test Control and Input Conditions

Accur at e benchmar ki ng depends on precise control of the input
conditions applied to the DUT. Al tests should begin froma
consi stent baseline consisting of:

* A predefined VRP set size (e.g., tens of thousands to mllions of
entries).

* A stable and realistic baseline BGP RIB-in with IPv4 and | Pv6
route counts docunented separately (for exanple, 1,000,000 |Pv4
routes and 250,000 I Pv6 routes in a mxed table, or equival ent
AFl - speci fic baselines).

Fromthis baseline, input variables my be nodified to stress

di fferent aspects of ROV behavior. These variables include the VRP
churn rate, ranging fromsteady increnental updates to high-intensity
bursts, and the type of RPKI-RTR updates provided to the DUT, such as
incremental updates versus full-table refreshes. Each of these
conditions may trigger different processing strategies within the
DUT, and therefore nust be explicitly controlled and docunent ed.

5.3. Metrics and Measurenents

Benchmar ki ng ROV behavi or requires collecting quantitative
performance netrics that reflect how the DUT processes validation
informati on and incorporates it into the BGP decision process.
Therefore, this docunment proposes key performance netrics including
ROV updat e processing | atency, ROV validation |atency, BGP
convergence tine, VRP storage size, system CPU and nenory
utilization, per-process utilization where available, and ROV state
rebuild tinme.

*ROV updat e processing | atency* neasures the tinme fromreceipt of an
RTR update (increnmental or full) until the DUT has fully updated its
internal validation state. This netric captures the efficiency of
ROV data structures and al gorithmns.

*ROV validation | atency* neasures the tine interval between a

router’s receipt of a BG UPDATE nessage that contains a new or
changed route, and the conpletion of the ROV procedure for that
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route, producing a validation state of Valid, Invalid, or NotFound.
This nmetric isolates the internal validation step, excluding the

| arger BGP convergence process, and provides insight into the
responsi veness of the DUT's validation engine.

*BGP convergence time* with ROV enabl ed measures how | ong the DUT
takes to converge on BGP prefixes whose validation states change due
to VRP updates. This reflects the real operational behavior of ROV
as it interacts with the control plane.

The *VRP storage size* inside the DUT should al so be recorded to

eval uate the scalability of the inplenmentati on when operating with

| arge VRP datasets. Alongside this, *resource utilization* should be
monitored to identify performance linits or resource-intensive
operations triggered by ROV. At mninmm the benchmark SHOULD
collect systemlevel CPU utilization and system|evel nenory
consunption. Wen the DUT exposes process-level counters, the
benchmark SHOULD al so collect utilization for the ROV process and for
the BGP process or nmain routing process.

A recovery-rel ated neasurenent, *ROV state rebuild tine* after RTR
session reset, quantifies the tinme needed for the DUT to re-establish
a conplete and correct ROV validation state after an RTR session
reset or cache outage. This netric reflects robustness and recovery
behavi or under fault or restart scenarios.

Finally, the DUT shoul d be eval uated under high-pressure scenarios by
measuring its behavi or when processing VRP bursts, such as surges of
100- 10, 000 VRPs per second. This neasurenent reveals whether the

i npl ement ati on can sustai n abrupt workl oad increases w thout dropping
updates, stalling, or entering unstable states.

6. Benchmar k Tests

This section defines the individual benchmark tests used to eval uate
the performance and behavi or of a DUT inplenmenting ROV. Each test
focuses on a specific aspect of the ROV processing pipeline,
including VRP ingestion, validation, interaction with BGP
scalability Iimts, and robustness under stress and failure
conditions. All tests assune the |aboratory setup and input
conditions described previously.

6.1. ROV Update Processing Latency
*(bj ective*: Measure the latency fromthe arrival of an RTR PDU unti

the new VRP information is installed in the DUT" s internal ROV
t abl es.
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The *test procedures* for ROV update processing latency are listed
bel ow

1.

Prepare baseline state
*  Establish RTR session between DUT and the RTR enul ator.

* Preload DUT with a sel ected baseline VRP size (e.g., 100k
VRPS) .

* Ensure BGP is fully converged.
Inject controlled RTR update

* Fromthe emul ator, send a single incremental update nodifying
a known VRP.

* Aternatively, for full-refresh tests, send a full VRP set
repl acenent PDU sequence.

Ti mestanp PDU transm ssi on
* Record the exact nonent the first update PDU is sent.
Moni tor DUT internal state

* Use device instrumentation (AP, CLI, or telenetry) to detect
the exact nmonent the VRP table reflects the update.

* Confirmthe VRP entry has been added, renoved, or nodified as
expect ed.

Cal cul ate | atency

* The latency is the tinme difference between the nonent the RTR
PDU is sent and the nonment the VRP is applied on the DUT.

Repeat for multiple VRP table sizes
* E.g., 50k, 100k, 500k, and 1M VRPs.
Repeat at |east 10 tinmes per condition

* Conpute nean and standard devi ati on.
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6. 2.

ROV Val i dation Latency

*Obj ective*: Measure how |l ong the DUT takes to apply updated VRPs to
the validation states of affected BGP prefixes.

The *test procedures* for ROV validation latency are listed bel ow

1.

Establ i sh basel i ne

* Load the baseline BGP table with IPv4 and | Pv6 route counts
stated explicitly (for exanple, 1,000,000 |IPv4 routes and
250,000 I Pv6 routes, or an AFl-specific baseline).

* Ensure all prefixes have a known baseline validation state.

Sel ect a controlled prefix set

* Pick a set of prefixes (e.g., 1,000) whose origin ASis tied
to specific VRPs.

Tri gger validation update

* Mdify VRPs so that these prefixes change validation state
(Valid->Invalid or Invalid->Valid).

Ti mestanp VRP installation conpletion

* As neasured in Section 6.1.

Moni tor DUT validation table

* Continuously query validation state for selected prefixes.

* Note the tinestanp when all prefixes reflect the updated
state.

Conput e | at ency

* The validation latency is the time difference between the
monent the VRP installation is conpleted and the nonent all
af fected validation states have been updat ed.

Repeat with varying set sizes

* E g., 10 prefixes, 100 prefixes, 1,000 prefixes.
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6. 3.

BGP Convergence with ROV Enabl ed

*(bj ective*: Measure BGP convergence tinme for routes inpacted by ROV
state changes, and conpare to BGP-only convergence w thout ROV.

The *test procedures* for BGP convergence with ROV enabled are listed
bel ow.

1.

Prepare baseline

* Establish full-table BGP adjacency.
* Enabl e ROV on DUT.

* Ensure stable initial convergence.
Sel ect test prefixes

* Choose prefixes that will transition fromValid to Invalid
once VRP updates are appli ed.

Tri gger VRP state change

*  Send VRP nodifications via RTR

Moni t or BGP behavi or

* (Cbserve best-path sel ection changes.

* Tinmestanp withdrawal or replacenent of Invalid prefixes.

Measur e conver gence

* Convergence Tiner Starts: The convergence tinmer SHOULD start
at the tinestanp when the DUT conpletes installation of the

rel evant VRP update.

* Convergence Timer Ends: The convergence tinmer SHOULD end when
both the BGP RIB and FIB reach stable state.

Repeat test with ROV disabl ed
* Use identical routing changes for baseline conparison.
Recor d:

* Time to withdraw Invalid prefixes.
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6. 4.

* Time until new best paths stabilize.
* Differences relative to ROV-di sabl ed basel i ne.

VRP Scal ability Tests

*Cbj ective*: Evaluate DUT performance with varying VRP table sizes.

The *test procedures* for VRP scalability tests are |listed bel ow

1.

5.

6. 5.

CGenerate VRP datasets at sizes:

* E. g., 50k, 100k, 500k, 1M

Load each dataset into the RTR enul ator.

For each dataset, neasure:

* Full-table synchronization tine.

* VRP update processing |latency (from Section 6.1).

* ROV validation latency (from Section 6.2).

* System menory consunption.

* System CPU utilization during sync and steady state.

* Per-process utilization for the ROV process and the BGP or
routing process, when avail abl e.

Record failures

* Session drops

* Timeouts

* M ssing VRPs

* ROV process crashes

Repeat 10 times per size for statistical stability.

VRP Churn and Stress Tests

*(bj ective*: Stress-test the DUT under rapid VRP changes to neasure
stability, performance, and correctness.

Liu & Geng Expires 11 COctober 2026 [ Page 14]



I nternet-Draft ROvBench April 2026
The *test procedures* for VRP churn and stress tests are listed
bel ow
1. Baseline setup
* Load a stable VRP table (e.g., 500Kk).

* Establish the baseline BGP table with | Pv4 and | Pv6 route
counts stated explicitly.

2. Cenerate controlled churn patterns
* Rapid add or renove spikes: 100-10,000 VRPs per second.
* Sustained churn: continuous nodifications for 5-10 mi nutes.
* M xed churn: adds, renoves, and changes sinultaneously.
3. Measure DUT behavi or
* VRP updat e backl og or queuei ng.
* ROV validation del ays.

* System CPU spi kes and, when avail able, spikes in the ROV
process and the BGP or routing process.

* BGP convergence degradation.
* M ssed or dropped VRP updates.
4. Check correctness
* Verify that no stale or inconsistent ROV states renain.
5. Record crash, stall, or throttling events.
6.6. Resource Utilization

*(bj ective*: Measure resource consunption under various ROV
wor k|l oads.

The *test procedures* for RTR session behavior tests are |isted
bel ow

1. Establish nonitoring tools

* System CPU sanpling (100-500 ns interval).
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* System nmenory usage tracking.

* Per-process sanpling for the ROV process and the BGP or
routing process, when avail abl e.

* Hardware counters if avail abl e.
2. Measure under conditions
* ldle ROV.
* Full VRP sync.
* VRP churn.
* BGP convergence triggered by ROV events.
3. Record
* System CPU | oad curves.
* Peak and steady-state system nenory consunption.

* Process-level load curves for the ROV process and the BGP or
routing process, when avail abl e.

* Any evidence of saturation (e.g., 100% CPU, menory
exhausti on).

4. ldentify thresholds

* Points where performance degrades or ROV processi ng becones
unst abl e.

6.7. RITR Session Behavior Tests

*(Obj ective*: Evaluate robustness and recovery of DUT under RTR
failure and fail over scenari os.

The *test procedures* for resource utilization are |isted bel ow
1. Session reset test
* Establish normal RTR session.

* Trigger forced session reset fromenul ator.
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7.

* Measure tine to reestablish RTR session, ROV state rebuild
time, tinme until validation state becomes consistent again.

Cache failover test

* Configure DUT with two RTR servers (primary + secondary).
* Terminate primary RTR connecti on.

* Measure failover tine and data consistency after switch.
Full resynchronization timng

* Fromemulator, force a full Reset Query sequence.

* Measure full VRP reload tine.

* Conpare across different VRP scal es.

I ncrenental update performance

* Send controlled increnmental PDUs.

*  Measure processing |atency and correctness.

* Introduce occasional nal formed or unexpected PDUs to test
r obust ness.

Reporting Requirenents

An ROV benchmar ki ng report MJST provi de enough detail to allow
reproduci bility and neani ngful conparison across different DUTs.
Each report MJST include the foll owi ng el enents:

*

*Test environment description*: The report MJST specify the DUT
hardware and software versions, the testhbed topology, and all ROv-
rel ated configuration paraneters required to replicate the setup.

*Input conditions*: The report MJST docunent the VRP set size, the
RIB-in size with IPv4 and |1 Pv6 counts stated separately, the
presence and rate of VRP churn, and whet her RTR updates were
incremental or full.

*Metrics and results*: Each measured netric MUST include its
definition, a brief description of the measurenent procedure, and
results presented in tabular numerical form (including mninmm
average, nmaxi mum and at |east P95 values). G aphs MAY be

i ncluded for clarification.
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* *Deviations and anomalies*: Any deviation fromthe expected

2026

behavi or MJST be described, including the conditions under which

it occurred and whether the test was repeated.

* *Summary of observations*: The report MJST include a concise

summary of overall DUT performance, scalability limts observed,

and any significant effects of enabling ROV on BGP behavi or.

In addition, the report MJST include, at mninmm the foll ow ng
paranet ers:

* DUT hardware nodel, CPU architecture, nmenory size, and software

ver si on.
* Conplete DUT configuration relevant to ROV and BGP.
* Testbed topol ogy description.
*  VRP tabl e size.

* VRP churn rate.

* RIB-in size, with IPv4 and I Pv6 route counts stated separately.

* AFls under test (IPv4, IPv6, or mxed).
*  Number of RTR sessions.

* RTR tiner configuration.

* Presence and paraneters of data-plane traffic (if used), including
fixed frame size, PPS rate, traffic pattern, and address-sel ection

rul e.
* ROV policy node (e.g., reject Invalid).

* System CPU sanpling interval and any process-|evel sanpling
i nterval .

*  Measurenent repetition count.

For each netric, the report MJST provide:
* Metric definition.

*  Measurenent net hod.

*  Mninmum average, maxi mum and at |east P95 val ues.
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10.

*  Number of sanples coll ected.
Security Considerations

Thi s docunent defines a benchmarki ng net hodol ogy for eval uati ng ROV
on routing devices. As such, it does not introduce new protocols,
nmodi fy existing security mechanisns, or create new vul nerabilities
within the RPKI systemor BGP itself. Al benchmarking activities
are intended to take place in isolated | aboratory environments.
Nevert hel ess, a nunber of security considerations apply to the
execution and interpretation of the tests described in this docunent.

Benchmar ki ng ROV necessarily involves the generation, manipul ation,
and replay of RPKI objects. These test artifacts MJST NOT be
injected into production RPKI repositories, production RPKI caches,
or live BGP routing systens. Test-generated RPKI data sets SHOULD be
clearly separated fromreal-world trust anchors, and | aboratory RPKI
caches SHOULD use isolated test Trust Anchors to prevent accidental
propagati on.

Simlarly, BGP routing information used in the tests including
simulated full tables, invalid prefixes, or artificially crafted
ori gi n-AS conbi nations, MJST NOT | eak into production routing
domai ns. Al BGP sessions used for testing MJST be confined to a
cl osed environnent w thout external connectivity.

Tests involving stress conditions, such as high churn rates or |arge-
scal e VRP updates, may cause el evated CPU or nenory consunption on
the DUT. Qperators perform ng such tests SHOULD ensure that the DUT
is not sinultaneously connected to any production network to avoid
uni nt ended servi ce degradati on.

| ANA Consi der ations
Thi s docunent has no actions for | ANA
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