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Abst ract

I n workl oad-to-servi ce comuni cation, a comon pattern is for a
wor kl oad to present a JSON Wb Token (JW) to a renote endpoint in
order to obtain a tenmporary credential for the service it ultimtely
needs to access. It is a partial adaptation for workl oads of
existing flows designed for users. |Inplenenting this pattern

conbi nes nultiple existing standards fromdifferent working groups
and standards bodies. Since this pattern is not described in a
specification, it leads to variability in interoperability. The

pur pose of this docunent is to capture this conmon workl oad identity
practice as an RFC in order to obtain consistency and pronote
interoperability in industry.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://heymarcel .github.io/draft-ietf-w nmse-headl ess-jw -

aut henti cation/draft-|evy-w nse-headl ess-jwt -aut henti cati on-
practices.html. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-|evy-w nse-headl ess-jwt -

aut henti cation/.

Di scussion of this document takes place on the Wrkload Identity in
Mul ti System Environnents mailing list (mailto:wi nmse@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/w nse/.
Subscribe at https://ww. ietf.org/mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github. coml heymarcel /draft-ietf-w nmse-headl ess-jwt -
aut henti cati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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wor ki ng documents as Internet-Drafts. The list of current Internet-
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and may be updated, replaced,

or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 January 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
2. Conventions and Defrnrtrons
2.1. Terminol ogy . .
3. Architecture and Nbssage Flow.
4. JW used for Authentication .
5. Key Discovery . . .
6. JWI Format and Processrng Requrrenents
6.1. JW Format
6.2 JWI' Processsing . . .
6.2.1. Exchange Service ProceSS|ng
6.2.2. Workl oad Processing .
6.3. JWI Provisioning
7. Trust Rel ationships . . .
7.1. |ssuer Trust Relatronsh|p
7.2. Workload Trust Relationship .

8. Interoperability Considerations . . . . : : : : : : : : : : : 10
9. Security Considerations . Lo

10. | ANA Consi derati ons
11. Exanples

11.1. QAuth Resource Server

QOO NNNNOOOPA,WWW

Levy & Singhal Expires 4 January 2026 [ Page 2]



Internet-Draft W MSE Headl ess JWI' Aut hentication and Au July 2025

11.2. AWS Service (e.g. S3) . . . . . . . . . . . . . . ... 12
12. References . . . . . . . . Lo 12
12.1. Normative References . . . . . . . . . . . . . . . . .. 12
12.2. Informmtive References . . . . . . . . . . . . . . . . . 13
Acknowl edgrments . . . . . . . . . . . . . . . . . . . . . . ... 14
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14

1. I nt roducti on

I n workl oad-to-service comuni cation, a conmon pattern is for a
wor kl oad to use a JSON Wb Token (JWI) to identify and authenticate
itself as part of a process to obtain a tenporary credential for the
service it ultimately needs to access. This is done by having the
wor kl oad present an asynchronousl y-provi sioned bearer token in the
formof a signed JWI to a renote endpoint that is associated with the
target service. The renpte endpoint verifies the JW and then
provides a tenporary credential that the target service understands.
The "boot strap" probl em of discovering the original JW issuer is
sol ved by requesting a JSON configuration docunent using the process
described in Openl D Connect Discovery [O DC. Di scovery] or QAuth 2.0
Aut hori zation Server Metadata [ RFC8414].

Since this pattern is not described in a specification, it leads to
variability in interoperability. The purpose of this docunent is to
capture this common workload identity practice as an RFC in order to
obtai n consi stency and pronote interoperability in industry.

2. Conventions and Definitions
Al ternminology in this docunment follows [I-D.ietf-w nse-arch]
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Term nol ogy
Thi s docunent uses the follow ng terns:
*  Workl oad Pl atform
The underlyi ng system whi ch manages the depl oyment and schedul i ng of
a Workload. This includes but is not limted to operating systens,
orchestration services, and cl oud providers.

*  Tenant
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A logically isolated entity within a Wrkload Pl atformthat
represents a distinct organizational or administrative boundary
[OPDl. A Wrkload Platform may have a single Tenant, or multiple
Tenant s.

* Exchange Service

A rempt e endpoi nt responsible for authenticating the identity of its
callers, and subsequently issuing a tenporary credential that is
conpatible with other services within the exchange service’'s domain.
Exanpl es of an exchange service include an QAuth Authorization Server
and AWS Security Token Service.

* Target Service
The service that the workload ultimately wants to access. The target
service accepts tenporary credentials issued to the workl oad by the
exchange service. Exanples include an QAuth resource server or AWS
S3.

3. Architecture and Message Fl ow

Figure 1 illustrates the O DC based nessage fl ow described in
Section 4:
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Figure 1: O DC nessage fl ow when used in a headl ess environnent
4. JWI used for Authentication

The overall nessage flowis seen in Figure 1, and this section

explains it in nmore detail. It assumes the workload has previously
acquired a JW adhering to the profile specified in [RFC7523]. JWI
provi sioni ng assunptions are described in nore detail in Section 6.3.

1. The workload calls a renpte Exchange Service that is associated
with the target service and presents a JWI Bearer Token as
specified in Section 4 of [RFC7523].

Levy & Singhal Expires 4 January 2026 [ Page 5]



Internet-Draft W MSE Headl ess JWI' Aut hentication and Au July 2025

2. The Exchange Service takes the value fromthe iss claimand
appends /.wel | -known/ openi d-configuration to retrieve the JWI
I ssuer’s configuration via HITP, as specified in
[ODC Discovery]. Aternatively, the QAuth 2.0 Authorization
Server Metadata endpoi nt [ RFC8414] may be used.

3. The Exchange Service then retrieves the JWKs via HTTP fromthe
jwks _uri declared in the JWI Issuer’s configuration response.

4. Using the appropiate issuer key, the Exchange Service verifies
the signature of the JWI Bearer Token, and validates that the
wor kl oad is authorized to receive a tenporary credential inits
domai n.

5. Assum ng successful verification, the Exchange Service then
responds to the workload with a tenporary credential suitable for
use with the target service

6. The Workload then authenticates with the target service using the
tenporary credenti al .

This docunent |limts discussion to HITP, as this is the protoco
predom nantly used. Although other protocols are out of scope, this
should not be read as a linmt on their future use.

5. Key Discovery

I ssuer key discovery follows the steps outlined in Section 4 of
[ODC. D scovery]. The Exchange Service nmakes a request to a | ocation
that is well-known according to [ RFC5785]:

GET /.wel | - known/ openi d-confi guration HTTP/ 1.1
Host: exanpl e. com

Figure 2: Exanple request to issuer to obtain O DC configuration

For QAuth 2.0, the equivalent location is /.well-know/ oauth-

aut hori zation-server. |In both cases, the requester expects a JSON
docunent containing configuration information. An example is

provi ded here:

{
"issuer": "https://exanple.con,
"jwks_uri": "https://exanple.com .well-known/jwks.json",
"aut hori zati on_endpoint”: "https://exanpl e. com aut h",
"token_endpoint": "https://exanpl e. com t oken"

}
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Fi gure 3: Exanpl e issuer configuration response

For the sake of the pattern described in this docunent, only the
i ssuer and jwks_uri fields are rel evant.

Note that this key di scovery nechani sm does not address the question
of whether the key itself should be trusted. This is a registration
problem and is discussed further in Section 8.

6. JWI Format and Processing Requirenents
6.1. JW Format

An exanpl e JW adhering to [ RFC7523] is seen in Figure 4. Although
the exanpl e uses a WMSE wor kl oad identifier

([1-D.ietf-wi nse-s2s-protocol]) in the subject ("sub") claim this is
not a requirenent.

{
"iss": "https://issuer.exanple.org",
"sub": "spiffe://exanpl e.org/ns/defaul t/salcustoner-router-agent"”,
"aud": "https://auth.exanple.conftoken",
"fti": "jwt-grant-id-xly2z3a4",
"exp": 1744845092,
"iat": 1744841036
}

Fi gure 4: Exanpl e RFC7523 JWI
6.2. JWI Processsing
6.2.1. Exchange Service Processing

The Exchange Service validates the JW according to Section 3 in
[ RFC7523], with the foll owi ng exceptions:

1. The "sub" (subject) claimdoes not identify either a resource
owner Or an anonynpus user.

2. The "sub" claimneed not correspond to the "client id" of an
QAut h client.

The Exchange Service validates the signature using the key di scovered
by the process described in Section 5.
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6.2.2. Wrkload Processing

The workload is considered the client in this interaction. 1t can
treat the JWI acquired during provisioning as an opaque token. It
must handl e any error reponse fromthe exchange service as per
Section 3.2 in [ RFC7523].

6.3. JWI Provisioning

The workload is provisioned with a JWF froma trusted source. This
can be the underlying Wrkload Platform or a separate issuing
system Regardl ess of the actual mechanism JW provisioning relies
on a registration nechanismthat establishes nmutually-trusted, secure
connecti ons between the workl oad and the JWI provi sioner.

Thi s provisioning nechanismillustrates a key difference fromflows
defined in [RFC6749] and [O DC. Core], in that there are no client
credentials or other shared secrets required to bootstrap the flow.

7. Trust Rel ationships

For functional headl ess JW' aut hentication, trust nust be established
at multiple levels for the authentication flowto function. For an
aut hori zation server to i ssue an access token to a workl oad, two
distinct trust relationships nust exist:

1. The authorization server MJST trust the JW issuer

2. The authorization server MJST trust the specific workl oad based
on clainms within the JWI bearer token

These two trust relationships serve different purposes and SHOULD be
managed i ndependently as outlined bel ow

An exanpl e of the differences between issuer and workl oad trust

rel ati onships are three workl oad instances (A, B and C) that are al
presenting JW Bearer Tokens issued fromthe same JW Issuer. This
means that they build upon the trust relationship between the JWI

i ssuer and authorization server. One workload instance has a
specific workload trust relationship with the authorization server
based on its subject identifier (the sub claim. It requires a very
specific identifier which needs to match exactly. Another one makes
use of a hierarchy within the subject identifier and the |ast one
uses a conbi nation of subject, audience and a customclaimas a basis
for the trust rel ationship.
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7.1. lssuer Trust Relationship

This trust relationship is between the Authorization Server and the
JWI Issuer only. It represents the foundational |evel of trust and
determnes if the JW Bearer Token a workl oad presents is accepted.

How this relationship is established is out of scope for this
docunent. A possible approach for this inplenentation is nmaintaining
a list of QAuth Authorization Server Metadata endpoi nts which
instruct the authorization server to trust a specific issuer
including the discovery of valid keys for that issuer via jwks.

This trust is typically established at a global or tenant-w de |evel
is subject to organizational policy and governance controls. Changes
to issuer trust affect all workl oads associated with that issuer

si mul t aneousl y.

7.2. \Workload Trust Rel ationship

Wor kl oad trust establishnent builds upon issuer trust and focuses
specifically on the relationship between the authorization server and
i ndi vi dual workl oads. Once the Bearer JWI token is authenticated the
aut hori zati on server nust determne if the specific workl oad
identified in the JW clains should be authorized.
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The specifics of the clains are described in Section 6.1

This trust is typically established individually and subject to
different policy and governance controls.

8. Interoperability Considerations
In order for the workload to access the target service,
1. The JWI Issuer nust be recognized by the Exchange Servi ce,

2. Cainms in the JW are inspected and used to determ ne the
subj ect, or principal, of the tenporary credential issued to
access the target service,

3. And the resulting tenporary credential nust be authorized to
access the target service

Step #1 requires the prior configuration of an explicit trust

rel ati onshi p between the Exchange Service and the JW |ssuer, and
depends on vendor-specific configuration. Dynamc client

regi stration standards ([RFC7591] and [O DC. Dynamic]) explicitly
place it out of scope.

Step #2 is a processing rule that is also previously-configured in an
i mpl ement at i on- dependent nmanner. As an exanple of current practice
for configuration of Steps #2 and #3, see [GtHub].

9. Security Considerations

Thi s docunent illustrates a conmon pattern in trust domain
federation. However, the "identity exchange" Step #2 in Section 8 is
not standardized. |In practice, the Wrkload Platform and the

Resource Server platformdefine principals differently, and the
transl ati on nmechani sm between the two identities is inplenented
differently by each Resource Server platform This |lack of
standardi zation is not merely inconvenient; it is a rich source of
privil ege escalation attacks. This is particularly true when both
the Workl oad Platform and the Resource Server platformare multi-
t enant ed.

The foll owi ng recommendati ons apply to configurations that contro

the "identity exchange" step that controls the translation of the
wor kl oad JWI to a Resource Server identity:
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10.

11.

11.

1. When a Workload Platformcontains multiple Tenants, the
configuration SHOULD rely on a JW issuing key bound to a single
Tenant of the workload platform rather than a single JW issuing
key for the Wrkl oad Pl atform

2. The configuration SHOULD use specific JW clains to prevent any
JWI' signed by the JWI Issuer from being used to inpersonate any
Resource Server principal

3. Wen a Wrkload Platformcontains nultiple Tenants, the
configurati on SHOULD NOT solely rely on JW clains that can be
controlled by any Tenant. The configuration MAY rely on a
"tenant" claim if the claimvalue is issuer-controlled and
corresponds to a single Tenant.

4. The configuration SHOULD NOT permt the transcription of JW
clains to the Resource Server principal wthout performng
addi tional validation.

The security considerations in section 8 of [RFC7521] generally

apply. As bearer tokens, stolen JWs are particularly valuable to
attackers:

1. A secure channel (e.g. TLS) MJST be used when providing a JWI for
aut henti cati on.

2. JW's SHOULD be protected from unauthorized access using operating
system or platform access controls.

3. JW validity SHOULD be set to the shortest possible duration
al | owabl e by overall systemavailability constraints.

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
Exanpl es

Thi s section docunents exanples of the JW headl ess aut hentication
and authorization pattern in use with various target service types.

1. QAuth Resource Server
To use headl ess JWI aut hentication and authorization with a protected

resource, workloads use the followi ng steps to obtain a suitable
access token:
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1. The workload calls an authorization server’s token endpoint and
presents a JW bearer token as specified in Section 4 of
[ RFC7523] .

2. The authorization server verifies the signature of the JW bearer
token followi ng the procedure specified in this docunment, and
validates that the workload is authorized to receive an access
t oken.

3. Assumi ng successful verification, the authorization server then
responds to the workload with an access token suitable for use
with the resource server.

11.2. AW Service (e.g. S3)

To use headl ess JWI aut hentication and authorization with an AWS
service such as S3, workloads use the following steps to obtain a
sui tabl e access token

1. The workl oad makes an AssunmeRol eWthWebldentity call to the AWS
STS service and presents a JWI bearer token in addition to the
ARN of the role that the workl oad wi shes to assune.

2. AWS STS verifies the signature of the JW bearer token follow ng
the procedure specified in this docunment, and validates that the
wor kl oad is authorized to assume the requested role.

3. Assumi ng successful verification, AWS STS then responds to the
wor kl oad with tenporary credentials, including a secret access
key, for use with any further AWS service.
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