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Abst ract

Thi s docunent introduces a standardi zed nechani smfor zone owners to
signal their intent regarding DNS provider responsibilities through
DNS itself. It defines a new DNS RRtype, HSYNC (Hori zontal
Synchroni zati on), that enables zone owners to designate which

provi ders are authorized to serve and/or sign their zones, contro
whet her providers or the zone owner manages the NS RRset, and specify
zone transfer chain configurations.

The HSYNC record all ows DNS providers to di scover each other and
establi sh secure communi cati on channels, either via DNS nessages
secured by SI0) signatures or via a RESTful APl secured by TLS
Thi s provider-to-provider comruni cati on via Agents enabl es aut omat ed
coordi nation for tasks such as NS RRset managenent, zone transfers,
and DNSSEC-rel ated operations. This specification covers the

provi der discovery and comruni cati on establishnent aspects.

The docunent defines two newroles to facilitate this
synchroni zati on: the Agent responsible for provider-to-provider
communi cati on and the Conbi ner which nmerges unsigned zone data from
the zone owner with managed data from providers

While a distributed DNSSEC mnul ti-signer architecture (simlar to
"model 2" in RFC8901) is an inportant application of this franework,
t he HSYNC mechani sm supports broader provider synchronization needs.

The specific synchronization algorithms for nmulti-signer operation
are described in [I-D.draft-ietf-dnsop-dnssec-automation].
Specification for how to express these algorithnms over provider-to-
provi der conmunication is left for a foll owup docunent.
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TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. com johani x/draft-1| eon-dnsop-si gnal i ng- zone- owner -
intent (https://github.conijohanix/draft-Ieon-dnsop-signaling-zone-
owner-intent). The nbst recent working version of the docunment, open
i ssues, etc, should all be available there. The authors (gratefully)
accept pull requests.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

DNS zone owners often need to work with multiple DNS providers to
serve their zones. These providers may have different
responsibilities - some may sign the zone, sone may only serve it,
and sone nay do both. Traditionally, the configuration of these
providers and their responsibilities has been handl ed t hrough nanual
processes and provider-specific mechani sns.

Thi s docunent presents a standardi zed nechani smfor zone owners to
signal their intent regarding DNS provider responsibilities through
DNS itself. It defines a new DNS RRtype, HSYNC, that all ows zone
owners to:

* Designate which providers should serve the zone

* Specify whether each provider should sign the zone.

* Control whether providers or the zone owner manages the NS RRset.

* Specify on a provider-level how the zone transfer chain should be
set up.

* Enabl e providers to | ocate each other and establish secure
conmuni cat i on.

By publishing this information in the DNS, zone owners ensure all
provi ders receive consistent configuration information. This enables
aut omat ed coordi nati on between providers for tasks |ike:

* NS RRset nmmnagenent across nultiple providers.

* Addition or rempval of providers

* Transition between different signing configurations.

* Managenent of DNSSEC-rel ated records when nultiple signers are
used.

* Zone transfer chain configuration
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The intent of this document is to define a framework for secure
provi der-to-provider conmuni cati on, based directly on intent
expressed by the zone owner

Lots of work remain with specification of the details for the various
synchroni zati on processes that will be expressed over this framework.
That will take place in foll owup docunents.

Knowl edge of DNS NOTI FY [ RFC1996] and DNS Dynami ¢ Updates [ RFC2136]
and [ RFC3007] is assumed. DNS SIG0) transaction signhatures are
docunented in [ RFC2931].

1.1. Requirenments Notation

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOMVENDED*", "*NOT
RECOMVENDED* ", "*MAY*", and "*OPTIONAL*" in this docunment are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here.

2. Term nol ogy

Provider: In the context of this docunent the term"provider" always
indicate a "DNS provider", i.e. an entity that provides DNS services,
eg. DNSSEC-signing and/or authoritative naneservice.

3. Requirenents

The requirenents for an architecture facilitating DNS provider
synchroni zati on are defined as foll ows:

* Zone owners MJST be able to signal to their DNS providers
information sufficient for the providers to identify each other
and establish secure conmmuni cati on.

* Al signaling fromzone owner to DNS provi ders SHOULD be carried
out via data in the served zone, ensuring that all providers
receive the same configuration information at approximately the
sanme tine.

* Zone owners MJST be able to explicitly specify which DNS providers
shoul d serve and/or sign their zones.

* Zone owners MJST be able to signhal the intent to onboard an

additional DNS provider. This MJST automatically initiate the
appropriate provider synchroni zati on processes.
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* Zone owners MJST be able to signhal the intent to offboard an
exi sting DNS provider. This MJST automatically initiate the
appropri ate provider synchroni zati on processes.

* By engagi ng DNS providers for signing, the zone owner MJST give up
control over the follow ng records:

- Al DNSSEC-rel ated records in the zone.
- Any CDS and/or CSYNC RRsets.

* |t SHOULD be possible but NOT MANDATORY for the zone owner to al so
del egate the managenent of the NS RRset to the set of DNS
provi ders.

* DNS providers MIST be able to | ocate and establish secure
conmuni cati on with each other based on the information provided by
the zone owner in the DNS via the HSYNC RRset.

* The architecture SHOULD support both DNS-based and API - based
communi cati on between providers.

*  The architecture SHOULD all ow for snmpoth transitions between
different provider configurations without service interruption

4. DNS Provider Synchronization Scenari os

The HSYNC framework supports a variety of scenarios where zone owners
need to coordinate rmultiple DNS providers. The follow ng scenarios
illustrate the range of use cases this nmechani sm enabl es:

4.1. Coordi nated NS Record Managenent

A zone owner uses two DNS providers - one signs and serves the zone
whi |l e another only serves it. Through the HSYNC RRset, the zone
owner signals to both providers who is authorized to do what. The
provi ders’ Agents establish secure comunication channels, allow ng
themto coordinate NS RRset managenent across all authoritative
naneservers w thout manual intervention. The zone owner can decide
whether to retain control of NS records or delegate this
responsibility to the providers.

4.2. Milti-Provider DNSSEC Redundancy
A zone owner needs to elimnate the "signing" single point of failure
in their DNSSEC setup. By contracting with nultiple "nulti-signer

capabl e" DNS providers and using data fromthe HSYNC RRset, the zone
owner enabl es each provider to:
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* Locate other designated providers via the HSYNC RRset and
establish secure comuni cati ons.

* Coordi nate DNSKEY, CDS, CSYNC and NS RRset nmanagenent.

* Sign the zone using its own DNSKEYs while publishing a DNSKEY
RRset that includes keys fromall authorized signers.

* Distribute the signed zone to its authoritative naneservers and
possi bly to non-signi ng downstream provi ders.

This creates a fully redundant DNSSEC i nfrastructure with no single
poi nt of failure.

4.3. Provider Transition Managenent

A zone owner wishes to replace their current DNSSEC-si gni ng provider
with a new one. Using the nmechani sm provided by the HSYNC RRset,
they are able to:

* Add a new HSYNC record with State="ON' for the incom ng provider
initiating the onboardi ng process.

* Allow the autonmated synchroni zati on between providers to handl e
key exchange and transition.

* Once the new provider is fully operational, change the HSYNC State
for the outgoing provider to "OFF" when convenient.

* The providers then automatically coordinate the safe renoval of
t he out goi ng provider’s data.

This entire process maintains continuous service and valid signatures
whil e transitioning between DNS providers.

4.4. Del egated NS Managenent

A zone owner wants DNS providers to handl e NS RRset managenent while
retaining control of other zone data. By setting the NSMgmt field to
"AGENT" in the HSYNC RRset, the zone owner explicitly del egates NS
managenent responsibility to the DNS providers. The DNS providers
then coordinate to maintain a consistent NS RRset across al
authoritative servers, adding or renoving nanmeservers as needed based
on the current set of authorized providers.
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4.5. Phased Mgration to Milti-Provider Architecture

A zone owner currently using a single provider wants to inplement a
nmore robust architecture but prefers a gradual transition. They can

* First add a single HSYNC record designating their current
provi der, nmaki ng no i mredi ate operational changes

* Later add a second HSYNC record to designate an additiona
provi der

* Alowthe providers to automatically coordinate the transition

* (Optionally del egate NS managenent to the providers by changing
NSMgnt from " OANER' to " AGENT"

Thi s approach enables a controlled, phased nmgration to a nore
resilient nulti-provider architecture.

5. The Agent: Integrated Signer vs Separate Agent

In a distributed setup there nust be a service located with each DNS
Provi der that manages communi cation with other DNS Providers. This
is referred to as the Agent.

It is possible to inplenent support for the synchronization and
communi cati on needs directly into an existing conponent of the
provider’s provisioning infrastructure (which may be as sinple as an
authoritative nanmeserver with or without the ability to do online
DNSSEC signing). |In that case this conponent inplenents the Agent
functionality.

However, it is also possible to separate the synchronization and
conmmuni cati on needs into a separate agent. This Agent sits next to
the existing infrastructure, and is under the same administrative
control (the "DNS Provider"), but is a separate piece of software
Each Agent is configured as a "secondary naneserver" and receives the
(usually signed) zone. |In this docunent the functional separation
using a distinct Agent is used for clarity, not as a statement on
preferred inpl enentation choice.

The "separate Agent" design has the mmjor advantage of |eaving the
DNSSEC- si gner (if any) outside of the synchronization and

communi cati on conplexity. The requirenments are only that the Agent
is treated as a normal secondary (it receives NOIl FY nessages and is
abl e to request zone transfers).
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6

Source of Truth

A common design for DNSSEC signing (regardless of nulti-signer) is to
use a separate, bunp-on-the-wire Signer. This is a Signer that

recei ves the unsigned zone via an i ncom ng zone transfer, signs the
zone, and publishes the signed zone via an outbound zone transfer

In such a design the source of truth has been split up between the
"zone owner" (source of truth for all non-DNSSEC zone data), and the
Signer (source of truth for all DNSSEC data in the zone plus the
DNSKEY RRset) .

In the proposed architecture the source of truth is further split up
into three participants:

* The zone owner is the source of truth for all unsigned zone data,
except DNSSEC data and possibly the NS RRset.

* The Signer is the source of truth for all data generated via
DNSSEC si ghi ng: own DNSKEYs, NSEC/ NSEC3 RRs, RRSIGs, etc

* The Agent is the source of truth for the RRsets that nust be kept
in sync across all the Signers for the zone. This includes the
DNSKEYs from ot her providers, CDS and CSYNC RRsets. Possibly also
the NS RRset.

The NS RRset is an interesting special case. Traditionally the NS
RRset is maintained by the zone owner, but based on data fromthe DNS
providers (as authoritative naneservers is a primary service for the
DNS provider). However, in the proposed architecture the NS RRset
shoul d preferably be naintained by the Agents. For this reason the
proposed design makes control of the NS RRset explicit and the
responsibility of the zone owner to choose whether to retain contro
or delegate to the Agents. Hence

* The Agent is the source of truth for the NS RRset, subject to the
policy of the zone owner, as described in the HSYNC RRset.

Maki ng the control of the NS RRset explicit is useful regardl ess of
whet her a zone uses multiple signers or single signer, as this nakes
the zone owner intent explicit.

To be able to keep the Signer as sinple as possible, the changes to
the NS, DNSKEY, CDS and CSYNC RRsets nust be introduced into the
unsi gned zone before the zone reaches the Signer. Likew se, to keep
the zone owner as sinple as possible (i.e. not involved in the
details of the multi-signer automation) these changes nust be

i ntroduced into the unsigned zone after the zone | eaves the zone
owner .
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6.1. The Conbi ner

The consequence of these requirenents is that the DNSKEY, CDS and
CSYNC RRsets (and possibly the NS RRset) are nmmintained via a
separate piece of software inserted between the zone owner and the
Signer. This is referred to as the Conbiner.

The Conbi ner has the foll ow ng features:

* |t supports inbound zone transfer of the unsigned zone fromthe
zone owner.

* It receives updates for the NS, DNSKEY, CDS and CSYNC RRsets from
the Agent. Typically the nmechanismused is DNS UPDATE with a TSI G
signature, as this is easy to configure in a |ocal context.
However, other nechanisns, including APls, are possible.

* |t stores all data received fromthe Agent separate fromthe zone
data received fromthe zone owner.

* \Wenever it receives a new unsigned zone fromthe zone owner it
COMBI NES zone data fromthe zone owner (the majority of the zone)
with specific zone data under control of the Agent: three specific
RRsets, all in the apex of the zone: the DNSKEY, CDS and CSYNC
RRsets. According to zone owner policy expressed in the HSYNC
RRset it will also update the NS RRset.

* |t is policy free (apart frombeing limted to the four specified
RRsets). |.e. the Conbiner is not nmaking any judgenent about what
data to include in the zone fromthe four defined RRsets. That
judgenent is the role of the Agent.

* |t does not sign the zone.

* |t provides outbound zone transfer of the conbi ned zone to the
Si gner.

Exanpl e setup with two signers showing the |ogical flow of zone data
bet ween the zone owner, the Conbiner, the Signer and the Agent:
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6. 2.

A "DNS Provider"

owners.

The DNS Provi der

is atermthat

is nost conmmonly used to refer to an
entity that provides authoritative DNS service to one or nore zone
is used to refer to an
entity that provides some subset of the foll owi ng services

In the context of this docunent it

* Signhing a zone received fromthe zone owner

* Serving the zone via a set of authoritative nameservers

* Distributing the signed zone to other downstream DNS Provi ders.

In addition to the above services a DNS Provider

* An Agent for synchronization with other

DNS Provi ders

MUST al so provi de:

* A Conbi ner for the managenent of changes to the zone via the

synchroni zati on anong Agents (if

|.e.

servi ces.

Fer nandez,

et al.

in the setup above there are two DNS Providers,
are "conmplete" in the sense that they provide al

it provides a signer)
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7

I dentifying the Designated DNS Providers

It is the responsibility of the zone owner to choose a set of "DNS
Providers", either internal or external to the zone owner’s

organi zation. These DNS Providers MJUST be clearly and uni quely
designated via publication in the HSYNC RRset, |ocated at the apex of
the zone and consi sting of one HSYNC record for each signer

The HSYNC RRset MJST be added, by the zone owner, to the, typically
unsi gned, zone that the zone owner nmaintains so that this RRset is
visible to the downstream DNS Provi ders and their Agents.

The HSYNC RRset

The HSYNC RR has the zone name that publishes the HSYNC RRset as the
owner nane (i.e. the HSYNC RRset nust be | ocated at the apex of the
zone). The RDATA consists of five fields "State","NSMgm ", "Sign",
"ldentity" and "Upstreani:

zone. exanple. |IN HSYNC State NSMgmt Sign ldentity Upstream

State: Unsigned 8-bit. Defined values are 1=ON and 2=0OFF. The val ue
O is an error. Values 3-127 are presently undefined. Values 128-255
are reserved for private use. The presentation fornmat MJST use the
tokens "ON' and " OFF".

NSMgnt : Unsigned 8-bit. Defined values are 1=Zone owner and 2=Agent.
The value 0 is an error. Values 3-255 are presently undefined (and
not expected to be defined). The presentation format MJUST use the
tokens "OMER' and " AGENT".

Sign: Unsigned 8-bit. Defined values are 1=SI GN and 2=NCSI G\. The
value 0 is an error. If Sign=YES for a particular HSYNC record, then
the signer associated with that Identity is a designated signer for
the zone. The presentation format MJST use the tokens "SIG\' and
"NOSI GN'.

ldentity: Domain name. Used to uniquely identify the Agent for the
DNS Provi der that the Agent represents.

Upstream Dormain name. Used to uniquely identify the upstream DNS
Provider that this DNS Provider is a downstream of. The special case
of "." is used to signal that this DNS Provider either has no
upstream (i s the zone owner), or that the upstreamis to be
configured manual | y.

Exanpl e:
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zone. exanpl e. | N HSYNC ON AGENT Sl GN agent . provi der. exanpl e.
upstream

8.1. Semmntics of the HSYNC State Field

The HSYNC State field is used to signal to all Agents what the status
of each DNS Provider is fromthe point-of-view of the zone owner.

The two possible values are "ON' and "OFF" where "ON' neans that the
DNS Provider is a currently a designated DNS Provi der for the zone
(or in the process of being on-boarded and "OFF" neans that the DNS
Provider is previously a designated DNS Provider for the zone that is
in the process of being offboarded.

One use for the "OFF" state is that the of fboardi ng process invol ves
the remaining DNS Providers (hence the signalling) and it is
important to know which DNS Provider is being offboarded so that the
correct data nmay be renbved in the correct order, eith during the
mul ti-signer "renove signer" process (see [RFC8901]) or, a sinpler
"renmove auth nameserver" process.

Once the offboarding process is conplete the HSYNC RR for the
of f boarded DNS Provi der may be renpbved fromthe zone at the zone
owners discretion.

Anot her use for the State=OFF is during initial setup of a new DNS
provider. As long as State=OFF, no data fromthe provider nust be
used by other providers. However, it is possible to verify that
communi cati on, etc, works as intended.

8.2. Semantics of the HSYNC NsSMgnt Field

The NSMgmt field is used to signal to the Agents who is responsible
for the contents of the NS RRset for the zone. The two possible
val ues are "OMNNER' and " AGENT".

The val ue "OMER' signals that the zone owner is responsible for the
NS RRset and is responsible for updating the NS RRset (either with or
without the unified data fromall Agents). |In this case the Agents
MUST NOT instruct the Conmbiner to update the NS RRset.

The val ue "AGENT" neans that the Agents representing DNS Providers
that sign the zone are responsible for the contents of the NS RRset.
In this case the these Agents MJST instruct the | ocal Combiner to
update the NS RRset with the unified NS RRset data fromall Agents.
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8.2.1. Limtation of Scope for HSYNC-based NS Managenent

For the purpose of this document the NSMgmt Field in the HSYNC record
only covers the NS RRset. |.e. it does not include the address
records of in-bailiw ck authoritative nameservers. The reasons are:

* Limting the possibility of DNS Providers "polluting" the nane
space of the zone.

* Keeping the specification sinpler, as the concept of "del egated”
NS managenent is new.

It is possible to nake an argunent for del egati ng nanagenment of
address records for in-bailiw ck authoritati ve naneservers, but this
docunent does not.

8.3. Semantics of the HSYNC Sign Field

The Sign field is used to signal to all Agents whether the zone owner
requests that the DNS Provider that the Agent represents should sign
the zone or not. The two possible values are "SIGN' and "NOSI GN'
where "SIGN' neans that the Agent represents a a DNS Provider that
shoul d sign the zone and "NOSI GN' neans that the Agent does not.

When Si gn=NCSI GN the Agent MJST still participate in the

communi cati on between Agents for the zone, to ensure proper
synchroni zati on of data between providers. |f NSmgnt=ACGENT, the
Agent should still instruct the Conbiner to update the NS RRset,
ot herwi se no.

9. Communi cati on Between Agents
For the conmuni cati on between Agents there are two choi ces that need
to be made anong the designated Agents for a zone. The first is what
"transport” to use for the comuni cation. The second is what
"synchroni zation" nodel to use when executing future synchronization
processes.
The two defined transport alternatives are:
* DNS-based communi cati on (mandatory to support)

* REST API -based comuni cati on
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Each has pros and cons and at this point in tinme it is not clear that
one always is better than the other. To sinplify the choice of
transport DNS-based communication is nmandatory to support and the
REST API - based communi cation may only be used if all Agents support
it. Supported transports are signaled in the Provider-
Synchroni zati on EDNS(0) Option (see section NNN bel ow).

The two defined synchronization alternatives are:
* Leader/ Fol | ower synchronization (mandatory to support)
* Peer-to-Peer synchronization

Just as for transport, supported synchronization nodels are signaled
in the Provider-Synchronizati on EDNS(0) Option (see section
Provi der- Synchroni zati on EDNS(0) Option (Section 9.5) bel ow).

Regar dl ess of the synchronization nodel and conmuni cati on nethod
used, the Agents SHOULD exchange all needed infornmation about the
zone and the DNS Provider they represent to enable the
synchroni zati on processes to execute correctly. This includes
notifications about changes to DNSKEYs, changes to the NS RRset, etc.
Dependi ng on synchroni zation nodel it may al so include instructions
for changes to the zone

In all cases the information published by a DNS provider to all ow
other providers to locate its Agent MJST be DNSSEC- si gned.

9.1. Agent Comunication via DNS

This transport alternative is based on the observation that all the
communi cati on needs between Agents can be expressed via DNS nessages.
Notifications are sent as DNS NOTI FY nessages. Requests for changes
to a zone are sent as DNS UPDATE nessages, etc. One renaining
conmuni cation requirenment is for how to comuni cate information about
the current state between Agents in an ongoi ng synchronization
process. For this reason a dedi cated EDNS(0) opcode specifically for
provi der synchroni zation is proposed.

This nodel is based on [I-D.draft-berra-dnsop-keystate] that solves a

sim lar problemfor del egation synchronization between child and
parent, which has already been inpl enented and shown to worKk.
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9.2. Agent Comunication via REST API

REST APIs are well-known and a natural fit for nmany distributed
systens. The challenge is nostly in the initial setup of secure
conmmuni cation. The certificates need to be validated, preferably
wi thout a requirement on trusting a third party CA. The API
endpoints for each Agent need to be | ocated. Once secure

communi cati on has been established, using a REST APl for Agent
communi cation is straight-forward.

9.3. Locating Renpte Agents

When an Agent receives a zone via zone transfer fromthe Signer it
wi Il analyze the zone to see whether it contains an HSYNC RRset. If
there is no HSYNC RRset the zone MJST be ignored by the Agent from
t he point-of-view of provider synchronization

I f, however, the zone does contain an HSYNC RRset then the Agent MJUST
anal yze this RRset to identify the other Agents for the zone via
their target names in each HSYNC record. |If any of the other Agents
listed in the HSYNC RRset is previously unknown to this Agent then
secure conmuni cation with this other Agent MJST be established.

Secure conmuni cation can be achieved via various transports and it is
up to the Agents in the zone’'s HSYNC RRset to determ ne anbngst
thensel ves. This document proposes two transports: "DNS' and "API"
"DNS" is designated as as a baseline that Agents MJST support to be
conpliant.

The foll owing two subsections describe the mechani sm by which an
Agent SHOULD | ocate a renpte Agent and establish secure DNS-based and
APl - based comuni cati ons, respectively.

9.3.1. Locating a Renote DNS Transport Agent

Locating a rempote Agent using the DNS nmechani sm consists of the
fol |l owi ng steps:

* Lookup and DNSSEC-validate a URI record for the DNS protocol for
the HSYNC identity. This provides the donmain nane and port to
whi ch DNS nessages shoul d be sent.

* Lookup and DNSSEC-validate the SVCB record of the URI record

target to get the I P addresses to use for communi cation with the
renote Agent.
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* |f both the URI record and the SVCB record both include
i nformati on about the target port then the port information in the
SVCB MUJST take precedence.

* Lookup and DNSSEC-validate the KEY record of the URI record target
nane. This enables verification of the SIG0) public key of the
renote Agent once conmunication starts.

Exanmpl e: given the following HSYNC record for a renpote Agent:

zone. exanpl e. | N HSYNC ON AGENT SI GN agent. provi der.com
agent. zone. exanpl e.

The [ ocal Agent will look up the URI record for agent.provider.com

_dns. _tcp.agent.provider.com IN UR 10 10
"dns://ns. provider.com5399/" _dns. _tcp.agent.provider.com |IN RRSIG
UR 9% 7

which triggers a | ookup for ns.provider.com SVCB to get the |Pv4
and | Pv6 addresses as ipv4dhints and i pv6hints in the response to the
SVCB query:

ns.provider.com IN SVCB 1 ipv4dhint=5.6.7.8 ipv6hint=2001::53
ns. provider.com |IN RRSIG SVCB % 7

and also a |l ook up for the KEY record for ns.provider.com which may
| ook like this:

ns.provider.com |INKEY # 7 ns.provider.com |IN RRSIG KEY & 7

Once all the DNS | ookups and DNSSEC-validation of the returned data
has been done, the |l ocal Agent is able to initiate comrunication with
the renote Agent and verify the identity of the responding party via
the validated KEY record for the renpte Agents SI G 0) public key.

9.3.2. Locating a Renpote APl Transport Agent

Locating a renote Agent using the APl mechani sm consists of the
fol |l owi ng steps:

* Lookup and DNSSEC-validate the URI record for for the HTTPS
protocol for the HSYNC identity. This provides the base URL that
will be used to construct the individual APl endpoints for the
REST API. It also provides the port to use.
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* Lookup and DNSSEC-validate the SVCB record for the URI record
target. This provides the |P-addresses to use for conmmunication
with the Agent.

* |f both the URI record and the SVCB record both include
i nformati on about the target port then the port information in the
SVCB MUST take precedence.

* Lookup and DNSSEC-validate the TLSA record for the port and
protocol specified in the URI record. This will enable
verification of the certificate of the renote Agent once
communi cation starts

Exanpl e: given the following HSYNC record for a renote Agent:

zone. exanpl e. | N HSYNC ON AGENT YES agent. provi der.com
agent . zone. exanpl e.

the local Agent will look up the URI record for agent.provider.com

_https._tcp.agent.provider.com IN UR 10 10
#E1Https://api.provider.com 443/ api/v2/ & _https. _tcp.agent.provider.com [IN RRSIG

which triggers a | ookup for api.provider.coml|Pv4 and | Pv6 addresses
as hints in an SVCB RR

api . provider.com INSVCB 1 ipvdhint=1.2.3.4
i pv6hi nt =2001: : bad: caf e: 443 api . provider.com |IN RRSIG SVCB ---

Now we know the | P-address and the port as well as the base URL to
use. Finally the TLSA record for _443. tcp.api.provider.comis
| ooked up, with a response that may | ook |ike this:

_443. tcp.api.provider.com INTLSA3 11 --.
_443. tcp.api.provider.com |IN RRSIG TLSA -

Once all the DNS | ookups and DNSSEC-validation of the returned data
has been done, the |l ocal Agent is able to initiate comrunication with
the renote Agent and verify the identity of the responding party via
the TLSA record for the renpote Agents certificate.

9.3.2.1. Fallback to DNS-based Conmuni cation
If the API-based communication fails, either because needed DNS
records are mssing, the TLSA record fails to validate the renote

Agents certificate or the renote Agent sinply doesn't respond, the
| ocal Agent MUST fall back to DNS-based comunication
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9.4. The Initial HELLO Phase

When two Agents need to communicate with each other for the first
time (because they are both designated DNS providers for the sane
zone), they need to establish secure comunication. This is done in
a "HELLO' phase where the Agents exchange information about their
capabilities.

If all the informati on needed for API-based transport for the renote
party was avail able, the Agent SHOULD attenpt an API-based HELLO.

If, however, this fails for some reason, it should fall back to DNS-
based HELLO

9.4.1. DNS- based HELLO Phase

When usi ng DNS-based comuni cation the HELLO phase is done by sending
a NOTI FY(SQA) for the zone that triggered the need for comunication
The NOTI FY nessage MUST contain a Provider-Synchronization EDNS(O0)
Option (see section Provider Synchronization EDNS(0) Option

(Section 9.5) bel ow).

In the Provider-Synchroni zati on EDNS(0) Option the OPERATION field
MUST have the value "HELLO' (1). Furthernore, the Agent signals its
transport and synchroni zation capabilities in the TRANSPORT and
SYNCHRONI ZATION fields. This nessage is signed with the SI G 0) key
for the | ocal Agent for which the public key is published as a KEY
record for the Agent.

In the response to the NOTIFY, the renpote Agent does the sanme and the
two Agents can now verify each other’s identity and are al so aware of
the other Agents transport and synchronization capabilities.

9.4.2. APl-based HELLO Phase
When usi ng API-based comuni cation the HELLO phase is done by sending
a REST APl POST request to the renmpte Agent at the "/hello" endpoint.
The request MJST contain a JSON encoded object with the follow ng
fields:
* "transport": The transport capabilities of the |ocal Agent.

* "synchronization": The synchronization capabilities of the |oca
Agent .

The response MJST contain a JSON object with the following fields:

* "transport": The transport capabilities of the renpte Agent.
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* "synchronization": The synchroni zation capabilities of the renote
Agent .

3. Interpretation of the HELLO Responses

Once an Agent has received HELLO responses fromall other Agents that
are designated signers for the zone, it knows the capabilities of the
Agents as a group. It can then use this information to determ ne

whi ch transport to use

* |f all Agents support API-based comruni cation, the Agents will use
APl - based communi cation for this zone.

* |f one or nore Agents only support DNS-based conmunication, the
Agents will use DNS-based comunication for this zone.

Li kewi se, each Agent now knows the provider synchronization
capabilities of the other Agents and can determ ne which
synchroni zati on nodel to use:

* |f all Agents support the Peer-to-Peer synchronization nodel, the
Agents will use the Peer-to-Peer synchronization nodel for this
zone.

* |f one or nore Agents only support the Leader/Fol | ower
synchroni zati on nodel, the Agents will use the Leader/Fol | ower
synchroni zati on nodel for this zone.

Provi der- Synchroni zati on EDNS(0) Opti on For nmat

Thi s docunent uses an Extended Mechani sm for DNS (EDNSO) [ RFC6891]
option to include DNS Provider synchronization information in DNS
nmessages.

This option is structured the sane way as the KeyState option
described in [I-D.draft-berra-dnsop-keystate], which has been

i mpl erent ed and shown to work for a similar use case. The
requirenments for DNS Provider synchronization are sufficiently
different that it is not possible to re-use the KeyState OPT al so for
this purpose and therefore a new EDNS(0) option is defined here.

The Provider-Synchroni zati on EDNS(0) option is structured as foll ows:
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1 1 1 1 1 1
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
T S e T

0: | OPTI ON- CODE |
S T g S S
2: OPTI ON- LENGTH |
g S S
4: | OPERATI ON | TRANSPORT |
S S S  S &
8: | SYNCHRONI ZATI ON- MODEL | /
S T A S S
10: / OPERATI ON- BODY /

B e T T T T e T R S
Field definition details:

OPTI ON-CODE: 2 octets / 16 bits (defined in [RFC6891]) contains the
val ue TBD for Provider-Synchronization

OPTI ON- LENGTH: 2 octets / 16 bits (defined in [ RFC6891]) contains the
| ength of the payload (everything after OPTION-LENGTH) in octets and
shoul d be 4 plus the length of the OPERATI ON- BODY field (which may be
zero octets long).

OPERATION: 8 bits. Signals the type of operation the nessage
performs. This docunent defines the two operations HELLO and
HEARTBEAT. For a conplete distributed nulti-signer specification a
nunber of additional operations will need to be allocated to be able
to describe the states in the different nmulti-signer processes. This
al | ocati on nmust be done either in a revision to this docunent or in a
subsequent docunent .

TRANSPORT: 8 bits. Encodes the transport capabilities of the Agent.
Wth 8 bits it is possible to define up to 8 different transports of
whi ch this docunment defines two: DNS and API.

SYNCHRONI ZATI ON- MODEL: 8 bits. Encodes the synchroni zati on
capabilities of the Agent. Wth 8 bits it is possible to define up
to 8 different synchronization nodels of which this docunent
identifies two: Leader/Fol |l ower and Peer-to- Peer

OPERATI ON- BODY: Vari abl e-1ength. Used to carry operation-specific
par aneters
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9.5.1. Encoding Transport Capabilities in the Provider-Synchronization
EDNS(0) Option

An Agent signals the union of its transport capabilities by setting
the corresponding bits to 1.

0: DNS transport supported (baseline, MJST be supported by al
Agent s)

1: APl transport supported
2-7: unused

9.5.2. Encoding Synchronization Capabilities in the Provider-
Synchroni zati on EDNS(0) Option

An Agent signals its synchronization capabilities by setting the
corresponding bits to 1.

0: Leader/Foll ower nulti-signer synchronization supported
1: Peer-to-Peer mnulti-signer synchronization supported
2-7: unused

10. Sequence Di agram Exanpl e of Establishing Secure Conms - "The Hello
Phase"

The procedure of |ocating another Agent and establishing a secure
comuni cation, referred to as "The Hello Phase" is exanplified in the
sequence di agram bel ow.

The procedure is as follows:

1. The Agents receive a zone via zone transfer. By analyzing the
HSYNC RRset each Agent becone aware of the identities of the
ot her Agents for the zone. |.e. each Agent knows whi ch ot her
Agents it needs to communicate with. Conmunication with each of
these, previously unknown, renote Agents is referred to as
" NEEDED" .

2. Each Agent starts aquiring the information needed to establish
secure conmuni cations with any previously unknown Agents. Here
we only illustrate the baseline case where DNS-based
comuni cations is to be used in the follow ng phase. Once al
needed information has been collected the communication with this
renote Agent is considered to be "KNOMW
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3. Once an Agent has received the required information (URI, SVCB
and KEY records in the baseline case) it sends a NOTI FY nessage
with a dedi cated Provider-Synchroni zati on OPT code with
OPERATI ON="HELLO'. The sender uses this OPT field to signal its
transport and synchroni zation capabilities. Simlarly, the
responder signals its capabilities using the same field.

4. \Wen an Agent either gets a NOERROR response to its NOTIFY
OPT(hel l 0) message or responds with a NOERROR, it transitions out
of "The Hell o Phase" with the exchanging party and they
transition to the next phaste where they start sendi ng NOTIFY
OPT(heartbeat) signals instead. The communication with the
renote Agent is now considered to be in the "OPERATI ONAL" state.

In the case where one Agent is aware of the need to comunicate with
anot her Agent, but the other is not (eg. the zone transfer was

del ayed for one of then), the slower one SHOULD respond with a
RCODE=REFUSED t o any NOTIFY OPT(hello) it receives. Once it is
ready, it will send its own NOTIFY OPT(hell o) which should be
responded to with a RCODE=NCERROR.
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| QUERY ns. agent-b.se. SVCB?

| QUERY ne.agent_b.se. KEv? ”
___________________________________ >
|

i NOTI FY sign-ne.se. OPT(hell o)
................................... >

NCERROR si gn-ne. se. OPT(hel |l 0)

NOTI FY sign-me. se. OPT(heartbeat)

NOTI FY si gn-nme. se. OPT(heartbeat)

11. Responsibilities of an Agent

Each Agent has certain responsibilites, depending on supported
transports net hods.

11.1. Enabling Renpte Agents to Locate This Agent
For a group of Agents to be able to comunicate securely and
synchroni ze data for a zone, each Agent nust ensure that the DNS
records needed for secure conmunication with other Agents are
publ i shed:

* URI, SVCB and KEY records required for DNS-based commruni cation
secured by SIFO0).

Fer nandez, et al. Expi res 4 Septenber 2025 [ Page 24]



I nternet-Draft Si gnal i ng Zone Omner | ntent March 2025

11.

* URI, SVCB and TLSA records required for API-based comruni cation
secured by TLS (if supported).

* Al of the above MJST be published in a DNSSEC-si gned zone under
the domain nane that is the identity of the Agent.

2. Enabling Renpte Agents to Lookup Zone Data Added By This Agent

VWhen using DNS transport between Agents, four types of information is
needed to be conveyed fromone party to anot her

1. Notifications (sent as DNS NOTI FY)
2. Retrieval of existing data (looked up via DNS QUERY).
3. Changes to existing data (sent as DNS UPDATE)

In addition there is also a need for the Agents to signal state
information to each other. One obvious case of this is when the
Agents need to signal the state of an ongoing synchronization process
to each other:

1. Provider "state" information (sent via the Provider-
Synchroni zati on EDNS(0) OPT).

The second case, i.e. looking up data for a zone that is particular
to a specific DNS Provider is typically about the DNSKEY records
added by that signer or the NS records representing the authoritative
naneservers for that DNS Provider. This is |ooked up under domain
nanes constructed fromthe nanme of the served zone and the identity
of the DNS Provider

For each zone that is managed, the Agent nust ensure that the data
needed for synchronization with other Agents is published:

* The DNSKEY RRset for the zone consisting of the DNSKEYs that the
| ocal Signer for this DNS Provider uses to sign the zone.

* The CDS RRset for the zone, representing the KSK that the |oca
Si gner uses to sign the zone (when needed).

* The NS RRs for the zone, consisting of the NS records of the
aut horitative nanmeservers that this DNS Provider is responsible
for.
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12.

12.

12.

* Al of the above MJST be published in a DNSSEC-si gned zone under
the donmain nanme that is the concatenation of the zone nane and the
identity of the Agent. Exanple for the zone "zone. exanpl e" and
the Agent "agent. provider":

zone. exanpl e. agent . provi der. | N DNSKEY . ..

zone. exanpl e. agent. provi der. | N RRSI G DNSKEY ..

zone. exanpl e. agent. provider. IN NS ... zone.exanpl e. agent. provi der.
INRRSIGNS ...

M gration from Single-Signer to Miulti-Signer

The nmigration froma single-signer to a nulti-signer architecture is
done by changing fromonly having a single designhated signer in the
HSYNC RRset to having multiple designated signers (i.e. the SIGN
field changed from"NOSIGN' to "SIGN'). This nmay be done in severa
st eps.

1. Adding a single HSYNC record to an already signed zone

Adding a single HSYNC record to a zone that is already signed by the
DNS provi der "provider.com' with NSngnt=OMER i s a no-op that does
not change anything in the zone:

zone. exanpl e. I N HSYNC ON OMNER Sl GN agent . provi der. com upstream
The zone was al ready signed by the DNS provider "provider.com and
the provi der added any needed DNSSEC records, including DNSKEYs. The
zone NS RRset was managed by the zone owner. Al of this is
unchanged by the addition of the HSYNC RRset.

What does change is possibly the zone transfer chain, if the
specified upstreamis different from previously.

2. Changing the HSYNC NSMaMT Field from AGENT To OMER

Each Agent publishes the data it contributes to the zone under the
domai n nane {zone}.{identity}. |l.e. the zone DNSKEYs that the Agent
agent . provi der.com uses are published as:

zone. exanpl e. agent . provi der.com  DNSKEY ...
zone. exanpl e. agent . provi der.com  DNSKEY ..

Li kewi se, the NS records for the zone are published as:

zone. exanpl e. ns. agent . provider.com NS ...
zone. exanpl e. ns. agent . provider.com NS ..
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12.

12.

12.

To migrate from"owner maintai ned" NS RRset to "Agent maintained",
the zone owner rnust verify that the NS RRset as published by the
Agent is correct and in sync with the NS RRset as published by the
zone owner itself. After this verification the zone owner changes
the HSYNC NSngnt field in the existing HSYNC records from

NSngnmt =OANER t o NSngmt =AGENT.

3. Mgrating froma Milti-Signer Architecture Back to Single-Signer.

If, for sone reason, a zone owner wants to migrate back to a single-
signer architecture (i.e. offboarding the second DNS Provi der), the
process is essentially the reverse of the migration from single-
signer to nulti-signer

1. The zone owner offboards the second signing DNS Provider (only
keepi ng one signing DNS Provider).

When of f boardi ng the second signing DNS Provider is signalled via the
HSYNC RRset, the multi-step process "renove signer" (as defined in
[I-D.draft-ietf-dnsop-dnssec-automation]) is initiated to renove the
second DNS Provider fromthe zone in a series of steps.

The zone is now essentially back to a single-signer architecture.
Once the offboarding is conplete, the zone owner nay renpve the HSYNC
RRset designating the of fboarded DNS Provi der fromthe zone.

TO BE REMOVED BEFCORE PUBLI CATION: # Rational e
4. Choice of the HSYNC Mhenonic

Initially the menonic "MsSI GNER' was used for the HSYNC RRset.
However, as work progressed it becane clear that we want al so non-
signing DNS Providers to be able to participate. So the RRset is a
signal ling nmechani smfrom zone owner to DNS Providers, sone of which
may or nmay not be instructed to sign the zone. Therefore we suggest
the menonic "HSYNC' to indicate that this is a nechanismfor
"horizontal synchronization" inside a zone.

But the mmenoni c chosen is a very minor point and should a better
suggestion cone up it would be great.

5. Separation of Agent and Conbi ner

It is possible to integrate all three multi-signer components
(Signer, Agent and Combiner) into a single piece of software (or two
pi eces, depending on the preferred way of slicing the functionality).
However, such a conposite nodule would be a fairly conpl ex piece of
sof t war e
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13.

Thi s docunent aims to describe the functional separation of the
different conmponents rather than make a judgenent on software design
alternatives. Hence possible inplenentation choices are left to the
i npl ement er.

Security Considerations

An architecture for automated multi-provider zone nanagenent is a
compl ex systemw th a nunber of conponents. The authors believe that
the only way to nake such an architecture useful in practice is via
aut omati on. However, autonmation is a double-edged sword. It can
bot h make the system nore robust and nore vul nerable.

VWil e all comunication between Agents is authenticated (either via
SIG0) signatures or TLS), the signalling fromthe zone owner to the
Agents is via the HSYNC RRset in an unsigned zone. This is a
potential attack vector. However, securing zone transfers from zone
owner to DNS providers is a well-known issue with lots of existing
solutions (TSIG zone transfer via a secure channel, zone transfer-
over-TLS, etc). Enploying some of these solutions is strongly
recommended.

Froma vulnerability point-of-view this architecture introduces
several new conponents into the zone signing and publication process.
In particular the Conbi ner and the Agents are new conponents that
need to be secure. The Conbi ner has the advantage of not having to
announce its location to the outside world, as it only needs to
communi cate with internal conponents (the zone owner, the Signer and
the Agent).

The Agent is nore vulnerable. It needs to be discoverable by other
Agents and hence it is also discoverable by an adversary. On the

ot her hand, the Agents are not needed for a new zone to be signed and
publi shed, they are only needed when there are changes that require
the Agents to synchronize, which is an infrequent event.

Furt hernore, should an Agent be unable to fulfill its role during the
execution of a change requiring synchronization, whether it is a
compl ex multi-signer process or perhaps only a change to the NS
RRset, the synchroni zation process will sinply stop where it is.
Regardl ess of where the stop (or rather pause) occurs, the zone wll
be fully functional (as in available and properly signed). Once the
Agent is able to resune its role, the synchronization process wl|l
continue fromwhere it left off.
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14. | ANA Consi der ati ons.

*Note to the RFC Editor*: In this section, please replace occurrences
of "(This docunent)" with a proper reference.

14.1. HSYNC RR Type
I ANA is requested to update the "Resource Record (RR) TYPES" registry
under the "Domai n Nane System (DNS) Paraneters" registry group as
fol | ows:
Type HSYNC
Val ue TBD

Meani ng Zone owner designation of DNS providers enabling nutua
di scovery

Ref erence (This docunent)

14.2. New Provider-Synchroni zati on EDNS Opti on
Thi s docunent defines a new EDNS(0) option, entitled "Provider-
Synchroni zati on", assigned a value of TBD "DNS EDNSO Opti on Codes
(OPT)" registry

TO BE REMOVED UPON PUBLI CATI ON: https://wwv. i ana. or g/ assi gnnment s/ dns-
par anet er s/ dns- par anet er s. xht ml #dns- paranet ers-11 (fo0)

Fomm o - o e e e e e e e e oo s S g
| Value | Nane | Status | Reference

B S, o m e e e e e e a oo Fomm e e e oo o e e e e e e e oo
| TBD | Provider-Synchronization | Standard | ( This docunent )

E o e e e e o - N o e e e e o o -

14.3. A New Registry for EDNS Option Provider-Synchronizati on Operation
Codes

The Provider-Synchronizati on option al so defines an 8-bit operation
field, for which IANA is requested to create and mai nain a new
registry entitled "Provider-Synchroni zati on Qperations", used by the
Provi der-Synchroni zation option. Initial values for the "Provider-
Synchroni zati on Qperations" registry are given below, future
assignnents in in the 3-127 range are to be made through

Speci fication Required review [ BCP26] .
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‘Mhemonic | Reference
forbidden | ( This document )
WMELLO | ( This document )
MEARTBEAT | ( This docunent )
Unassigned | ( This document )
Private se | ( This document )

15. Ref er ences

15.1. Normative References

[ RFC1996]

[ RFC2119]

[ RFC2136]

[ RFC2931]

[ RFC3007]

[ RFC6891]

[ RFC8174]

Fer nandez,

et

Vixie, P., "A Mechanismfor Pronpt Notification of Zone
Changes (DNS NOTI FY)", RFC 1996, DO 10. 17487/ RFC1996,
August 1996, <https://ww. rfc-editor.org/info/rfcl996>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

Vixie, P., Ed., Thonson, S., Rekhter, Y., and J. Bound,
"Dynami c Updates in the Dormai n Name System (DNS UPDATE) ",
RFC 2136, DO 10.17487/ RFC2136, April 1997,

<https://www. rfc-editor.org/info/rfc2136>.

East| ake 3rd, D., "DNS Request and Transaction Signatures
( SI0)s )", RFC 2931, DA 10.17487/ RFC2931, Septenber
2000, <https://ww. rfc-editor.org/info/rfc2931>.

Wl lington, B., "Secure Domain Name System (DNS) Dynanic
Update", RFC 3007, DO 10.17487/ RFC3007, November 2000,
<https://www.rfc-editor.org/info/rfc3007>.

Damas, J., Gaff, M, and P. Vixie, "Extension Mechanisns
for DNS (EDNS(0))", STD 75, RFC 6891,

DO 10.17487/ RFC6891, April 2013,
<https://www.rfc-editor.org/info/rfc6891>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

al . Expi res 4 Septenber 2025 [ Page 30]



I nternet-Draft Si gnal i ng Zone Omner | ntent March 2025

[ RFC8901] Huque, S., Aras, P., Dickinson, J., Vcelak, J., and D.
Bl acka, "Milti-Si gner DNSSEC Model s, RFC 8901,
DA 10.17487/ RFC8901, Septenber 2020,
<https://ww.rfc-editor.org/info/rfc8901>.

15.2. Infornmtive References

[ BCP26] Best Current Practice 26,
<https://wwv.rfc-editor.org/info/bcp26>.
At the time of witing, this BCP conprises the follow ng:

Cotton, M, Leiba, B., and T. Narten, "Cuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,

<https://www. rfc-editor.org/info/rfc8126>.

[1-D. draft-berra-dnsop-keyst at e]
Bergstrm E., Fernandez, L., and J. Stenstam "Signalling
Key State Via DNS EDNS(0) OPT", Work in Progress,
Internet-Draft, draft-berra-dnsop-keystate-01, 7 February
2025, <https://datatracker.ietf.org/doc/htm/draft-berra-
dnsop- keyst at e- 01>.

[I-D.draft-ietf-dnsop-dnssec-automation]
Wsser, U, Huque, S., and J. Stenstam "DNSSEC
automation", Work in Progress, Internet-Draft, draft-ietf-
dnsop- dnssec- aut omati on- 03, 19 COct ober 2024,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-dnsop-
dnssec-aut omat i on- 03>.

Appendi x A.  Change History (to be renoved before publication)

*  This docunent is derived fromthe earlier docunent draft-| eon-
dnsop-di stri buted-nul ti-signer-00

Initial public draft.
Aut hors’ Addr esses
Leon Fer nandez
The Swedi sh | nternet Foundation

Sweden
Email: | eon.fernandez@nternetstiftel sen. se

Erik Bergstrm
The Swedi sh I nternet Foundation
Sweden

Fer nandez, et al. Expi res 4 Septenber 2025 [ Page 31]



I nternet-Draft Si gnal i ng Zone Omner | ntent March 2025

Emai |l : erik.bergstrom@nternetstiftel sen. se

Johan St enst am

The Swedi sh | nternet Foundation

Sweden

Emai | : j ohan. stenstam@nternetstiftel sen. se

St eve Crocker

Edgenoor Research Institute
United States

Emai | : steve@hi nkuro. com

Fer nandez, et al. Expi res 4 Septenber 2025 [ Page 32]



