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Abstract

Thi s docunent specifies a conpact data format of DNS nessages using
the Conci se Binary bject Representation [ RFC8949]. The primary
purpose is to keep DNS nessages snall in constrai ned networKks.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://cbor-
wg. gi t hub. i o/ cbor-dns/draft-1enders-dns-cbor.htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-I|enders-dns-cbor/.

Di scussion of this docunent takes place on the CBOR Wirking G oup
mailing list (mailto:cbor@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/cbor/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/cbor/.

Source for this draft and an issue tracker can be found at
https://github. com cbor-wy/ cbor-dns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

In constrained networks [RFC7228], the link |ayer may restrict the
payl oad sizes of franes to only a few hundreds bytes. Encrypted DNS
resol ution, such as DNS over HITPS (DoH) [ RFC8484] or DNS over CoAP
(DoC) [I-D.ietf-core-dns-over-coap], nmay |l ead to DNS nessage sizes
that exceed this limt, even when inplenenting header conpression
such as 6LOWPAN | PHC [ RFC6282] or SCHC [ RFC8724], [ RFC8824].

Al t hough adoption | ayers such as 6LOWPAN [ RFC4944] or SCHC [ RFC8724]
offer fragmentation to conply with small MIUs, fragmentation shoul d
be avoided in constrai ned networks. Fragnentation conbi ned with high
packet loss multiplies the likelihood of |oss. Hence, a conpression
format that reduces fragnentati on of DNS nessages is beneficial

Thi s docunent specifies a conmpact data format for DNS nmessages using
Conci se Binary Object Representation (CBOR) [ RFC8949] encodi ng.

Addi tionally, unnecessary or redundant information are stripped off
DNS nessages. To use the outcone of this specification in DoH and
DoC, this docunent al so specifies a Media Type header for DoH and a
Cont ent - Format option for DoC
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Note, that there is another format that expresses DNS nessages in
CBOR, C-DNS [RFC8618]. CDNSis primarily a file format to mnim ze
traces of multiple DNS nmessages and uses the fact that there are

mul tiple nessages to do its conpression. Conmon val ues such as nanes
or addresses are collected in separate tables which are referenced
fromthe nmessages, conparable to Packed CBOR [|-D.ietf-cbor-packed].
However, this may add overhead for individual DNS nessages.

The format described in this docunment is a transfer format that ains
to provide conci seness and conpression for individual DNS nessages to
be sent over the network. This is achieved applying the follow ng
obj ecti ves:

Conci seness:

* Encodi ng DNS nessages in CBOR and

* Omtting (redundant) fields in DNS queries and responses.

Conpr essi on:

* Providing easy to inplenent nanme conpression that allows for on-
the-fly construction of DNS queries and responses and

* Providing optional address and val ue conpression in DNS responses
usi ng Packed CBOR [I-D.ietf-cbor-packed].

2. Term nol ogy

CBOR types (unsigned integer, byte string, text string, arrays, etc.)
are used as defined in [ RFC8949].

The ternms "DNS server”, "DNS client”, and "(DNS) resolver" are used
as defined in [ RFC8499].

A DNS query is a nmessage that queries DNS information from an
upstream DNS resolver. The reply to that is a DNS response.

The DNS nessage format specified in [ RFCL035] for DNS over UDP we
call "classic DNS format" throughout this docunment or refer to it by
its nedia type "application/dns-nmessage" as specified in [ RFC8484].

The term "constrai ned networks" is used as defined in [ RFC7228].
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. CBOR Representations (application/dns+cbor)

DNS nmessages in "application/dns+cbor” are represented as CBOR arrays
to mnimze overhead. Al CBOR itens used in this specification are
of definite length. CBOR arrays that do not follow the | ength
definitions of this or of followup specifications, MJST be silently
i gnored. CBOR arrays that exceed the nessage size provided by the
transport, MJST be silently ignored. It is assuned that DNS query
and DNS response are distingui shed nessage types and that the query
can be mapped to the response by the transfer protocol of choice. To
define the representation of binary objects we use the Concise Data
Definition Language (CDDL) [RFC8610]. For exanples, we use the CBOR
Ext ended Di agnostic Notation [I-D.ietf-cbor-edn-literals].

dns- nessage = dns-query / dns-response

Figure 1: This docunent defines both DNS Queries and Responses in
CDDL

If, for any reason, a DNS nessage cannot be represented in the CBOR
format specified in this docunent, or if unreasonable overhead is

i ntroduced, a fallback to another DNS nessage format, e.g., the
classic DNS format specified in [ RFC1035], MJST al ways be possi bl e.

3.1. Dormain Name Representation

Domai n nanmes are represented by a sequence of one or nore (unicode)
text strings. For instance, "exanple.org" would be represented as
"exanpl e","org" in CBOR diagnostic notation. The root domain "." is
represented as an enpty string "". The absence of any |abel neans
the nane is elided. For the purpose of this docunment, domain nanes
remai n case-insensitive as specified in [ RFC1035].

The representation of a domain nanme is defined in Figure 2. A | abel
may either be encoded in ASCI|-conpatible encoding (ACE) [ RFC5891]
enbedded within UTF-8 encodi ng of the text strings or plain UTF-8.
It is RECOWENDED to use the encoding with the shorter length in

byt es, otherw se nessage sizes may increase. A decoder identifies
the ACE encoding by identifying the label as a valid A-|abel (see

[ RFC5891]) and MUST assune the | abel to be encoded in UTF-8

ot herwi se.
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Thi s sequence of text strings is supposed to be enbedded into a
surroundi ng array, usually the query or resource record.

Nanme conpression is inplenmented using an extension to Packed CBOR
see Section 4.1. For readers unfamliar with Packed CBOR this nane
conpression can be abstracted to a nane conpression sinmlar to that
described in Section 4.1.4 of [RFC1035]. However, instead of using
the byte index as reference within the nessage, text strings are
counted, starting at 0, depth-first within the nmessage. That nunber
is used as index for the reference. Since nanes are the only text
strings in a CBOR-based DNS nessage, the end of a nanme can be

i dentified when the decoder cursor does not point to a text string or
reference to another text string anynore. For the reference itself,
either sinple values or tag 6 are used (see Section 2.2 of
[1-D.ietf-cbor-packed]).

domai n-nane = ( *I| abel )
| abel = tstr

Figure 2: Domain Name Definition

3.2. DNS Resource Records
Thi s docunment specifies the representation of both standard DNS
resource records (RRs, see [RFCL035]) and EDNS option pseudo-RRs (see
[ RFC6891]. If for any reason, a resource record cannot be
represented in the given formats, they can be represented in their
binary wire-format formas a byte string.
Further special records, e.g., TSIG[RFC8945], can be defined in
foll ow up specifications using the $$structured-ts-rd extension point
(see Figure 4) and are out of scope of this docunent.
The representation of a DNS resource records is defined in Figure 3.
$$dns-rr = rr [/ #6.141(opt-rr) [/ bstr

Figure 3: DNS Resource Record Definition
3.2.1. Standard RRs

Standard DNS resource records are encoded as CBOR arrays containing 2
or more entries in the follow ng order

1. An optional nane (as text string, see Section 3.1),

2. A TTL (as unsigned integer),
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3. An optional record type (as unsigned integer),
4. An optional record class (as unsigned integer), and lastly

5. Arecord data entry (as byte string, donain nane, or array for
dedi cated record data representation) or a boolean (true) that
i ndi cates that the resource record is actually a resource record
set with an array of one or nmore record data entries foll ow ng.
In the latter case, individual domain names need to be put into
their own array.

If the first itemof the resource record is a text string, it is the
first Iabel of a domain nane (see Section 3.1). |If the nane is
elided, the nane is derived fromthe question section of the nessage.
For responses, the question section is either taken fromthe query
(see Section 3.3) or provided with the response see Section 3.4. The
query may be derived fromthe context of the transfer protocol

If the record type is elided, the record type fromthe question is
assuned. If record class is elided, the record class fromthe
question is assumed. Wen a record class is required to be
expressed, the record type MJUST al so be provided.

The byte string format of the record data as a byte string foll ows
the classic DNS format as specified in Section 3.3 of [RFCL035] (or
ot her specifications of the respective record type). Note that the
CBOR format does not include the RDLENGTH field fromthe classic
format as this value is encoded in the length field of the CBOR
header of the byte string.

If the record data represents a donain name (e.g., for CNAME or PTR
records), the record data MAY be represented as domai n nane as
specified in Section 3.1. This way of representing the record data
means that name conpression (see Section 4.1) can also be used on it.

Dependi ng on the record type, the record data may al so be expressed
as an array. Some initial array types are specified below Future
specifications can extend the definition for $$structured-ts-rd in
Figure 4. Extensions to that in this docunent mainly serve to expose
nanes to nanme conpression (see Section 4.1). There is an argunent to
be made for CBOR-structured formats of other record data
representations (e.g. DNSKEY or RRSI G, but structuring such records
as an array usually adds nore overhead than just transferring the
byte representation. As such, structured record data that do not
contain names are to be represented as a byte string in this

speci fication.
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Mul tiple resource records of the same type, class, and TTL can be
summari zed to a resource record set. A decoder can be notified about
this, by including the bool ean true value before an array of nultiple
record data entries of the sane type. Note, that this adds nore
overhead to the nessage and should only really be considered, when
there are nore than one resource records of the sane type, class, and
TTL in the nmessage.

max-ui nt8 = 0..255

max-uint 16 = 0..65535
max-ui nt 32 = 0..4294967295

ttl = max-uint32

i pv4-addr = bstr .size 4

i pv6-addr = bstr .size 16

$i p-addr = ipv4-addr / ipv6-addr

rr = [
? domai n- nane,
ttl: ttl,
type- spec-rdat a,
]
type-spec-rdata = (
? type-spec,
rdata: bstr // ( $ip-addr ) // ( domain-nane ) // ( rdata-set ),

rdata-set = ((
is-rrset: true,
rdata-set: [ +bstr ]
) 1«

is-rrset: true,
rdata-set: [ +[ domain-nane ] ],

))
type-spec-rdata //= ( $$structured-ts-rd )

type-spec = (
record-type: max-uintl6
? record-cl ass: max-uint 16,

)

Figure 4: DNS Standard Resource Record Definition
3.2.1.1. SOA Record Data
The record data of RRs with record-type = 6 (SOA) MAY be expressed as
an array with at least 7 entries representing the 7 parts of the SOA

resource record defined in [RFC1035] in the foll owi ng order

* MNAME as a domain nane (see Section 3.1),
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* SERI AL as an unsi gned i nteger,

* REFRESH as an unsi gned i nteger,

* RETRY as an unsi gned integer,

* EXPI RE as an unsigned i nteger,

* MN MJUM as an unsi gned integer, and

* RNAME as a domain nane (see Section 3.1).

MNAME and RNAME are put to the beginning and end of the array,
respectively, to keep their |abels apart.

The definition for SOA record data can be seen in Figure 5.

$$structured-ts-rd //= (
6, ; record-type = SCQA
? 1, ; record-class = IN
( soa// ( is-rrset: true, rdata-set: [ +soa ] ) ),

soa = |
donmi n-nane, ; mane
serial : max-uint 32,
refresh: nmax-uint32,
retry: max-uint32,
expire: max-uint32,
m ni mum max- ui nt 32,
donmi n-nane, ; rnane

Figure 5: SOA Resource Record Data Definition
3.2.1.2. MX Record Data
The record data of RRs with record-type = 15 (MX) MAY be expressed as
an array with at least 2 entries representing the 2 parts of the MX
resource record defined in [RFCL035] in the foll ow ng order:
* PREFERENCE as an unsi gned integer and

*  EXCHANGE as a dommin nanme (see Section 3.1).

The definition for MX record data can be seen in Figure 6.
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$$structured-ts-rd //= (
15, ; record-type = MX
? 1, ; record-class = IN
( mxk // ( is-rrset: true, rdata-set: [ +mx ] ) ),

m = [
pref erence: max-uintl16,
domai n-nane, ; exchange

]

Fi gure 6: MX Resource Record Data Definition

3.2.1.3. SRV Record Data
The record data of RRs with record-type = 33 (SRV) MAY be expressed
as an array with at least 3 entries representing the parts of the SRV
resource record defined in [RFC2782] in the foll ow ng order
* Priority as an unsigned integer,
* an optional Wight as an unsigned integer,
* Port as an unsigned integer,
* Target as a dommin nane (see Section 3.1).
If the weight is present or not can be determ ned by the nunber of
unsi gned i ntegers before Target. 2 unsigned integers before the
Target nmean the weight was elided and defaults to 0. 3 unsigned
i ntegers before the Target mean the weight is in the second position
of the record data array. The default of O was picked, as this is
the val ue domai n administrators should pick when there is no server
sel ection to do [ RFC2782].

The definition for SRV record data can be seen in Figure 7
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$$structured-ts-rd //= (
33, ; record-type = SRV
? 1, ; record-class = IN
( srv // ( is-rrset: true, rdata-set: [ +srv ] ) ),

srv = [
priority: max-uintl6,
? weight: max-uintl16 .default O,
port: max-uint16,
domai n-nane, ; target

]

Figure 7: SRV Resource Record Data Definition
3.2.1.4. SVCB and HTTPS Record Data
The record data of RRs with record-type = 64 (SVCB) and record-type =
65 (HTTPS) MAY be expressed as an array with at least 3 entries
representing the 3 parts of the SVCB/ HTTPS resource record defined in
[ RFC9460] in the foll ow ng order
* An optional SvcPriority as an unsigned integer,
* An optional TargetNanme as a domain nane (see Section 3.1), and
* SvcParams as an array of alternating pairs of SvcParanKey (as
unsi gned integer) and SvcParanVal ue (as byte string). The type of
SvcPar anVal ue may be extended in future specifications.

If the SvcPriority is present can be determi ned by checking if the

record data array starts with an unsigned integer or not. |If the
array does not start with an unsigned integer, the SvcPriority is
elided and defaults to O, i.e., the record is in AiasMde (see

Section 2.4.2 of [RFC9460]). |If the array starts with a unsigned
integer, it is the SvcPriority.

If the TargetNanme is present can be determ ned by checking if the

record data array has a dommin nane after the SvcPriority, i.e., if
the SvcPriority is elided the array would start with a domai n nane.
If there is no dormain name after the SvcPriority, the TargetNane is

elided and defaults to the sequence of text strings "" (i.e. the root
domain "." in the comon nane representation defined in Section 2.3.1
of [RFCL1035], see Section 3.1) and Section 2.5 of [RFC9460]. If

there is a domain name after the SvcPriority, the TargetNane is not
elided and in the domain nane formspecified in Section 3.1
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The definition for SVCB and HTTPS record data can be seen in
Fi gure 8.

$$structured-ts-rd //= (

64 / 65, ; record-type = SVCB or HITPS

? 1, ; record-class = IN

( svcb // ( is-rrset: true, rdata-set: [ +svcb ] ) ),
)
svch = |

? svc-priority: max-uintl6 .default O,

? donmi n-nane, ; target nane

svc-parans: [ *svc-parampair ],

]

svc-parampair = (
svc- param key: max-ui nt 16,
svc- paramval ue: $$svc- param val ue,

)

$$svc- paramval ue = bstr / $i p-addr
Figure 8: SVCB and HTTPS Resource Record Data Definition

The SvcParans are provided as an array rather than a map, as their
order needs to be preserved [ RFC9460] which can not be guaranteed for
naps.

3.2.2. EDNS OPT Pseudo- RRs

EDNS OPT Pseudo-RRs are represented as a CBOR array. To distinguish
them from nornmal standard RRs, they are nmarked with tag TBD141

Nane and record type can be elided as they are always "." and OPT
(41), respectively [ RFC6891].

The UDP payl oad size may be the first elenment as an unsigned integer
inthe array. It MJST be elided if its value is the default val ue of
512, the maxi mum al | owabl e size for unextended DNS over UDP (see
Sections 2.3.4 and 4.2.1 of [RFC1035]).

The next element is a nap of the options, with the option code
(unsigned integer) as key and the option data (byte string) as val ue.
The type of option data may be extended in future specifications.

After that, up to three unsigned integers are following. The first
bei ng the extended flags as unsigned integer (inplied to be 0 if
elided), the second the extended RCODE as an unsi gned i nteger
(inplied to be 0 if elided), and the third the EDNS version (inplied
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to be 0 if elided). They are dependent on each of their previous
elements. |If the EDNS version is not elided, both extended flags and
ext ended RCODE MJST not be elided. |If the RCODE is not elided the
extended flags MJST not be elided.

Note that future EDNS versions may require a different format than
the one described above.

opt-rr = |
? udp- payl oad-si ze: max-uint16 .default 512,
options: {* ocode => $$odata },
? opt-rcode-v-flags,

]

ocode = nmax-uintl6
opt-rcode-v-flags = (

flags: max-uintl6 .default O,

? opt-rcode-v,
)
rcode = 0..4095
opt-rcode-v = (

rcode: rcode .default O,

? version: max-uint8 .default O,
)
$$odata = bstr

Figure 9: DNS OPT Resource Record Definition
3.3. DNS Queries

DNS queries are encoded as CBOR arrays containing up to 6 entries in
the foll ow ng order:

1. An optional boolean field,

2. An optional flag field (as unsigned integer),

3. The question section (as array),

4. An optional answer section (as array),

5. An optional authority section (as array), and

6. An optional additional section (as array)

If the first itemis a boolean and when true, it tells the responding

resolver that it MJST include the question section in its response.
If that boolean is not present, it is assuned to be fal se.
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If the first itemof the query is an array, it is the question
section, if it is an unsigned integer, it is as flag field and maps
to the header flags in [RFC1035] and the "DNS Header Flags" | ANA
registry including the QR flag and the Opcode.

If the flags are elided, the value 0 is assuned.

Thi s specification assunmes that the DNS nessages are sent over a
transfer protocol that can map the queries to their responses, e.g.,
DNS over HTTPS [ RFC8484] or DNS over CoAP
[I-D.ietf-core-dns-over-coap]. As a consequence, the DNS transaction
IDis always elided and the value 0 is assuned.

A question record within the question section is encoded as a CBOR
array containing the follow ng entries:

1. The queried nane (as dommi n nane, see Section 3.1) which MJST not
be elided,

2. An optional record type (as unsigned integer), and
3. An optional record class (as unsigned integer)

If the record type is elided, record type AAAA as specified in

[ RFC3596] is assumed. |If the record class is elided, record class IN
as specified in [RFCL035] is assunmed. When a record class is
required, the record type MJST al so be provided.

There usually is only one question record [ RFC9619], which is why the
question section is a flat array and not nested |ike the other
sections. This serves to safe overhead fromthe additional CBOR

array header. 1In the rare cases when there is nore than one question
record in the question section, the next question just follows. In
this case, for every question but the last, the record type MJST be
included, i.e., it is not optional. This way it is ensured that the

parser can distinguish each question by |ooking up the name first.

The remai nder of the query is either enpty or MJST consist of up to
three extra arrays.

If one extra array is in the query, it encodes the additional section
of the query as an array of DNS resource records (see Section 3.2).

If two extra arrays are in the query, they encode, in that order, the
authority and additional sections of the query each as an array of
DNS resource records (see Section 3.2). |If three extra arrays are in
the query, they encode, in that order, the answer section, the
authority, and additional sections of the query each as an array of
DNS resource records (see Section 3.2).
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As such, the highest precedence in elision is given to the answer
section, as it only occurs with nDNS to signify Known Answers

[ RFC6762]. The | owest precedence is given to the additional section,
as it may contain EDNS OPT Pseudo-RRs, which are common in queries
(see Section 3.2.2).

The representation of a DNS query is defined in Figure 10.

dns-query = [
? incl-question: bool .default false,
? flags: max-uint1l6 .default 0x0000,
question-section,
? query-extra-sections,

]

question-section = [
* full-question,
? last-question,

full-question = (
domai n- nane,
t ype- spec,

| ast-question = (

domai n- nane,
? type-spec,

query-extra-sections = (
? answer-section,
extra-sections,
)
answer - secti on
extra-sections (
? authority: [+ $$dns-rr],
additional: [+ $$%dns-rr],

[+ $$dns-rr]

)
Figure 10: DNS Query Definition
3.4. DNS Responses
A DNS response is encoded as a CBOR array containing up to 5 entries.
1. An optional flag field (as unsigned integer),

2. An optional question section (as array, encoded as described in
Section 3.3)

3. The answer section (as array),

Lenders, et al. Expires 23 April 2026 [ Page 15]



Internet-Draft dns+cbor Cct ober 2025

4. An optional authority section (as array), and
5. An optional additional section (as array)
As for queries, the DNS transaction IDis elided and inplied to be O.

If the CBOR array is a response to a query for which the flags
indicate that flags are set in the response, they MJST be set
accordingly and thus included in the response. |If the flags are not
included, the flags are inplied to be 0x8000 (everything unset except
for the QR flag).

If the response includes only one array, then the DNS answer section
represents an array of one or nore DNS Resource Records (see
Section 3.2).

If the response includes nore than 2 arrays, the first entry may be

the question section, identified by not being an array of arrays. It
MUST be included, if the client requested it using the boolean field
in the query. |If it is present, it is followed by the answer

section. The question section is encoded as specified in
Section 3. 3.

If the answer section is followed by one extra array, this array is
the additional section. Like the answer section, the additiona
section is represented as an array of one or nore DNS Resource
Records (see Section 3.2).

If the answer section is followed by two extra arrays, the first is
the authority section, and the second is the additional section. The
authority section is also represented as an array of one or nore DNS
Resource Records (see Section 3.2).

The authority section is given precedence in elision over the

addi tional section, as due to EDNS options or, e.g., CNAVE answers
that also provide the A/ AAAA records. The additional section tends
to show up nore often than the authority section

dns-response = |
? flags: nmax-uintl1l6 .default 0x8000,
? question-section,
answer - secti on,
? extra-sections,

]
Figure 11: DNS Response Definition
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4.

4.

Conpressi on with Packed CBOR

Packed CBOR [I-D.ietf-cbor-packed] is used for nane conpression in
"appl i cation/dns+chor".

If both DNS server and client support table setup tag 113 as
described in Section 3.1 of [I-D.ietf-cbhor-packed], it MAY be used
for further conpression in DNS responses. Especially |IPv6 addresses,
e.g., in AAAA resource records can benefit from straight referencing
to conpress common address prefixes.

1. Name Conpression
Text - String- Suf fi x- Sequence- Packed- CBOR = #6. 28259(r unp)

For name conpression, a new packing table setup tag TBD28259 (' n’ and
¢’ in ASCIl) for Packed CBOR [I-D.ietf-cbor-packed] is defined. It
provides an inplicit text string suffix sequence table for shared
itens _V_ which is appended to the existing table for shared itemns of
any table setup tag within the content of tag TBD28259 (by default
enpty table). This inplicit (i.e. not explicitly represented) table
_V_is constructed as follows: Any coherent sequence of text strings
encountered within the runp of tag TBD28259, as well as any of its
non-enpty suffixes, are added to the table as arrays marked with the
splice integration tag 1115 (see [I-D.ietf-cbor-packed], Section 5.1)
in depth-first order. Text string sequences within any tables for
shared itenms or argunment itenms within the runp MJST not be added to
_V_. If a sequence for which an array is already in _V_is
encountered, a shared itemreference i _is added instead, splicing
the content of 1115 tag and array into the existing array (see
[1-D.ietf-cbor-packed], Section 5.1). The resulting runp should | ook
like referencing the _i_-th string (depth first) in the sequence.

The "application/dns+cbor" nedia type cones with an optiona
paraneter "packed". If it is not provided, the value of it is
assuned to be 0. Wth packed=0, any CBOR object obj narked by the
"application/dns+cbor" media type MJST explicitly be understood as
TBD28259(0bj ), unless it is already obj itself is already tagged
explicitly with TBD28259 as a whole. This also neans, that an
"application/dns+chor" encoder and decoder MJUST support packed val ue

The splice integration tag 1115 is the only integration tag in use
"application/dns+cbor" for "packed=0" and "packed=1" and only wthin
the inplicit table _V_.
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.1.1. Exanple

Take the following CBOR object _o_ (note that this is *intentionally
not |egal "application/dns+cbor"* to illustrate generality). A nore
DNS- speci fic exanpl e can be found in Appendi x A 2.

[
"ww', "exanple", "org",
["svc", "www', "example", "org"],
"org", "exanple", "org", 42,
"svec", "www', "exanple", "org", 42

Figure 12: Unpacked exanple for inplicit text string suffix sequence
comnpr essi on.

Note that the binary of _o_ would actually look as follows in
hexadeci mal encoding (type and data noted in conment)
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8d # array(13)
63 # text(3)
777777 # " www'
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
84 # array(4)
63 # text(3)
737663 # "svc"
63 # text(3)
777777 # " v
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
63 # text(3)
6f 7267 # "org"
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
18 2a # unsi gned(42)
63 # text(3)
737663 # "svc"
63 # text(3)
777777 # " www'
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
18 2a # unsi gned(42)

Figure 13: Binary of the unpacked exanple for inplicit text
string suffix sequence conpression (78 bytes).

This woul d generate the following virtual table _V_.

[
1115([ "www', "exanple", "org"]),
1115([ "exanpl e", "org"]),
1115(["org"]),
1115(["svc", sinple(0)]),
1115(["org", "exanple", "org"])

Figure 14: Inplicit table of shared itens for the exanple.
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Note that the sequence "org", "exanple", "org" is added at index 4
with leading "org", instead of referencing index 2 + index 1
(simple(2), sinple(1l)), as it is its own distinct suffix sequence.

The packed representation of _o_ would thus be:

TBD28259(

[
"ww', "exanple", "org",
["svc", sinple(0) / expands to "www', "exanple", "org" /],
"org", sinple(l) / expands to "exanple", "org" [/, 42,
sinmple(3) / expands to "svc", "www', "exanple", "org" [/, 42

Fi gure 15: The packed representati on of the exanpl e.

In binary the packed representation of _o_ would be:

d9 6e63 # tag(28259)
89 # array(9)
63 # text(3)
7777 # " www'
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
82 # array(2)
63 # text(3)
737663 # "svc"
e0 # sinpl e(0)
63 # text(3)
6f 7267 # "org"
el # sinple(l)
18 2a # unsi gned(42)
e3 # sinple(3)
18 2a # unsi gned(42)

Figure 16: Binary of the packed representation of the exanple (36
byt es).

Al so note, with "application/dns+cbor; packed=0" the surroundi ng
TBD28259 can be elided (even though the content would not be parsable
as "application/dns+cbor").

Wth, e.g., table setup tag 113, further packing can be achieved via
nesting tabl e packing.
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TBDL13(
TBD28259(

[
["org", 42],

"ww', "exanple", sinmple(5) / expands to "org" /,

["svc", sinple(0) / expands to "www', "exanple", "org" /],
simple(5), [/ expands to "org" /

simple(l), [/ expands to "www', "example", "org" /
sinmple(6), [/ expands to 42 /

simple(3), [/ expands to "svc", "www', "exanple", "org" /
si npl e(6) / expands to 42 /

Fi gure 17: The packed representation of the exanple with
addi tional table setup.

Not e, how the previous references in Figure 15 do not changed, as the
table ["org", 42] is appended.

In binary, that exanple would | ook like the follow ng

dag 71 # tag(113)
d9 6e63 # tag(28259)
82 # array(2)
82 # array(2)
63 # text(3)
6f 7267 # "org"
18 2a # unsi gned(42)
89 # array(9)
63 # text(3)
7777 # " www'
67 # text(7)
6578616d706c65 # "exanpl e"
eb5 # simpl e(5)
82 # array(2)
63 # text(3)
737663 # "svc"
e0 # sinple(0)
e5 # sinpl e(5)
el # simple(l)
e6 # simpl e(6)
e3 # sinple(3)
e6 # sinpl e(6)
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Figure 18: The binary of the packed representation of the exanple
with additional table setup (38 bytes).

4.2. Further DNS Representation with tag 113

The representati on of DNS responses with packed value 1, i.e.

"appl i cation/ dns+cbor; packed=1", has the same semantics as for tag
TBD113 (see Section 3.1 of [I-D.ietf-cbor-packed]) with the rump
bei ng the conpressed response. The difference to
[1-D.ietf-cbor-packed] is that tag TBD113 is OPTIONAL with nedia type
paraneter "packed=1". As such, any CBOR object obj marked by the
"appl i cation/dns+chor; packed=1" nedia type and paraneter MJST
explicitly be understood as TBD113(TBD28259(obj)), unless it is
already obj itself is already tagged explicitly with TBD113 as a
whol e

/1 Is it okay that TBD28259 mi ght be onmitted in that case?

11

Il -- ZEElenders.

Packed conpression of queries is not specified, as apart from EDNS(0)
(see Section 3.2.2), they only consist of one question nost of the
time, i.e., there is close to no redundancy.

4.3. Media Type Negoti ation

A DNS client tells a server that it would accept the nedia type

"appl i cation/dns+cbor; packed=1" to negotiate (see, e.g., [RFC9110] or
[ RFC7252], Section 5.5.4) with the DNS server whether the server
supports setup table tag TBD113. |If it does, it MAY request the
response to be in packed value 1 (nedia type "application/

dns+chbor; packed=1"). The server then SHOULD reply with the response
in Packed CBOR, which it also sighals with nedia type "application/
dns+cbor; packed=1". Oherw se, both fall back to the inplicit
"packed=0".

4.4. Conpression

The nethod of the conmpressor to construct the packing table, i.e.,
how t he conpression is applied, is out of scope of this docunent.

5. Inplenentation Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
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here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore mature
It is up to the individual working groups to use this information as
they see fit".

5.1. Python decoder/encoder
The authors of this docunent provide a decoder/encoder inplenentation
(https://github. com netd-tud/cbor4dns) of both the unpacked and
packed format specified in this docunent in Python
Level of maturity: prototype
Version conpatibility: draft-Ienders-dns-cbor-10
License: MT
Contact information: Martine Lenders <martine.| ender s@ u-dr esden. de>
Last update of this information: July 2024

5.2. Enbedded decoder/encoder
The authors of this docunent provide a decoder/encoder inplenentation
(https://github.com R OT- OS/ Rl OT/ pul I / 19989) of the unpacked fornmat
specified in this docunent for the R O operating system It can
only encode queries and decode responses.
Level of maturity: prototype
Version conpatibility: draft-Ienders-dns-cbor-08
License: MT
Contact information: Martine Lenders <martine.| ender s@ u-dr esden. de>

Last update of this information: October 2023
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6. Security Considerations
TODO Security

7. | ANA Consi derations

7.1. Media Type Registration

Thi s docunent registers a nedia type for the serialization format of

DNS nessages in CBOR. It follows the procedures specified in
[ RFC6838] .
7.1.1. "application/dns+cbor"

Type name: application

Subt ype name: dns+cbor

Requi red parameters: None
Opti onal parameters: packed

Encodi ng consi derations: Mist be encoded as using [ RFC8949]. See
[ TBD-t hi s-spec] for details.

Security considerations: See Section 6 of this draft
Interoperability considerations: TBD
Publ i shed specification: [TBD-this-spec]
Applications that use this nmedia type: TBD DNS over X systens
Fragrment ldentifier Considerations: TBD
Addi tional infornation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): dnsc
Maci ntosh file type code(s): none
Person & emai| address to contact for further information: |ETF CBOR

Worki ng Group (cbor@etf.org) or |ETF Applications and Real -Tinme Area
(art@etf.org)
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I nt ended usage: COVMON
Restrictions on Usage: None?

Author: Martine S. Lenders m| enders@u-berlin.de
(mailto: ml enders@ u-berlin.de)

Change controller: |ETF
Provisional registrations? No
7.2. CoAP Content-Format Registration
I ANA is requested to assign CoAP Content-Format |ID for the new DNS
message nmedia types in the "CoAP Content-Formats” sub-registry,
within the "CoRE Paraneters" registry [ RFC7252], corresponding the
"application/dns+chor" nedia type specified in Section 7. 1:
7.2.1. "application/dns+cbor"
Medi a- Type: application/dns+cbor
Encodi ng: -
Id: TBD53
Ref erence: [TBD-t his-spec]
7.2.2. "application/dns+cbor; packed=1"
Medi a- Type: application/dns+cbor; packed=1
Encodi ng: -
| d: TBD54
Ref erence: [TBD-t his-spec]
7.3. CBOR Tags Registry

In the registry "CBOR Tags" [IANA.cbor-tags], IANA is requested to
all ocate the tags defined in Table 1.
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Exanpl es

A.1. DNS Queries

A DNS query of the record AAAA in class IN for nane "exanple.org" is
represented in CBOR extended di agnostic notation (EDN) (see Section 8
of [RFC8949] and Appendi x G of [RFC8610]) as foll ows:

[["exanpl e", "org"]]

The binary (in hexadeci mal encoding) of the query |ooks as foll ows
(14 bytes):
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81
82
67
6578616d706c65
63
6f 7267

array(1)
array(2)
text (7)
"exanpl e"
text (3)
"org"

HHIFHEHFEH

A query of an A record for the same name is represented as
[["exanmple", "org", 1]]
or in binary (15 bytes)

81
83
67
6578616d706c65
63
6f 7267
01

array(1)
array(3)
text (7)
"exanpl e"
text (3)

n Or gII

unsi gned(1)

HHEIFEHEHFHFH

A query of ANY record for that nanme is represented as
[["exampl e", "org", 255, 255]]

or in binary (18 bytes)

81 # array(1)
84 # array(4)
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
18 ff # unsi gned( 255)
18 ff # unsi gned( 255)

A. 2. DNS Responses

The responses to the exanples provided in Appendix A 1 are shown
bel ow. W use the CBOR extended di agnostic notation (EDN) (see
[I-D.ietf-cbor-edn-literals] and Appendi x G of [ RFC8610]), nost
notably the "ip" extension to represent binary |IP addresses as a |IP
address app-string literal.

To represent an AAAA record with TTL 300 seconds for the | Pv6 address
2001: db8::1, a mnimal response to [["exanple", "org"]] could be

[[[300, ip 2001:db8::1"]]]
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or in binary (23 bytes)

81
81

In this case,

If the name or the context

82
19
50

012c

20010db8000000000000000000000001

al so be valid:

[[["exanpl e",

I'n binary that

81
81

84
67

63

19
50

6578616d706c65

6f 7267
012c

is required,

#
#
#
#
#
#

Cct ober 2025

array(1)
array(1)
array(2)

unsi gned( 300)
byt es(16)

i p’ 2001: db8: : 1’

the nanme is derived fromthe query.

the follow ng response would

"org", 300, ip' 2001:db8::1"]]]

20010db8000000000000000000000001

#

#
#
#
#
#
#
#
#
#

response | ooks like the follow ng (35 bytes):

array(1)
array(1)
array(4)

text (7)
"exanpl e"

text (3)

"org"

unsi gned( 300)
byt es(16)

i p’ 2001: db8:: 1’

If the query can not be mapped to the response for sonme reason, a
response woul d | ook Iike:

[["exampl e",

I'n binary that

82
82

81

Lenders,

"org"], [[300, ip 2001:db8::1"]1]]

67

6578616d706c65
63

6f 7267
82

19 012c

50

20010db8000000000000000000000001
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#
#
#
#
#
#
#
#
#
#
#

response | ooks like the follow ng (36 bytes):

array(2)
array(2)

text (7)
"exanpl e"
text (3)

"org"
array(1)
array(2)

unsi gned( 300)
byt es(16)

i p’ 2001: db8: : 1’
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To represent a mninmal response of an A record with TTL 3600 seconds
for the I Pv4 address 192.0.2.1, a mnimal response to [["exanple",
"org", 1]] could be

[[[300, ip'192.0.2.1']]]

or in binary (11 bytes)

81 # array(1)
81 # array(1)
82 # array(2)
19 012c # unsi gned(300)
44 # bytes(4)

c0000201 # ip’192.0.2. 1’

Note that here also the 1 of record type A can be elided, as this
record type is specified in the question section

Lastly, a response to [["exanple", "org", 255, 255]] could be

[
# PTR (12) question for "exanple.org"

# appends 0 => ["exanple", "org"] to virtual packing table
"exanpl e",

# appends 1 => ["org"] to virtual packing table

"org",

12

1.

# Answer section
[l
# PTR (12) for "exanple.org"
# (both elided since they are the sanme as in question)
# is " _coap. _udp.local"” with TTL 3600
3600,
# appends 2 => [" _coap", " _udp", "local"] to virtual packing table
n _Coapll ,
# appends 3 => ["_udp", "local"] to virtual packing table
" _udp",
# appends 4 => ["local"] to virtual packing table
"l ocal "

1.

Aut hority section

[
# NS (2) for "exanple.org"

# (nane elided since its the sane as in question)
# is "nsl.exanple.org" with TTL 3600

— f—
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3600, 2,
# appends 5 => ["ns1", sinple(0)] to virtual packing table
"nsl", sinple(0) # expands to ["exanple", "org"]
]1
[
# NS (2) for "exanple.org"
# (nanme elided since its the sane as in question)
#is "ns2.exanple.org" with TTL 3600
3600, 2
# appends 6 => ["ns2", sinple(0)] to virtual packing table
"ns2", sinple(0) # expands to ["exanple", "org"]
]
]1
# Additional section
[[
# AAAA (28) for "_coap._udp.local"
# is 2001:db8::1 with TTL 3600

simpl e(2), # expands to ["_coap", "_udp", "local"]
3600, 28, ip’'2001:db8::1
%,
# AAAA (28) for " _coap._udp.local"
# is 2001:db8::2 with TTL 3600
simpl e(2), # expands to ["_coap", "_udp", "local"]

3600, 28, ip’ 2001:db8::2

# AAAA (28) for "nsl.exanple.org"

# is 2001:db8::35 with TTL 3600

si mpl e(5), # expands to ["nsl", ["exanple", "org"]]
3600, 28, ip’2001:db8:: 35

# AAAA (28) for "ns2.exanple.org"
# is 2001:db8::3535 with TTL 3600
si mpl e(6), # expands to ["ns2", ["exanple", "org"]
3600, 28, ip’2001: db8::3535
]
]
]

or in binary (155 bytes)
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84 # array(4)
83 # array(3)
67 # text(7)
6578616d706c65 # "exanpl e"
63 # text(3)
6f 7267 # "org"
Oc # unsi gned(12)
81 # array(l)
84 # array(4)
19 0OelO # unsi gned(3600)
65 # text(5)
5f 636f 6170 # " _coap"
64 # text(4)
5f 756470 # " _udp"
65 # text(5)
6¢c6f 63616¢C # "local"
82 # array(2)
84 # array(4)
19 0elO # unsi gned( 3600)
02 # unsi gned(2)
63 # text(3)
6e7331 # "nsl"
e0 # sinple(0)
84 # array(4)
19 0elO # unsi gned(3600)
02 # unsi gned(2)
63 # text(3)
6e7332 # "ns2"
e0 # sinple(0)
84 # array(4)
84 # array(4)
e2 # simple(2)
19 0OelO # unsi gned(3600)
18 1c # unsi gned(28)
50 # bytes(16)
20010db8000000000000000000000001 # ip’ 2001: db8:: 1’
84 # array(4)
e2 # simple(2)
19 0OelO # unsi gned(3600)
18 1c # unsi gned(28)
50 # bytes(16)
20010db8000000000000000000000002 # ip’ 2001: db8:: 2’
84 # array(4)
eb5 # simpl e(5)
19 0OelO # unsi gned(3600)
18 1c # unsi gned(28)
50 # bytes(16)
20010db8000000000000000000000035 # i p’ 2001: db8:: 35
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84 # array(4)
e6 # simpl e(6)
19 0OelO # unsi gned(3600)
18 1c # unsi gned(28)
50 # bytes(16)
20010db8000000000000000000003535 # i p’ 2001: db8: : 3535

Thi s response advertises two |ocal CoAP servers (identified by
service name _coap._udp.local) at 2001:db8::1 and 2001: db8::2 and two
naneservers for the exanpl e.org donmai n, nsl.exanple.org at

2001: db8:: 35 and ns2.exanpl e.org at 2001: db8::3535. Each of the
transmtted records has a TTL of 3600 seconds. Note the use of name
conpression (see Section 4.1) in this exanple.

Appendi x B. Conparison to Classic DNS Wre For nat

Table 2 shows a conpari son between the classic DNS wire fornat and
the application/dns+cbor format. Note that the worst case results
typically appear only rarely in DNS. The classic DNS format is
preferred in those cases. A key for which configuration was used in
whi ch case can be seen in Table 3. Any nane |abel that is |onger
than 23 bytes adds a nanme overhead of 1 byte to its CBOR type header
/1 TBD: Also add structured RRs?

11

Il -- | enders
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| 1tem | Cl assi c DNS| appl i cation/ |
| | format [bytes]| dns+cbor |
| | [ byt es] |
| | = ——————————————+d——————————————+
| | | best case| realistic| t heoreti cal

| | | | wor st case| wor st case|
[ ool e oo s e s e el el ]
| Header | 4| 1] 4| 4|
|(ID & | I I I I
| Flags) | I I I I
S . . . . +
| Count | 2| 1] 3| 3|
|fields | | | | |
Fomm oo o e e - S o e e - o e e - +
| Question| 6 + name len.|2 + name len.| 6 + nanme len.| 9 + nane |en.

| section | | | +| +|
| | | | name overhead| name over head|
Fommmaa - . I . . +
| Standard| 12 + nane | en. | 3|14 + nane len.|17 + nane |en.

| RR | + rdata len.| + rdata len.|+ rdata len. +|+ rdata len. +
| | | | nane overhead| nane overhead|
S I . . . . +
| St andard| 12 + name |en. | 4| 14 + nanme len.|16 + nane |en.
|RRwith | + rdata len.| |+ rdata len. +|+ rdata len. +
| name | | | name over heads| nane over heads|
|rdata | I I I I
S SRR R S R R +
| EDNS Opt| 11 + options| 2 + options| 6 + options| 14 + options]|
| Pseudo- | I I I I
| RR I I I I I
Fomm e - o - S o m e e e oo - S S +
| EDNS | 4 + value len.| 2 +|4 + value len.|6 + value |len.

| Option | | val ue len.| | |
S DR . . . . +

Tabl e 2: Conpari son of application/dns+cbor to classic DNS format.
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+:::::::::::::::::::::::::::::::::::::::::::::::::::::::+
| appl i cation/dns+cbor configuration |
[ oo by ool s sy o}
| best case | realistic worst | theoretical |
| | case | wor st case |
| Flags elided | QR Opcode, AA | QR Opcode, AA |
| | TC, or RD are | TC, or RD are |
| | set | set |
o e e e e oo oo o e e e e oo o e e e e oo oo +
| Encoded in CBOR | Encoded in CBOR | Encoded in CBOR |
| array header | array header, | array header, |
| | >255 records in | >255 records in |
| | section | section |
o e e e e oo oo o e e e oo o e e e e oo oo +
| Cl ass, type, | Type > 255, | Type > 255, |
| and nane elided | label len. > 23 | Class > 255, |
| | | label len. > 23 |
IR oo mmeeemeeaaaas IR +
| C ass, type, | Type > 255, | Type > 255, |
| and nane | |abel len. > 23 | Gl ass > 255, |
| el ided, | rdata len. > | label len. > 23 |
| rdata len. < 24 | 255 | rdata len. > 255 |
e R e +
| C ass, type, | Type > 255, | Type > 255, |
| and nane | |label len. > 23 | Class > 255, |
| elided, | nane | |label len. > 23 |
| sinple(i) with | unconpr essed | nane |
| i <16 | | unconpressed |
e R e +
| Al'l EDNS(0) | Rcode < 24, | UDP payl oad |
| fields elided | DO flag set, | | en. > 255 |
| | | Rcode > 255 |
| | | Version > 255 |
| | | DO flag set |
e R . +
| Code < 24 | Code < 24 | Code > 255 |
| Length < 24 | Length > 255 | Length > 255 |
o e e e e oo oo o e e e oo o e e e e oo oo +

Table 3: Configuration key for Table 2 .

Expires 23 April

2026
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Appendi x C. Change Log

C 1

C 2.

C 4.

Si nce draft-| enders-dns-cbor-14
(https://datatracker.ietf.org/doc/htm/draft-I|enders-dns-cbor-14)

Correction and nits
Explicitly state which integration tags are in use
Add binary exanples in CBOR-pretty

Unify formatting for and nmention explicitly application/dns+cbor
fromthe top

Explicitly define behavior for query[0] = True in response text
Clarifications around nedia type paraneter packed=1
Renove TBD reference (it never canme to be)

Si nce draft-| enders-dns-cbor-13
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-13)

Make use of splicing integration tag 1115

- Make dommin nanes flat text string sequences again
Add capability to sumari ze rrsets

Provi de extension point for |P addresses

Si nce draft-I enders-dns-cbor-12
(https://datatracker.ietf.org/doc/htm/draft-I|enders-dns-cbor-12)

Fi x bug in packed exanpl es
| mprove conpression exanples for clarity

Si nce draft-| enders-dns-cbor-11
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-11)

Update repo links to chor-wgy org in draft
s/ CBOR- packed/ Packed CBOR/
Smal | pass on wording

Renove coment ed-out parts
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C 5.

C. 6.

C7.

Make name conpression be based on Packed CBOR

Si nce draft-| enders-dns-cbor-10
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-10)

Address | ANA #1392416 early review
Fi x external section references
Update inpl enentation status

Since draft-I|enders-dns-chor-09
(https://datatracker.ietf.org/doc/htm/draft-I|enders-dns-cbor-09)

Add reconmmrendati on on | abel encoding
Provi de extension points
- Mark dns-rr specifically as extension point

- Provide extension points for parameter values (options and svc-
par ans)

Poi nt out CBOR-packed needs to be unpacked when identifying nanes
Di stinguish from CDNS [ RFC8618]

State objectives in introduction

Fix nits and typos

Si nce draft-I| enders-dns-cbor-08
(https://datatracker.ietf.org/doc/htm/draft-|enders-dns-cbor-08)

Clarify why question section was designed the way it is
Add answer section to queries for Known Answers in nmDNS
Express nanes as sequence of | abels

Provi de dedi cated types for nore structured RDATA

Add RFC1035-1i ke nanme conpression

Add switching bool ean to query nmessage to explicitly have question
present in response

Make EDNS options a map
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* Update exanpl es and comnparison table in appendices
* Update inplenmentation section

C. 8. Since draft-Ienders-dns-cbor-07
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-07)

* Add Appendix B with comparison to classic DNS wire format
* "wire format" -> "classic DNS wire format"

C.9. Since draft-Ienders-dns-cbor-06
(https://datatracker.ietf.org/doc/htm/draft-I|enders-dns-cbor-06)

* Fi xes wording and spelling m stakes

C.10. Since draft-Ilenders-dns-cbor-05
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-05)

* Fix Section 7.2.1 title

* Anmend for capability to carry nore than one question

* Hint at future of name conpression in |later draft versions
* Use canoni cal nanme for CBOR-packed

C.11. Since draft-Ilenders-dns-cbor-04
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-04)

* Add | nplementation Status section
* Renove int as representation for rdata
* Add note on representation of nore structured rdata

C. 12. Since draft-Ilenders-dns-cbor-03
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-03)

* Provide format description for EDNS OPT Pseudo- RRs
* Sinplify CODL to nore idiomatic style

*  Renpve DNS transaction |Ds
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C 13.

C. 14.

Since draft-I|enders-dns-chor-02
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-02)

Add Di scussion section and note on conpression

Si nce draft-| enders-dns-cbor-01
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-01)

Use M ME type paraneter for packed instead of own M ME type

Update definitions to acconmodate for TID and flags, as well as
nmore sections in query

Clarify fallback to wre-fornmat

Since draft-I|enders-dns-chbor-00
(https://datatracker.ietf.org/doc/htm/draft-Ienders-dns-cbor-00)

Add support for DNS transaction |IDs
Nane and Address compression utilizing CBOR-packed

M nor fixes to CBOR EDN and CDDL
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