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Abst r act

Thi s docunent states probl ens when designing DNS SVCB records to

di scover endpoints that comuni cate over Object Security for

Constrai ned RESTful Environments (OSCORE) [RFC8613]. As a
consequence of |earning about OSCORE, this discovery will allow a
host to | earn both CoAP servers and DNS over CoAP resolvers that use
OSCORE to encrypt nmessages and Epheneral Diffie-Hell man Over COSE
(EDHOC) [ RFC9528] for key exchange. Challenges arise because SVCB
records are not nmeant to be used to exchange security contexts, which
is required in OSCORE scenari os.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://netd-
tud. github.io/draft-|enders-core-oscore-svcbh/draft-Ienders-core-
dnr.html. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-Ienders-core-dnr/.
Di scussi on of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (mailto:core@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/core/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/corel.

Source for this draft and an issue tracker can be found at
https://github. com netd-tud/draft-I|enders-core-oscore-svch.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . .. ... 1
1. I nt roduction

The di scovery of Internet services can be facilitated by the Donmain
Nane System (DNS). To discover services of the constrained Internet
of Things (10T) using the DNS, two chal |l enges nust be solved. First,
the di scovery of a DNS resol ver that supports DNS resol uti on based on
secure, loT-friendly protocol s ftherw se the subsequent discovery of
loT-tailored services would be limted to resolution protocols
conflicting with constrained resources. Second, the discovery of an
loT-friendly service beyond the DNS resol ution

[ RFC9460] specifies the "SVCB" ("Service Binding") DNS resource
record to | ookup information needed to connect to a network service.
Service Paraneters (SvcParans) carry that information within the SVCB
record

The di scovery of recursive DNS resol vers can be enabled by the DNS
itself [RFC9461], [RFC9462] or, in a local network, by Router
Advertisements and DHCP [ RFC9463]. |In all theses cases, the
SvcParans is used, but supports only DNS transfer based on Transport
Layer Security (TLS), namely DNS over TLS (DoT) [RFC7858], DNS over
HTTPS (DoH) [ RFC8484], and DNS over Dedicated QU C (DoQ [ RFC9250].
The use of DoT, DoH, or DoQ however, is not reconmrended in |oT
scenari 0s.

DNS over CoAP [I-D.ietf-core-dns-over-coap] provides a solution for
encrypted DNS in constrai ned environnments. The Constrai ned
Application Protocol (CoAP) [RFC7252] is nostly agnhostic to the
transport |ayer CoAP can be transported over UDP, TCP, or WbSockets
[ RFC8323], and even | ess comon transports such as Bluetooth GATT
[1-D. amsuess-core-coap-over-gatt] or SM5 [IwnR2nm] are di scussed.
[I-D.ietf-core-transport-indication] covers the selection of

di fferent CoAP transports using SVCB records.

CoAP of fers three ways of secure comruni cation:

* *No Security:* This plain CoAP node does not support any
encryption (NoSec in Section 9 of [RFC7252]). It is not
recomended when using [I-D.ietf-core-dns-over-coap] but inherits
core CoAP features such as bl ock-wi se transfer [RFC7959] for
dat agram based segnentation. Such features are beneficial in
constrai ned settings even w thout encryption

* *Transport Security:* CoAP may use DTLS when transferred over UDP
[ RFC7252] and TLS when transferred over TCP [ RFC8323].
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* *(hject Security:* Securing content objects can be achieved using
OSCORE [ RFC8613]. OSCORE can be used either as an alternative or
in addition to transport security.

OSCORE keys have a limted lifetine and need to be set up. Keys
can be established through an EDHOC key exchange [ RFC9528],
received froman ACE Aut horization Server (AS, as described in the
ACE OSCORE profile [RFC9203]), or through a conbination of those
(established with an EDHOC peer whose public key is confirmed by
an AS, using the ACE EDHCOC profile
[1-D.ietf-ace-edhoc-oscore-profile]).

The SVCB- based di scovery of CoAP services with no security and
transport security is covered in
[I-D.ietf-core-transport-indication]. The discovery of CoAP
services, however, with object security is not specified. To guide
future specifications, this docunent clarifies aspects when using
SVCB in the context of CoAP and object security.

2. Term nol ogy

The ternms "DoC server"” and "DoC client" are used as defined in
[1-D.ietf-core-dns-over-coap].

The terns "constrai ned node" and "constrai ned network" are used as
defined in [ RFC7228].

SvcParans denotes the field in either DNS SVCB/ HTTPS records as
defined in [ RFC9460], or DHCP and RA nessages as defined in
[ RFC9463]. SvcParanKeys are used as defined in [ RFC9460] .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Probl em Space

The first and nobst inportant point of discussion for the
di scoverability of CoAP is if and what new SvcParanKeys need to be
defined and what is already there.

[ RFC9460] defines the "al pn" key, which is used to identify the
protocol suite of a service binding using its Application-Layer

Prot ocol Negotiation (ALPN) ID [RFC7301]. Whiile this is useful to
identify classic transport |ayer security, the question is raised if
this is needed or even hel pful for when there is only object
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security. There is an ALPN ID for CoAP over TLS that is defined in

[ RFC8323]. As using the same ALPN ID for different transport |ayers
is not recormmended, another ALPN ID for CoAP over DTLS is introduced
in[l-D.ietf-core-coap-dtls-alpn]. Object security may be sel ected
in addition to transport |ayer security or without it. Additionally,
different CoAP transports can be sel ected, which may be orthogonal to
the transport security. For instance, DILS can be used over
transports other than UDP. The sel ection of CoAP transport protocols
will be covered in future versions of
[I-D.ietf-core-transport-indication]. Defining an ALPN ID for each
conbi nation of object security, node of transport |ayer security, and
transport protocol night not be viable or scalable. For sone ways of
setting up object security, additional information is needed, such as
an establishment options for an encryption context with EDHOC or an
aut henti cation server (AS) with ACE

Beyond t he SvcParanKeys, there is the question of what the field

val ues of the Encrypted DNS Options defined in [ RFC9463] m ght be
with EDHOC or ACE EDHOC. While nost fields map, "authentication-
domai n-nane” (ADN) and its corresponding ADN |l ength field may not
matter when authentication is driven by Authorization for Constrained
Envi ronnents (ACE) [RFC9203] [I-D.ietf-ace-edhoc-oscore-profile].

4. ojectives

SVCB records are not meant and should not be used to exchange
security contexts, so this elinmnates scenarios that use pre-shared
keys with OSCORE. This |eaves 2 base scenarios for OSCORE, which may
occur in conbination, with scenarios using transport security, or
alternative transport protocols:

* DoC over OSCORE using EDHOC, and

* DoC using any ACE profile that eventually produces an OSCORE
cont ext .

We nostly need to answer the question for additional SvcParanKeys.
[ RFC9460] defines the keys "mandatory", "al pn", "no-default-alpn",
"port", "ipvadhint", and "ipv6hint". Additionally,
[1-D.ietf-core-dns-over-coap] defines "docpath" which carries the
path for the DNS resource at the DoC server as a CBOR sequence.

Since "alpn" is needed for transport |ayer security, the type of

obj ect security (OSCORE using EDHOC, OSCORE using ACE, OSCORE using
EDHOC usi ng ACE), needs to be conveyed in a different SvcParanKey.
The semantics and necessacity of the authenticator-domain-nane field
in [ RFC9463] needs to be evaluated in each case.
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4.

4.

4.

1.

1.

1.

When using ACE, nore SvcParanKeys m ght be needed, such as the QAuth
audi ence, the scope or the authentication server UR .

Defi ning these SvcParanKeys, including their value formats and
spaces, as well as the behavior definition for the authenticator-
domai n-nane field, shall be part of future work

Scenari os

Two exanpl e scenarios illustrate possible ways for which a solution
shoul d work; they are phrased in dialogue formrather than in terns
of protocol elenments to avoid bias on solutions.

1. Neighbor discovered server with EDHOC credentia

I'n which the DoC server restricts access by network address (or not
at all), and the client trusts its router to advertise a suitable
Encrypted DNS server.

1. dient: Joins a network.

2. Local router: Sends out an |IPv6 Router Advertisenment (RA) wth
Encrypted DNS option (see Section 6 of [ RFC9463]).

Next to the network address, this conveys Service Paraneters
i ndicating DoC as well as a COM Cains Set (CCS, [RFC8392]) that
is to be used as an EDHOC credenti al

3. dient starts EDHOC with the server at the indicated address.
The client uses an epheneral identity (i.e., authenticates with a
CCS by value) and verifies that the DoC server is in possession
of the key indicated in the CCS without explicit transm ssion of
the CCS.

2. DHCP discovered server with ACE details

In which both the DoC client and server have a preconfigured security
association with an ACE server, and trust no one el se.

1. dient: Requests an address using DHCP

2. DHCP server: Ofers an address along with the DHCPv6 Encrypted
DNS Option (see Section 5 of [RFC9463]).

The option contains an address as well as an indication that ACE
is used, along with sufficient data for the client to obtain an
ACE t oken.
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7.

This includes hints |ike the ACE Request Creation hints: the
address of the AS and an identifier of the DoC server understood
by the AS (the "aud"ience). The address of the AS should be
provided in sonme resolved form given that DNS i s being

boot st rapped.

Client requests token from AS:

"l need a token for a host that is authorized to be nmy DNS server
with nme being authorized to use it; these hints were presented
for me to obtainit."

AS verifies that the hint represents a recognized DNS server,
that the client is authorized to use it, and issues a token for a
suitable ACE profile (e.g. ACE OSCORE profile or ACE EDHOC
profile).

Client establishes a security context with the DoC server as per
the profile.

Security Considerations
TODO Security
I ANA Consi derations
Thi s docunment has no | ANA consi derati ons.
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