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Abst ract

Al t hough several contemporary |IT devices have multiple network

i nterfaces, comunication sessions are restricted to use only one of
themat a tinme due to the design of the TCP/IP protocol stack: the
communi cati on endpoint is identified by an | P address and a TCP or
UDP port nunmber. The sinultaneous use of these nultiple interfaces
for a communi cation session would i nprove user experience through

hi gher throughput and inproved resilience to network failures.

MPT is a network layer nultipath solution, which provides a tunnel
over multiple paths using the GRE-in-UDP specification, thus being
different fromboth MPTCP and Huawei’'s CGRE Tunnel Bondi ng Protocol.

MPT can al so be used as a router, routing the packets anbng several
net wor ks between the tunnel endpoints, thus establishing a nmultipath
site-to-site connection.

The version of tunnel IP and the version of path I P are independent
fromeach other, therefore MPT can al so be used for |Pv6 transition
pur poses.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Lencse et al. Expi res Septenber 23, 2025 [ Page 1]



I nternet-Draft MPT Network Layer Miultipath Library March 2025

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww. ietf.org/shadow. htmn

This Internet-Draft will expire on Septenber 23, 2025.

Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
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1. Introduction

MPT is a multipath extension of the GRE-i n-UDP encapsul ati on
[ RFC8086] .

1.1. Design Assunptions

MPT is intended to be used as a preconfigured tunnel and the
application of MPT does not require any nodifications to the
applications using the TCP/I P socket interface API.

1.2. MPT in the Networking Stack

The | ayer architecture of MPT is shown in Fig. 1. MPT extends the
GRE-i n-UDP [ RFC8086] architecture by allowi ng nultiple physica
paths. To that end it can be conmpared to MPTCP [ RFC6824], but unlike
MPTCP, MPT uses UDP in the underlying layer, builds on GRE-in-UDP
and provides a tunnel IP layer, over which both UDP and TCP can be
used. The aim of Huawei’'s GRE tunnel bonding protocol [RFC8157] is
also simlar to that of MPT: it targets to bonded access to wred
and wirel ess network in custonmer prenises. However, it uses CGRE (not
GRE-in-UDP) which is |less supported in ISP networks than UDP, and it
seems to limt the nunmber of physical interfaces to two. For the
comparison of MPT with other multipath solutions, please refer to

[ Al n2017] .
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Figure 1. MPT Layer Architecture
1.3. Term nol ogy

Thi s docunent uses a number of terns that are either MPT specific or
have defined neaning in the context of MPT as foll ows:

MPT server: An MPT server is a software that inplenents network
| ayer multipath comruni cati on by providing an UDP tunnel (named
"connection" in the MPT term nol ogy) over several underlying
"pat hs".

MPT client: An MPT client is a software tool, which is used to
control the Iocal MPT server (e.g. start/stop connections, add
paths to connections, etc.).

Connection: An MPT connection (also referred as comunication
session) is an UDP tunnel between two MPT servers, which can be
used to carry user data. A connection can be established over one
or nore paths. A connection is initiated on the basis of a
"connection specification".

Path: A path is used to refer to the pair of the network cards of
the end nodes (identified by the pair of |IP addresses of the
cards). Using a specified path, the packet transni ssion runs
bet ween the given pair of network cards.

Connection specification: A connection specification is stored in a
configuration file and it is used by an MPT server to establish
an MPT connection with another MPT server. It contains all the
configuration information for the connection (e.g. endpoint IP
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versi ons and addresses, nunber of paths and configuration
information for all paths). The precise definition of the
connection specification can be found in Section 4.1.2.

Data port: Data port neans the GRE-in-UDP port defined in [ RFC8086]
as 4754. It is used for transmitting data packets.

Local conmand port: An MPT server accepts commands fromthe MPT
client at the |ocal command port.

Renote command port: An MPT server MAY accept conmands from ot her
MPT servers at the remote conmand port.

Data pl ane: The parts and functions of MPT, which are responsible
for handling user data packets.

Control plane: Al parts and functions of MPT except the data plane.
E.g.: handling connections and paths, all the conmmunication
through | ocal or renote comrand ports, etc.

1.4. MPT Concept

When an MPT server is started, it reads its configuration files, and
depending on its contents, it MAY wait for and accept connection(s)
initiated by other MPT server(s) and/or it MAY initiate one or nore
MPT connection(s) with other MPT server(s). In the sinplest case,
the MPT server uses the connection specifications described inits
configuration files for initiating connections. In addition to that,
new connections MAY be established, connections MAY be cl osed, the
parameters of the connections MAY be changed later (e.g. sone paths
may be switched on and off) dynamically by issuing the appropriate
commands using an MPT client.

MPT connecti ons between MPT servers inplenent tunnels. The traffic
comes fromthe tunnel interface is distributed over the active paths
of the MPT connection by the MPT server. There are three possible
mappi ngs (see Section 5 for details and illustrative exanples):

0 per packet based mappi ng, where a mapping decision is nmade for
every singl e packet

o fl ow based mappi ng, where the flows, identified by the usual five
tuple, are always mapped to a given path.

o conbi ned mappi ng, where the flows, identified by the usual five

tuple, are always mapped to a given connection and a nappi ng
decision is nmade for every single packet of each connecti ons.
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The peer MPT server receives and de-encapsul ates the traffic from
the different paths and restores the tunnel traffic using the
optional GRE sequence nunbers for packet reordering if necessary.

2. Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docurment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying significance described in RFC 2119

3. Operation Overview

In this Section, we describe the operation of the data plane,
whereas the operation of the control plane can be found in Section
4,

The data packet transm ssion and receive mechanismof MPT is
summarized in Fig. 2. Now, we shall follow the route and processing
of data packets.

When a packet is read fromthe tunnel interface, the MPT software

| ooks up the appropriate connection specification, which deternines
the mappi ng of the packets to the paths. The connection
specification determ nes the behavior of the multipath

conmmuni cation, especially the distribution of the packets anobng the
pat hs (see Section 5 for possible mappi ng nmet hods). The path is

sel ected and the user data packet encapsul ated into a GRE-in- UDP
data unit, which may optionally contain GRE Sequence Numbers for
reordering. The sinplest GRE header contains 4 octets: 16 bits of
zeros and 16 bits of protocol type identification value (i.e. 0x86DD
in the case of using IPv6 on the tunnel interface, or 0x0800 in the
case of IPv4). Then the GRE-in-UDP data unit is encapsulated into
the UDP/I P data unit of the selected path, where the destination UDP
port nunber is the 4754 GRE-in-UDP port and the | P addresses (either
both 1 Pv4 or both IPv6) are determ ned by the path definition
Finally, the encapsul ated packet is transmitted through the physica
interface. The encapsul ation of the different protocol data units is
shown in Fig. 3.
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Figure 2: Conceptual architecture of MPT worki ng nechani sm

When a packet is read fromthe physical interface, its destination
UDP port nunber is the 4754 GRE-in-UDP port. MPT reads the packet,
identifies the connection the packet belongs to (by the source and
destination | P addresses of the tunnel |P header) and runs checking
mechani sms (e.g. connection validity check, GRE sequence nunber
check or GRE Key val ue check, if present). If all the checking
mechani sns finish successfully and no reordering is necessary, then
the packet is pronptly transnmitted to the Transport and Application
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Layers through the tunnel interface. If reordering is on and GRE
sequence nunber indicates that one or nore data unit(s) are m ssing,
then the packet is placed into a buffer array for reordering

pur poses. (Reordering is discussed in Section 6.)

| path IP | path UDP | GRE-in- | tunnel IP | tunnel |application
| v4 or v6 |(port 4754)]| UDP | v4 or v6 | TCP/ UDP | dat a |
Figure 3: PDU encapsul ati on of the MPT data comunication
4. MPT Control

A connection can be established between two MPT servers in two ways:

1. When the MPT server is started, it establishes the connection on
the basis of a connection specification fromthe configuration
files. In this case, the connection specification contains al
the necessary paraneters. MPT client commands still can be used
to nodify the paranmeters, switch off and on paths, etc. as
described in Section 4. 2.

2. The connection is established by using MPT client commands. In
this case the command |ine arguments of the MPT commands and
configuration files contain the necessary paraneters.

4.1. Configuration Information

The MPT configuration files contain various pieces of information.
They can be divided into two groups:

1. general information for the MPT server
2. connections specification(s)

4.1.1. General Information for the MPT Server
The MPT configuration file is nmade up of sections. The "general”
section MJUST be present and it contains general information for the
operation of the MPT server, whereas there MAY several sections
foll ow, each of which describes a different tunnel
The general section MJST contain the follow ng el enents:
o tunnel nunber: the nunber of tunnels to create (they are to be

described in separate sections)
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0 accept renote: it is a key (yes/no) whether this MPT server
shoul d accept commands from ot her MPT servers to build up
connections, which are not defined in the |local configuration
files

o local command port: the port nunmber on which the | ocal MPT client
software can give commands to the MPT server

o command tinmeout: the tinmeout value for the MPT client

For each tunnel, a separate section is to be used to describe the
foll owi ng paraneters

o nane: The nane is used by the operating systemto access to the
interface.

0 MIU: The maxi mumtransnission unit of the tunnel interface. For
the Ethernet environnment, the value should be set between 1436
and 1468 (depending on the additional header sizes, used by the
actual systen). It can be cal cul ated as: 1500-

Pat h_| P_header _si ze- UDP_header _si ze- GRE_header _si ze.

0 ipv4_addr: |Pv4 address and nmask
0 ipv6_addr: |Pv6 address and mask

Note that both ipv4_addr and ipv6_addr MAY be present. At |east one
of them MJUST be present.

It is inportant that the same tunnel may be used by severa
connections. A connection can be uniquely identified by the IP
addresses of the two endpoints, which have to be of the sane type
(1'Pv4 or |Pv6).

4.1.2. Connection Specifications

A connection specification is made up of sections. The "connection"
section contains paranmeters that are to be specified only ones for
each connection. The "paths" section contains one or nore path
definitions. The optional "networks" section contains network
definitions for routing purposes.

The general section (called "connection") MJST contain the follow ng
el enent s:

0 nane: The uni que nane of the connection. If we use nmultiple
connections, the nane nust uniquely identify the connection
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0 perm ssions: There MAY be SEND and RECEI VE perni ssions, which
al | ow sendi ng and receiving connection updates. The term SEND
means that the |ocal MPT environnment is allowed to start
configuration change to the peer. The term RECElI VE neans that the
peer is allowed to start a configuration change, and the |oca
MPT environment will accept it. (The actual execution of the
request ed change depends on further conditions, e.g. successfu
aut henti cation.)

o IP version: its possible values are 4 or 6

o local |IP address: must be of the IP version specified above and
must be the same as defined for the tunnel

o renote | P address: the |IP address of the renote peer, nust be of
the I P version specified above

o local data port nunber: used for data comuni cati on, SHOULD be
set to the 4754 GRE-in-UDP port numnber

o renote data port nunber: used for data conmunication, SHOULD be
set to the 4754 GRE-in-UDP port numnber

o renote command port nunber: The UDP port nunber of the peer,
which is used to accept control commands. If the local MPT client
starts an MPT command (e.g. turning off a path usage), the MPT
server will communicate this action to the peer by using the
renote comand port nunber as the destination port nunber.

0 path count: The key is an integer P, denoting the nunber of paths
defined for this connection. The mnimumvalue is 1, the maxi num
val ue is inplenmentation dependent, e.g. 20. This configuration
file MIST have P sections (usually naned [path_n]), where 0<=n<P
describing all paths of the connection

0 network count: The MPT environment can be used to establish a
tunnel between networks (i.e. not only the tunnel peers can use
the tunnel for communication). The mninumvalue is 0, the
maxi mum val ue is inplenmentati on dependent, e.g. 20. This key is
an integer L, denoting the nunber of networks on which the actua
connection is able to route. This configuration file MJST have L
sections (usually named [net _n]), where 0<=n<L, describing al
net wor ks that belong to the connection

o status: The key indicates the initial status of the connection
The value 0 neans K
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0 authentication type: The MPT system uses control comruni cation
bet ween the tunnel endpoints. The control comruni cati on can be
requested to use authentication. The value 0 means no
aut henti cati on.

The following el enents are OPTI ONAL:

o reorder wi ndow. The reorder wi ndow val ue specifies the length (or
size) of the buffer-array for the optional packet reordering on
the basis of the GRE sequence nunbers, see Section 6 for nore
i nformati on. The value of 0 (which is the default val ue when
omtting the key) nmeans, that no sorting will be perfornmed at the
receiver (the packets are transferred to the tunnel interface
i medi atel y when they arrive).

o maxi mum buffer delay: This key is used only if we require ordered
packet transm ssion (i.e. reorder window > 0). |If ordered packet
transm ssion is required, maximum buffer delay specifies the
maximumtinme (in mlliseconds) while the packet may be stored in
the buffer-array.

aut henti cation key: The authentication key contains the key val ue
of the control conmunication authentication. Sonme al gorithns do

not need authentication keys. In this case the specification of

the authentication key is not necessary, or will be ignored.

o

A path definition section MJIST contain the follow ng el ements:

o interface nane: The value is the nane of the physical interface
used by the given path for packet forwarding (e.g. ethO, w an0).

o I P version: Specifies the version of |IP used by the path. The
val ue can be 4 or 6

o

public | P address: Specifies the public |P address of the
interface used for the tunnel communication. If the host is

pl aced into the G obal Address Realm the public IP address is
the I'P address of the interface, otherwise (i.e. when the host is
behind a NAT-Box) it is the public address assigned by the NAT-
Box to the tunnel comuni cation session. If the path uses |Pv4
and NAT, then the special address value of 0.0.0.0 can be used to
force the MPT server programto determine the public |IP address
automatical ly.

o renote | P address: Indicates the public I P address of the renpte
endpoi nt ..
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0 gateway | P address: The | P address of the gateway, used to reach
the peer (i.e. rempte |IP address) using the given path. If the
operating system uses the Network Manager (nnctli) software for
network configuration, then the value of 0.0.0.0 can be used to
find the gateway of the naned interface automatically.

0 weight out: This is the "weight of the path" in the system
expressing the estimated transni ssion capacity of the path. The
MPT server programdistributes the outgoi ng packets between the
avai l abl e paths according to their weights, if per packet based
mappi ng i s used. The val ue nmust be between 1 and 10, 000.

o status: This key neans the initial state of the path after
starting the MPT server. The value "up" neans that the path is
usabl e (working), and the state of the path is OK If required,
may be set initially as "down".

A path definition section MAY contain the follow ng el ements:

o private I P address: The |IP address of the physical interface. Can
be omtted, if the public IP address is assigned directly to the
interface. Wien using I Pv4 and NAT, the special value of 0.0.0.0
can be used to force the MPT server application to read and use
the first |Pv4 address assigned to the interface.

0 keepalive tine: The MPT system nonitors the availability of each
pat h by sendi ng keepalive nmessages regularly. The key specifies
the frequency (i.e. the tine between the keepalive nessages in
seconds) that the MPT server uses for sending keepalives. The
val ue of zero (which is the default val ue) nmeans switching off
the keepal i ve nmechani sm

0 dead tine: If the keepalive nechanismis active, and the host
does not receive any keepalive nessage on the given path fromthe
peer for dead tine seconds, then the path is considered as "dead"
and will not be used for data transm ssion. (The default value is
3*keepalive tine.)

o weight in: This field is used at the "npt path up" comuand (see
Section 4.2) to set the outgoing weight of the corresponding path
at the peer. The default value is 1.

o command default: This key can be used to specify one path as the
default path for control command conmunication. In the case of
receiving the control command of "create connection”, the system
will use this path for the control comrunication
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The optional "networks" section contains network definitions for
routing purposes. Each network definition begins with its nane in
the [net_n] format and contains the foll ow ng paraneters:

o | P version: Specifies the version of IP used in the network
definitions. The value can be 4 or 6.

0 source address: specifies the source network and its prefix
length in the ClI DR notation.

o0 destination address: specifies the destination network and its
prefix length in the CIDR notation.

The network configuration can also be used to provide multipath
I nternet connection by specifying 0.0.0.0/0 as destination address
and prefix length. (The source is our tunnel address in this case.)

4.2. MPT Configuration Commuands

The sane control interface is used for the | ocal administration of
the MPT server (by the MPT client accessing the MPT server at the
| ocal command port through the | oopback interface) and for the
communi cation of the |local MPT server with the renote MPT server
(accessing it at its renote command port).

Now, sonme client commands will follow Although some of the syntax
of our MPT inplenentation will be used, the focus is not on their
syntax, which may be inplenentation dependent, but rather on their
functionalities. The execution of these commands may al so invol ve
communi cati on between the |ocal MPT server and a/the remote MPT
server.

npt address {add| del} | PADDRESS/ PREFI X dev | NTERFACE

An | Pv4 or | Pv6 address can be added to or deleted froma (local)
interface.

mpt i nterface | NTERFACE {up| down}

The specified interface is turned up or down plus all the paths,
that are based on the given |ocal physical interface are also turned
on or off by starting the "npt path {up|down}" command (see bel ow)
for each consi dered path.
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mpt path PATH {up| down}

This command can be used to turn on or off a specified path. If the
path status is changed to down, then it is not used by the
connection, (i.e. no data is sent through that path by the MPT

sof tware).

nmpt connection CONNECTI ON {creat e| del et e}

This command can be used to establish or tear down a connection
between the | ocal and a rempte MPT server. (The parameters are taken
fromlocal configuration files.) If the renote server is configured
so, then it accepts the paraneters of the connection fromthe | oca
server.

nmpt save [ FI LENAMVE]

The current configuration can be changed during runtine by renote
peers. (This can be enabled with the accept renpte key and with the
perm ssions key.) This command is used to wite these connection
changes to the configuration files, so the new settings will remain
after server startup or after npt rel oad.

mpt rel oad [ FI LENANVE]
Warmrestart: the MPT server build up its connections according to

its configuration files. (Qur inplenentation only establishes, but
it does not tears down connections.)

5. Possible Mappings of the Tunnel Traffic to Paths
The data packets coming fromthe tunnel interface nust be forwarded

through one of the active paths of the connection. Three possible
mappi ng sol uti ons are proposed:
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0 Per packet based nmappi ng neans that the tunnel traffic is
di stributed anong the paths on the basis of the paraneters of the
pat hs only, and regardl ess of what network flow a gi ven packet
bel ongs to.

o Fl ow based mappi ng nmeans that packets which belong to a given
network flow, identified by the usual five tuple of source IP
address, destination |IP address, source port nunber, destination
port nunber, and protocol nunber (TCP or UDP), or three tuple of
source | P address, destination |IP address, and protocol nunber
(TCP, UDP or I1CWP), are always mapped to the sanme path.

o Conbi ned mappi ng neans the conbi nati ons of the two above in the
way that packets which belong to a given network flow, identified
by the way descri bed above, are al ways mapped to the same
connection. And the packets that belong to a connection are
di stributed anong the paths of that connection by per packet
deci sions on the basis of the paraneters of the paths of the
connecti on.

We illustrate the three mapping sol uti ons by exanpl es.

Definitions for the exanples:

Conputers A and B are interconnected by 3 different paths:

pat h_1: 100Base- TX Et her net

path_2: 802.11g WFi

path_3: LTE

Connection_1 has 3 paths with the foll ow ng wei ght out val ues:

path_1: 5
path_2: 2
path_3: 3

Exanpl e 1 (Per packet based mappi ng)

Al the traffic between the two conputers is distributed anong the
three paths of Connection_1 proportionally to their weight out
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val ues. A decision is nmade about every single packet as described in
Section 5.1, regardl ess of the fact what application it belongs to.

Advant age: The transni ssion capacity of all the paths can be
utilized.

D sadvantage: There is no possibility to use different mappings for
different applications.

Exanpl e 2 (Per flow based mappi ng)

Based on the destination port number or port range, the traffic of
different applications are mapped to paths as foll ows:

HTTP, VoD: path_1

FTP, Bit-Torrent: path_2

Vol P: pat h3

Advant age: Application can be differentiated: e.g. the del ay
critical VolP can use LTE, whereas the free WFi is satisfactory for
the non-m ssion critical Bit-Torrent.

D sadvant age: The mapping of the traffic is too rigid, all the
traffic of applications of a given type is mapped to a single path,

therefore, the applications (and thus their users) do not experience
the benefits of nultipath transm ssion

Exanmpl e 3 (Conbi ned mappi ng)

We define further two connections:
Connection_2

path_1: 5

path_2: 2

Connection_2

path_1: 5
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path_3: 3

Based on the destination port number or port range, the traffic of
different applications are napped to paths as foll ows:

HTTP: connection_1

FTP, Bit-Torrent: connecton_2

Vol P, VoD: connection_3

Advant age: The applications rmay benefit fromthe multipath
transm ssi on, whereas each types of applications use those paths,

whi ch are beneficial and affordable for them

D sadvant age: The price of the above resilience is the tine and
conput ational conplexity of the execution of both al gorithns.

Concl usi on: The appropriate choice of the mapping al gorithm depends
on the expectations of the user.

5.1. Per Packet Based Mappi ng
The aim of the "per packet based" mapping is to distribute the
tunnel traffic to the paths proportionally to their transm ssion
capacity. This mapping facilitates the aggregation of the
transm ssion capacities of the paths.

In MPT, the transm ssion capacity of the paths is represented by
their WEI GI_OUT paranet er

The foll owi ng al gorithm cal cul ates the sending vector, which

contains the indices of the paths in the order they are to be used

for transm ssion.

ALGORI THM cal cul at e_sendi ng_vect or

INPUT: Wi] (1 <=i <= N), the vector of the weights of the paths.
(Note: W have N paths with indices (1, ... , N

QUTPUT: dj] ( 1 <=j <= M), the sending vector containing the
i ndi ces of the paths; where Mis the length of the sending cycle.

lcm:= Least Conmon Multiple for (W1], ... , WN])
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M:=0
s[i] :=0, for all i (1 <=1i <=N)
(Note: s[i] will store the sumof the increnents for path i, where

the increment is IcmWi])

VWH LE TRUE DO

z :=mn(s[1]+HcmW1], ... , S[NNHlcmWN])
k := The smallest index i, for which z == s[i]+lcmWi]
M:= Ml
s[k] :=z
aM :=k
IF s[i] ==z for all i (1 <=i <= N THEN RETURN
DONE

END
A sanple C code can be found in the Appendi x.

5.2. Flow Based Mappi ng
The aim of the flow based mapping is to be able to distinguish the
packets belong to different network flows and map themto the path
that was set for them (E. g. WFi is used for Torrent traffic and
LTE is used for VolP calls.)
Qur current inplenmentation realizes a port-based flow mapping. It is
possible to select the interface for the outgoing traffic based on
transport protocol and port. For communicati on between two MPT
servers, you can precisely specify which fl ow mapped to which path.

The configuration of the mechanismis sinple. Four new val ues can be
added for the definition of paths:

tcp_dst - TCP destination port matches

tcp_src - TCP source port matches
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udp_dst - UDP destination port matches

udp_src - UDP source port matches

Al of these are optional, they can be listed in many ports. Ports
that are not defined will continue to be per-packet based. The
current inplenmentation of the MPT with fl ow based mappi ng can be
found on [ Mot Fl ow

In the exanpl e bel ow, each outgoing TCP packet with destination port
80, 443, and 8080 and UDP packet with destination port 5901 will be
sent on path_1. TCP packets with source ports 7880 and 56000 will be
sent on path_2.

Exampl e (fl ow based mappi ng configuration snippet)

[ pat h_1]

t cp_dst = 80 443 8080
udp_dst = 5901

[ pat h_2]

tcp_src = 7880 56000

5. 3. Conbi ned Mappi ng
TBD
6. Packet Reordering

As the delay of the different paths can be different, packet
reordering nmay appear in a packet sequence transm ssion. The MPT
environnment offers an optional feature to ensure the right ordered
packet transm ssion for the tunnel comunication. If this feature is
enabl ed, the receiver uses a buffer-array to store the incomning
(unordered) packets. Then the packets are sorted according to the
GRE sequence nunbers, so ensuring the ordered transm ssion to the
receiver’'s tunnel interface.

Lencse et al. Expi res Septenber 23, 2025 [ Page 19]



I nternet-Draft MPT Network Layer Miultipath Library March 2025

There are two paraneters ained to control the reordering. The
reorder w ndow paraneter specifies the length of the buffer array
used for reordering. The maxi mum buffer delay paraneter specifies
the maximumtime (in mlliseconds) while the packet is stored in the
buffer-array. |f the packet is delayed in the buffer-array for the
specified time, it will be transmtted to the tunnel interface, even
in the case, when sone packets are mssing before the considered
packet. The m ssing packets are considered as |ost packets (i.e. we
will not wait nore for a | ost packet). The arrived packets are
transferred to the tunnel interface according to their GRE sequence
nunber, so the ordered delivery will be kept also in the case of
packet | oss.

How to set the values of these paraneters?

As for maxi mum buffer delay, if its value is too small, then MPT may
incorrectly consider a sequence nunber as lost, and if it arrives
|ater, MPT has to drop it to keep on the order-right delivery. |If
its value is too large, then the packet loss will be determined too
| ate, and thus the comunication performance may decrease. Qur
experience shows that a feasible choice could be: a fewtines the
RTT (Round-Trip Tine) of the slowest path.

As for reorder window, it MJST be |arge enough to store packets
arriving at maxinumline rate fromall the active paths of the given
connection during a maxi mum buffer delay interval

The appropriate choice of these paraneters is still subject of
research.

7. Wy MPT is Considered Experinental ?

We view MPT as a research area rather than a solution which is ready
for deploynment. W have an MPT inpl enentation, which is workabl e,

but it contains only the "per packet based" nmapping of the tunne
traffic to the paths. One of our ainms of witing this Internet Draft
is to enable others to wite MPT inplenentations. It is our hope
that the experience gained with preparing other inplenentations as
well as the results of their testing and performance analysis wll
|lead to a better MPT specification, which may then serve as a
standard track specification of an inproved MPT, which will be ready
for depl oynent.

In this section, we sumarize the nost inmportant results as well as
the open questions of the MPT rel ated research
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7.1. Published Results
7.1.1. MPT Concept and First |Inplementation

The conceptual architecture of MPT, conparison with other nultipath
solutions, sone details of the first inplenentation and sone test
results are available in [A n2017].

The user manual of the first MPT inplenmentation and the preconpil ed
MPT libraries for Linux (both i386 and and64) and Raspbi an are
avai l abl e from [ Mt 2017].

A further survey about various multipath solutions including MPT
[ Nas2022] .

7.1.2. Estimation of the Channel Aggregation Capabilities

The channel aggregation capabilities of an early MPT inpl enentation,
whi ch did not use GRE-in-UDP, were analyzed up to twelve 100Mps
links in [Len2015].

Sone of the above tests were repeated with the current GRE-in- UDP
based MPT i npl enentation, and the path aggregati on capabilities of
MPT were conpared to that of MPTCP in [Kov2016] and [ Szi 2018].

Measurenments were performed al so using two 1Gps links [ Szi 2018b]
and four 1Gpbs Iinks [Szi2019].

The performance of MPT and MPTCP was conpared using two 10Ghps |inks
[ Szi 2019b] .

To test MPT in a nore realistic environment than the previous sinple
| aboratory testbeds, an enul ated WAN environnent was used for
t hroughput aggregation of two 100Mops |inks [Szi2021] and [ Szi 2022].

Measurement and anal ysis of MPT multipath throughput was carried out
in Wre Channels, the transm ssion speed was 100Mops for both paths.
The scenarios were tested using different time factors (30s, 70s,
and 100s) [Nas2022b].

Ef fect of the path QoS on the throughput aggregation capability of
the MPT network |ayer multipath comrunication |library was exani ned.
The channel aggregation capability of the MPT library was tested by
changi ng various QS netrics (latency, transm ssion speed, packet
loss rate, and jitter) of symretric and asymretric paths [Nas2023].
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7.1.3. Denonstrating the Resilience of an MPT Connection

The resilience property of the early MPT inpl enentation, which did
not use GRE-in-UDP, was denpnstrated in [A nR014] and in [A nR2015].

The fast connection recovery of the GRE-in-UDP based MPT
i npl erent ati on was denonstrated in [ Fej 2016] .

Pl ayout buffer length triggered path swtching al gorithm was
devel oped for the GRE-in-UDP based MPT, and its effectiveness was
denonstrated by the elimnation of the stalling events on YouTube
vi deo pl ayback [Fej 2017].

7.1.4. Exanining the Effect of Different Congestion Control Algorithns

The t hroughput of MPT and MPTCP using various TCP congestion contro
al gorithms (TCP Cubic, H ghspeed, Illinois, Reno, Scal able, Vegas,
Veno) were conpared in a test environnent containing four 100Moips
conmuni cati on channels in [Szi2020].

To exam ne the inpact of various TCP congestion control nechani sns
in a nmultipath MPT network, systematic experinentation and anal ysis
assessed the efficiency of different congestion control algorithns
(CUBI C, HSTCP, TCP-IIlinois, Reno, Vegas, Veno, BIC, Westwood,
Hybl a, Scal able, and BBR) in inproving the MPT-GRE networks’ tunne

t hroughput and fixing transient period issues under delay and packet
loss in symetric paths [Nas2024].

The performance and sel ection of appropriate congestion contro

al gorithms were eval uated, including (loss-based algorithmns, delay-
based al gorithms, hybrid (loss + delay) algorithms, and bandw dth
estimati on-based al gorithns) for MPT networks under varying
conditions, including delay, jitter, and data |oss, at different
transm ssi on speeds (symetric and asymmetric) [Nas2024b].

7.1.5. Inpact of Packet Reordering in MPT Miltipath Networks
Studyi ng the inmpact of packet reordering in MPT multipath networks
i nvestigates how the out-of-order arrival of packets affects the
t hroughput aggregation capability of the MPT library, both with and
wi t hout the packet reordering nmechani smfeature enabl ed [ Nas2023b].
7.1.6. Real-Time Video Streaning in MPT Miltipath Networks
The MPT's effectiveness in real-tinme video stream ng quality was

eval uat ed [ Nas2024c], and how to enhance Real -Ti ne vi deo stream ng
quality such as FHD and 4K resol ution [Nas2025].
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7.2. Open questions
7.2.1. Paraneters

The optimal (or good enough) choice of the reorder w ndow size and
maxi mum buf fer del ay paraneters are inportant questions, which
shoul d be sol ved before MPT can be depl oyed.

7.2.2. Devel opment of Further Mapping Al gorithns

The current MPT inplenentation [Mt2017] includes only the per
packet base mapping. For a precise specification of the further two
mappi ng al gorithms, we would like to use or experiences with them
There are sone open questions e.g. howto handle the traffic that is
nei t her TCP nor UDP?

7.2.3. Performance |ssues

The current MPT inplenmentation [Mt2017] works in user space. Thus,
it is not surprising, that multipath transm ssion of the sane anount
of traffic by MPT results in higher CPU |load than its multipath
transm ssi on by MPTCP [ Kov2019]. How nuch CPU power could a kerne
space MPT inplenentation save?

It was al so pointed out by [Kov2019], that MPT is not able to
utilize the computing power of nore than two CPU cores. It is so,
because MPT uses only two threads (one for each direction). This is
not a serious issue, when MPT is used on personal conputers.

However, when MPT is used to connect several networks, it is an

i nportant question, how MPT could utilize the computing power of the
nmodern CPUs with several cores.

7.3. Inplementation
A sanple inplenentation of the MPT software is avail able from
[ Mot Src] under GPLv3 license. It is intended for research and
experinentation purposes only, as it has not been sufficiently
tested to be used for conmercial purposes.

8. Security Considerations
Threats that apply to GRE-in-UDP tunneling, apply here, too. For the

security considerations of GRE-in-UDP, please refer to Section 11 of
[ RFC8086] .
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10.

11.

11.

11.

If an MPT server is configured so, its peer is allowed to build up
connections. It may lead to resource exhaustion and thus successfu
DoS (Denial of Service) attacks.

Aut henti cation between MPT servers is optional, which may lead to
security issues.

| ANA Consi der ati ons

Port nunbers nay be reserved for |ocal command port and renote
command port.

Concl usi ons

Hereby we publish the specifications of the MPT network |ayer
multipath library in the hope, that it can be nade better by the
review and comments of the WG nenbers and, after answering severa
open questions, one day MPT can mature to be a production tool. W
seek for interested volunteers for a different inplenmentation and we
woul d be happy to take part in research cooperation. W wel cone al

ki nds of feedback from anyone to nake MPT better
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Appendi x A. Sanple C code for cal cul ati ng the packet sendi ng order

<CODE BEG NS>
voi d cal cul ate_pat hsel ecti on(connection_type *con) {
long long I cm
I ong gcd, nmin_inc, cinc;
int i,j, mn_idx;
pat h_type *p

con->pat hsel ecti onl ength = 0;
gcd = con->npat h[ 0] . wei ght _out ;

Il cm = gcd;
for (i =0; i <M i++)
gi] = NULL;
for (i = 0; i < con->path _count; i++) {

gcd = CALCULATE GCD(gcd, con->npath[i].weight _out);
lcm= (lecm* con->npath[i].weight _out ) / gcd;

con->npath[i].selection_increment = 0;
}
for (j =05 ] <M j++) {

mn_idx = 0;

mninc =Ilcm+ 1

for (i =0; i < con->path_count; i++) {

p = &con->npath[i];
cinc p->sel ecti on_i ncrement + (Icn1/ p- >wei ght _out);
if ((p >me|ght_out) &% (cinc < mn_inc)) {

mn_idx = i;

mn_inc = cinc;

}
djl = &con->mpat h[ m n_i dx];
con->npath[m n_i dx].sel ection_increnent = mn_inc;
(i =0; i <con->path_count; i++) // check if ready
if (con->npath[i].selection_increnent !'= mn_inc)
got 0o NEXT_SELECTI ON
br eak;

NEXT_SELECTI ON
conti nue;

con->pat h_i ndex = 0;
con->pat hsel ectionlength =j + 1;

}
<CODE ENDS>
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Copyright (c) 2025 I ETF Trust and the persons identified as authors
of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).
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