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Abst ract

RFC 2544 has defined a benchmarki ng net hodol ogy for network

i nterconnect devices. |Its test frane format contained fixed IP
addresses and fixed port nunbers. RFC 4814 introduced pseudorandom
port nunbers but used a single source and destination |IP address pair
when testing with a single destination network. This limtation may
cause an issue when the device under test uses the Receive-Side
Scaling (RSS) mechanismin the packet processing flow. RSS has two
implementations: the first only includes the | P addresses, whereas
the second al so includes the port nunbers in the tuple used for
hashing. Benchmarking tests that use a single |IP address pair and
RFC 4814 pseudorandom port nunbers are biased against the first type
of RSS inpl enentation because traffic is not distributed anong the
processing el ements. This docunment recomends the usage of
pseudorandom | P addresses in a simlar manner as RFC 4814 did with
the port nunbers.

If accepted, this docunent updates all affected RFCs, including RFC
2544, RFC 4814, RFC 5180, RFC 8219

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

I nt roducti on

[ RFC2544] has defined a conprehensive benchmar ki ng nmet hodol ogy for
network interconnect devices, which is still in use. It was anended
by several RFCs, which did not fornmally update it. [RFC4814]

i ntroduced pseudorandom port nunbers (instead of fixed ones).

[ RFC5180] addressed | Pv6 specificities and added technol ogy updates
but declared IPv6 transition technol ogi es out of scope. [RFC8219]
addressed the I Pv6 transition technol ogies.

Contenmporary | Pv4 or | Pv6 packet-forwardi ng devices typically have
mul ti pl e packet processing el enents and the packets are | oad-bal anced
across them In the case of hardware routers, packets are shared
anong nultiple Application-Specific Integrated Circuit (ASIC

pi peli nes, whereas in the case of software routers, packets are
distributed anong nultiple CPU cores. |n both cases, certain packet
fields, e.g., source and destination |IP addresses and/or port nunbers
are usually used as input fields of a hash function to ensure per-

fl ow consistency. Software routers typically use Receive-Side
Scaling (RSS). It has two types of inplenentations: the first one
only includes the I P addresses, whereas the second one al so includes
the port nunbers into the tuple used for hashing [ RSS2014].

[ RFC4814] conpliant testers work properly in the second case;

however, the pseudorandom port nunbers cannot provide entropy if the
Devi ce Under Test (DUT) follows the first type of RSS inplenentation;
therefore, these devices produce poor benchmarking results in

[ RFC4814] conpliant |aboratory tests, whereas they can exhibit high
performance in production environnents where the usage of multiple IP
addresses ensures the entropy for the proper operation of their RSS

i npl ementation. Therefore, the conditions of |aboratory tests should
be inproved to ensure unbi ased performance testing. To that end,
this document exam nes how t he usage of nultiple | P addresses can be
introduced in the performance testing of network interconnect devices
using I Pv4 or | Pv6 addresses, observing the limtations of the ranges
of special purpose |IPv4 and | Pv6 addresses reserved for benchnarking
nmeasurenents. Practical reconmendations are given for the usage of
pseudor andom source and destination |IP addresses in the case of both
I Pv4 and | Pv6 follow ng the approach of RFC 4814 regarding the port
nunbers and al so considering the effect of the grow ng nunmber of ARP
or NDP table entries.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2. Recommendation for Multiple | P Addresses

First, the potential ranges are examned in the case of |IPv4 and
| Pv6, then considerations regarding the "optimal" nunber of IP
addresses and the usage of gateways are nmde.

2.1. Potential Ranges for |Pv4 Addresses

The 198.18.0.0/15 | Pv4 address range was reserved for benchmarking
tests. It is divided into two hal ves: 198.18.0.0/16 and
198.19.0.0/16 are to be used on the two sides of the test setup.
Consi deri ng the requirenent of [RFC2544] regarding the | P addresses,
the test suite SHOULD be first run with a single source and
destination address pair. Then, the destination networks should be
random usi ng the 16-23 bits of the network addresses nentioned above.
The Device Under Test (DUT) is assigned the first address of each
network, and the Tester can be assigned, for exanple, the second
address from each network. That is, 198.18. R 1/24 and 198.19.R 1/ 24
are assigned to the DUT; 198.18.R 2/24 and 198.19. R 2/24 are assigned
to the Tester, where R is pseudorandomin the 0-255 interval

The above framework provides rules on the design of hownmultiple IP
addresses can be used and the scarcity of the |IPv4 addresses inposes
serious limtations. It neans that when, e.g., the very first
networks (198.18.0.0/24 and 198.19.0.0/24) are used at each side of
the test setup, the maxi numrange of the | P addresses assigned to the
Tester can be 198.18.0. 2/ 24-198. 18. 0. 254/ 24 and

198.19. 0. 2/ 24-198. 19. 0. 254/ 24, as shown in Figure 1. \When 256
destination networks are used, then the 16-23 bits identifying the
destination networks also contribute to the entropy provided to the
hash function. When only a single destination network is used, then
the 16-23 bits can al so be | everaged to generate a hi gher number of

| P addresses, thus their ranges can be:

198. 18. 0. 2/ 16-198. 18. 255. 254/ 16 and 198. 19. 0. 2/ 16-198. 19. 255. 254/ 16
as shown in Figure 2. |In both cases, the Tester and the DUT are in
the same networks, that is, they are connected directly without using
gateways. Conversely, the correspondi ng network interfaces of the
Tester and the DUT may be connected through gateways. Then the
network interface of the DUT uses an | P address froma different
network than the corresponding interface of the Tester, and the
network interface of the DUT sends the packets to the gateway, which
is set as the next hop router towards the network assigned to the
corresponding interface of the Tester, as shown in Figure 3. (It is
noted that [RFC1918] private |IP addresses were used due to the
insufficient I P address range reserved for benchmarking.)
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198. 18. 0. 2/ 24-198. 18. 0. 254/ 24 198.19. 0. 2/ 24-198. 19. 0. 254/ 24
\ o mm e e e e e e e e e e e e e e e mam- + |/
\ | /
A | Tester [ <----mmmmm--- +
I I I I
| S + |
I I
| o mm e e e e e e e e e e e e e e e mam- + |
I I I I
A >| DUT: | Pv4 router [------------- +
198.18.0.1/24 | | 198.19.0.1/24
S +

Figure 1: Test setup for benchmarking | Pv4 routers when using
mul tiple destination networks (Tester and DUT are directly
connect ed)

198. 18. 0. 2/ 16-198. 18. 255. 254/ 16 198. 19. 0. 2/ 16- 198. 19. 255. 254/ 16

LT R i + |/

\ | /
R | Tester [ <---emmmmm--- +
I I I I
| e + |
I I
| i + |
I I I I
A >| DUT: | Pv4 router [------------- +
198.18.0.1/16 | | 198.19.0.1/16

R L T T T +

Figure 2: Test setup for benchmarking | Pv4 routers when using a
single destination network (Tester and DUT are directly
connect ed)

Lencse, et al. Expires 2 January 2026 [ Page 5]



I nternet-Draft Multiple | P Addresses July 2025

198.18. 0. 1/ 16-198. 18. 255. 254/ 16 198.19. 0. 1/ 16- 198. 19. 255. 254/ 16

\ o mm e e e e e e e e e e e e e e e mam- + |/
\ | /
A | Tester S e +
| 10.0.0.2/24 | | 10.0.1.2/24
| S + |
I I
| o mm e e e e e e e e e e e e e e e mam- + |
| | | |
A >| DUT: | Pv4 router [------------- +
10.0.0.1/24 | | 10.0.1.1/24
R T +
routes in the DUT: destination network next hop
198.18. 0.0/ 16 10.0.0.2
198.19. 0.0/ 16 10.0.1.2

Figure 3: Test setup for benchmarking |Pv4 routers when using a
singl e destinati on network (gateways are used)

2.2. Potential Ranges for |Pv6 Addresses

The 2001:2::/48 | Pv6 address range, which was reserved for
benchmarking tests, is large enough. |If it is split into tw hal ves
to be used on the two sides of the test setup as 2001:2::/49 and
2001: 2: 8000: : /49, the ranges are abundant. Even if their first /56
subnets (2001:2::/56 and 2001: 2: 8000::/56) are enough to ensure 256
networ ks on each side of the test setup. As these networks are of
/64 size, their host ID parts are vastly abundant. For convenience
consi derations, we recommend the usage of their 96-111 bits to
generate potentially 65536 different |IP addresses, as shown in
Figure 4 in the case when a single destination network is used and
the Tester and the DUT are connected directly, w thout gateways.
(When needed, the 256 destination networks can be described by the
56-63, bits as mentioned before.) Figure 5 shows the case when

gat eways are used
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2001: 2: 0: 8000: : [ 0000-ffff]: 2/ 64
/

o mm e e e e e e e e e e e e e e e mam- +
\ | /
A | Tester [ <----mmmmm--- +
I I I I
| S + |
I I
| o mm e e e e e e e e e e e e e e e mam- + |
I I I I
A >| DUT: | Pv6 router [------------- +
/| | \
e + \
2001:2::1/ 64 2001: 2: 0: 8000:: 1/ 64

2001: 2:: [ 0000-ffff]: 2/ 64

Figure 4: Test setup for benchmarking I Pv6 routers (Tester and

DUT are directly connected)

2001: 2: 0: 8000: : [ 0000-ffff]: 2/ 64

LT R i + |/
\ | /

R R Tester SO +
| 2001: 2: 0: 1000: : 2/ 64 2001: 2: 0: 9000: : 2/ 64|
| e + |
I I
| i + |
I I I I
A >| DUT: | Pv6 router [------------- +

/| | \

I i + \

2001: 2: 0: 1000: : 1/ 64

desti nati on network

2001: 2::/64
2001: 2: 0: 8000: :/ 64

routes in the DUT:

2001: 2: 0: 1000: : 2/ 64
2001: 2: 0: 9000: : 2/ 64

Lencse,

Figure 5: Test setup for benchmarking I Pv6 routers (gateways are

et al.

used)
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2.3. Considerations for the | P Address Ranges to be Used

On the one hand, the nmore I P addresses are used, the nore entropy is
ensured and thus the nost even distribution of the | oad over the
processi ng el enments can be expected. However, on the other hand, the
usage of nmultiple I P addresses has its costs when no gateways are
used: multiple Address Resol ution Protocol (ARP for |Pv4) or Neighbor
Di scovery Protocol (NDP, for I1Pv6) table entries are used.

I ncreasing themover a few thousand may have a deteriorating effect
on the performance of the DUT. This effect does exist when gateways
are used because the DUT sends the packets to the gateways, and thus
only their 1Pv4 or | Pv6 addresses needed to be stored in the ARP or
NDP tabl e of the DUT

It is noted that under typical operating conditions, a router is not
connected directly to a high nunber of devices. |If it is a backbone
router, it is connected directly to several other routers. If it is
a local router, it is connected directly to a single upstreamrouter
(or, at nmost, a few of thenm) and (through a switch) to the |loca
hosts, the nunber of which is unlikely to be higher than a few
thousand. 1In both cases, a high nunber of different |IP addresses may
provi de entropy for hashing w thout causing pressure on the ARP or
NDP t abl es of the router

3. Inplenmentation of the Reconmended Sol ution
The recomended sol ution has been inplenmented in siitperf [SIITPERF]
as a proof of concept. Miltiple IPv4 and | Pv6 addresses are
supported fromconmit nunber 165cb7f on Septenber 6, 2023. The
details of the inplenmentation can be found in [ LEN2024].

4. Recomendation for Testing with Multiple | P Addresses
Based on the theoretical considerations in Section 2.3 that

1. it is desirable to use as high nunber of |IP addresses as possible

2. routers do not need to handle a high nunmber of neighbors under
typical operating conditions

the usage of the maxi mum possi bl e nunber of | P addresses and the test
setups with gateways shown in Figure 3 and Figure 5 are recomended

It is noted that the maxi mum possi bl e nunber of |Pv4 addresses are

253 and 65533 when 8 bits and 16 bits are avail abl e. In the case of
IPv6, it is 65536.
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9.

Thi s reconmendati on has been justified by the neasurenent results
menti oned i n Appendi x A

Consi derations for Stateful Tests

Stateful technologies |like stateful NAT44 or stateful NAT64 are out
of the scope of this docunent. They are covered by [ RFC9693].

Acknowl edgenent s

The authors would like to thank Boris Hassanov, G useppe Fioccol a,
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| ANA Consi derati ons
Thi s docunent does not nmke any request to | ANA
Security Considerations

The usage of high nunber of different |IP addresses may exhaust the
ARP/ NDP table of the DUT. As such, it may be considered by the DUT
as a kind of Denial of Service attack.

For further security considerations, please refer to Section 13 of
[ RFC8219] .
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A.1. Denonstration of the D fference

The effectiveness of the solution was al so denonstrated in [ LEN2024].
penBSD was chosen as the operating systemof the DUT. It uses the
first type of RSS solution: only the | P addresses are used by the
hash function. It was exan ned how nuch difference the usage of
multiple | P addresses makes in the IPv4 and |1 Pv6 throughput
performance. It should be noted that |IP packet forwardi ng under
OpenBSD was singl e-threaded until version 7.1. The ChangelLog of
QpenBSD 7.2 [ OBSD72CL] states, "Activated parallel IP forwarding,
starting 4 softnet tasks but linmting the usage to the nunber of
CPUs. "

The test setup for the IPv4 and | Pv6 nmeasurements was according to
Figure 2 and Figure 4, respectively. However, only 1000 different IP
addresses were used at each side of the test setups to limt the
potential performance degradati on caused by the high nunber of ARP or
NDP table entries.

The DUT was a Dell PowerEdge R730 server with two 3.2GH# Intel Xeon
E5- 2667 v3 CPUs having 8 cores each, 8x16GB 2133MHz DDR4 SDRAM
(accessed quad channel), and Intel X540-T2 10GbE network adapter.
Hyper-threadi ng was switched off in the BICS

Al tests were executed 10 tines, and the median, mninmmand maxi mm
val ues of the throughput results were calculated. |In the case of

| Pv4 packet forwarding, the usage of pseudorandom | P addresses caused
a highly significant (nore than 3-fol d) performance increase conpared
to the case when fixed | P addresses were used. |In the case of |Pv6,
the throughput values were significantly |ower, and the increase
caused by the usage of pseudorandom | P addresses was only about 50%
but it is still a well-visible difference. Al the details of the
measur enents can be found in [LEN2024].

A 2. Exam nation of the Effect of the Nunber of |IP Addresses Used
A 2.1. Wthout Gateways

To exam ne how the nunber of |P addresses used affects the

t hroughput, the sane hardware described in Appendi x A 1 was used, but
the DUT had the Debian Linux 11.7 operating systemto be able to
fully utilize all CPU cores, and the first type of RSS was set using
the "ethtool" conmand. The IPv4 and | Pv6 test setups followed
Figure 2 and Figure 4, respectively.

Two neasurenent series were perfornmed: one with I Pv4 and the other

with IPv6. As for the |IPv4 addresses, their nunber was doubled in
the consecutive experinments: 1, 2, 4, 8, 16, 32, 64, 128, 256, 512,
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1k, 2k, 4k, 8k, 16k, 32k, and 64k-3 | Pv4 addresses were used. Thus,
the nunber of |Pv4 address conbinations (supplying entropy to RSS)
were 1x1, 2x2, 4x4, 8x8, 16x16, 32x32, ... , 16kx16k, 32kx32k, and
(64k-3) x(64k-3). The sane nunber of |Pv6 addresses were used, except
that the | ast value was exactly 64k

The trend of the results foll owed the sane pattern for |Pv4 and | Pv6.
The t hroughput increased steeply during the first few consecutive
experinents, then it was nearly constant for a relatively w de range
of the nunber of IP addresses, and finally, it deteriorated
significantly.

Al t hough the shal | ow observer could conclude that the above
experienced nearly constant throughput for a wi de range of the number
of I P addresses, making it easy to choose a "good enough" nunber, the
aut hors contend the opposite. On the one hand, in the general case,
the nunber of CPU cores of the DUT may be significantly higher than
in the above case. On the other hand, the beginning of the
performance degradati on may depend on several factors, such as ARP or
NDP tabl e inplenentation, the sizes of the given level (L1, L2, etc.)
caches of the CPU, etc. Moreover, it is problematic if the testing
met hod needs to be aware of the details of the internal structure and
operation of the DUT. Finally, performng a series of neasurenents
(l'i ke above) is highly time-consunming, and thus, it should be

avoi ded.

A 2.2. Wth Gateways

To exam ne the throughput of IPv4 and | Pv6 packet forwardi ng when
gateways are used, the test setups shown in Figure 3 and Figure 5
were enpl oyed, respectively. And the test systemwas the same as in
Appendi x A.2.1. The nunber of |IPv4 and | Pv6 addresses was 64k-2 and
64k, respectively. To have a basis for conparison, the IPv4 and | Pv6
packet forwardi ng throughput neasurenents were al so perfornmed using
single I Pv4 and | Pv6 address pairs plus [ RFC2544] pseudorandom port
nunbers with the second type of RSS setting, where port nunbers are
al so included in the hash function. The two different tests gave
approximately the same results in both the I Pv4 and the | Pv6

measur enent s.

Appendi x B. Change Log
B.1. 00

Initial version.
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B.2. 01

Measurenment results added.
B.3. 02

M nor update (one cited reference was published).
B.4. 03

Test setups with gateways, neasurenent results, and fina
recommendat i ons added. G anmar checki ng was done.

B.5. 04

Addr essed the review cooments of Boris Hassanov. Recommendation for
Testing with Multiple I P Addresses was noved from Section 6 to
Section 2. 4.

B.6. 05

Addressed the revi ew corments of G useppe Fioccola. Gateway
addresses were added to Figures 3 and 5. "Experinments and Results"
was nmoved from Section 4 to the Appendi x. Recomrendation for Testing
with Multiple I P Addresses was noved from Section 2.4 to Section 4.
Security considerations were updated.

In the Introduction, hardware and software routers were distiguished.
O e Troan joined as a co-author.
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