COSE WG C. Lenmmons
I nternet-Draft Contast
I ntended status: Standards Track 17 February 2026
Expires: 21 August 2026

Conposite Token d ains
draft-| emmons- cose- conposi t e-cl ai ns-02

Abst r act

Conposition clains are clainms for CBOR Wb Tokens (CWs) and JSON V&b
Tokens (JWIs) that define |ogical relationships between sets of
cl ai ns.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 August 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

Conposition clains are clainms defined for CBOR Wb Tokens (CAIs)
[ RFC8392] and JSON Wb Tokens (JWIs) [ RFC7519].

Thi s docunent defines the CWM representations of the conposition
clainms named "and", "or", "nor". It also defines a CAM definition
for "crit".

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunment reuses terninology from CAT [ RFC8392], JWI [ RFC7519],
and COSE [ RFC9052] .

This termis defined by this specification:
Conposition Caim A clai mwhose val ue contains one or nore claim
sets.

ClaimSet A set of clains. For CMs this is a CBOR map. For JWs
this is a JSON object.
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3. Cains
Conposition clainms contain one or nore claimsets.

In tokens without conposition clains, there is exactly one set of
clains, so the acceptability of the claimset decides the
acceptability of the token. However, this docunent defines multiple
claimsets, so it instead refers to accepting or rejecting claim
sets. If the primary claimset is unacceptable, the token is
unaccept abl e and MUST be rejected.

Sone applications use tokens to convey information. For exanmple, a
token might sinmply have a subject claimthat identifies the bearer
and the relying party sinply uses that as information, not
necessarily as a neans by which to provide or deny access or make
sone other kind of decision. 1In this context, the token sinply
describes all situations in which the token would accurately describe
that situation.

Conposition clainms may be nested arbitrarily. |nplenentations MAY
reject tokens exceeding an inplenmentation-defined nesting depth but
MUST support at |east four |evels.

3.1. Logical dains
These clainms identify one or nore sets of clainms in a |ogica
relation. The type of these clains is array and the el enents of the
array are nmaps that are thenselves sets of clains.

In CWs, the value is a CBOR array of CBOR maps. |In JWs, the value
is a JSON array of JSON objects.

For the following CDDL, Clains-Set is a map of clains as defined in
[ RFC8392]. It is described informatively in [RFC9711], Appendi x D.

3.1.1. or (O) Caim
The "or" (O) claimidentifies one or nore claimsets of which at
| east one is acceptable. |If none of the claimsets in an "or" claim
is acceptable, the claimset containing the "or" claimis also
unaccept abl e.
Use of this claimis OPTI ONAL.

In JWs, the CaimNane is "or" and the ClaimValue is a JSON array
of JSON obj ects.
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In CWs, the CaimKey is TBD (to be registered in the "CBOR Wb
Token (CW) C ainms" registry).

The "or" (O) claimis described by the followi ng CDDL:

$$d ai ns- Set - d ai
or-cl ai ml abel
or-cl ai mval ue

ms //= ( or-claimlabel => or-claimvalue )
TBD
[ + dains-Set ]

3.1.2. nor (Not O) Caim

The "nor" (Nor) claimidentifies one or nore claimsets of which none
are acceptable. If any claimset in a "nor" claimis acceptable, the
claimset containing the "nor" claimis al so unacceptabl e.

This is the logical negation of the "or" claim

Use of this claimis OPTI ONAL.

In JWs, the CaimNane is "nor" and the CaimValue is a JSON array
of JSON obj ects.

In CWs, the CCaimKey is TBD (to be registered in the "CBOR Wb
Token (COWI) C ainms" registry).

The "nor" (Nor) claimis described by the foll ow ng CDDL:
$$Cl ainms-Set-C ains //= ( nor-claimlabel => nor-claimvalue )
nor-claimlabel = TBD
nor-claimvalue = [ + dains-Set ]

3.1.3. and (And) daim
The "and" (And) claimidentifies one or nore claimsets of which all
are acceptable. If any claimset in an "and" claimis not
acceptable, the claimset containing the "and" claimis also
unaccept abl e.

The "and" claimis often unnecessary because a claimset is only

accepted when all its clains are acceptable. However, CBOR naps
cannot have duplicate keys, so clains cannot be repeated. The "and"
claimis useful when a claimneeds to appear nultiple tines, |ike

when using the "or" and "nor" clains.
Use of this claimis OPTI ONAL.

In JWs, the daimNane is "and" and the CaimValue is a JSON array
of JSON obj ects.
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In CWs, the CaimKey is TBD (to be registered in the "CBOR Wb
Token (CW) C ainms" registry).

The "and" (And) claimis described by the foll owi ng CDDL

$$C ai ns-Set-Clainms //= ( and-cl ai m|abel => and-cl ai mval ue )
and-cl ai m | abel = TBD
and-claimvalue = [ + C ainms-Set ]

3.1. 4. Exanples

These | ogical clainms can be used to describe nore conpl ex

rel ati onshi ps between clains. For exanple, the follow ng claimset
describes a token with multiple subject clainms. This token describes
a situation where either of the two subjects nust be true, but the

i ssuer is not disclosing which one nust be true or even whether the
two subjects are genuinely different.

[or/ TBD: [
{ /sub/ 2: "george@xanple.net" },
{ /sub/ 2: "harriet@xanple.net" }
]
}

A relying party that receives this token knows that bearer clains to
be both George and Harriet and if either subject is acceptable, the
token is acceptabl e.

The following JW claimset exanple is equivalent:

or":
{ "sub": "george@xanple.net" },
{ "sub": "harriet@xanple.net" }

]
}

The "nor" claimis useful both as a | ogical negation, even when only
one claimis present. For exanple, consider the follow ng claimset:

/ nor/ TBD:
{ laud/ 3: "https://exanple.con }
]

}

This token is intended for any audi ence except "exanple.coni.
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The following JW claimset exanple is equivalent:

{
"nor": [
{ "aud": "https://exanple.com }
]

}

Conpl ex rel ati onshi ps can al so be described using the clains in
conbi nation. The "geohash" clai m[CTA5009A] descri bes a geographica
region. For exanple:

{
[aud/ 3: "https://exanple.con,

/ geohash/ 282: "9q8yy",
/nor/ TBD: [

{ /geohash/ 282: ["9q8yy9", "9q8yyd"] }
]

}

Thi s token descri bes an audi ence of "https://exanple.cont
(https://exanple.com') and a region described by the geohash of
"99g8yy" that does not include the region described by "9q8yy9" or
"9q8yyd".

And if a very conplex relationship is required, the "and" clai mcan
be used to combine nmultiple clainms. For exanple, consider the
foll owi ng claimset:

/and/ TBD: [
[or/ TBD: [
{ /sub/ 2: "george@xanple.net" },
{ /sub/ 2: "harriet@xanple.net" }
]
} i)
{
[or/ TBD: [
{ /aud/ 3: "https://exanple.con },
{ /aud/ 3: "https://exanple.net" }
]
}

]
}
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This adnmittedly contrived exanpl e describes a token that is valid for
both George and Harriet and is intended for both https://exanple.com
(https://exanpl e.com) and https://exanple.net (https://exanple.net).
It is a bit contrived because the "aud" claimalready describes a
|ist of acceptable audiences. The use of the "and" claimis required
in order to effectively repeat the "or" claim because a single claim
set cannot contain the sane claimtw ce.

3.2. crit (Critical) Cdaim

The "crit" (Critical) claimindicates critical extensions to this
ki nd of claimset.

The semantics of the JWI claimnanme "crit" are defined by OpenlD
Federation 1.0 [Openl D-Federation]. This specification defines only
the CWI representation.

The value of this claimis an array. Each elenent identifies a claim
within the sane claimset.

In CWs, elenments are integers or text strings identifying claim
keys. The "crit" array MJST NOT be enpty. Each elenment of the
"crit" array MJUST identify a claimthat is present in the same claim
set. FElements in the "crit" array MJST be uni que.

Elements in the "crit" array MJUST NOT identify clainms that are
speci fi ed as MANDATORY to understand for the token. This will vary
by application profile as described in [RFC7519], Section 4. As
noted in [ Openl D-Federation], Section 13.4, any profile that requires
correct processing of the "crit" claimMJST of necessity specify that
it is MANDATORY to under st and.

If aclaimlisted in the "crit" claimis present in a claimset and
the processor cannot process the claimfor any reason, the claimset
MUST be rejected. If aclaimlisted in the "crit" claimis not
present in a claimset, the claimset MJIST be rejected. (TODO
Square this with the Openl D definition. The Openl D definition does
not explicitly require claimsets to be rejected if the claimnane
rules like including duplicates, enpty arrays, or the presence of
clains that are not present in the claimset.)

Use of this claimis OPTI ONAL.

In CWs, the CaimKey is TBD (to be registered in the "CBOR Wb
Token (CW) C ainms" registry).
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3.2.1. Exanple

A "crit" claimcan be used in conjunction with logical clains to
condition a portion of the token on the ability to process a claim

lor/ TBD: [
{ /geohash/ 282: "9q8y", /crit/ TBD: [ 282 ] },
{ /private/ -524289: "sf", /crit/ TBD: [ -524289 ] }
]
}

Thi s exanpl e assunes the existence of sonme kind of claimin the
private space that a relying party may or may not be able to process.
This token clainms that the subject is in the described regi on and
also that a private claimis present and that the relying party nust
be able to verify at | east one of those clains, but it does not need
to be able to process both.

4. Security Considerations

Al'l security considerations relevant to CWs and JWIs in general will
apply to tokens that use conposition clains.

Additionally, processors of tokens with conposition clainms will need
to be aware of the possibility of receiving highly nested tokens.
Excessive nesting can lead to overflows or other processing errors.

5. | ANA Consi derati ons

Thi s specification requests that 1 ANA register the following claim
keys in the "CBOR Wb Token (CW) C ains" registry established by
[ RFC8392] :

C ai m Nanme: or

Cl ai m Description: Logical OR
JWI C ai m Nane: or

Claim Key: TBD

Cl aim Val ue Type(s): array
Change Controller: |ESG

Cl ai m Nanme: nor

Cl ai m Description: Logical NOR
JWI d ai m Nanme: nor

Claim Key: TBD

Clai m Val ue Type(s): array
Change Controller: |ESG
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Cl ai m Name: and

Cl ai m Description: Logical AND
JWI d ai m Name: and

Claim Key: TBD

Claim Val ue Type(s): array
Change Controller: |ESG

Claim Nane: crit
ClaimDescription: Critical Cains
JWI daimNane: crit

ClaimKey: TBD

Claim Value Type(s): array

Change Controller: |ESG

Thi s specification requests that 1 ANA register the following claim
nanes in the "JSON Wb Token O ains" registry established by
[ RFC7519] :

Cl ai m Name: or

Cl ai m Description: Logical OR

Change Controller: |ESG

Speci fication Docunment(s): This docunent

Cl ai m Name: nor

Cl ai m Description: Logical NOR

Change Controller: |ESG

Speci fication Docunment (s): This docunent

Cl ai m Nane: and

Cl ai m Description: Logical AND

Change Controller: |ESG

Speci fication Docunment (s): This docunent

The JWI ClaimNanme "crit" is already registered in the "JSON Wb
Token C ains" registry and is defined by Qpenl D Federation 1.0
[ Openl D- Feder ati on] .
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