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Abst r act

Conposition clains are CBOR Wb Token clainms that define |ogical
rel ati onshi ps between sets of clains.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 24 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. I nt roducti on

Conposition clains are clainms defined for CBOR Wb Tokens (CAIs)

[ RFC7519]. These clains include |ogical operators "or", "nor", and
"and" as well as a wapper that encrypts the val ues, but not the
keys, of some cl ains.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent reuses term nology from CW [ RFC7519] and CCOSE
[ RFCO052] .

This termis defined by this specification:

Conposition Claim A conposition claimis a CM claimthat contains,
as part of its value, one or nore CM claimsets.

3. dains

Conposition clainms contain one or nore claimsets.
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In CW's without conposition clainms, there is exactly one set of
clainms, so the acceptability of the claimset decides the
acceptability of the CM. However, this docunent defines multiple
sets of claimsets, so it instead refers to accepting or rejecting
claimsets. |If the primary claimset is unacceptable, the CW is
unaccept abl e and MUST be rejected.

Sone applications use tokens to convey information. For example, a
token might sinply have a subject claimthat identifies the bearer
and the relying party sinply uses that as infornmation, not
necessarily as a neans by which to provide or deny access or mnake
sone other kind of decision. In this context, the token sinply
describes all situations in which the token would accurately describe
that situation.

Conposition clains can be nested to an arbitrary |evel of depth.

I npl enentations MAY linit the depth of conposition nesting by
rejecting CW's with too many | evels but MJST support at |east four
| evel s of nesting.

3.1. Logical dains

These clains identify one or nore sets of clains in a | ogica
relation. The type of these clains is array and the el ements of the
array are maps that are thenselves sets of clains.

For the following CDDL, Clains-Set is a map of clains as defined in
[RFC8392]. It is described informatively in [draft-ietf-rats-eat]
Appendi x D

3.1.1. or (O) Caim

The "or" (O) claimidentifies one or nore sets of clainms of which at
| east one is acceptable. |If every set of clains in an "or" claim
woul d, when considered with all the other relevant clainms, result in
the claimset being rejected, the claimset containing the "or" claim
MJUST be rej ect ed.

Use of this claimis OPTIONAL. The C aimKey [add key nunber] is
used to identify this claim

The "or" (OR) claimis described by the foll owi ng CDDL
$$C ai ms-Set-Clains //= ( or-claimlabel => or-claimvalue )

or-cl ai ml abel TBD
or-cl ai mval ue [ + dains-Set ]
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3.

3.

1.

1.

2. nor (Not O) Caim

The "nor" (Nor) claimidentifies one or nore sets of clainms of which
none are acceptable. |[If any set of clainms in a "nor" claimwould,
when considered with all other relevant clains, result in the claim
set being accepted, the claimset containing the "nor" MJST be

rej ect ed.

This is the logical negation of the "or" claim

Use of this claimis OPTIONAL. The O aimKey [add key nunber] is
used to identify this claim

The "nor" (NOR) claimis described by the foll ow ng CDDL
$$Cl ainms-Set-C ains //= ( nor-claimlabel => nor-claimvalue )

nor - cl ai m | abel TBD
nor - cl ai mval ue [ + dains-Set ]

3. and (And) daim

The "and" (And) claimidentifies one or nore sets of clains of which
all are acceptable. |If any claimin an "and" clai mwoul d, when
considered with all other relevant clains, result in the claimset
being rejected, the claimset containing the "and" clai m MJST be

rej ect ed.

The "and" claimis often unnecessary because a given claimset is
only accepted when all its clains are acceptable. However, CBOR naps
cannot have duplicate keys, so clains cannot be repeated nore than
once. The "and" claimis useful for clainms that may be clai med
multiple times, including the "or" and "nor" cl ains.

Use of this claimis OPTIONAL. The C aimKey [add key nunber] is
used to identify this claim

The "and" (AND) claimis described by the foll owi ng CDDL
$$C ai ms-Set-Claims //= ( and-cl ai m|abel => and-cl ai mval ue )

and-cl ai m | abel = TBD
and-claimvalue = [ + C ains-Set ]
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3.1.4. Exanples

These | ogical clains can be used to describe nore conpl ex

rel ati onshi ps between clains. For exanple, the follow ng claimset
describes a token with nultiple subject clains. This token describes
a situation where either of the two subjects nust be true, but the

i ssuer is not disclosing which one nust be true or even whether the
two subjects are genuinely different.

[or/ TBD: [
{ /'sub/ 2: "george@xanple.net" },
{ /sub/ 2: "harriet@xanple.net" }
]
}

A relying party that receives this token knows that bearer clains to
be both George and Harriet and if either subject is acceptable, the
token is acceptable.

The "nor" claimis useful both as a |ogical negation, even when only
one claimis present. For exanple, consider the follow ng claimset:

/ nor/ TBD:
{ laud/ 3: "https://exanple.con }
]

}
This token is intended for any audi ence except "exanple.coni.

Conpl ex rel ati onshops can al so be described using the clains in
combi nation. The "geohash" cl ai m[CTA5009A] descri bes a geographica
region. For exanple:

{
{ laud/ 3: "https://exanple.con },
{ /geohash/ 282: "9q8yy" },
{ /'nor/ TBD:
{ /geohash/ 282: ["9q8yy9", "9q8yyd"] }
]
}
}

Thi s token descri bes an audi ence of "https://exanple.cont
(https://exanple.com') and a region described by the geohash of
"99g8yy" that does not include the region described by "9q8yy9" or
"9q8yyd".
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And if a very conplex relationship is required, the "and" claimcan
be used to combine multiple clainms. For exanple, consider the
followi ng claimset:

[and/ TBD: [

[or/ TBD: [
{ /sub/ 2: "george@xanple.net" },
{ /sub/ 2: "harriet@xanple.net" }

]

H
{
[or/ TBD: [
{ /aud/ 3: "https://exanple.con },
{ /aud/ 3: "https://exanple.net" }
]
}

]
}

This admttedly contrived exanpl e describes a token that is valid for
both George and Harriet and is intended for both https://exanple.com
(https://exanple.com) and https://exanple.net (https://exanple.net).
It is a bit contrived because the "aud" claimalready describes a
list of acceptable audiences. The use of the "and" claimis required
in order to effectively repeat the "or" claim because a single claim
set cannot contain the sane claimtw ce.

3.2. crit (Critical) Caim

The "crit" (Critical) claimlists the clainms required to process this
cl ai m set.

The type of this claimis array and the el enents of the array are
strings, negative integers, or unsigned integers. The elenents of
the array correspond to clainms that MIST be present in the token

If aclaimlisted in the "crit" claimis present in a claimset and
the processor cannot process the claimfor any reason, the claimset
MUST be rej ect ed.

If aclaimlisted in the "crit" claimis not present in a claimset,
the claimset MJST be rejected.

If a"crit" claimis present in a claimset, a processor SHOULD

consider clains it does not understand to be acceptable if they are
not present in the "crit" claim unless application-specific
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processi ng defines otherwise. That is, when a "crit" claimis
present, any clains not |listed may by default be assumed to be non-
critical

Use of this claimis OPTIONAL. The O aimKey [add key nunber] is
used to identify this claim

3.2.1. Exanple

A "crit" claimcan be used in conjunction with logical clains to
condition a portion of the token on the ability to process a claim

[or/ TBD:
{ /geohash/ 282: "9q8y", /crit/ TBD. [ 282 ] },
{ /private/ -524289: "sf", /crit/ TBD: [ -524289 ] }
]
}

Thi s exanpl e assunes the exi stance of sone kind of claimin the
private space that a relying party may or may not be able to process
This token clains that the subject is in the described regi on and
also that a private claimis present and that the relying party nust
be able to verify at |east one of those clains, but it does not need
to be able to process both.

4. Security Considerations

Al'l security considerations relevant to CMs in general will apply to
CW's that use conposition clains.

Addi tionally, processors of CWs with conposition clainms will need to
be aware of the possibility of receiving highly nested tokens.
Excessive nesting can lead to overflows or other processing errors.

Additionally, there is a chicken-and-egg problemwth the "crit"
claim A relying party that does not support the "crit" clai mcannot
be expected to enforce it to make other clains mandatory. As a
result, an application that includes the "crit" claimin its CA
profile MJUST nmake the correct processing of the clai m REQU RED for
relying parties. It MAY be OPTIONAL for issuers. This allows the
"crit" claimto be used to facilitate extensions and
interoperability.
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Thi s specification requests that 1 ANA register the following claim
keys in the "CBOR Wb Token (CW) C ains" registry established by

[ RFC8392]

Cl ai m Name: or

Cl ai m Description: Logical OR
JWI C aimName: N A

ClaimKey: TBD (greater than 285)
Claim Val ue Type(s): array
Change Controller: |ETF

Cl ai m Name: nor

Cl ai m Description: Logical NOR
JWI d aimNanme: N A

ClaimKey: TBD (greater than 285)
Claim Value Type(s): array
Change Controller: |ETF

Cl ai m Namre: and

Cl ai m Description: Logical AND
JWI d ai mName: N A

ClaimKey: TBD (greater than 285)
Cl aim Val ue Type(s): array
Change Controller: |ETF

Claim Name: crit
ClaimDescription: Critical dains
JWI C aimNane: NA

ClaimKey: TBD (greater than 285)
Cl aim Val ue Type(s): array

Change Controller: |ETF
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