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Abst ract

The I ncident Detection Message Exchange Format version 2 (| DVEFv2)
defines a data representation for security incidents detected on
cyber and/or physical infrastructures.

The format is agnostic so it can be used in standal one or conbi ned
cyber (SIEM, physical (PSIM and availability (NMS) nonitoring
systens. | DVEFV2 can al so be used to represent nan rmade or natural
hazards threats.

| DVEFV2 i nproves situational awareness by facilitating correl ation of
multiple types of events using the sanme base format thus enabling
efficient detection of conplex and conbi ned cyber and physi cal
attacks and incidents.

Thi s docunent defines a way to transport |IDVEFv2 Alerts over HITPs.
I f approved this docunent woul d obsol ete RFCA767.
Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 Cctober 2025.
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1.

1.

I nt roducti on

[ RFC- DEV- | DMEFV2] defines a nodel for the purpose of describing
security alerts and incidents as | DVEF version 2 (I DVEFV2) nessages.
It also defines serialization nmethods so that | DVEFv2 nessages can be
shared between | DMEFv2 Anal yser detecting incidents and | DVEFv2
Manager, the nanagenment systens that may need to interact with them

1. About the transm ssion protoco

| DVEFv2 defines a nessage format, not a protocol, as the sharing of
messages is assuned to be out of scope in order to allow Anal yzers
and Managers to exchange and store alerts in a way nost suited to
their established incident-detection processes. However, a protoco
specification is required so that actual exchanges can take pl ace
bet ween the involved prograns. Defining a common protocol also
ensures interoperability between otherw se concurrent

i mpl ement ati ons.

Thi s docunent specifies the transport of |DVEFv2 messages within
[ RFC9112] or [RFC9113] Request and Response nessages over Transport
Layer Security, a.k.a. [RFC9110].

Thi s docunent describes a serialization nethod for | DVEF nessages
based on the [RFC8259].

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Nor mati ve sections

I npl enentati ons of IDVEFV2 willing to exchange nessages wth other
i npl ementations are REQU RED to fully inplenent:

* The transm ssion protocol defined in Section 4

* The JavaScript Object Notation (JSON) serialization nmethod defined
in Section 5

Transm ssion of | DVEFv2 Messages over HITPS

This section specifies the details of the transport of |DVEFv2
messages [ RFC- DEV- | DVEFv2] over HTTPS
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[ BCP56] contains a nunber of inportant considerations when using HTTP
for application protocols. These include the size of the payload for
the application, whether the application will use a web browser,

whet her the protocol should be defined on a port other than the well -
known port for HTTP/HITPS, and if the security provided through HTTPS
suits the needs of the new application

It is acknow edged within the scope of these concerns that HTTPS is
not ideally suited for |IDVEFV2 transport, as the former is a client-
server protocol and the latter a nmessage-exchange protocol; however
the ease of inplenentation over HITPS outwei ghs these concerns.

4.1. Architecture overvi ew

In the context of this document, it is expected that | DVEFV2
Anal yzers will act as HITP clients, while | DVEFvV2 Managers act as
HTTP servers

However, due to external constraints, inplenmentation-specific design
decisions, etc. these roles may sonetinmes be switched around. This
can be especially true when dealing with segnmented networks such as
dem litarized zones, where the Anal yzer nmay be unable to contact its
Manager, or for communications which do not rely on an Anal yzer
sendi ng | DMEFv2 nessages to a Manager (e.g. for Mnager-to- Manager
communi cations). Such specific cases are outside the scope of this
speci fication.

4.2. Listening port

Consi stent with [BCP56], conpatible systemparticipating in a
consortium and hosting a server for the purpose of receiving | DVEFvV2
message using this specification SHOULD listen for TCP connections on
port TBD (see in Section 7 for nore information).

The systens MAY be configurable so as to allow listening on ports
other than the well-known port; this configuration is out of scope
for this specification.

4.3. Conpatibility with HTTP(S)

The i npl enentati ons MJST i npl enent all REQUI RED functionality for

[ RFC9112]. The inplementati ons SHOULD i npl enent all REQUI RED
functionality for [RFC9113] in a TLS context. |In particular, the

i mpl ement ati ons SHOULD support HTTP/ 2 protocol negociation using the
[ RFC7301] as defined in [RFC9113] ch 3.3. The "h2c" protoco

(HTTP/ 2.0 over cleartext) MJST NOT be used. HITP over TLS (al so
known as HTTPS) is specified in [RFC9110] ch 2.
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Each | DVMEFv2 nessage MJST be sent as a separate HTTP Request.
However, an inplenmentation MAY send nultiple HITP Requests in
paral l el to achieve higher nmessage throughput. This can be done by
creating a separate connection to the HITP server for each request,
or by using any multiplexing mechani sm provided by the underlying
protocol (see for exanple [RFC9113] ch 5).

Al'l | DVEFV2 nmessages sent in HITP Requests MJST be sent using the
POST nethod. In addition, the Request-URI of such requests SHOULD be
set to '/’ for interoperability, but an inplenentation MJST al so be
able to handle alternative paths to cope with situations where UR
rewiting may be used (e.g. by a reverse proxy server).

As | DVEFV2 nessages MJST be sent using the POST nethod, a conpatible
i mpl ement ati on SHOULD answer with an appropriate HITP code (405
Met hod Not Al l owed) to requests made using any other nethod.

If a request is made to a Request-URI other than the one dedicated to
the processing of |DVEFV2 nessages, the server SHOULD return an
appropriate HTITP code (e.g. 404 Not Found).

The HTTP Request’s body MJUST be set to the serialized formof the

| DVEFV2 nessage. Since an | DVMEFv2 nessage can be serialized in a
variety of ways, the 'Content-Type' Request header [RFC2045] MJST be
set to a nedia type [ RFC2046] that reflects the nechanismused to
performthe serialization. |If the server does not support the media
type sent by the client, it SHOULD respond with an appropriate HITP
code (415 Unsupported Media Type).

A conform ng | DMEFv2 system acting as an HTTP server MJST support
content negotiation based on the value of the 'Accept’ Request header
sent by the client. |If the client does not advertise supported nedia
types (i.e. omts the 'Accept’ header), the server MJST default to
"application/json’ and use the format defined in [RFC8259] to build
the HTTP response. |f the server does not support any of the nedia
types advertised by the client, it SHOULD respond with an appropriate
HTTP code (406 Not Acceptable).

If the Response does not contain a body, the appropriate HITP code
SHOULD be returned to the client (204 No Content). 1In this case, the
" Content-Type' header can be onmtted fromthe HTTP Response entirely.

To inprove conpatibility between inplenentations, it is RECOMENDED
that all 1DVEFv2 systens conforming to this docunent support the JSON
serialization format defined in [ RFC-DEV-1DVEFV2], with a nmedia type
set to 'application/json’
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If an | DMEFv2 systemreceives an inproper |DVEFv2 nessage in an HITP
Request, it MJIST return an appropriate 4xx Cient Error result code
to the requesting system (e.g. 400 Bad Request).

The HTTP code serves as an acknow edgnent of the nessage. The

recei ving | DVEFv2 system SHOULD NOT confirm acceptance of a nessage
(2xx) unless it managed to safely deal with it, e.g. by saving the
message to disk / in a database, or by relaying it to another system
that successfully acknow edged it for further processing.

If an | DVEFV2 inplenmentation cannot process an | DVMEFvV2 nessage
received in an HTTP Request due to an error on its own side, it MJST
return an appropriate 5xx Server Error result code to the requesting
system

Note that HTTP provides no nechanismfor signaling to a server that a
Response body is not a valid |IDVEFv2 response. |f an |DMEFV2 system
receives an inproper HTTP Response, or cannot process an HITP
Response due to an error on its own side, it MJUST log the error and
present it to the |IDVEFv2 system adm ni strator for handling; the
error logging format is considered an inplenentation detail and is
out of scope for this specification

Appendi x A provides informative guidance on how to map various error
conditions to an appropriate HTTP result code.

| DVEFv2 systens relying on HITP/ 1.1 MJST support and SHOULD use
HTTP/ 1. 1 persistent connections as described in [RFC9112]. | DVEFV2
systens MJST support chunked transfer encoding on the HITTP server
side to allow the inplenentation of clients that do not need to pre-
cal cul ate nessage sizes before constructing HTTP headers

4.4, Conpatibility with DNS
The use of stable DNS nanes to address | DMEFv2 systens is
RECOMVENDED; this facilitates connection to | DMEFv2 systens within a

consortium The protocol provides no in-band nmethod for handling a
change of address of an | DMEFvV2 system

4.5. Compatibility with TLS
4.5.1. Acceptable TLS versions
| DVEFV2 systens SHOULD use TLS version 1.3 [RFC8446] or higher for

confidentiality, identification, and authentication, when sending
| DMEFV2 nessages over HITPS
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| DVEFv2 systens MJST NOT request, offer, or use any version of SSL
or any version of TLS prior to 1.3, due to known weaknesses in these
protocol s; see [ RFC8446] ch E for nore information.

4.5.2. Acceptable ciphersuites

The TLS session MJST use non-NULL ci phersuites for authentication,
integrity, and confidentiality. |DVMEFV2 systens MJST NOT use

ci phersuites with known vul nerabilities and MJST use ci phersuites
that provide Perfect Forward Secrecy to protect the nessages
confidentiality in case a vulnerability is later discovered in the
ci phersuites.

Adm ni strators can find gui dance regardi ng the sel ection of
acceptabl e ci phersuites for TLS version 1.2 in [BCP195].

4.5.3. Authentication

| DVEFV2 systens MJST use nmutual authentication; that is, both | DVEFV2
systens acting as HITPS clients and | DVEFv2 systems acting as HITPS
servers MJST be identified by an X 509 certificate [ RFC5280]. Mitua
authentication requires full path validation on each certificate, as
defined in [ RFC5280].

Al'l I DVEFv2 systens SHOULD be identified by a certificate containing
a DNS-ID identifier as in [RFC6125] ch 6.4; Conmon Nanes (CN- I Ds)
MUST NOT be included in certificates identifying | DVEFv2 systens.

4.5.4. Certificate validation

| DVEFv2 systens MUST verify the reference identifiers of their peers
agai nst those stored in the certificates presented using the nethods
defined in [RFC6125]. 1In addition, the follow ng | DVEFv2-specific
consi derations apply:

* Wldcards MJUST NOT appear in the DNS-ID of a certificate
identifying an | DMEFV2 system |If such a certificate is received
by an | DMEFv2 system the verification MJUST fail and the receiving
| DVEFV2 system MUST cl ose the connection

* An | DMEFvV2 system MAY natch the DNS-ID with a reverse DNS | ookup
of the connecting | DMEFV2 peer; this support SHOULD al |l ow t he
| ookup to be cached and/or done in advance in order to ensure
verifiability during instability or conmprom se of DNS itself.

* | DMEFv2 systenms MUST support the verification of certificates
against an explicit list of approved peer certificates.
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*

4.5.

5.

| DVEFV2 systens MAY apply additional security neasures such as IP
filtering to further restrict the list of authorized peers. Such
addi tional defenses are outside of the scope of this

speci fication.

PKI integration and certificate issuance

Thi s docunent nakes no provi sion on whether the security consortium
i mpl ementing | DVEFV2 is responsible or not for issuing the
certificates used by the systens.

In a PKIX certificate to be presented by an | DVEFv2 system the
certificate MUST include one or nore identifiers associated with the
| DVMEFV2 system

The foll owi ng | DVEFv2-specific considerations apply:

*

Support for the DNS-I1D identifier type [ RFC5280] is REQU RED in
bot h | DMEFv2 Anal yzers and Managers. Certification authorities
that issue | DMEFv2-specific certificates MJST support the DNS-1D
identifier type. |DVEFV2 service providers SHOULD i nclude the
DNS-ID identifier type in certificate requests.

Support for the SRV-ID identifier type [RFC4985] is REQU RED in
both | DVMEFv2 Anal yzers and Managers inpl ementati ons using the
"_idmef" application service type. Certificate authorities that
i ssue | DMEFv2-specific certificates SHOULD support the SRV-ID
identifier type. |DVEFv2 service providers SHOULD i ncl ude the
SRV-ID identifier type in certificate requests.

Support for the URI-ID identifier type ([RFC5280] and [ RFC3986])
is OPTIONAL for both | DVEFV2 Anal yzers and Managers.

Certification authorities that issue | DVMEFv2-specific certificates
SHOULD support the URI-ID identifier type. |DMEFV2 service
providers MAY include the URI-ID identifier type in certificate
requests.

Support for the CN-ID identifier type [ RFC5280] is discouraged.
Certification authorities that issue | DMEFv2-specific certificates
SHOULD NOT support the CN-ID identifier type. |DVEFv2 service
providers MJUST NOT include the CN-ID identifier type in
certificate requests.

DNS domai n nanes in | DMEFv2-specific certificates MJUST NOT contain
the wildcard character "*'. Certification authorities that issue
| DVEFv2-specific certificates MUST refuse to issue certificates
containing a wildcard character
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G eat care nust be taken by adnministrators when selecting the PKI to
use, as trusting a rogue PKI could have dramatic results on the
integrity, confidentiality and authenticati on nechani sns provi ded by
TLS; and hence, result in the conpronise of the protocol defined in
this specification.

4.6. Locating the HTTPS endpoi nt using DNS

I nformati on about an organization s | DVEFv2 over HTTPS endpoint’s

| ocati on may be stored using DNS Service Location Records (SRV)

[ RFC2782]. The data in a SRV record contains the DNS nane of the
server that provides the |IDVEFv2 over HTTPS server, the corresponding
Port nunmber, and paraneters that enable the client to choose an
appropriate server frommultiple servers according to the algorithm
described in [RFC2782]. The name of this record has the foll ow ng
format:

_<Servi ce>. _<Pr ot 0>. <Donmai n>

where <Service> is always "idnef", and <Proto> is always "tcp"
<Domai n> is the domain nane of the entity exposing the endpoint.
Note that "idnef" is the synbolic nane for the | DVEFv2 over HTTPS
service in Assigned Nunbers [RFC3232], as required by [ RFC2782].

Presence of such records enables clients to find the | DMEFV2 over
HTTPS endpoi nts using standard DNS query. An | DVEFv2 system seeking
the endpoint for a particular entity, does a SRV record query using
the DNS nanme forned as described in the precedi ng paragraph, and
interprets the response as described in [RFC2782] to deternine a host
(or set of hosts) to contact. As an exanple, a client that searches
for the IDVEFV2 over HTTPS endpoint for "exanple.net" will submit a
DNS query for a set of SRV records with owner narne:

_idmef. _tcp. exanpl e. net.

The requesting systemw |l receive the list of SRV records published
in DNS that satisfy the requested criteria. The following is an
exanpl e of such a record

_idmef. tcp.exanple.net. IN SRV 0 0 TBD soc.exanple.net.

The set of returned records may contain nultiple records in the case
where nultiple servers can act as endpoints for the same domain. |f
there are no matching SRV records avail able for the domai n nane, the
client SHOULD NOT attenpt to "walk the tree’ by renoving the | east
significant portion of the constructed fully qualified domai n name.
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5

The JavaScript Object Notation Serialization Method

This serialization nethod ainms to convert |DVEFv2 nessages to a
format that is easy to parse and process, both by software/hardware
processors, as well as hunmans.

It relies on the the JavaScript bject Notation (JSON) Data
I nterchange Format defined in [ RFC8259].

Conform ng inplenentations MJST inplenent all the requirenents
specified in [ RFC8259].

In addition, the follow ng rul es MUST be observed when serializing an
| DVMEFV2 message

* The top-level Alert class ([ RFC-DEV-1DVEFV2] ch 4.2) is
represented as a JSON object ([RFC8259] ch 4). This JSON object
is returned to the calling process at the end of the serialization
process.

* Aggregate classes are represented as JSON objects and stored as
menbers of the top-level JSON object, using the sane nane as in
the | DVEF data nodel. E.g. the Analyzer aggregate cl ass
([ RFC- DEV- | DVEFV2] ch 4.3) appears under the name "Anal yzer"
inside the top-level JSON object.

* Attributes are stored as menbers of the JSON obj ect representing
the class they belong to, using the same nanme as in the | DVEF data
nmodel . E.g. the "Version" attribute of the Alert class is stored
under the name "Version" inside the top-level JSON object.

* Lists fromthe |DVEF data nodel are represented as JSON arrays
([RFCB259] ch 5). This also applies to aggregate cl asses where a
list is expected. E.g. the "Sensor" nenber inside the top-I|eve
JSON obj ect contains a |list of objects, where each object
represents an instance of the Sensor aggregate cl ass
([ RFC- DEV- | DVEFV2] ch 4. 4).

* The various string-based data types listed in [RFC DEV-I1DVEFV2] ch
3.3 are represented as JSON strings ([RFC8259] ch 7). Please note
that the issues outlined in [RFC8259] ch 8 regarding strings
processing al so apply here.

* Since JSON does not provide a way to distinguish between an
i nteger value and a floating-point (decimal) value, |DVEF
attributes with the "I NT" and "FLOAT" type annotations are both
represented as JSON nunbers ([ RFC8259] ch 6).
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6

Security Considerations

Most of the content in Section 4 deals with security considerations.
Great care has been taken to protect the confidentiality,
authentification and integrity of |DVEFv2 nessages while in transit.

In addition, to the requirements set in Section 4, all security
consi derations of related docunents apply, especially the Incident
Det ecti on Message Exchange Format version 2 [ RFC- DEV-1 DVEFV2].

I npl enent ati ons should al so be aware of known attacks agai nst
Transport Layer Security (TLS) and Datagram TLS (DTLS), and how to
mtigate them [ RFC7457] .

Speci fic considerations have been taken into account regarding
certificates usage

* Use of the wildcard character inside certificates |acks clear
speci fications and consi stency across application technol ogi es.
Consi dering the issues outlined in [ RFC6125] ch 7.2 regardi ng such
certificates, the use of wildcard characters inside certificates
is explicitly prohibited in this docunent.

* Use of the Common Nane field (CN-1D) has been deprecated for a
long tine ([ RFCO9110] ch 3.1). Mdreover, this field does not cope
well with multiple identifiers ([RFC6125] ch 7.4). As such, this
docunent explicitly prohibits the use of CN-1Ds altogether.

| DVEFv2 systens MAY inplenent additional security neasures (e.g
confidentiality and integrity of specific data inside the nessage at
the field s level). Such additions SHOULD be designed with
interoperability in mind, so that inplenentations that do not
recogni ze these extensions can still process | DMEFV2 nmessages in a
reasonabl e manner w thout degrading the security provided by these
additions (e.g. by omtting the additions entirely when passing the
message to anot her system or by handling them as opaque data). The
desi gn of such nmeasures is outside the scope of this docunent.

| ANA Consi derati ons
Consi stent with [BCP56], since |IDVEFv2 over HITP/TLS is a
substantially new service, and should be controlled at the consortium
menber network’s border differently than HITP/TLS, it requires a new
port nunber.

I ANA wi || assigned port TBD/tcp to | DMEFV2 over HTTP/ TLS with service
name " | DVEFv2".

Regi stration tenpl ate:
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* Service Nane: | DVEFv2

* Transport Protocol: TCP

* Assignee: Tel ecom SudPari s

* Contact: Telecom SudParis ( Herve. Debar @el ecom sudparis.eu )

* Description: Transport of Incident Detection Message Exchange
Format version 2 (I DVEFv2) Messages over HTTPS

* Reference: TBD
*  Port Nunber: TBD
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Appendi x A, HTTP Result Codes
The followi ng table MAY be used as general guidance by | DVEFv2

systens acting as HITP servers when nmapping various error conditions
to an appropriate HTTP result code.
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Result codes other than the ones |isted bel ow MAY still be used, so
long as their semantics match the requirenents set in Section 4.

Lehmann

Mal formed HTTP request (e.qg.
the HTTP request’s body is
not a valid | DVEFv2 nessage)

Unaut hori zed request (e.g. a
request from an unaut horized
| P address)

The HTTP request uses a
met hod ot her than ' POST

Failure to negotiate the
response’s nmedi a type based
on the "Accept" HITP request
header .

M ssing "Content-Length"
request header in case the

i mpl emrent ati on does not
support the chunked transfer
encodi ng

Exceedi ngly | ong | DMEFV2
message (e.g. the nessage is
considered to be too big due
to size restrictions applied
by an admi ni strator)

Unsupported serialization
f or mat

I nternal server error

Unavai |l abl e service (e.qg.
the | DVEFV2 systemi s
overl oaded or the next

[ s s sy o}
| HTTP result code |
+:::::::::::::::::::::::::::::+
| 2xx, usually 200 (OK) or |
| 204 (No content) |
o e e e e e e e e m o +
| 400 (Bad request) |
I I
I I
o m oo +
| 403 (Forbi dden) |
| |
I I
oo +

| 405 (Method Not All owed).

| I'n addition, the "All ow |
| HTTP response header MUST |
| be set accordingly when |
| this code is used. |

| 411 (Length required), but |
| please note that confornmng

| inplenentations are |
| REQUIRED to support the |
| chunked transfer encoding

oo e e e e e e e e oo - - +
| 413 (Request entity too |
| large) I
I I
I I
| |
oo e e e e e e e e oo - - +
| 415 (Unsupported nedi a |
| type) I
e +
| 500 (Internal server error) |
o e e e e e e e e m o +

503 (Service unavail abl e)
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| processing service is | |
| unavail abl e) | |

Table 1: Mapping error conditions to HTTP result codes
Appendi x B. Transm ssi on exanpl es

In the exanpl es bel ow, ">" denotes a request sent by the | DVEFv2
system acting as an HITP client to an | DMEFvV2 system acting as an
HTTP server, while "<" denotes a response to such requests.

B.1. Acknow edged | DMEFv2 nessage

In this example, the IDVEFv2 system acting as an HTTP server

acknow edges the nessage sent by an |IDVEFv2 system acting as an HTTP
client. Because the HTTP server does not wish to send any content
back to the client, it replies with HITP result code 204 (No
content), and both the "Content-Type" and "Content-Length" headers
are omtted fromthe response.

> POST / HTTP/1.1\r\n

> Host: idnmefv2. exanple.com  TBD\r\n
> Content-Type: application/json\r\n
> Content-Length: 1234\r\n

> Accept: application/json

>\r\n

> {"Version": "..."}

< 204 No content\r\n

< Connection: close\r\n

<\r\n

B.2. Unsupported serialization fornmat

The following exanple illustrates the situati on where an | DVEFV2
system acting as an HITP client tries to send a nessage using a
serialization format (nedia type) that is either not recognized or
not supported by the I DVEFv2 system acting as an HITP server
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VVVVYVYVYV

ANNNNANNANNAN

B. 3.

In this exanple,

POST / HTTP/1.1\r\n

Host: idnefv2. exanpl e.com TBD\r\n
Cont ent - Type: application/x-idnmefv2\r\n
Content-Length: 1234\r\n

Accept: application/json

\rin

415 Unsupported nmedia type\r\n
Connection: close\r\n
Cont ent - Type: application/json\r\n
Content-Length: 61\r\n

\r\n

"error": "Unsupported or unrecognized serialization format"}

Content negotiation failure

the I DMEFV2 system acting as an HTTP client sends an

| DVEFV2 nessage and requests that the server reponds using the
"appl i cation/x-exanpl e-type" nedia type.

Since the server wishes to include details in the HITP response but
does not know how to generate a response using that nedia type, it
sends back a page using HTTP result code 406 (Not acceptable).

The response’s body may contain additiona

informati on about the

medi a types the server is willing to use and the client may try to
resend the request using one of the alternative nedia types presented
i nside the new HITP request’s "Accept" header.

VVVVYVYVYV

ANNNNANNANNAN

POST / HTTP/1.1\r\n

Host: idnmefv2. exanpl e.com TBD\r\n

Cont ent - Type: application/json\r\n
Content-Length: 1234\r\n

Accept: application/x-exanpl e-type
\rin

406 Not Acceptable\r\n
Connection: close\r\n
Cont ent - Type: application/json\r\n
Content-Length: 111\r\n
\r\n
"error": "Cannot reply using 'application/x-exanple-type
medi a type",\n"alternatives": ["application/json"]}\n

Aut hor’ s Addr ess
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