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Abst ract

The I ncident Detection Message Exchange Format version 2 (| DVEFv2)
defines a date representation for security incidents detected on
cyber and/or physical infrastructures.

The format is agnostic so it can be used in standal one or conbi ned
cyber (SIEM, physical (PSIM and availability (NMS) nonitoring
systens. | DVEFV2 can al so be used to represent nan nmade or natural
hazards threats.

| DVEFV2 i nproves situational awareness by facilitating correl ation of
multiple types of events using the sane base format thus enabling
efficient detection of conplex and conbi ned cyber and physi cal
attacks and i nci dents.

If approved this draft will obsol ete RFC4765.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Cctober 2025.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The 1 ncident Detection Message Exchange Format (IDVEF) is intended to
sol ve the problem of security nonitoring conpartnentalization by
proposing a single format to represent any type of incident, whether
cyber or physical, intentional or accidental, natural or man-nade.

I ndeed security is often associated to the Confidentiality-Integrity-

Availability triad, performance and avail ability managenent systens
are still run independently from security managenent systens.
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Additionally, with the adoption and integration of Internet of Things
(10oT) and Industrial Internet of Things (I10T) devices, and the
exponential emergence of smart systems (transport, cities, buildings,
etc), an increasingly interconnected nesh of cyber-physical systens
(CPS) has energed. This expansion of the attack and incident
surfaces blurs the once-clear functions of cybersecurity and physica
security.

Finally, as IT infrastructure noves out of data centers it becones
nmore exposed to external threats, including natural and man-nmade
hazar ds,

I nci dent detection systens have traditionally focused on detecting
cyber incidents or physical incident or availability incidents.
There is an increasing need nowadays to have a unified view and
managenent of all those incidents and their interconnection

To achieve this goal the Incident Detection Message Exchange Format
offers a unique data representation for nultiple types of events:

* Cyber-security events (e.g. authentication failure/success, virus/
mal war e detection, bruteforce/scan detection, etc.)

* Physical security events (e.g. intrusion detection, object
detection, face or activity recognition, fire/snoke/noise/rain
detection, etc.)

* Availability/observability/performance events (e.g. system
failure, service malfunction, performance decrease, etc.)

* Natural and man nade hazards events (e.g. wldfires, aval anches,
droughts, earthquakes, pollution, fire, explosion, etc.)

1.1. | DVEFv2 depl oynent architecture
| DVEFV2 can be used to exchange incident detection information
bet ween speci alized nanagers (SIEM PSIM NMS) and a universal "Cyber

& Physical SIEM (CPSIEM or directly from specialized anal yzers and
a CPSI EM
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Figure 1. |IDVEF Use Architecture

Thanks to its universality | DVEFV2 inproves situational awareness by
enabling correlation of multiple types of events using the sane base
format.

Thi s docunent defines a nodel serialization nmethodes for the purpose
of describing and sharing these events.

1.2. IDVEFV1 (Intrusion Detection Message Exchange Format) - RFC 4765 -
Legacy

| DVEFV2 (I ncident Detection Message Exchange Format) is based on

| DVEFvV1 (I ntrusion Detection Message Exchange Format) concepts. But
| DVEFv1 was cyber intrusion focused as |DVMFv2 perinmeter is much
larger. Thus retro-conpatibility although partly possible has not
been a priority.

1.3. Relationship between | DVEFV2 and ot her event/incident formats

| DMEFV2 focuses essentialy on high | evel event/incident correlation
and detection. There are many standard and proprietary formats on the
incident detection market and in particular on the cybersecurity
market. |DMEFV2 is conplenmentary to nost of these formats

| DVEFvV1 (I ntrusion Detection Message Exchange Format - RFC 4765)
| DVEFV2 (I ncident Detection) replaces and obsol etes | DVEFv1
(I'ntrusion Detection) by covering a wi der spectrum

| ODEFV2 (I ncident Object Definition Exchange Format - RFC 5070)

| DVEFV2 hel ps detect incident. Wen an incident is detected it wll
be anal ysed and eventually fully described and shared wi th other
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security teans through | ODEFv2. | CODEFV2. |DMEF is used upstream
| CDEFv2. | DVEfv2 Alerts can be “attached” to | ODEFv2 object to
provi de technical details about incidents.

Sysl og (System Logging) : Syslog is a |oosy format with no fornal
structuration. Syslog can be used by sensors to send infornmation to
anal yzers. Qut of those nulti-format syslogs the anal yzer night
detect an incident or an event of interest. The analyzer will then
use | DMVEFV2 to notify the manager which might correlate this
information with other datas to confirmthe incident.

SNWVP (Si npl e Net wor k Managenment Protocol) : SNWP polls information
from devices which is then conpared to thresholds to detect incident.
| DVEFV2 can be used when incident is detected downstream of SNWP to
communi cate the incident to the manager. |DMEFV2 can have a simlar
role as SNWP Traps.

STI X (Structured Threat Information Expression) : is a |anguage and
serialization format used to exchange cyber threat intelligence
(CTl). |IDVEFV2 can hel p detect incidents which mght lead to the

creation and sharing of STIX information. Cyber analyzer can al so
rely on STIX information to detect incidents that will be notified in
| DVEFV2 format.

SIEM proprietory formats (CEF, LEEF, ECS, CIM ...) : By covering
cyber, physical and nonitoring incidents type, |DVEFv2 offers a wi der
spectrumthan those formats. Gateways between | DMEFv2 and those
formats can be devel opped to connect |egacy cyber detection systens
to an | DMEFv2 architecture.

Ter mi nol ogy
1. Keywords

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
2. Normative sections

I mpl enentati ons of I DVEFv2 are REQU RED to fully inplenent:

* The data types defined in Section 3

*  The data nodel defined in Section 5

* The JavaScript Object Notation (JSON) serialization nethod
Section 5.09.
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2.3. Concepts related to event processing
2.3.1. Event

An event is sonmething that triggered a notice. Any incident starts
of f as an event or a combination of events, but not all events result
in an incident. An event need not be an indication of w ongdoing.
E. g. soneone successfully logging in or entering a building is an
event.

2.3.2. Incident

An incident is an event that conpronises or has a significant
probability of conprom sing at |east one of the organization’s
security criteria such as Confidentiality, Integrity or Availability.
An incident may affect a production tool, personnel, etc. It may be
| ogi cal, physical or organizational in nature. Last but not |east,
an incident nmay be caused on purpose or by accident.

2.3.3. Aert

An alert is a notification/nessage that a particular event/incident
(or series of events/incidents) has occurred.

2.3.4. Manager

The manager is the central console toward which all analyzers send
their alerts. The nanager collects, correlates, stores and display
the alerts to the operators.

Exanple : - A SIEM (Security Information & Event Managenent) or a Log
Manager) - A PSIM (Physical Security Information Managenent) - A NVS
(Networ k Managenent Systen) - A CPSIEM (Cyber & Physical Security

I nf ormati on Managenent Systen)

2.3.5. QOperator

The level 1 operator is in charge of receiving manager notifications
and identify or confirmwhen an event should be considered as an
incident. The operator nust also decide if there is a know
resolution for this incident or if it needs a deeper anal ysys.

2.3.6. Anal yst

The analyst will be contacted by the operator to anal yze conpl ex
incidents that can’ t be easily resolved. The investigation starts
with the IDVEFV2 information but the anal yst night need nore
information |ike raw | ogs for a deeper forensics.
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2.3.7. Attack
An attack is an attenpt to destroy, expose, alter, disable, steal or
gai n unaut hori zed access to or nmake unauthorized use of a cyber or
physical asset. An attack is one or many ki nds of incidents.

2.3.8. Correlation

Correlation is the identification of relationships between two or
nore events.

2.3.9. Aggregation

Aggregation is the consolidation of simlar events into a single
event.

3. The | DVEF Data Types
Each object inside the | DMEF data npdel has an associ ated data type.
This type may be used to validate the content of incom ng | DVEF
nmessages.

3.1. dasses
The classes are nmeant to group related attributes together. Sone of
the classes may be instanciated nultiple times (e.g. Source, Target,
etc.) while others may only appear once in an | DVEF nmessage (e.g.
Anal yzer).

3.2. Nunbers

3.2.1. Integers

Integers inside the | DMEF data npbdel are expressed using the
foll owi ng ABNF [ RFC5234] granmmar:

i nteger = *1minus int

i nt = zero/ ( digitl-9 *DIAT)

m nus = %2D ;-
zero = %x30 ;0
digitl-9 = 931-39 ;o 1-9
E.g. 123.

Such values are indicated with the "INT" type annotation in the
nodel .
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3.2.2. Floating-point val ues

Fl oati ng- poi nt val ues inside the | DVMEF data nodel are expressed using
the followi ng ABNF granmar:

fl oat
frac
deci mal - poi nt

i nteger *1frac
decimal -point 1*DIAT
% 2E

’

This grammar reuses sone of the production rules listed in
Section 3.2.1.

E g. 12.34.

Such values are indicated with the "FLOAT" type annotation in the
nodel .

3.3. Strings

Strings are series of characters fromthe [UNI CODE] standard and are
used to represent a text.

For readability, this docunent uses quotes (") to delimt strings,
but please note that these quotes are not syntactically part of the
actual strings

E.g. "Hello world".

Sone of the strings used in the |DVMEFV2 data nodel follow a stricter
syntax. These are included bel ow for conpl eteness.

Such values are indicated with the "STRING' type annotation in the
nodel .

3.3.1. Enunerations

Enuner ati ons are special strings used when valid values for an | DVEF
attribute are restricted to those present in a predefined |list.

Such values are indicated with the "ENUM' type annotation in the
nodel .

3.3.2. Timestanps
Ti mestanps are used to indicate a specific nonent in time. The

ti mestanps used in the | DVEF data nodel follow the syntax defined by
the "date-tinme" production rule of the grammar in [ RFC3339] ch 5.6.
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E.g. "1985-04-12T23:59:59. 527" represents a nonment just before Apri
5th, 1985 in Coordi nated Universal Time (UTC).

Such values are indicated with the "TlI MESTAMP' type annotation in the
nodel .

3.3.3. Ceographical Locations

Sone attributes inside the |DVEF data nodel may refer to geographica
| ocations using a set of coordinates. The reference systemfor al
geographi cal coordinates is a geographic coordinate reference system
using the Wrld Geodetic System 1984 [WES84]. The reference system
used is the same as for the d obal Positioning System (GPS)

The format for such values can be either "latitude, | ongitude" or

"l atitude, |l ongitude,altitude". Each of these coordinates is
represented as a floating-point value. The latitude and | ongitude
are expressed in degrees while the altitude is expressed in neters.

E.g. "48.8584, 2.2945,276.13" matches the (3-dinmensional) geographica
| ocation for the top floor or the Eiffel Tower |ocated in Paris,
France, while "48.8584, 2. 2945" matches the sanme |ocation in two
dimensions (with the altitude renoved).

Such values are indicated with the "GECLOC' type annotation in the
nmodel

3.3.4. UNECE Location Codes (UN LOCODE)

Some attributes inside the | DMEF data nodel may refer to geographica
| ocations using Locations Codes. These codes can be assimlated to
an enuneration, where the list of possible values is defined in the
United Nations Econom ¢ Conmi ssion for Europe (UNECE) Codes for Trade

[ UN- LOCCODE] .
E.g. "FR PAR' is the Location Code for the city of Paris, France.

Such values are indicated with the "UNLOCODE" type annotation in the
nodel .

3.3.5. Uniform Resource ldentifiers (URS)
The | DMEF data nodel uses Uniform Resource Identifiers (URIS), as
defined in [ RFC3986], when referring to external resources. Unless

ot herw se specified, either a Uniform Resource Location (URL) or a
Uni form Resource Nane (URN) may be used where a URI is expected.
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E.g. both "https://exanple.conlresource” and "urn:mnmyapp:resource" are
valid Uniform Resource Identifiers.

Such values are indicated with the "URI" type annotation in the
nodel .

3.3.6. | P Addresses
| P addresses inside the | DVEF data nodel are expressed as strings
using the traditionnal dotted-decinmal notation for |Pv4 addresses
(defined by the "dotnum' production rule in the gramar in
[ RFC5321]), while | Pv6 addresses are expressed using the text
representation defined in [ RFC4291] ch 2. 2.

E.g. "192.0.2.1" represents a valid I Pv4 address, while "::1/128"
represents a valid | Pv6 address.

It is RECOWENDED that inplenentations follow the recormendati ons for
| Pv6 text representation stated in [ RFC5952].

Such values are indicated with the "IP" type annotation in the nodel
3.3.7. E-mail addresses

E-mai| addresses inside the | DVMEF data nodel are expressed as strings
usi ng the address specification syntax defined in [RFC5322] ch 3.4.1

E.g. "root @xanpl e. cont'.

Such values are indicated with the "EMAIL" type annotation in the
nodel .

3.3.8. Attachnent nanes
Attachnents inside the | DVMEF data nodel are identified using a unique
nane, conposed of a string whose character set is limted to the
ASCI| letters (A-Z a-z) and digits (0-9).
E.g. "state" is a valid nane for an attachnent.
The constraint on name unicity is enforced per class. That is, but
it is not possible for two attachnments to share the sane nane inside
the same alert.

Such values are indicated with the "I D' type annotation in the nodel
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3.3.9. Media types

Medi a types are used in the | DVMEF data npdel to describe an
attachnment’s content. The syntax for such values is defined in
[ RFC2046] .

| ANA keeps a list of all currently registered nmedia types in the
Medi a Types registry .

E.g. "application/xm" or "text/plain; charset=utf-8"

Such values are indicated with the "MEDI ATYPE' type annotation in the
nodel .

3.3.10. Universally Unique IDentifiers (UU Ds)
Universally Unique ldentifiers (UUIDs) are used to uniquely identify
| DVEF nessages. It is also possible for an | DVEF nessage to

ref erence other | DVMEF nessages using their UU Ds. The syntax for
UUIDs is defined in [ RFC4122].

To limt the risk of UU D collisions, inplenentors SHOULD NOT
generate version 4 UU Ds (randomy or pseudo-random y generated
UUI Ds) .

E. 9. "ba2e4def 4-8719-42bb-a712- d6e8871c5c5a"
UUI Ds are case-insensitive when used in conpari sons.

Such values are indicated with the "UUI D' type annotation in the
nodel .

3.3.11. Pr ot ocol Names

Such values are indicated with the "PROTOCOL" type annotation in the
nodel .

3.3.12. | DVEF Pat hs

Thi s docunent defines a way to represent the path to every possible
attribute inside an | DVEF nessage. For conci seness, the top-Ievel
"Alert" class is onmtted fromthe path.

This representation can be used in contexts where the path to an

| DVEF attribute is expected. An exanple of such usage can be seen in
the definition of the "AggrCondition" attribute inside the A ert
class (Section 5.2).
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The syntax for these IDVEF paths is expressed in the follow ng ABNF
gr anmar :

cl ass- nane "Anal yzer" |/ "Sensor" / "Source" / "Target" /
"Vector" / "Attachnent"
1* ALPHA

cl ass- nane

attri but e-name
cl ass-reference

num *1"-" 1*DIA T
l'ist-index "(" num™")"
pat h *1cl ass-reference attribute-nane *1li st-index

Valid attribute names are linmited to those defined for the specified
class-reference (or in the top-level "Alert" class if class-reference
is omtted).

For exanple, the following path refers to the "CeaseTine" attribute
of the top-level "Alert" class: "CeaseTine".

Li kewi se, the following path refers to the "Name" attribute of the
"Anal yzer" class: "Anal yzer. Nane".

For attributes defined as |lists (see Section 3.4), the path may
include the (0-based) index for an entry inside the list. The index
defaults to O if omitted. This neans that several (valid)
representations may be used to reference the sanme | DVEF attribute
when list attributes are invol ved.

For exanple, both of the following paths refer to the |IP address of
the first source associated with an | DVEF nessage:

Source. | P
Source(0).1P

Conpati bl e inplenentations MIST reject paths that reference an
unknown cl ass, an unknown attribute, or use a list-index for an | DVEF
field which is not defined as a list.
A compati bl e inplementati on MIST al so normalize paths before
comparing them (e.g. by stripping the text "(0)" frompaths referring
to list attributes).

3.3.13. Hashes

Hashes are sonetimes used inside the data nodel to protect the
integrity (and optionally, authenticity) of attachments.

Lehmann Expires 3 Cctober 2025 [ Page 13]



I nternet-Draft | DVEFV2 April 2025

The syntax for these values is "function:hash_result", where
"function" refers to one of the hashing function nanmes listed in and
"hash_result” contains the hexadeci mal notation for the hash result
obtai ned by calling the specified hash function on the input val ue.

In the context of I|IDMVEF, either a keyless or keyed hash function nmay
be used to process the raw i nput val ue.

E.g. "sha256: a02735ed8b10ad432d557bd4849c0dac3b23d64706e0618716d6df 2d
ef 338374"

Hashes are case-insensitive when used in conparisons.

Such values are indicated with the "HASH' type annotation in the
nodel .

3.4. Lists

Sone attributes of the | DMEF data nodel accept ordered lists of
val ues.

Such ordered lists are indicated with the "X[]" type annotation in
the nodel. where "X' refers to one of the data types defined in
Section 3. For exanple, "ENUM]" refers to an ordered |ist of
enurer ati on val ues.

4. The | DVEF extension

In order to support the dynam c nature of security operations and to
adapt to specific needs, the IDMEFv2 data nodel will need to continue
to evolve. This section discusses how new data el ements can be
incorporated into the IDMEFV2. There is support to add additiona
enuner at ed val ues and new attri butes.

These extension nmechani sns are designed so that addi ng new data

el ements is possible without requiring nodifications to this
docunment. Extensions can be inplenented publicly or privately. Wth
proven val ue, well-docunented extensions can be incorporated into
future versions of the specification

4.1. Extending the Enumerated Val ues of Attributes

Addi tional enumerated val ues can be added to select attributes either
through the use of specially nmarked attributes with the "ext-" prefix
or through a set of corresponding | ANA registries. The forner
approach allows for the extension to remain private. The latter
approach is public.
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4.1.1. Private Extension of Enunerated Val ues

The data nodel supports addi ng new enunerated values to an attribute
wi thout public registration. For each attribute that supports this
extension technique, there is a corresponding attribute in the sane
el ement whose nane is identical but with a prefix of "ext-". This
special attribute is referred to as the extension attribute. The
attribute being extended is referred to as an extensible attribute.
For exanple, an extensible attribute naned "foo" will have a
correspondi ng extension attribute named "ext-foo". An elenent may
have nmany extensible attributes.

In addition to a correspondi ng extension attribute, each extensible
attribute has "ext-value" as one its possible enumerated val ues.
Selection of this particular value in an extensible attribute signals
that the extension attribute contains data. Oherw se, this "ext-
val ue" val ue has no neani ng.

In order to add a new enunerated value to an extensible attribute,
the value of this attribute MJST be set to "ext-value", and the new
desired value MJUST be set in the correspondi ng extension attribute.
For exanple, extending the Category attribute of the Analyzer class
woul d | ook as foll ows:

Anal yzer: {

"Category":["ext-value"],
"ext-Category": "ny-new anal yzer-category"

}

A given extension attribute MJST NOT be set unless the correspondi ng
extensible attribute has been set to "ext-val ue"

4.1.2. Public Extension of Enumerated Val ues
The data nodel al so supports publicly extendi ng sel ect enunerated
attributes. A new entry can be added by registering a new entry in

the appropriate | ANA registry. Section (Table 18) provides a mapping
bet ween the extensible attributes and their corresponding registry.
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4.2. Private Extension of Attributes

Use of new attributes is possible through the use of the attachnent
class. New attributes and their correspondi ng val ues shoul d be
stored in the Content attribute of an Attachment and the

Cont ent Encondi ng nust be set to JSON. For exanple creating a new
attribute to store the email of the operator (in charge of solving
the incident) will ook as follows:

"Attachment" : [
{
"Nanme": "Operator",
" Cont ent Encondi ng": "JSON',
"Content": "{\"QperatorMil\":\"John. Does@cne. com "}",

}
5. The | DMEF Dat a Model
In this section, the individual conponents of the |DVEF data nodel
wi |l be discussed in detail. For each class, the semantics will be

descri bed.

5.1. Overview

Fomm e - o - + Fomm - - +
| Anal yzer|---> | Alert]|
S SRR + +----- +
N
Fomm o - +
| Sensor |
Fom e e - - +
R \ /\
) Vector ) [\
———————— / \
Fomm o - + Fomm o - +
| Sour ce| | Tar get |
Fom e e - - + Fom e e - - +

Figure 2: |IDVEFV2 Overvi ew Cl asses

An | DVEF nessage is conposed of an instance of the Alert class
(Section 5.2) representing the overall properties of the nessage. It
al so contains exactly one instance of the Analyzer class

(Section 5.3) and zero or nore instances of the Sensor class
(Section 5.4).
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The nessage may al so describe various aspects of an event using the
Source (Section 5.5), Target (Section 5.6) and Vector (Section 5.7)
cl asses.

Last but not least, it may al so include zero or nore instances of the
Attachnent class (Section 5.8), e.g. captured files or network
packets related to the event for exanple.

The rel ati onship between the main Alert class and other classes of
the data nodel is shown in Figure 3 (attributes are onmtted for
clarity).

e + R LT
| Alert |<>---------- | Analyzer |
R, + R +
| | 0..% #--coomooaoon +
| [ <>----n----- | Sensor |
| | e +
| | 0..% H--coomooaaon +
| | <>---------- | Sour ce |
| | R +
| | 0..% #--coomooaoon +
| [ <>----n----- | Tar get |
| | e +
| | 0..% H--coomooaaon +
| | <>---------- | Vect or |
| | R +
| | 0..% #--coomooaoon +
| [ <>----n----- | Attachnent |
e + R T +

Figure 3: |IDVEFV2 C asses

It is inportant to note that the data nodel does not specify how an
al ert should be categorized or identified. For exanple, an attacker
scanning a network for machines listening on a specific port may be
identified by one analyzer as a single attack against nultiple
targets, while another analyzer may identify it as multiple attacks
froma single source. However, once an anal yzer has determ ned the
type of alert it plans on sending, the data nodel dictates how that
alert should be formatted.

5.2. The Alert C ass

The Alert class contains high level information about the event that
triggered the alert.
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o m e e e e e i e +
| Al ert |
o e e e e e e e e e o +

STRI NG Ver si on

uul D I D

STRI NG Or gani sati onNane

STRI NG Organi sationld

STRI NG Entit yNane

STRI NG Entityld

ENUM ] Cat egory

STRI NG ext - Cat egory

ENUM Cause

STRI NG Descri ption

ENUM Stat us

ENUM Priority

STRI NG Not e

TI MESTAMP Creat eTi ne
TI MESTAMP StartTi ne
TI MESTAMP EndTi me
STRI NG | Al t Nanes

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| |
| FLOAT Confi dence |
I I
I I
I I
| |
| STRING ] Al t Cat egory |
I I
I I
I I
I I
I I

URI [] Ref
uul O ] Correl I D
CONDI TION[] Aggr Condi tion
Uul O ] Predl D
uul O ] Rel I D
o e e e e e e e e e +

Figure 4: The Alert class
The aggregate cl asses that nake up Alert are:

Anal yzer
Exactly one. An instance of the Analyzer class (Section 5.3) that
descri bes the tool/device responsible for the anal ysis that
resulted in the alert being created and sent.

Sensor
Zero or nore. Instances of the Sensor class (Section 5.4) used to
describe the sensor(s) that captured the information used during
t he anal ysi s.
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Dependi ng on the tool s/ devices used to detect incidents, an
Anal yzer may rely on the output froma single sensor or from
multiple sensors to generate alerts. In addition, the Analyzer
and Sensor may actually be part of the same physical device and
may share sone of their attributes (e.g. |IP, Hostnane, Model,
etc.).

Sour ce
Zero or nore. Instances of the Source class (Section 5.5) used to
describe the source(s) of the incident (e.g. attackers, faulty
device, etc.).

Tar get
Zero or nore. Instances of the Target class (Section 5.6) used to
describe the target(s) of the incident, i.e. the inpacted
devi ces/ users/services/| ocations.
Vect or
Zero or nore. Instances of the Vector class (Section 5.7) used to

descri be the nmeans which were enpl oyed by the sources to disrupt
the targets.

E.g. to describe a drone crashing into a building and resulting in
service loss or a malware email delivered opened in a nmail box and
resulting in service |oss

At t achnment
Zero or nore. Instances of the Attachment class (Section 5.38)
used to describe the electronic artifacts captured in relation
with the event.

The intent of the Attachnent class is to keep track of the
electronic files left as a trail during the event. This may
include things like on-disk files (e.g. malware sanples), network
packet captures, videos or still images froma canera feed, voice
recordi ng, etc.

The Alert class has the follow ng attributes:

Ver si on
Mandatory. The version of the IDVEF format in use by this alert.

During the drafts tuning period the version is equal to the draft
version. Therefore it is "2.D. VOX'" for Draft VOX

I D
Mandatory. Unique identifier for the alert.
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Or gani sati onNane
Optional. Corporate/Main Ofice O ganisation Name

Useful if alerts are sent to a nulti-organisation incident
detection system

Exanpl e: ACME Corporation

Organi sationld
Optional. Corporate/Main Ofice Organisation ID. \Were possible
of ficial organisation |ID nmanage by national authority.

Useful if alerts are sent to a nulti-organisation incident
det ection system

This I D has to be chosen depending on the overall detection
perineter and the nature of the nonitored organisation (Private/
Public, Conmmercial, International, etc.)

Exanmpl es: Organisationld in France could be SIREN, in Engl and
could be CR, Germany coul d be Handel sregi sternumer, Spain could
be CIF, Italia could be Partita |IVA USA could be EIN, etc.
Conmercial Organisationld in Europe could be VAT ID

Entit yNane
Optional. Entity Nane, nonitored by the organi sation, where the
i nci dent occurred.
Could be a town, region or country nanme or an internal nane.
Coul d also be the nane of a client for a MSSP centralizing it’'s
client incidents in a single system
Do not repeat the organisation nane in the EntityNane
Exanpl e :

*  ACME HeadQuaters is located in Paris France and has a | oca
office in India

* |f the incident occurred in the |ocal office

"Organi sati onName" : " ACVE" , "EntityNane" : "India"

* |f the incident occurred in the headquaters
"Organi sati onName" : "ACME', "EntityNane" : "Headquaters" (or
"Paris")

Entityld
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Optional. Entity ID, nonitored by the organi sation, where the
i nci dent occurred.

Useful if organisation and entity are not directly linked, like a
client and a MSSP.

Cat egory
Optional. The incident’s category & subcategory as listed in
[ ENI SA-RI ST] using the format "category.subcategory” (e.g.
"Attenpt. Exploit").

+

I

+

| O "Unsolicited Bulk |
| Email’, this means that |
| the recipient has not |
| granted verifiable |
| permission for the message |
| to be sent and that the |
| nessage is sent as part of |
| a larger collection of |
| nessages, all having a |
| functionally conparable |
| content. This IOC refers |
| to resources, which make |
| up a SPAMinfrastructure, |
| be it a harvesters like |
| address verification, URLs |
| in spame-mails etc. |

| Discretization or |
| discrimnation of |
| sonebody, e.g. cyber |
| stal king, racismor |
| threats against one or |
| nore individuals. |

| 2 | Abusive.lllicit | Child Sexual Exploitation |

| | | (CSE), Sexual content, |

| | | glorification of violence,

I I | etc. I

oo Fom e meemeeeeeeeccieeaaaaaa T T re e +
3 Mal i ci ous. System Systeminfected with

I I
| malware, e.g. PC |
| smartphone or server |
| infected with a rootkit. |
| Most often this refers to |
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Recon. Soci al Engi neeri ng

I
I
I
I
|
Attenpt. Expl oit

Lehmann Expi res 3 Cctober
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a connection to a
si nkhol ed C2 server

Conmand- and- control server
contacted by nal ware on
i nfected systens.

URI used for nmalware
distribution, e.g. a
downl oad URL included in
fake invoice mal ware spam
or exploit-kits (on

websi tes).

URI hosting a mal ware
configuration file, e.g.
web-injects for a banking
troj an.

Attacks that send requests
to a systemto discover
weaknesses. This also
i ncludes testing processes
to gather information on
hosts, services and
accounts. Exanpl es:
fingerd, DNS querying,
| VP, SMIP ( EXPN, RCPT,

.), port scanning.

Observing and recordi ng of
network traffic
(wi retapping).

Gat hering information from
a human being in a non-
technical way (e.g. lies,
tricks, bribes, or
threats).

An attenpt to conpronise a
systemor to disrupt any
service by exploiting

vul nerabilities with a
standardi sed identifier
such as CVE nane (e.qg.

buf fer overflow, backdoor,
cross site scripting,
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Attenpt. Login

I ntrusi on. SysConprom se

Avail ability. DDoS

Expi res 3 Cctober

Apri

Multiple login attenpts
(Quessing / cracking of
passwords, brute force).
This IOC refers to a
resource, which has been
observed to perform brute-
force attacks over a given
appl i cation protocol

An attack using an unknown
exploit.

Conprom se of a system
where the attacker gained
adm ni strative privileges.

Conpromi se of a system
usi ng an unprivil eged
(user/service) account.

Conprom se of an
application by exploiting
(un-)known software

vul nerabilities, e.g. SQ
i njection.

Conpromi se of a system
e.g. unauthorised | ogins
or commands. This

i ncl udes conproni si ng
attenpts on honeypot
systens.

Physi cal intrusion, e.g.
into corporate building or
data-centre

Deni al of Service attack
e.g. sending specially
crafted requests to a web
appl i cation which causes
the application to crash
or sl ow down.

Di stributed Denial of
Service attack, e.g. SYN

2025
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I | | Flood or UDP-based |
| | | reflection/anplification |
| | | attacks. |

| Software m sconfiguration |
| resulting in service |
| availability issues, e.g. |
| DNS server with outdated |
| DNSSEC Root Zone KSK. |

| Physical theft, e.qg. |
| stolen |aptop conputer, |
| stolen USB key, stolen |
| paper docunent, etc. |

| 22 | Availability. Sabot age | Physical sabotage, e.g |
| | | cutting wires or malicious
| | | arson. |

| 23 | Availability. Qutage | Qutage caused e.g. by air |
| | | condition failure or |
I I | natural disaster. |

| 24 | Availability.Failure | Failure, malfunction (e.g.
| | | : bug, wear, faults, etc.) |

Unaut hori sed access to
information, e.g. by
abusing stolen login
credentials for a system

I nf ormati on. | |
I I
I I
I I
| or application, |
I I
I I
I I

Unaut hori zedAccess

intercepting traffic or
gai ni ng access to physica
docunents.

Unaut hori sed nodification
of information, e.g. by an
attacker abusing stol en
login credentials for a

| nf ormati on. | |
I I
I I
I I
| systemor application or a

I I
I I
I I

Unaut hori zedModi fi cati on

ransomwar e encrypting
data. Also includes
def acenent s.

| 27 | I'nformation. Dat aLoss | Loss of data, e.g. caused |

I I | by harddisk failure or |
| | | physical theft. |
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| Leaked confidenti al

| information |ike

| credentials or persona
| data.

| nf or mat i on. Dat aLeak

I
I
|
I
Fraud. Unaut hori zedUsage | Using resources for

| unaut horised purposes

| including profit-making

| ventures, e.g. the use of
| e-mail to participate in
| illegal profit chain
| letters or pyramd
| schenes.

| Ofering or Installing |
| copies of unlicensed |
| comercial software or |
| other copyright protected

| materials (Warez). |

| Type of attack in which |
| one entity illegitimately

| inpersonates the identity

| of another in order to |
| benefit fromit. |
Fr aud. Phi shi ng | Masqueradi ng as anot her

| entity in order to |
| persuade the user to |
| reveal private |
| credentials. This ICC |
| nost often refers to a |
| URL, which is used to |
| phish user credentials. |

| Publicly accessible |
| services offering weak |
| crypto, e.g. web servers |
| susceptible to POODLE |
| FREAK attacks. |
Vul ner abl e. DDoS | Publicly accessible

| services that can be

| abused for conducting DDoS
| reflection/anplification

| attacks, e.g. DNS open-

| resolvers or NTP servers

| with nonlist enabl ed.
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| Potentially unwanted

| publicly accessible

| services, e.g. Telnet, RDP
| or VNC.

| Publicly accessible

| services potentially

| disclosing sensitive

| information, e.g. SNWP or
| Redis.

Vul ner abl e. Syst em | A systemwhich is

| vulnerable to certain

| attacks. Exanple:

| msconfigured client proxy
| settings (exanple: WPAD),

| outdated operating system
| version, XSS

I

vul nerabilities, etc.

| A hazard originating from
| solid earth. This termis
| used interchangeably with
| the term geol ogi ca

| hazard.

| A hazard originating from
| solid earth. This termis
| used interchangeably with
| the term geol ogi ca

| hazard.

| A hazard originating from
| solid earth. This termis
| used interchangeably with
| the term geol ogi ca

| hazard.

Met eor ol ogi cal .
Tenperat ure

| A hazard caused by short-
| lived, micro- to nmeso-

| scal e extrene weather and
| atnospheric conditions

| that last frommnutes to
| days.

| 42 | Meteorol ogical . Fog | A hazard caused by short-
I | | lived, micro- to neso- |
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| | | scal e extrene weather and

| | | atrnospheric conditions |
| | | that last frommnutes to |
I I | days. I
Met eor ol ogi cal . Storm | A hazard caused by short- |
| lived, mcro- to meso- |
| scal e extrene weather and |
| atnospheric conditions |
| that last frommnutes to |
| days. |

| A hazard caused by the |
| occurrence, novenent, and |
| distribution of surface |
| and subsurface freshwater |
| and sal twater. |

| A hazard caused by the |
| occurrence, novenent, and |
| distribution of surface |
| and subsurface freshwater |
| and sal twater. |

| A hazard caused by the |
| occurrence, novenent, and |
| distribution of surface |
| and subsurface freshwater |
| and sal twater. |
C i mat ol ogi cal . Dr ought | A hazard caused by | ong- |
| lived, meso- to macro- |
| scal e at nospheric |
| processes ranging from |
| intra-seasonal to nulti- |
| decadal clinmate |
| variability. |

| 48 | dinmatol ogical . | A hazard caused by | ong- |
| | LakeCQut bur st | lived, meso- to macro- |
| | | scal e atnospheric |
| | | processes ranging from |
| | | intra-seasonal to nulti- |
| | | decadal clinmate |
| | | variability. |
+o-m - - o e e e e e e e oo oo e e e e e e e e oo - - +
| 49 | dimatological . Wldfire | A hazard caused by | ong- |

| | | lived, nmeso- to macro-
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| scal e atnospheric

| processes ranging from

| intra-seasonal to nmulti-
| decadal climate

| variability.

| A hazard caused by the

| exposure to living

| organisnms and their toxic

| substances (e.g. venom

| nold) or vector-borne

| diseases that they may

| carry. Exanples are

| venomous wildlife and

| insects, poisonous plants,
| and nosquitoes carrying

| di sease-causi ng agents

| such as parasites,

| bacteria, or viruses (e.qg.
| malaria).

| A hazard caused by the

| exposure to living

| organisns and their toxic

| substances (e.g. venom

| nold) or vector-borne

| diseases that they may

| carry. Exanples are

| venompous wildlife and

| insects, poisonous plants,
| and nosquitoes carrying

| di sease-causing agents

| such as parasites,

| bacteria, or viruses (e.g.
| malaria).

| A hazard caused by the

| exposure to living

| organisnms and their toxic
| substances (e.g. venom

| nold) or vector-borne

| diseases that they may

| carry. Exanples are

| venomous wildlife and

| insects, poisonous plants,
| and nosquitoes carrying

| di sease-causi ng agents

| such as parasites,
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Extraterrestri al
SpaceWeat her
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bacteria, or viruses (e.g.
mal ari a) .

A hazard caused by

ast eroi ds, meteoroids, and
comets as they pass near-
earth, enter the Earth’ s
at mosphere, and/or strike
the Earth, and by changes
in interplanetary
conditions that effect the
Earth’ s magnetosphere,

i onosphere, and

t her mospher e.

A hazard caused by

ast eroi ds, meteoroids, and
comets as they pass near-
earth, enter the Earth’ s
at mosphere, and/or strike
the Earth, and by changes
in interplanetary
conditions that effect the
Earth’ s magnetosphere,

i onosphere, and

t her mospher e.

Al'l incidents which don't
fit in one of the given
categories should be put
into this class or the

i ncident is not

cat egori sed.

The categorisation of the
incident is unknown/
undet er nmi ned.

A val ue used to indicate
that this attribute is
ext ended and the act ual
val ue i s provided using
the correspondi ng ext-*
attribute. (see

Section 4.1.1)

2025
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Tabl e 1: Incident taxonony

ext - Cat egory
Optional. A nmeans by which to extend the Category attribute. (see
Section 4.1.1)

Cause
Optional. Alert cause. The cause can be nodified by any anal yser
on the way of the alert and | ater by the operator and/or the
anal yst if new investigation reveals and confirnms a different
cause of the event.

| Rank | Keyword | Description |
[ gttty e p—p—p———_—_ s p—p—p—p—p—_—_——————————————————(————(—————— L
| O | Nor mal | The event is related to an expected
| | | phenonenon or to a phenonenon that does
| | | not qualify as out of the ordinary. |
S R o m m e e e e e e e e e e e e e e e e eo— oo - +
| 1 | Error | The event is related to a human error. |
R S T +
| 2 | Malicious | The event is related to malicious code
| | | or malicious actions. |
Fomm o - S o m e e e e e e e e e e e e e e e e eeoe—o - +
| 3 | Malfunction | The event is related to a device or |
| | | service mal function. |
R S T +
| 4 | Hazard | The event is related to a hazard |
| | | phenonenon. |
Fomm o - S o m e e e e e e e e e e e e e e e e eeoe—o - +
| 5 | Unknown | The cause of the event is unknown. |
Fom e e - - o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
Tabl e 2: |ncident causes
Descri ption
Optional. Short free text human-readabl e description of the

event. The description can add detail to the alert classification
for easiest/faster conprehension by the operator. Exanple : *
Cryptoware WannaCry bl ocked on pegasus server * Unknown person
entering through east doorway

St at us
Optional. Event state in the overall event |ifecycle.
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| Rank | Keyword | Description |
[ gttty gy lf g —p—_—_—————————————————(————(—————r L
| O | Event | The event is still considered as an
| | | harm ess event and should not be treated.
S Ry TR +
| 1 | I'ncident | The event is considered as an incident |
| | | and shoul d be taken care of. |
R TS o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
Tabl e 3: Incident statuses
Priority

Optional. Priority of the alert. Priority is defined by

conbi ning i npact and urgency. It indicates how fast the incident

shoul d be taken care of. |Inpact defines the enormty of the

situation and nostly deals with “How Many” or “how nuch” question
It can be in terns of people, finances, systens, etc. How many
peopl e and/or systens inpacted, how badly are they inpacted (is

there potential physical inpact ?) , how nmuch financial |oss,
severity of legal liabilities,... Inpact could be considered

equi valent to "Severity". Urgency is associated with tine. The

time it takes to have the perceived Inpact. For exanple, a high

i npact incident nmay have |ow urgency if the inpact will not affect
the business until the end of the financial year

[ ettty gy Clf g —_—_—————————————————(——(—(——————r L
| Rank | Keyword | Description |
[ el bl Ll ey
| O | Unknown | Priority unknow |
oo T R YT +
| 1 | Info | No priority, the alert is informational

R S R T +
| 2 | Low | Low priority |
S S TRy . +
| 3 | Medium | Mediumopriority |
oo T Y +
| 4 | High | Hgh priority |
R S R T +

Tabl e 4: Incident severities

Conf i dence
Optional. A floating-point value between 0 and 1 indicating the
anal yzer’s confidence in its own reliability of this particul ar
detection, where 0 neans that the detection is surely incorrect
while 1 nmeans there is no doubt about the detection made.
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Not e
Optional. Free text human-readabl e additional note, possibly a
| onger description of the incident if is not already obvious.

The Note attribute can be used to store any additiona
information. It can be additional information about the event
and/ or about the incident resolution, although the incident
resolution information should in principle be stored el sewhere
(with a link with the external tool in Al tNanes)

CreateTime
Mandat ory. Tinmestanp indicating when the nessage was created.

StartTi ne
Optional. Timestanp indicating the deduced start of the event.

StartTinme can be later than CreateTinme in case or Alerts created
fromforecast information (e.g. Snow Stormin tw days staring at
10h00)

EndTi ne
Optional. Tinmestanp indicating the deduced end of the event.

Al t Nanes
Optional. Alternative identifiers; strings which help pair the
event to internal systems’ information (for exanple ticket |Ds
i nside a request tracking systens).

Al t Cat egory
Optional. Alternate categories froma reference other than
[ENI SA-RI ST] (e.g. MSP, MTRE ATT@XK or another proprietary/
internal reference).

Ref
Optional. References to sources of infornation related to the
alert and/or vulnerability, and specific to this alert.

This MAY be a URL to additional info, or a URN in a registered or
unr egi stered ad-hoc namespace bearing reasonabl e i nformation val ue
and uni queness, such as "urn:cve: CVE-2013-2266".

Correl ID
Optional. ldentifiers for the nessages which were used as
i nformati on sources to create this nmessage, in case the nessage
has been created based on correl ation/anal ysi s/ deducti on from
ot her nessages.

Aggr Condi ti on
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Optional. A list of IDVEF fields used to aggregate events. The
val ues for these fields will be the same in all aggregated events.

This attribute should nostly be set by internediary nodes, which
detect duplicates, or aggregate events, spanning nultiple
detection wi ndows, into a |onger one.

The "StartTi me" and "EndTi me" attributes are used in conjunction
with this attribute to describe the aggregati on wi ndow.

Predl D
Optional. A list containing the identifiers of previous nessages
whi ch are obsol eted by this nmessage.

The obsol eted alerts SHOULD NOT be used anynore. This field can
be used to "update" an alert.

Rel I D
Optional. A list containing the identifiers of other nessages
related to this message.

5.3. The Analyzer d ass

The Anal yzer class describes the nodul e that has anal yzed the data
captured by the sensors, identified an event of interest and deci ded
to create an alert.

I I
I I
| |
I I
| ENUM]  Type I
| ENUM ] Cat egory |
| STRING ext-Category |
| ENUM ] Dat a |
| STRING ext-Data |
| ENUM ] Met hod |
| STRING ext-Method |
| GECLOC  GeolLocation |
| UNLOCCDE UnLocati on |
| STRING Location |

Figure 5: The Analyzer class
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The Anal yzer class has the follow ng attributes:

I P
Mandat ory. Anal yzer | P address.

Name
Mandat ory. Nanme of the anal yzer, which nust be reasonably unique,
however still bear sone neani ngful sense.

This attribute usually denotes the hierarchy of organizationa

units the detector belongs to and its own nanme. It MAY al so be
used to distinguish multiple analyzers running with the sane IP
addr ess.

Host name
Optional. Hostnane of this analyzer

SHOULD be a fully-qualified domain nane.

Model
Optional. Analyzer nodel description (usually its generic nane,
brand and version).

Type
Optional. Analyzer type

[ ettty e —p—p—p———_— g —_—————————————————(————————— L
| Rank | Keyword | Description |
[ bl bl st o}
| O | Cyber | The anal yzer specializes in the |
| | | detection of cyber incidents |
Fom e e - - S o m e e e e e e e e e e e e e e e e e e o +
| 1 | Physi cal | The anal yzer specializes in the |
| | | detection of physical incidents |
Femmm o - oo s T +
| 2 | Availability | The analyzer specializes in the |
| | | detection of availability incidents

Fom e e - - S o m e e e e e e e e e e e e e e e e e e o +
| 3 | Conbi ned | The anal yzer specilizes in |
| | | detections that conbine data from |
| | | multiple donains (e.g. a conbination |
| | | of Cyber and Availability data) |
S o e e o - o +

Table 5: Anal yzer types
Cat egory
Optional. Analyzer categories.
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| Rank |
| O I
T +
| 1 I
N +
| 2 I
R +
| 3 I
T +
| 4 I
N +
| 5 I
R +
| 6 I
T +
| 7 I
N +
| 8 I
R +
| 9 I
T +
| 10 |
N +
[ 11 |
R +
| 12 |
T +
| 13 |
N +
[ 14 |
R +
| 15 |
I I
R +
| 16 |
R +
[ 17 |
T +
| 18 |
R +
[ 19 |
R +
| 20 |
T +
| 21 |
R +

| DVEFV2 April 2025
+:::::::::::::::::::::::::::::::::::::::::::+
| Description |
[} s —_——(——————(—————————r L
| 1D LI DAR Sensor |
o m e e e e e e e e e e e e e e e e e eeee e +
| 2D LI DAR Sensor |
o m m e e e e e e e e e e e e e e eeee oo +
| 3D LI DAR Sensor |
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 1D Laser Sensor |
o m e e e e e e e e e e e e e e e e e eeee e +
| 2D Laser Sensor |
o m m e e e e e e e e e e e e e e eeee oo +
| 3D Laser Sensor |
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Voice Activity Detection |
o m e e e e e e e e e e e e e e e e e eeee e +
| Hurman Activity Detection |
o m m e e e e e e e e e e e e e e eeee oo +
| Face Recognition Canera |
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Visible and Near-InfraRed |
o m e e e e e e e e e e e e e e e e e eeee e +
| Short Wavel ength | nfraRed |
o m m e e e e e e e e e e e e e e eeee oo +
| Mddle Wavel ength I nfraRed |
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Long Wavel ength | nfraRed |
o m e e e e e e e e e e e e e e e e e eeee e +
| Anti-Drone System |
o m m e e e e e e e e e e e e e e eeee oo +
| Object Detection Canera |
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| Anti-DDoS (Distributed Denial of Service) |
| protection |
o m e e e e e e e e e e e e e e e eeee e +
| Spam detection, phishing detection, etc. |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| Signature-based virus/ mal ware detection |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| Endpoi nt Detection and Response |
o m e e e e e e e e e e e e e e e eeee e +
| Firewall |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| Network Intrusion Detection System |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| Host Intrusion Detection System |
o m e e e e e e e e e e e e e e e eeee e +
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| 22 | WDS | W-Fi Intrusion Detection System |
Fom e e - - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| 23 | PROX | Proxy, e.g. detection of violations to |
| | | the conpany’s security policy |
Femmm o - Fom e o m e e e e e e e e e e e e e e e e e eeee e +
| 24 | WAF | Web Application Firewall |
S R o m m e e e e e e e e e e e e e e eeee oo +
| 25 | HPT | Honeypot |
R R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 26 | LOG | Log anal yzer |
Femmm o - Fom e o m e e e e e e e e e e e e e e e e e eeee e +
| 27 | 1AM | ldentity and Access Managenent t ool |
S R o m m e e e e e e e e e e e e e e eeee oo +
| 28 | VPN | Devices/tools related to Virtual Private |
| | | Network |
+o-m - - S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| 29 | ETL | Extract-Transform Load tools |
Fomm o - Fom e oo o m e e e e e e e e e e e e e e e eeee e +
| 30 | RASP | Runtinme Application Self-Protection |
Fom e e - - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| 31 | BAST | dientless Renote Desktop Gateway / |
| | | adm nistration bastions |
Femmm o - Fom e o m e e e e e e e e e e e e e e e e e eeee e +
| 32 | NAC | Devices/tools related to Network Access |
| | | Control |
Fom e e - - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| 33 | SIEM | Security Information and Event Managenent |
| | | systens |
Femmm o - Fom e o m e e e e e e e e e e e e e e e e e eeee e +
| 34 | NVBS | Network Managenent Systens |
S R o m m e e e e e e e e e e e e e e eeee oo +
35 ext - val ue A value used to indicate that this

I I
| attribute is extended and the actual |
| value is provided using the corresponding

| ext-* attribute. (see Section 4.1.1) |

Tabl e 6: Anal yzer categories
ext - Cat egory
Optional. A nmeans by which to extend the Category attribute.
(see Section 4.1.1)

Dat a
Optional. Type of data anal yzed during the detection
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Fommm - o e o e e e e e eeeeoaoaoo- +
| 23 | File | |
R T o e e e e e e e e e e e o m o +
| 24 | Flow | |
T o e e e o m e e eeeeee—aoo-- +
| 25 | Log I I
N o e o m e e e eeeeee—aoaoo- +
| 26 | Protocol | |
R T o e e e e e e e e e e e o m o +
| 27 | Host | |
T o e e e o m e e eeeeee—aoo-- +
| 28 | Network | |
N o e o m e e e eeeeee—aoaoo- +
| 29 | Alert | |
R T o e e e e e e e e e e e o m o +
| 30 | Rel ay | |
T o e e o m e e eeeeee—aoo-- +
| 31 | Auth | |
N o e o m e e e eeeeee—aoaoo- +
| 32 | SNWP | |
R T o e e e e e e e e e e e o m o +
33 ext -val ue A val ue used to indicate that

I I
| this attribute is extended and |
| the actual value is provided |
| using the corresponding ext-* |
| attribute. (see Section 4.1.1) |

Table 7: Analyzer data
ext - Dat a
Optional. A means by which to extend the Data attribute. (see
Section 4.1.1)

Met hod
Optional. Detection nethod.
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| Rank | Keyword | Description |
[ ety e pp—p—p—p—_ lpp g —p—_—_——————————(————————————————(———r L
| O | Biometric | |
S . . +
| 1 | Policy | |
oo I e +
| 2 | Heat I I
R S o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 3 | Movenent | |
S . . +
| 4 | Bl ackhol e | |
oo I e +
| 5 | Signature | |
R S o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 6 | Statistical | |
S . . +
| 7 | Heuristic | |
oo I e +
| 8 | Integrity | |
R S o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 9 | Honeypot I I
S . . +
| 10 | Tarpit | |
oo IR e +
| 11 | Recon | |
R S o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 12 | Correlation | |
S . . +
| 13 | Monitor | |
oo I e +
| 14 | Al | |
R S o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 15 | Threshold | |
S . . +
| 16 | ext-val ue | A value used to indicate that |
| | | this attribute is extended and [
| | | the actual value is provided |
| | | using the correspondi ng ext-* |
| | | attribute. (see Section 4.1.1) |
S . . +
Tabl e 8: Anal yzer net hods
ext - Met hod

Optional. A nmeans by which to extend the Method attribute. (see
Section 4.1.1)
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Geolocati on
Optional. GPS coordinates for the anal yzer.

UnLocati on
Optional. Standard UN Locode for the anal yzer

Locati on
Optional. Internal name for the |ocation of the anal yzer.

5.4. The Sensor d ass
The Sensor class describes the nodul e that captured the data before

sending it to an analyzer. The Sensor may be a subpart of the
Anal yzer.

CGEQLOC Ceolocati on
UNLOCODE UnlLocati on
STRI NG Locati on
STRING  Capt ureZone

Figure 6: The Sensor cl ass

The Sensor class has the followi ng attributes:

I P
Mandatory. The sensor’s | P address.

Name
Mandatory. Name of the sensor, which rmust be reasonably unique,
however still bear sone neani ngful sense.

This attribute usually denotes the hierarchy of organizationa
units the sensor belongs to and its own nane. |t MAY al so be used
to distinguish multiple sensors running with the sanme | P address.

Host name
Optional. The sensor’s hostnane.
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5

5

This SHOULD be a fully qualified domain nane, but nmay not conform
exactly because val ues extracted fromlogs, messages, DNS, etc.
may thensel ves be mal f or ned.

An enpty string MAY be used to explicitly state that this val ue
was inquired but not found (missing DNS entry).

Model

Optional. The sensor nodel’s description (usually its generic
nane, brand and version).

Ceolocation

Optional. GPS coordinates for the anal yzerr.

UnLocati on

Optional. Standard UN Locode for the sensor
Locati on
Optional. Internal nanme for the |ocation of the sensor

Capt ur eZone

Optional. A string that describes the "capture zone" of the
sensor, as a JSON\-serialized string

Dependi ng on the type of sensor, the capture zone may for instance
refer to:

* A JSON object describing a canera’s settings (el evation,
hori zontal and vertical field of view, azinmuth, etc.)

* A description of the IP network where packet capture is taking
pl ace.

The Source C ass

The Source class describes the origin(s) of the event(s) |eading up
to the alert.
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T +
| Sour ce |
o e e e e e e e e oo o - +
| IP I P |
| STRI NG Host nane |
| STRI NG Not e |
| STRING ] T |
| STRI NG User |
| EMAIL Emai | |
| PROTOCCOL[] Protocol |
| INT[] Por t |
| GEOLCC GeolLocation |
| UNLOCODE  UnLocation |
| STRI NG Locati on |
| 101 Attachment |
o e e e e e e oo oo oo +

Figure 7: The Source cl ass

The Source class has the follow ng attri butes:

I P
Optional. Source |IP address.
Host name
Optional. Hostnane of this source.

This SHOULD be a fully qualified domain name, but may not conform
exactly because val ues extracted fromlogs, nessages, DNS, etc.
may thensel ves be nal f or ned.

An empty string MAY be used to explicitly state that this val ue
was inquired but not found (m ssing DNS entry).

Not e
Optional. Free text human-readabl e additional note for this
source.

T
Optional. Threat Intelligence data about the source.

Values in this list MJST use the format "attribute:origin", where
"attribute" refers to the attribute inside this source found
inside a Threat Intelligence database, and "origin" contains a
short identifier for the Threat Intelligence database. E. g.

"1 P: Dshi el d".
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Pl ease note that the sane attribute may appear nultiple tines
inside the list (because a match was found in nultiple Threat
Intelligence databases).

User

Optional. User IDor login responsible for the alert.
Emai |

Optional. Email address responsible for the alert.

E.g. the value of the "Reply-To" or "Fronf header inside a
phi shing e-mail.

Pr ot ocol
Optional. Protocols related to connections fronmto this source.

If several protocols are stacked, they MJUST be ordered fromthe
| owest (the closest to the nmedium to the highest (the closest to
the application) according to the | SO OSI nodel .

Por t
Optional. Source ports involved in the alert.

Values in this list MJST be integers and MJST be in the range
1- 65535.

Geolocati on
Optional. GPS coordinates for the source.

UnLocati on

Optional. Standard UN Locode for the source
Locati on
Optional. Internal nanme for the |ocation of the source.
At t achment
Optional. ldentifiers for attachments related to this source

Each identifier listed here MIST match the "Name" attribute for
one of the attachnents described using the Attachnent class
(Section 5.8).

5.6. The Target C ass

The Target class describes the target(s) inpacted by the event(s)
| eading up to the alert.
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oo +
| Tar get |
o e e e e e e e e oo o - +
| IP I P |
| STRI NG Host nane |
| STRI NG Not e |
| STRI NG Service |
| STRI NG User |
| EMAIL Emai | |
| I'NT[] Por t |
| GECQLOC GeolLocation |
| UNLOCODE  UnLocation |
| STRI NG Locati on |
| 101 Attachnment |
o e e e e e e e e oo o - +

Figure 8: The Target class
The Target class has the follow ng attri butes:

I P
Optional. Target | P address.

Host name
Optional. Hostname of this target.

This SHOULD be a fully qualified domain nanme, but may not conform
exactly because val ues extracted fromlogs, nessages, DNS, etc.
may thensel ves be nal f or ned.

An enpty string MAY be used to explicitly state that this val ue
was inquired but not found (mssing DNS entry).

Not e
Optional. Free text human-readabl e additional note for this
target.
Service
Optional. Service or process inpacted by the alert.
User
Optional. User IDor login targeted by the alert.
Emai |
Optional. Email address targeted by the alert.

E.g. the value of the "To" header inside a phishing e-mail.
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Target ports involved in the alert.

Values in this list MJST be integers and MJST be in the range

1- 65535.

Ceolocation

Opt i onal .

UnLocat i on

Opt i onal .

Locati on

Opt i onal .

At t achnent

Opt i onal .

GPS coordi nates for the target.

St andard UN/ Locode for the target.

Internal name for the location of the target.

Identifiers for attachnents related to this target.

Each identifier listed here MUST match the "Nanme" attribute for
one of the attachnents described using the Attachnment class
(Section 5.8).

5.7. The Vector C ass

The Vector class describes the vector(s) of the event(s) |eading up

to the alert.

Nane, | ocation, description,

o e e e e e e e e oo oo +
| Vect or |
T +
| ENUM ] Cat egory |
| STRI NG ext - Cat egory |
| STRI NG Nane |
| STRI NG Not e |
| STRING] T |
| GEOLCC GeolLocation |
| FLQAT GeoRadi us |
| UNLOCODE  UnLocation |
| STRI NG Locati on |
| 1D] At t achment |
e +

Fi gure 9: The Vector class

The Vector class has the follow ng attri butes:

Cat egory

Mandat ory.

Lehmann

Category for the detected "vector".
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S o o m e e e e e e e e e e aa oo +
| 23 | Bird | |
R o e e e oo o e e e e e e e e e e e o m o +
| 24 | Storm | |
Femmm o - o e e e oo o m e e e e e e e e eea oo +
| 25 | Hi ghTenperature | |
S o o m e e e e e e e e e e aa oo +
| 26 | Artifact | |
R o e e e oo o e e e e e e e e e e e o m o +
| 27 | Autononous | |
I | System I I
Fomm o - o e e oo o m e e e e e e i e e ee oo +
| 28 | Directory | |
Fom e e - - o e e e e oo - o m e e e e e e e e e +
| 29 | Dormai n Name | |
+o-m - - o e e e e oo T +
| 30 | Email Address | |
Fomm o - o e e oo o m e e e e e e i e e ee oo +
| 31 | Email Message | |
Fom e e - - o e e e e oo - o m e e e e e e e e e +
| 32 | File | |
+o-m - - o e e e e oo T +
| 33 | I'Pv4 Address | |
Fomm o - o e e oo o m e e e e e e i e e ee oo +
| 34 | I'Pv6 Address | |
Fom e e - - o e e e e oo - o m e e e e e e e e e +
| 35 | Mt ex | |
+o-m - - o e e e e oo T +
| 36 | Network Traffic | |
Fomm o - o e e oo o m e e e e e e i e e ee oo +
| 37 | Process | |
Fom e e - - o e e e e oo - o m e e e e e e e e e +
| 38 | URL | |
+o-m - - o e e e e oo T +
| 39 | User Account | |
Fomm o - o e e oo o m e e e e e e i e e ee oo +
| 40 | W ndows | |
| | Registry Key | |
R o e e e oo o e e e e e e e e e e e o m o +
| 41 | X509 | |
| | Certificate | |
Fomm o - o e e oo o m e e e e e e i e e ee oo +
42 ext - val ue A val ue used to indicate that

I I
| this attribute is extended and
| the actual value is provided |
| using the corresponding ext-* |
| attribute. (see Section 4.1.1) |
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Table 9: Vector categories

ext - Cat egory

Optional. A nmeans by which to extend the Category attribute.
(see Section 4.1.1)

Nane

Optional. Name of the detected vector or "Unknown".

Pl ease note that this name does not need to be uni que across
vect ors.

Not e
Optional. Free text human-readabl e additional note for this
vect or.

T
Optional. Threat Intelligence data about the vector.

Values in this list MJST use the format "attribute:origin", where
"attribute" refers to the attribute inside this vector found
inside a Threat Intelligence database, and "origin" contains a
short identifier for the Threat Intelligence database. E. g.
"Nane: FBI - Vant ed" .

Pl ease note that the sane attribute may appear nultiple tines
inside the list (because a match was found in nultiple Threat
Intelligence databases).

Ceolocation

Optional. GPS coordinates for the vector.

GeoRadi us
Optional. Estinmated radius around the provided geol ocation in
met ers.

This attribute can be interpreted as an error margin related to
the detection of this vector.

UnLocat i on

Optional. Standard UN Locode for the vector.

Locati on
Optional. Internal name for the |ocation of the vector.
At t achment
Optional. ldentifiers for attachnents related to this vector.
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Each identifier listed here MUST match the "Nanme" attribute for
one of the attachnents described using the Attachnment class
(Section 5.8).

The Attachnment d ass

The Attachnent class contains additional data which was captured in
relation with the event.

oo e e e e e e i oo oo oo +
| At t achnent |
. +
| ID Nare |
| STRI NG Fi | eNare |
| HASH ] Hash |
| I'NT Si ze |
| URIT] Ref |
| URIT] Ext er nal UR |
| STRI NG Not e |
| MEDI ATYPE Content Type |
| STRI NG Cont ent Encodi ng |
| STRI NG Cont ent |
e +

Fi gure 10: The Attachment cl ass
The Attachment class has the follow ng attributes:

Name
Mandatory. A unique identifier among attachnents that can be used
to reference this attachment from other classes using the
"Attachment” attribute.

Fi | eNarne
Optional. Attachnent fil enane.

This will usually be the original name of the captured file or the
nane of the file containing the captured content (e.g. a packet
capture file).

Hash
Optional. A list of hash results for the attachnent’s Content.
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The values in this list are conputed by taking the raw val ue of
the attachment’s "Content"” attribute. The hash result is conputed
before any other transformation (e.g. Base64 encoding) is applied
to the content, so that a receiving | DVEF system may reverse the
transformation, apply the sanme hashing function and obtain the
sane hash result. See also the definition for the

" Cont ent Encodi ng" attribute bel ow

It is RECOVWENDED that conpatibl e inplenentati ons use one of the
hashi ng functions fromthe SHA-2 [ RFC6234] or SHA-3
[Nl ST. FIPS. 202] famlies to conpute the hash results in this list.

Si ze
Optional. Length of the content (in bytes).

Thi s val ue MJST be a non-negative integer

Ref
Optional. References to sources of information related to the
alert and/or vulnerability, and specific to this attachnent.

Ext er nal UR
Optional. |If the attachnent’s content is avail able and/or
recogni zabl e froman external resource, this is the URI (usually a
URL) to that resource.

This MAY also be a URN in a registered or unregi stered ad-hoc
nanespace bearing reasonabl e informati on val ue and uni queness,
such as "urn: mhr: 55eaf 7ef f adc07f 866dleaed9c64e7ee49f e081la" or
"magnet : ?xt =ur n: shal: YNCKHTQCWBTRNJI VAVWNAES2SJ UQCZO6C" .

Not e
Optional. Free text human-readabl e additional note for this
attachnent.

Cont ent Type
Optional. Internet Media Type of the attachnent.

For compatibility reasons, inplenmentations SHOULD prefer one of
the well-known nedia types registered in | ANA .

Cont ent Encodi ng
Optional. Content encoding.

The foll owi ng encodings are defined in this version of the
speci fication:
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9

* "json": The content refers to a JSON object which has been
serialized to a string using the serialization procedure
defined in [ RFC8259].

* "base64": The content has been serialized using the Base64
encodi ng defined in [ RFC4648].

The "base64" encodi ng SHOULD be used when the content contains

binary data. |If omtted, the "json" encodi ng MIST be assuned.
Cont ent
Optional. The attachnment’s content, in case it is directly

enbedded i nsi de the nessage.

For large attachments, it is RECOMMENDED that inplenentations nake
use of the "External URI" attribute to refererence a copy of the
content saved in an external storage mechani sm

The JavaScript Object Notation Serialization Method

This serialization nethod ainms to convert |DVEFv2 nessages to a
format that is easy to parse and process, both by software/hardware
processors, as well as humans. It relies on the the JavaScri pt
oj ect Notation (JSON) Data Interchange Format defined in [ RFC8259].

Conform ng inplementations MIST inplenment all the requirenents
specified in [ RFC8259].

In addition, the follow ng rules MIST be observed when serializing an
| DVEFV2 nmessage

* The top-level Alert class (Section 4.2) is represented as a JSON
object ([RFC8259]). This JSON object is returned to the calling
process at the end of the serialization process.

* Aggregate classes are represented as JSON objects and stored as
menbers of the top-level JSON object, using the same name as in
the | DVEF data nodel. E.g. the appears under the nane "Anal yzer"
inside the top-level JSON object.

* Attributes are stored as nenbers of the JSON object representing
the class they belong to, using the same nanme as in the | DVEF data
model . E.g. the "Version" attribute fromthe is stored under the
nane "Version" inside the top-level JSON object.
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* Lists fromthe |DVEF data nodel are represented as JSON arrays
([RFC8259]). This also applies to aggregate classes where a |ist
is expected. E.g. the "Sensor"” nenber inside the top-level JSON
obj ect contains a list of objects, where each object represents an
i nstance of the .

* The various string-based data types listed in Section 3 are
represented as JSON strings ([RFC8259]). Please note that the
i ssues outlined in [ RFC8259] regarding strings processing al so
apply here.

* | DMEF attributes with the "NUMBER' data type are represented as
JSON nunbers ([ RFC8259]).

5.10. Attributes conpl eteness

The next table shows when each attributes is required dependi ng on
it's Type: physical, cyber or availability.

Legend:

* R REQUI RED

* r: Recommanded
* 0: Optional

* NA: Not Applicable

[ oo sl g bt Chje e peet Cjej e peje g
| Attributes | Type | Phy | Cyb | Avail |
B s s sl el ool el Cje oo
| Alert | | | | |
‘o4 oo 4 -4 -4 -=—=—==—==+4
| Version | String | R | R | R |
I i I I I I i I +----- +----- F------- +
| 1D | UUI D | R | R | R |
R I ] L I I I +----- +----- F--- - +
| OrganisationName | String | o | o | o |
I I I I +----- +----- +------- +
| OrganisationlD | String | o | o | o |
I i I I I I i I +----- +----- F------- +
| EntityNane | String | o | o | o |
R I ] L I I I +----- +----- F--- - +
| EntitylD | String | o | o | o |
I I I I +----- +----- +------- +
| Category | Array of ENUM | r | r | r |
I i I I I I i I +----- +----- F------- +
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r

I
Y g s g i

r

ENUM

Cause

String

Descri ption

T

A

ENUM

St at us

ENUM

Priority

o g g s S

|
+

o]

o]

T

Nunber

Confi dence

String

Not e

e

R

R

R

Y g S e S

Ti mest anp

Creat eTi ne

|
+

r

r

Ti mest anp
T T T

StartTi ne

(]

I | o |
e

Ti mest anp

CeaseTi ne

(0]

(0]

Y g S e S

Ti mest anp

Del et eTi me

o]

(0]
T

Array of String |

Al t Nanes

(]

Array of String |
T T Lt SNyt

Al t Cat egory

(0]

Y g S s S

Array of UR

Ref

o]

T

Array of UU D

Correl I D

(]

0
e

Array of String |

Aggr Condi tion

(0]

Y g S s S

Array of UU D

Predl D

o]

T

Array of UU D

Rel I D

Table 10: Attributes conpletness - Alert
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Phy | Cyb | Avail |
[} e ————— L——— ——— Cj—p—————r

Attributes | Type

+

R

R

R |
g Pttty bty p iy ey

Cl ass |

Anal yzer

+

R

R

R
o e e e e e e e e oo+

| PAddr ess

I P

R

R

R

String

I
e

Name

I
+

o e e e e e e e e e+

r

String

Host nane

I
S

ENUM

Type

String

Model

S

R

R

R
S

| Array of ENUM |

Cat egory

R

R
o e et m e e e+

Array of ENUM |

Dat a

R

R
e

Array of ENUM |

Met hod

(0]

(0]

S

r

CeolLocati on

GeoLocation |

(o]

(o]

0
o e e e e e e e e oo+

UN/ LOCCDE

UnLocati on

String

Locati on
T T e YR

Table 11: Attributes conpl etness - Anal yzer
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Table 12: Attributes conpl et ness -

| DVEFV2

[ oo st e
| Type | Phy
+===——=—=——=—=————————4=——=—==
| Array of Cass | o
ey Jfe et
| | PAddress | R

I I I +-----
| String | R

Fom e - - - - +-----
| String | r

I e I ] +-----
| String | R

I I I +-----
| UN LOCODE | o

Fom e - - - - +-----
| String | o

I e I ] +-----
| String | o

I I I +-----

Expires 3 Cctober 2025
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Cyb | Avail
——=—=——+4=——===—==
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—————+4=-————c—=c=
R | R
..... B,
R | R
_____ oo oo o -
r | r
_____ oo oo -
R | R
..... B,
0 | o
_____ oo oo o -
0 | o
_____ oo oo -
0 | o
..... B,
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Attri butes

Avai |

[} et ——— L ————————————————————— L ——_ Ll—p———r Ljp—p—(—(———r

Phy | Cyb |

Type

e e e o e e e

Array of O ass

Sour ce

NA

0
e

(o]

UN/ LOCCDE

UnLocati on

NA

0

0

String

Locati on |
T T T T e S

NA

(0]

NA

CeolLocati on

GeoLocation | |
T T T o o

(o]

e

(o]

(o]

String

Not e

Array of String

Tl

e

NA

r

NA

| PAddr ess

I P |
S S

NA

e

r

NA

String

Host nane

NA

0

NA

String

User

I
e

NA

(0]

NA

String

Emai |

I
S

NA

0
e

NA

Array of Protocol Nanme |

Pr ot ocol

NA

0

NA

Array of Port

Por t |
T T T T e S

NA

o}
S

| Array of AttachmentNane | NA

At t achnent

Sour ce

Table 13: Attributes conpl et ness -
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Attri butes

Avai |

[} et ——— L ————————————————————— L ——_ Ll—p———r Ljp—p—(—(———r

Phy | Cyb |

Type

R

R

(0]

e e e o e e e

Array of O ass

Tar get

(o]

(o]

(o]

e

UN/ LOCCDE

UnLocati on

I
+

0

0

r

e

String

Locati on

(0]

(0]

(0]

S S

CeolLocati on

GeoLocation |

(o]

(o]

(o]

e

String

Not e

| R I

r

0

e

| PAddr ess

I P

I
+

r

r

(0]

e

String

Host nane

r

(o]

NA

e

String

Servi ce

NA

0

I
e

NA

String

User

NA

(0]

I
S

NA

String

Emai |

(o]

(o]

NA

e

Array of Port

Port

NA

Array of Attachment Nane |
T T T e T

At t achnent

Table 14: Attributes conpl etness - Target
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Attri butes
[ bbbl e s s b sl St *j b el e et 0}

Cyb | Avail

Phy |

Type

Array of O ass

Vect or

F =t ——————————————d—————t—————t———————+

NA

R

R

| Array of ENUM

Cat egory
T T T O e

NA

0

Array of String

TI |
e

NA

NA

(0]

String

Name

I
S

NA

NA

(o]

ENUM

Si ze
T T T O e

NA

NA

UN/ LOCCODE

UnLocat i on |
T T T T e S

NA

NA

(0]

CeolLocati on

GeoLocation | |
T T T o o

NA

NA

(o]

Nunber

CGeoRadi us

e

NA

NA

r

String

Locati on |
T T T T e S

NA

NA

(0]

String

Not e

I
S

(o]

(o]

Array of Attachment Nane |

At t achnent
TS T T LI et Y

Tabl e 15: Attributes compl etness - Vector
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B ool e bl b pe s peje s p e o}
| Attributes | Type | Phy | Cyb | Avail |
[ oo ey s g pn b pent e pj s pajet o
| Attachnent | Array of dass | o | o | o |
[ Qe ety g —p——_—_——— p—pj——j—"  f——_——— j{—p——_———
| Nane | String | R | R | R |
I I Fo-m - Fo-m - I +
| Fil eNane | String | o | o | o |
o o R Spp—— R Spp—— R +
| Hash | Array of Hashes | r | r | r |
I Py S e S e S +
| Size | Nurber | r | r | r |
I I Fo-m - Fo-m - I +
| Ref | Array of URI | o | o | o |
o oo R Spp—— R Spp—— R +
| External URI | Array of UR | o | o | o |
I Py S e S e S +
| Note | String | o | o | o |
I I Fo-m - Fo-m - I +
| Content Type | Medi aType | o | o | o |
oo e R Spp—— R Spp—— R +
| ContentEncoding | String | r | r | r |
Iy Iy S e S e S +
| Content | String | o | o | o |
I I Fo-m - Fo-m - I +

S ettty ety Py Py el
| Attributes | Type | Phy | Cyb | Avail |
[ b s ey b b e pe e pen e pej o pje e o}
| Nare | String| R | R | R |
[ ety ety oo fems ety e fumsfesfenty e el
| Reference | String | r | r | r |
I F-------- +----- +----- +------- +
| Content | String| R | R | R |
I I +----- +----- +----- - +

Table 17: Attributes conpl et ness
6. Security Considerations

Thi s docunent describes a data representation for exchanging
security-related informati on between incident detection system

i npl ementations. Although there are no security concerns directly
applicable to the format of this data, the data itself may contain
security-sensitive informati on whose confidentiality, integrity, and/
or availability my need to be protected.

Lehmann Expires 3 Cctober 2025 [ Page 59]



I nternet-Draft | DVEFV2 April 2025

Thi s suggests that the systenms used to collect, transmt, process,
and store this data should be protected agai nst unauthorized use and
that the data itself should be protected agai nst unauthorized access.

The underlyi ng nmessagi ng format and protocol used to exchange
i nstances of the | DMEF MJST provide appropriate guarantees of
confidentiality, integrity, and authenticity. The use of a
standardi zed security protocol is encouraged.

The draft-1ehmann-idmefv2-https-transport-01.txt docunent defines the
transportation of |DVEF over HITPs that provides such security.

7. | ANA Consi derati ons

Thi s docunent creates 10 identically structured registries to be
managed by | ANA

* Nanme of the registry group: "Incident Detection Message Exchange
Format v2 (| DVEF)"

* URL of the registry: <http://ww.iana.org/assignnments/idmefv2>
*  Nanespace format: A registry entry consists of:

- Rank. A uniqg integer for this namespace. Range starts at O
and ends at the length of this list. The maxi num|ength of
this list is 255.

- Keyword. A keyword for a given IDVEF attribute. It MJST
conformto the formatting specified by the | DVEF "ENUM' data
type (Section 3.3.1).

- Description. A short description of the enunerated keyword.

- Reference. An optional list of URIs to further describe the
val ue.

* Allocation policy: Expert Review per [RFC8126]. This reviewer
will ensure that the requested registry entry conforms to the
prescribed formatting. The reviewer will also ensure that the
entry is an appropriate value for the attribute per the
i nformati on nodel (Section 5).

The registries to be created are naned in the "Registry Nane" col um
of Table 18. Each registry is initially populated w th ranks,
keywor ds and descriptions that cone froman attribute specified in
the | DVEF nodel (Section 5). The initial Ranks, Keywords and
Description fields of a given registry are listed in "Initial
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Val ues”. The "Initial Values" colum points to a table in this
docunent that |ists and describes each enunerated keyword. Each
enunerated keyword in the table gets a corresponding entry in a given
registry. The initial value of the Reference field of every registry
entry descri bed bel ow should be this docunent.

| Registry Nane | I'nitial Values |
B oo oo s s oo oo e
| Alert-Category | Table 1 (Alert class (Section 5.2)) |
o o m o oo +
| Alert-Cause | Table 2 (Alert class (Section 5.2)) |
Fom e Fomm e e e eiaooo- +
| Alert-Priority | Table 4 (Alert class (Section 5.2)) |
o e e e o oo e m e e e e e e e e e e e e e e e e e ma o - +
| Alert-Status | Table 3 (Alert class (Section 5.2)) |
Fom e o m o oo +
| Analyzer-Category | Table 6 (Alert class (Section 5.2)) |
Fom oo Fomm e e e eiaooo- +
| Anal yzer-Data | Table 7 (Analyzer class (Section 5.3)) |
o e e e o oo e m e e e e e e e e e e e e e e e e e ma o - +
| Anal ayzer-Method | Table 8 (Analyzer class (Section 5.3)) |
Fom oo ot o oo +
| Anal yzer-Type | Table 5 (Analyzer class (Section 5.3)) |
Fom e Fomm e e e oia—oo- +
| Vector-Category | Table 9 (Vector (Section 5.7)) |
o e e e o oo e m e e e e e e e e e e e e e e e e e ma o - +

Tabl e 18: | ANA Enunerated Val ue Registries
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Appendi x A.  Exanpl es

This section contains several examples of events/incidents which may
be described using the | DVEF Data Mdel defined in.

For each exanple, the serialization nethod listed in Section 5 was
used on the original |DVEF nmessage to produce a JSON representation.

A. 1. Physical

i ntrusion

Listing 1 describes an incident where an unidentified man was
detected on conpany preni ses near the buil ding where server roomA is

| ocat ed.
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{
"Version": "2.D. VOX",
"1 D': "819df 7bc- 35ef - 40d8- bbee-1901117370b1",
"Description": "Potential intruder detected",
"Priority": "Low',
"Status": "lIncident",
"Cause": "Malicious",
"CreateTine": "2021-05-10T16:52:13. 075994+00: 00",
"StartTi ne": "2021-05-10T16: 52: 13+00: 00",
"Category": [
"Intrusion.Burglary"
1,
"Anal yzer": {
"Name": "BigBrother",
"Host name": "bb. acne. cont,
"Type": "Physical",
"Model ": "Big Brother v42",
"Category": [
"HAR',
" ERC
"Data": |
"1 mages"
1,
"Met hod": [
"Movenent ",
"Bi onetric",
e
1,
"IP*: "192.0.2.1"
b,
"Sensor": |
{
"IP': "192.0.2.2",
"Nanme": "Canera #23",
"Model ": "Super Duper Canera v1",
"Location": "Hallway to server room Al"
}
],
"Source": |
"Note": "Black Organi zation, aka. APT 4869"
}
],
"Vector": [
{

"Category": ["Man"],
"TI": ["Name: FBI - Want ed"] ,
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}
A 2.

"Name": "John Doe",

"Not e": "Codenane Vodka, known henchman for APT 4869",
"Location": "Hallway to server room Al",

"Attachment": ["picOl", "wanted"]

}
1,
"Attachment": [
{
"Name": "wanted",
"Fil eName": "fbi-wanted-poster.jpg",
"Size": 1234567,
"Ref": ["https://ww. fbi.gov/wanted/topten"],
"Cont ent Type": "inage/jpg",
"Cont ent Encodi ng": "base64",
"Content": "..."
H
{
"Nanme": "picO0l",
"Note": "Hi-res picture showi ng John Doe near server room Al",
"External URI": ["ftps://192.0.2.1/canR3/20210510165211. | pg"],
"Cont ent Type": "inmage/jpg"
}
]

Cyberatt ack

Listing 2 describes an incident related to a potential bruteforce
attack agai nst the "root" user account of the server at 192.0.2.2 and
2001: db8: : / 32.

{

"Version": "2.D. VOX',
"I D': "819df 7bc- 35ef - 40d8- bbee-1901117370b2",
"Description": "Potential bruteforce attack on root user account",
"Priority": "Mediunt,
"CreateTine": "2021-05-10T16: 55: 29. 196408+00: 00",
"StartTi me": "2021-05-10T16: 55: 29+00: 00",
"Category": [
"Attenpt. Login"

] i)
"Anal yzer": {
"Name": "SI EM',
"Host name": "siem acne. cont',
"Type": "Cyber",
"Model ": "Concerto SIEM 5. 2",
"Category": |
"SI EM',
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" LoG
],
"Data": |
"Log"
1,
"Met hod": [
"Nbni tor",
" Si gnat ure"
!,
"IP': "192.0.2.1"
b
"Sensor": |
{
"IP': "192.0.2.5",
"Name": "syslog",
"Host nane": "www. acne. com',
"Model ": "rsyslog 8.2110",
"Location": "Server room Al, rack 10"
}
],
"Target": [
{
"IP': "192.0.2.2",
"Host nane": "www. acne. com',
"Location": "Server room Al, rack 10",
"User": "root"
b,
{
"I P': "2001:db8::/32",
"Host nane": "www. acne. com',
"Location": "Server room Al, rack 10",
"User": "root"
}
]

}

A. 3. Server outage
Listing 3 describes an incident where the webserver at

"www. exanpl e. com encountered sone kind of failure condition
resulting in an outage.
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}

A 4.

Li sting 4 describes a conbined incident
correlation of the previous physical,

April 2025

"Version": "2.D. VOX',
"1 D': "819df 7bc- 35ef - 40d8- bbee-1901117370b3",
"Description": "A server did not reply to an | CMP ping request"”,
"Priority": "Mediunt,
"Status": "lncident",
"Cause": "Unknown",
"CreateTine": "2021-05-10T16:59: 11. 875209+00: 00",
"StartTime": "2021-05-10T16:59:11. 875209+00: 00",
"Category": |
"Avail ability. Qutage"
1,
"Anal yzer": {
"Nanme": "NWVS",
"Host name": "nns. exanpl e. cont',
"Type": "Availability",
"Model ": "Concerto NWMS 5.2",
"Category": |
" NVB"
],
"Data": |
" Net wor k"
1,
"Met hod": [
"Moni tor"
],
"IP*: "192.0.2.1"
b
"Target": [
{
"IP*: "192.168.1.2",
"Host name": "www. acne. comt',
"Service": "website",
"Location": "Server roomAl, rack 10"
}
]
Conbi ned i nci dent

i nci dent s.
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"Version": "2.D. VOX",
"I D': "819df 7bc- 35ef - 40d8- bbee-1901117370b4",
"Description": "Intrusion and Sabot age detected",
"Prioriy": "High",
"Status": "lIncident",
"Cause": "Malicious",
"CreateTime": "2021-05-10T16:59: 15. 075994+00: 00",
"StartTi me": "2021-05-10T16: 52: 11+00: 00",
"Category": [
"Intrusion.Burglary",
"Attenpt.Login",
"I ntrusi on. SysConproni se",
"Avail ability. Qut age",
"Avail ability. Sabot age",
"Availability. Failure"
1,
"Correl I D":
" 819df 7bc- 35ef - 40d8- bbee- 1901117370b1",
" 819df 7bc- 35ef - 40d8- bbee- 1901117370b2",
" 819df 7bc- 35ef - 40d8- bbee- 1901117370b3"

]

alyzer": {
"Nanme": "Correlator”,
"Hostnane": "correl ator.acne. cont,
"Type": " Conbi ned",
"Mbdel ": "Concerto Hybrid Correlator v5.2",
"Category": [
1,
"Data": [
"Alert"

"Met hod": [
"Correl ation"
]

" pP': "192.0.2.1"
}

urce": [

"Note": "Black Organi zation, aka. APT 4869"
}

ector": |
{
"Category": ["Man"],
"TI": ["Name: FBI - Want ed"] ,
"Nanme": "John Doe",
"Not e": "Codenane Vodka, known henchman for APT 4869",

]
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"Size": "Mediunt

}
!,
"Target": [
"Location": "Server room Al"
b,
{
"I P': "192.0.2.2",
"Host nane": "www. acne. com',
"User": "root"
b,
{
"I P "192.0.2.2",
"Host nane": "www. acme. com',
"Service": "website"
}

]
}

Appendi x B. JSON Val i dati on Schema ( Non-normative)

Listing 5 contains a JSON Scherma that can be used to validate
i ncom ng | DMEF nessages prior to processing. Please note that
extraneous |inebreaks have been included due to formatting
constraints

{

"description": "JSON schema for the Intrusion Detection Message Exchange Format (|
DVEF) version 2 (revision 2.D.V04)",

"properties": {

"Version": {
"description": "The version of the IDVEF format in use by this alert. Duri

ng the drafts tuning period the version is equal to the draft version. Therefore it is \"
2.D.VOX\" for Draft VOX ",

"enum': [
" 2. D. V04"
]
}
"D {
"description": "Unique identifier for the alert.",
"$ref": "#/definitions/uuidType"
}

gani sati onName": ({

"description": "Corporate/Main Ofice O ganisation Nane Useful if alerts a
re sent to a nmulti-organisation incident detection system Exanple: ACME Corporation”,
"type": "string"

"Organisationld": {

"description": "Corporate/Main Ofice O ganisation ID. Were possible offi
cial organisation |ID manage by national authority. Useful if alerts are sent to a nulti-o
rgani sati on incident detection system This ID has to be chosen dependi ng on the overal
detection perineter and the nature of the nonitored organisation (Private/Public, Comerc
ial, International, etc.) Exanples: Organisationld in France could be SIREN, in England c
ould be CR Germany coul d be Handel sregi sternumrer, Spain could be CIF, Italia could be P
artita IVA, USA could be EIN, etc. Commercial Oganisationld in Europe could be V.AT ID

3

"type": "string"
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"EntityNane": ({

"description": "Entity Name, nonitored by the organisation, where the inc
dent occurred. Could be a town, region or country name or an internal name. Could also be
the nanme of a client for a MSSP centralizing it's client incidents in a single system D
0 not repeat the organisation nane in the EntityNane Exanple : \n- ACVE HeadQuaters is |l o
cated in Paris France and has a local office in India\n- If the incident occurred in the
|l ocal office : \"OrganisationNanme\" : \" ACME\" , \"EntityName\" : \"India\"\n- If the in
cident occurred in the headquaters : \"OrganisationNane\" : \"ACVE\", \"EntityNane\" : \"
Headquaters\" (or \"Paris\")",

"type": "string"

}
"Entityld": {
"description": "Entity ID, nonitored by the organi sation, where the incide
nt occurred. Useful if organisation and entity are not directly linked, like a client and
a MsSP. ",
"type": "string"
"Category": {

"description": "The incident’s category & subcategory as listed in using t
he format \"category.subcategory\" (e.g. \"Attenpt.Exploit\").",
"type": "array",
"itens":
"$ref": "#/ definitions/categoryEnunt
}

} i)
"ext-Category": {
"description": "A means by which to extend the Category attribute. (see )"

"type": "string"

"Cause": {

"description": "Alert cause. The cause can be nodified by any anal yser on
the way of the alert and |later by the operator and/or the analyst if new investigation re
veal s and confirnms a different cause of the event.",

"$ref": "#/definitions/causeEnunt

}

"Description": {

"description": "Short free text human-readabl e description of the event. T
he description can add detail to the alert classification for easiest/faster comprehensio
n by the operator. Exanple : * Cryptoware WannaCry bl ocked on pegasus server * Unknown pe
rson entering through east doorway",

"type": "string"

}
"Status": {
"description": "Event state in the overall event lifecycle.",
"$ref”: "#/definitions/statusEnunt
}
"Priority": {
"description': "Priority of the alert. Priority is defined by conbining im

pact and urgency. It indicates how fast the incident should be taken care of. Inpact defi

nes the enormty of the situation and nostly deals with \u201lcHow Many\u201d or \u20lchow
much\ u201d question. It can be in terns of people, finances, systens, etc. How many peop
| e and/ or systens inpacted, how badly are they inpacted (is there potential physical inpa
ct ?) , how much financial |oss, severity of legal liabilities,... Inpact could be consid
ered equivalent to \"Severity\". Urgency is associated with time. The tine it takes to ha
ve the perceived Inpact. For exanple, a high inmpact incident may have | ow urgency if the

impact will not affect the business until the end of the financial year.",

"$ref": "#/definitions/priorityEnunt
}

"Confidence": {
"description": "A floating-point value between 0 and 1 indicating the ana
yzer’'s confidence in its own reliability of this particular detection, where 0 neans that



the detection is surely incorrect while 1 neans there is no doubt about the detection ma
de. ",
"type": "number"
}
"Note": {
"description": "Free text human-readabl e additional note, possibly a |onge
r description of the incident if is not already obvious. The Note attribute can be used t
0 store any additional information. It can be additional information about the event and/
or about the incident resolution, although the incident resolution information should in
principle be stored el sewhere (with a link with the external tool in A tNanes)",
"type": "string"

"breateTinE": {
"description": "Tinmestanp indicating when the nessage was created.",
"$ref": "#/definitions/tinmestanpType"

}

"StartTime": {
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"description": "Tinmestanp indicating the deduced start of the event. Start
Time can be later than CreateTime in case or Alerts created fromforecast information (e
g. Snow Stormin two days staring at 10h00)",

"$ref": "#/definitions/tinmestanpType"

}1

"EndTi me": {
"description": "Timestanp indicating the deduced end of the event.",
"$ref": "#/definitions/tinmestanpType"

}1

"Al t Names": ({
"description": "Alternative identifiers; strings which help pair the event

to internal systens’ information (for exanple ticket IDs inside a request tracking syste
ITB).",
"type": "array",
"itenms": {
"type": "string"

},
"Alt Category": {
"description": "Alternate categories froma reference other than (e.g. MS

P, MTRE ATT@XK or another proprietary/internal reference).",

"type": "array",

"itens": {

"type": "string"
}
}

"Ref": {

"description": "References to sources of information related to the alert
and/ or vulnerability, and specific to this alert. This MAY be a URL to additional info, o
r a UNin a registered or unregi stered ad-hoc nanespace bearing reasonable information v
al ue and uni queness, such as \"urn:cve: CVE-2013-2266\".",

"type": "array",

"itenms": {
"type": "string",
“format": "uri"
}
}
"Correl I D": {
"description": "ldentifiers for the messages which were used as informatio

n sources to create this nessage, in case the nessage has been created based on correl ati
on/ anal ysi s/ deducti on from other nmessages.",
"type": "array",
"itens":
"$ref": "#/definitions/uui dType"
}

ggr Condi tion": {

"description": "Alist of IDVEF fields used to aggregate events. The val ue
s for these fields will be the same in all aggregated events. This attribute should nostl
y be set by intermediary nodes, which detect duplicates, or aggregate events, spanning mu
Itiple detection windows, into a |onger one. The \"StartTinme\" and \"EndTinme\" attributes
are used in conjunction with this attribute to describe the aggregati on wi ndow. ",
"type": "array",
"items": {

"type": "string"

}

"PredlD": {
"description": "Alist containing the identifiers of previous nessages whi
ch are obsol eted by this nessage. The obsoleted al erts SHOULD NOT be used anynore. This f
ield can be used to \"update\" an alert.",
"type": "array",



"items": {
"$ref": "#/ definitions/uuidType"
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}
}
"Rel ID": {
"description": "Alist containing the identifiers of other nessages relate
d to this nessage. ",
"type": "array",
"itens":
"$ref": "#/definitions/uui dType"
}

alyzer": {
"type": "object",
"items": {
"description": "The Anal yzer class describes the modul e that has analy
zed the data captured by the sensors, identified an event of interest and decided to crea
te an alert.",

}

"properties": {

IR {
"description": "Analyzer |IP address.",
"$ref": "#/definitions/ipType"
} ]
"Nanme": {
"description": "Nane of the analyzer, which nust be reasonably
uni que, however still bear sonme neani ngful sense. This attribute usually denotes the hie

rarchy of organizational units the detector belongs to and its own nanme. It MAY al so be u
sed to distinguish nultiple analyzers running with the same | P address.",
"type": "string"

"Host name": {
"description": "Hostnane of this analyzer. SHOULD be a fully-q
ualified domain nanme.",
"type": "string"

} ]
"Model ": {
"description": "Analyzer nodel description (usually its generi

¢ name, brand and version).",
"type": "string"

"Type": {
"description": "Analyzer type.",
"type": "array",
"items": {
"$ref": "#/definitions/analyzer TypeEnunt
}
H
"Category": {
"description": "Analyzer categories.",
"type": "array",
"items": {
"$ref": "#/definitions/analyzerCategoryEnunt
}
}

"ext-Category": {
"description": "A nmeans by which to extend the Category attrib
ute. (see )",
"type": "string"
3
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"Data": {
"description": "Type of data anal yzed during the detection.",
"type": "array",
"itens":
"$ref": "#/ definitions/anal yzer Dat aEnunt
}

}1
"ext-Data": {
"description": "A nmeans by which to extend the Data attribute.

(see )",
"type": "string"
}
"Met hod": {
"description": "Detection method.",
"type": "array",
"itens":

"$ref": "#/ definitions/anal yzer Met hodEnunt
}

},
"ext-Method": {
"description": "A means by which to extend the Method attri but
e. (see )",
"type": "string"

" beoLocati on": {
"description": "GPS coordinates for the anal yzer.",
"$ref": "#/ definitions/geol ocType"

}1

"UnLocation": {
"description": "Standard UN Locode for the analyzer.",
"$ref": "#/ definitions/unlocodeType"

}

Location": {
"description": "Internal nane for the l|ocation of the analyzer

"type": "string"

}

" ddi tional Properties”: false,
"type": "object",
"required": [

"1 P,
" Name"
]
}
}
"Sensor": {
"type": "array",
"items": {
"description": "The Sensor class describes the nodule that captured th

e data before sending it to an anal yzer. The Sensor may be a subpart of the Analyzer.",
"properties": {
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IIIPII: {
"description": "The sensor’s |IP address.",
"$ref": "#/definitions/ipType"
}1
"Name": {
"description": "Nanme of the sensor, which nust be reasonably u
ni que, however still bear sone neani ngful sense. This attribute usually denotes the hiera

rchy of organi zational units the sensor belongs to and its own name. It MAY al so be used
to distinguish multiple sensors running with the same | P address.”,
“"type": "string"
1
"Host name": {

"description": "The sensor’s hostname. This SHOULD be a fully
qual i fied domai n nane, but nay not conform exactly because values extracted fromlogs, ne
ssages, DNS, etc. may thensel ves be malformed. An enpty string MAY be used to explicitly
state that this value was inquired but not found (missing DNS entry).",

"type": "string"

}
"Model ": {
"description": "The sensor nodel’s description (usually its ge
neri c name, brand and version).",
"type": "string"

"onLocation": {
"description": "GPS coordinates for the analyzerr.",
"$ref": "#/ definitions/geol ocType"

}1
"UnLocation": {
"description": "Standard UN Locode for the sensor.",
"$ref": "#/ definitions/unl ocodeType"
}1
"Location": {
"description": "Internal nane for the |ocation of the sensor.”
"type": "string"
}

pt ureZone": {

"description": "A string that describes the \"capture zone\" o
f the sensor, as a JSON-serialized string. Depending on the type of sensor, the capture z
one may for instance refer to: \n- A JSON object describing a canmera’s settings (elevatio
n, horizontal and vertical field of view, azimuth, etc.)\n- A description of the IP netwo
rk where packet capture is taking place.",
"type": "string"

}

,dditionaIProperties": fal se,
"type": "object",
"required": |

"1 P,
" Name"
]
}
}
"Source": {
"type": "array",
"items": {
"description": "The Source class describes the origin(s) of the event(

s) leading up to the alert.",
"properties": {
III P": {
"description": "Source |P address.",
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"$ref": "#/definitions/ipType"
}

Host name": ({

"description": "Hostnane of this source. This SHOULD be a ful
y qualified domain nane, but nmay not conform exactly because val ues extracted from|l ogs,
messages, DNS, etc. nay thensel ves be nal fornmed. An enpty string MAY be used to explicit
y state that this value was inquired but not found (missing DNS entry).",
"type": "string"

"Noter:

"description": "Free text human-readabl e additional note for t
his source.",

Iltypell: n Stri r1gll

"TI {

"description": "Threat Intelligence data about the source. Va
ues in this list MIST use the fornmat \"attribute:origin\", where \"attribute\" refers to
the attribute inside this source found inside a Threat Intelligence database, and \"ori gi
n\" contains a short identifier for the Threat Intelligence database. E.g. \"IP:Dshield\"

Pl ease note that the sane attribute nay appear nultiple times inside the list (because
a match was found in rmultiple Threat Intelligence databases).",
"type": "array",
"itens": {
"type": "string"

}

}

"User": {
"description": "User ID or login responsible for the alert.",
"type": "string"

"Email " {

"description": "Email address responsible for the alert. E.g.
the value of the \"Reply-To\" or \"From" header inside a phishing e-mail.",
"type": "string",

“format": “"email"
} i)
"Protocol": {
"description": "Protocols related to connections fromto this

source. If several protocols are stacked, they MJST be ordered fromthe | owest (the close
st to the nmedium) to the highest (the closest to the application) according to the |1SQO Os
I nodel . ",

"type": "array",

"itens":
"$ref": "#/definitions/protocol Type"
}
1
"Port": {
"description": "Source ports involved in the alert. Values in

this list MJUST be integers and MJST be in the range 1-65535.",
"type": "array",

"itenms": {
"type": "integer"
}, _
"GeolLocation": {
"description": "GPS coordinates for the source.",
"$ref": "#/ definitions/geol ocType"
}1
"UnLocation": ({
"description": "Standard UN Locode for the source.”
"$ref": "#/ definitions/unlocodeType"

b
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"Location": {
"description": "Internal nane for the |ocation of the source.”

"type": "string"

"Attachment": {

"description": "ldentifiers for attachnments related to this so
urce. Each identifier listed here MUST match the \"Nane\" attribute for one of the attach
ments described using the Attachnment class .",

"type": "array",

"itenms":

"$ref": "#/definitions/attachnment NameType"

}

}

} ]

"addi tional Properties": false,
"type": "object"

}

arget": {
"type": "array",
"itens": {
"description": "The Target class describes the target(s) inpacted by t
he event(s) leading up to the alert.",
"properties": {
"IP |
"description": "Target |P address.",
"$ref": "#/definitions/ipType"

}

1
"Host name": {

"description": "Hostnane of this target. This SHOULD be a ful
y qualified domain nane, but may not conform exactly because val ues extracted from | ogs,
messages, DNS, etc. may thensel ves be mal formed. An enpty string MAY be used to explicit
y state that this value was inquired but not found (missing DNS entry).",

"type": "string"
}

"Note": {
"description": "Free text human-readabl e additional note for t
his target.",
"type": "string"
"Service": {
"description": "Service or process inpacted by the alert.",
"type": "string"
"User": {
"description": "User IDor login targeted by the alert.",
"type": "string"
"BEmai " {
"description": "Email address targeted by the alert. E.g. the
val ue of the \"To\" header inside a phishing e-mail.",
"type": "string",
"format": "email"
1
"Port": {
"description": "Target ports involved in the alert. Values in

this list MIJST be integers and MJST be in the range 1-65535.",
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ntypen: " arrayn’

"itenms": {
"type": "integer”
},
"CeolLocation": {
"description": "GPS coordinates for the target.",
"$ref": "#/ definitions/geol ocType"
}

"UnLocation": {
"description": "Standard UN Locode for the target."

"$ref": "#/definitions/unl ocodeType"
} i)
"Location": {
"description": "Internal nane for the |ocation of the target."”
, "type": "string"
}

ttachment": {

"description": "ldentifiers for attachnents related to this ta
rget. Each identifier listed here MIUST match the \"Nane\" attribute for one of the attach
ments described using the Attachnent class .",

"type": "array",
"itens": {

"$ref": "#/ definitions/attachment NameType"
}

}

,dditionaIProperties": fal se,
"type": "object"

}

}

"Vector": {
"type": "array",
"itens": {
"description": "The Vector class describes the vector(s) of the event(

s) leading up to the alert. \u2022 Nane, |ocation, description, \u2026",
"properties": {

"Category": {
"description": "Category for the detected \"vector\".",
"type": "array",
"itens": {

"$ref": "#/definitions/vectorCategoryEnunt

}

,xt—Category": {
"description": "A nmeans by which to extend the Category attrib

}

ute. (see )",
"type": "string"
}
"Name": {
"description": "Nane of the detected vector or \"Unknown\". Pl
ease note that this nane does not need to be uni que across vectors.",
"type": "string"
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}
"Note": {
"description": "Free text human-readabl e additional note for t
his vector.",
"type": "string"
"TIM: |

"description": "Threat Intelligence data about the vector. Va
ues in this list MJIST use the format \"attribute:origin\", where \"attribute\" refers to
the attribute inside this vector found inside a Threat Intelligence database, and \"origi
n\" contains a short identifier for the Threat Intelligence database. E. g. \"Nane: FBl - \an
ted\". Please note that the same attribute may appear multiple tines inside the list (bec
ause a match was found in nultiple Threat Intelligence databases).",

"type": "array",

"itenms": {

"type": "string"

}

oLocation": {
"description": "GPS coordinates for the vector.",
"$ref": "#/ definitions/geol ocType"
H
"GeoRadi us": {

"description": "Estimated radius around the provided geol ocati
on in neters. This attribute can be interpreted as an error margin related to the detecti
on of this vector.",

"type": "nunber"”

"anocation": {
"description": "Standard UN Locode for the vector."
"$ref": "#/ definitions/unlocodeType"

}

Location": {
"description": "Internal nane for the location of the vector."

"type": "string"

"Attachment": {

"description": "ldentifiers for attachments related to this ve
ctor. Each identifier listed here MUST match the \"Nanme\" attribute for one of the attach
ments described using the Attachnent class .",

"type": "array",

"itens":

"$ref": "#/definitions/attachnent NameType"

}

}

ddi tional Properties": fal se,
Iltypell: " Obj eCt "1
"required": |

" Cat egory"”
]

}

}

ttachment": {
"type": "array",
"items": {
"description": "The Attachnent class contains additional data which wa
s captured in relation with the event.",
"properties": {

}
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n l\brT.ell : {
"description": "A unique identifier anong attachnents that can
be used to reference this attachment from other classes using the \"Attachnment\" attribu
te. ",

"$ref": "#/definitions/attachnment NameType"
} 1
"Fil eName": {
"description": "Attachnent filenanme. This will usually be the

original nane of the captured file or the name of the file containing the captured conten
t (e.g. a packet capture file).",
"type": "string"

1
"Hash": {

"description": "A list of hash results for the attachnent’s Co
ntent. The values in this list are conputed by taking the raw value of the attachment’s \
"Content\" attribute. The hash result is conputed before any other transformation (e.g. B
ase64 encoding) is applied to the content, so that a receiving | DMEF system may reverse t
he transformation, apply the same hashing function and obtain the sane hash result. See a
Iso the definition for the \"Content Encoding\" attribute below It is RECOWENDED that co
nmpati bl e i npl ement ati ons use one of the hashing functions fromthe SHA-2 or SHA-3 familie
s to compute the hash results in this list.",

"type": "array",

"itenms":

"$ref": "#/definitions/hashType"

}
},
"Size": {
"description": "Length of the content (in bytes). This value M
UST be a non-negative integer.",
"type": "integer"
"Ref": {
"description": "References to sources of information related t

o the alert and/or vulnerability, and specific to this attachnent.",
"type': "array",

"itens": {
"type": "string",
"format": "uri"
}
} i)
"External URI": {
"description": "If the attachnent’s content is available and/o

r recogni zable froman external resource, this is the URI (usually a URL) to that resourc
e. This MAY also be a URN in a registered or unregi stered ad- hoc namespace bearing reason
abl e information val ue and uni queness, such as \"urn: nhr:55eaf 7ef f adc07f 866d1eaed9c64e7ee
49f e08la\" or \"magnet: ?xt =urn: shal: YNCKHTQCWBTRNJ| VAWNAE52SJUQCZC6Q\ " . ",

"type": "array",

"itens": {
"type": "string",
"format": "uri"
}
}
"Note": {
"description": "Free text human-readabl e additional note for t
his attachnent.",
"type": "string"
}

ntent Type": {

"description": "Internet Media Type of the attachnment. For com
patibility reasons, inplenentations SHOULD prefer one of the well-known nedia types regis
tered in |ANA . ",

"$ref": "#/ definitions/mediatypeType"



}

nt ent Encodi ng": {

"description": "Content encoding. The followi ng encodi ngs are
defined in this version of the specification: \n- \"json\": The content refers to a JSON
obj ect which has been serialized to a string using the serialization procedure defined in

.\'n- \"base64\": The content has been serialized using the Base64 encoding defined in .
The \"base64\" encodi ng SHOULD be used when the content contains binary data. If omitted,
the \"json\" encodi ng MJST be assuned.",
"type": "string"

"Content": {
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"description": "The attachnment’s content, in case it is direct
|y enbedded inside the nessage. For large attachments, it is RECOMMENDED that i npl enentat
ions make use of the \"External URI\" attribute to refererence a copy of the content saved

in an external storage nmechanism",

"type": "string"

" é\ddi tional Properties": false,
"type": "object",

"required":
" Nane"
]

}
b,
"addi ti onal Properties":
"type": "object",
"required": [

"Anal yzer",

"Ver si on",

"1 D",

" Creat eTi ne"

fal se,

1,
"definitions": {
"cat egor yEnuni': {
"enunl': |
" Abusi ve. Spant',
" Abusi ve. Har assnent ",
"Abusive.lllicit",
"Mal i ci ous. Systent',
"Malicious. Botnet",
"Mal i cious.Distribution",
"Mal i ci ous. Confi guration”,
"Recon. Scanni ng",
"Recon. Sni ffing",
"Recon. Soci al Engi neeri ng",
"Attenpt.Exploit",
"Attenpt.Login",
"Attenpt. NewSi gnat ure"”,
"I ntrusion. Adm nConpr oni se",
"I ntrusion. User Conpromi se",
"I ntrusion. AppConpr oni se",
"I ntrusion. SysConproni se",
"Intrusion.Burglary",
"Avail ability. DoS",
"Avail ability. DDoS",
"Availability. M sconf",
"Availability. Theft",
"Avail ability. Sabot age",
"Avail ability. Qut age",
"Availability. Failure",
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"Information. UnauthorizedAccess",
"I nformati on. Unaut horizedModi fication",
"I nformation. Dat aLoss",

"I nformation. Dat aLeak",

" Fraud. Unaut hori zedUsage",

" Fraud. Copyright",

" Fraud. Masquer ade",

" Fr aud. Phi shi ng",

"Vul nerabl e. Crypt o",

"Wul ner abl e. DDoS",

"Wul nerabl e. Surface",

"Vul nerabl e. Di scl osure",

"Vul nerabl e. Syst ent',

" Geophysi cal . Eart hquake",

" Geophysi cal . MassMovenent ",

" Geophysi cal . Vol cani c",

"Met eorol ogi cal . Tenperature",
" Met eor ol ogi cal . Fog",

" Met eor ol ogi cal . Stornt,

"Hydr ol ogi cal . Fl ood",

"Hydrol ogi cal . Landsl i de",
"Hydr ol ogi cal . Wave",

"d i mat ol ogi cal . Drought ",
"Cimatol ogical. LakeQutburst",
"Climtol ogical . Wldfire",

"Bi ol ogi cal . Epi deni c",

"Bi ol ogi cal . I nsect",

"Bi ol ogi cal . Ani mal ",
"Extraterrestrial.lnpact”,
"Extraterrestrial. SpaceWather",
"t her. Uncat egori sed",

"Qt her. Undet er m ned",

"Test. Test",

"ext - val ue"

]

escription": "Possible alert category”

}

auseEnunm': {
"enunt': [

"Nor mal ",
"Error",
"Mal i ci ous",
"Mal function",
"Hazard",
" Unknown"

]

escription": "Possible alert cause"

b
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"stat usEnumt': {
"enunl': |
"Event",
"l nci dent"

]

escription": "Possible alert status"
"priorityEnum': {

"enunt': [
" Unknown",
"I nfo",
"Low',
"Medi unt',
"Hi gh"

]

escription": "Possible alert priority’

}

nal yzer TypeEnunt': {
"enum': [
"Cyber",
"Physi cal ",
“"Avail ability",
" Combi ned"
1

"description": "Possible analyzer type"

}

nal yzer Cat egor yEnunt' : {

"enunt': |
"1DLi S",
"2DLi S*,
"3DLi S,
"1DLaS",
"2DLaS",
"3DLas",
"VAD",
"HAR",
"FRC",
"WNI R',
"SWR',
"MN R,
"LWR',
"ADS",
" SPAM',
AV,
"EDR",
"FW,
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"N DS",
"H DS",
"W DS",
" PROX",
"WAF",
"HPT",
"LOG',
"1 AM',
"VPN',
"ETL",
" RASP",
" BAST",
"NAC',
"SI EM',
"NVB",
"ext-val ue"

escription": "Possible analyzer category"

nal yzer Dat aEnum': {
"enunt': [

"Light",

"Noi se",
"Touch",

"1 mages",

"Vi brations",
"Li dar",
"Therm c",
"Seismc",
"Tenperature",
"Rai n",
"Water",
"Hum dity",
"Particles"”,
"Contact",
"Magneti cFi el d",
"Acoustics",
"Fog",
"External ",
"Reporting",
"Connection",
" Dat agr ant',
"Content",
"Dat a",
"File",

"Fl ow',
"Log",

"Pr ot ocol ",
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" |_bst " ,

" Net wor k",
"Alert",
"Rel ay",

" Aut h",

" SNVP",
"ext-val ue"

escription”: "Possible anal yzer data"

nal yzer Met hodEnuni': {

"enum': [

1.

"description":

"Bi onetric",
"Policy",
"Heat ",
"Movenent ",
"Bl ackhol e",
"Si gnature",
"Statistical",
"Heuristic",
"Integrity"”,

" Honeypot ",
"Tarpit",
"Recon",
"Correl ation",
"Nbni tor",
"AlT,

"Thr eshol d",
"ext-val ue"

}1
"vect or Cat egor yEnum': {
"enunt': |

Lehmann

" Unknown",
"Face",
"Runni nghMan",
"Hunman",
"Man",
"Wonman",
"Chil dren",
"Ani mal ",
"bj ect",
"Bl ast",
"Fire",

"W nd",

" Snow",
"Rai n",
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" Chemi cal ",
" Snoke",
"Vapors",
"Drug”,
"Devi ce",
"Drone",
"Car",
"Truck",
"Vehi cl e",
"Bird",
"Stornt,
"H ghTenperature",
"Artifact",
" Aut onomous Syst ent',
"Directory"”,
"Domai n Nanme",
"Emmi | Address",
"Emai | Message",
"File",
"| Pv4 Address",
"] Pv6 Address",
" Mut ex",
"Network Traffic",
"Process",
"URL",
"User Account",
"W ndows Registry Key",
"X509 Certificate",
"ext-val ue"
1,

"description": "Possible vector category”

}

ttachment NaneType": {
"description": "A a unique identifier anong attachnents.",
"type": "string",
"pattern": "~[a-zA-Z0-9]+$"

},
"port Type": {
"description": "A network port nunmber. The value 0 is excluded fromthe ra
nge because it never appears in an actual network connection.",
"type": "integer",
"m ni mun': O,
"maxi munm': 65535,
"excl usiveM ni num': true
}

i mestampType": {
"description": "A JSON string containing a tinestanp conforning to the for
mat given in section 5.6 of RFC 3339.",
"type": "string",
"pattern": "~[0-9]{4}-(0[0-9]|1[0212])-([0-2][0-9]|S3[01])T([0-2][0-9]]|2[0-3
1):[0-5][0-9]:([0-5][0-9]|60)(\\.[0-9]1+)2(Z|[-+4]([0-1][0-9]|2[0-3]):[0-5][0-9])?%"
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}

eol ocType": {

"description": "Ceol ocation coordinates. The format for this type natches
the definition for locations inside | SO 6709 (eg. \"+48.75726, +2.299528, +65.1\").",
"type": "string",

"pattern": "A[-+4]?2([0-9]+(\\.[0-91*)?)(, ?[-+]1?([0-9]+(\\.[0-9]1*)?)){1,2}$%

}1
"unl ocodeType": {

"description": "A valid UV LOCODE |ocation (e.g. \"FR PAR\"). See also the
UN LOCODE Code List 2020-2 at https://unece.org/trade/ cefact/unl ocode-code-1list-country-
and-territory.",
"type": "string",
"pattern": "~[A-Z] {2} ?[A-Z]{3}$"
}
"ipType": {
"description": "An Internet Protocol address, either version 4 or version

"type": "string",

"pattern": "~(((25[0-5]]2[0-4][0-9]|[01]?[0-9][0-9]1?)\\.){3}(25[0-5]|2[0-4
]10-91][01]?[0-9][0-9]1?)| ([0-9a-fA-F]{1,4}:){7,7}[0-9a-fA-F]{1,4}| ([0-9a-fA-F]{1,4}:){1,7
Yol ([0-9a-fA-F]{1,4}:){1,6}:[0-9a-fA-F]{1,4}| ([0-9a-fA-F]{1,4}:){1,5}(:[0-9a-fA-F] {1, 4}){
1,2} ([0-9a-fA-F]{1,4}:){1,4}(:[0-9a-fA-F] {1,4}){1,3}| ([0-9a-fA-F] {1,4}:){1,3}(:[0-9a-f A-
F1{1,4}){1,4}| ([0-9a-fA-F]{1,4}:){1,2}(:[0-9a-fA-F]{1,4}){1,5}|[0-9a-fA-F]{1,4}: ((:[0-9a-
fA-FI{1,4}){1,6})]:((:[0-9a-fA-F]{1,4}){1,7}]|:)|fe80:(:[0-9a-fA-F] {0, 4}){0, 4} % 0- 9a- zA- Z]
{1, }::(ffFff(:0{2,4}){0,2}:){0,2}((25[0-5]](2[0-4]]12{0,1}[0-9]1){0,1}[0-9])\\.){3,3}(25][0-
S]|(2[0-4]|1{0,1}[0-9]){0,1}[0-9]) | ([0-9a-fA-F]{1,4}:){1,4}:((25[0-5]|(2[0-4]|1{0, 1}[0-9]
){0,1}[0-9])\\.){3,3}(25[0-5] | (2[0-4]| 1{0,1}[0-9]){0,1}[0-9]))$"

"medi at ypeType": {

"description": "Avalid nedia type (e.g. \"text/plain\") conforming to the
format defined in section 3.1.1.1 of RFC 7231. See al so http://wwv. i ana. or g/ assi gnment s/
medi a-types/ nedi a-types. xhtm . ",

"type": "string",

"pattern": "A[-1#$YR *+. N ‘| ~0-9a-zA- Z] +/ [ -1 #$YR *+. N | ~0-9a-zA-Z] +([ \t]
ol ONt]F[-THSYR F+ N | ~0-9a- zA-Z] +=([ -V #SUR *+. N ‘| ~0-9a- zA-Z) +|\"([]-~\t '#-[\\x80-\\xF
FIIV\\V([Vt 0-9a-zA-Z\\ x80-\\xFF]))*\ ")) *$"

"uui dType": {
"description": "Canonical textual representation for an UUI D, as defined i
n RFC 4122 (e.g. \"ebf9bbae- 163e-42f 9- a2f 2- 0Odaaf 78f ef b1\ ") ",
"type": "string",
"pattern": "A[0-9A-Fa-f]{8}(-[0-9A-Fa-f]{4}){3}-[0-9A Fa-f]{12}$"
},
"protocol Type": {
"description": "A JSON string containing a service or protocol nane fromt
he set of pernmitted values defined in the I ANA \"Service Nane and Transport Protocol Port
Nunber\" registry (http://ww.iana.org/assignnments/service-nanmes-port-nunbers/service-na
mes- port-nunbers. xhtm ). ",
"type": "string",
"pattern": "~ a-zA-Z0-9](-?[a-zA-Z0-9])*$"
1
"hashType": {
"description": "A cryptographic hash acting as a checksum for sonme content
, using the format \"function: hex-value\" (e.g. \"nd5: dc89f Ob4ff9bd3b061dd66bb66c991b1\ ")
"type": "string",
"pattern": "~[a-zA-Z0-9-]+:([a-fA F0-9]{2})+%$"
}
1
"$schema": "http://json-schema. org/draft-04/ schema#",
"title": "IDVEF 2.D. V04"



}
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