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Abst ract

Thi s docunent defines requirements and an abstract data nodel for
Perm t Receipts used in permt-before-conmt authorization of Al-agent
and workl oad external effects. A verifier evaluates a canonicalized
ef fect request, action digest, policy epoch, validity interval,
scope, issuer evidence, revocation status, and anti-replay state
before a protected effect is conmitted at an effect boundary. The
docunent specifies verifier behavior, failure semantics, conformance
expectations, and candidate interoperability registries for
discussion. It is intended to enable |IETF discussion about the
appropriate hone, scope, and wire-profile split for this work.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 Decenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 2
2. Term nol ogy and ReqU|renents Language . 3
3. Probl em Statenent . 4
4. Core Requirenents . 4
5. Architecture . 5
6. Protected Effect Types . 6
7. PermtRecei pt Abstract Data hbdel 7
8. Verifier Result . . 9
9. Canonicalization and Actlon D gests . 10
10. Verifier Behavior . 10
11. Policy Epochs, Revocatlon and Recency 11
12. Conformance Expectations e 11
13. Candidate Interoperability Reglstrles for Di scussi on 12

13.1. Candi date Denial Reason Codes 12

13.2. Candi date Recei pt d ai m Nanes 12

13.3. Candidate Profile Registries . 13
14. | ANA Consi derations . e 13
15. Security Considerations . 13
16. Privacy Consi derations 14
17. Qperational Considerations 14
18. Inplenentation Status . 14
19. Acknow edgnents . 15
20. Nornmative References 15
21. Informative References 15
Aut hor’ s Addr ess 16

1. Introduction

Al agents and aut omated workl oads increasingly initiate externa
effects, including tool calls, retrieval operations, data egress,
transacti ons, configuration changes, extension updates, inter-agent
nmessages, key-rel ease operations, and output releases. Controls
eval uated only at a session, pronpt, or application-entry boundary
can becone stal e or bypassabl e before a concrete external effect is
conmi tt ed.

Thi s docunent treats protected external effects as conmt events. A
boundary interceptor captures the proposed effect before conmtnent,
canoni cal i zes the effect request, conputes an action digest, and
invokes a verifier. The verifier returns ALLONonly when a
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Permit Recei pt and the rel evant policy, epoch, recency, scope, issuer,
and anti-replay evidence satisfy the selected verification profile.
O herwi se, the verifier returns DENY with a structured denial reason

The design intentionally nmakes a narrow, testable security claim a
protected external effect is not comitted unless nmachine-verifiable
evi dence aut horizes the exact effect under current policy state. The
design does not require the Al nodel or workload to be honest,
aligned, or able to explain its intent; it treats the nodel or
wor kl oad as a request producer whose effect-bearing requests require
i ndependent aut horization at the effect boundary.

This -00 individual draft is offered for security-area discussion and
di spatch guidance. It asserts no | ETF consensus. It defines
term nol ogy, requirenments, an abstract receipt nodel, verifier

behavi or, failure senmantics, operational considerations, and
candidate registries. It does not define a conplete policy |anguage,
does not select a mandatory wire format, and does not claim
production non-bypassability for any depl oynent by itself.

2. Term nol ogy and Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Ext ernal effect
An operation that crosses an execution boundary and may di scl ose
i nformati on, change state, invoke a privileged operation, release
out put, delegate authority, or alter future effect senantics.

Ef f ect boundary
A logi cal or physical boundary between an execution substrate and
an external interface at which an external effect would be
committed.

Per m t Recei pt
A machi ne-verifiable authorization artifact that binds an
external -effect request to policy, epoch, validity, scope, action
bi ndi ng, authenticity evidence, and required status evidence.

Canoni cal request representation
A deterministic representation of an external -effect request
containing the effect-relevant fields for a selected
canoni cal i zation profile.
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Acti on di gest
A di gest conputed over the canonical request representation

Verifier
A conponent that evaluates a request, PermtReceipt, policy state,
revocation state, and explicit context, and returns ALLOW or DENY
wi th evidence digests and a denial reason when appli cabl e.

Fail cl osed
The default behavior in which mssing, stale, anbiguous,
conflicting, malforned, revoked, replayed, unsupported, or
unverifiabl e evidence results in DENY

Pr obl em St at enment

Let S be an execution substrate, | be a protected external interface,
e be an effect request, C(e) be the canonical request representation,
H(C(e)) be the action digest, Pt be policy state, R be revocation
state, ctx be explicit context, and r be a Perm tReceipt. The

obj ective is:

Conmit | (e) occurs only when Verify(e, r, Pt, Rt, ctx) = ALLOW
and all policy-designated downstream capability checks succeed.
O herwi se the result is DENY.

An adversary can influence pronpts, retrieved content, too

argunents, schedul ed workfl ows, plugin state, non-canonica

encodi ngs, local application paths, and background triggers. The
adversary can try to cause unauthorized effects, reuse stale

aut hori zation, substitute materially different actions after

aut hori zation, induce ambi guous context selection, replay receipts or
capabilities, suppress revocation evidence, or reach an externa
interface without the intended authorization path.

Thi s docunent addresses the authorization predicate at the effect
boundary. Policy correctness, root-of-trust integrity, nodel

al i gnment, and conpl ete production placenent are necessary depl oynent
concerns but are not solved solely by this protocol profile.

Core Requirenents

REQ 1 A protected external effect MJST be eval uated before
commitnent at the applicable effect boundary.

REQ- 2 The verifier MJST bind authorization to a canonical request

representation and an action di gest or equival ent
crypt ographi ¢ comit nent.
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REQ- 3 The verifier MJST bind authorization to a policy digest or
policy epoch, and MJST deny on epoch m smatch or roll back when
policy requires strict or mninumepoch conmpatibility.

REQ- 4 The verifier MJST evaluate tine-bounded validity and anti -
replay material when required by the selected verification
profile.

REQ 5 The verifier MJST eval uate revocation or status evidence to
the recency required by policy for the receipt, issuer,
authority profile, policy epoch, and other required evi dence.

REQ 6 The verifier MJST deny when authorization-critical context is
m ssi ng, anbi guous, conflicting, stale, revoked, replayed,
mal f or med, unsupported, or unverifiable, unless a narrowy
scoped constrained node is explicitly authorized by policy.

REQ 7 Depl oynents clai m ng non-bypassability MJST ensure that
protected effect-bearing paths traverse an interceptor or are
rejected by a downstreamverifier requiring valid ORPRG
evi dence.

REQ 8 | nplenentations SHOULD emt auditabl e decision records
containing action digest, policy digest, epoch, outcone,
deni al reason if any, and evidence references sufficient for
i ndependent reproducti on when the referenced evidence is
avail abl e.

5. Architecture

An ORPRG depl oynent consists of an effect-boundary interceptor,
canoni cal i zer, action-di gest engine, PermtReceipt handler, verifier,
policy and epoch source, revocation or status source, optiona
transparency |log, audit |ogger, and optional downstream capability
verifier.

The interceptor captures a protected external -effect request before
commitnent. The canonicalizer produces a deterministic canonica
request representation that includes all effect-relevant fields for
the selected effect type and canonicalization profile. The digest
engi ne conputes the action digest. The verifier evaluates the
Perm t Recei pt and associ ated evi dence before the effect crosses the
boundary.
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A protected external interface can include an egress gateway,
retrieval gateway, service-mesh sidecar, APl gateway, nessage broker
privil eged APl boundary, schedul er boundary, update-channel gate,
key-rel ease gate, kernel or hypervisor hook, output-release boundary,
or recipient-side verifier.

Dual enforcement is RECOMVENDED for high-risk effects. Under dua
enforcement, successful |ocal verification produces a Decisi onRecei pt
or capability token bound to the action digest, audience, policy

di gest, epoch identifier, validity interval, and anti-repl ay
material. The downstreaminterface denies commitnment if this derived
evi dence is absent, expired, replayed, audience-invalid, msmatched,
or unverifiable.

6. Protected Effect Types
ORPRG is intended for effects whose commtnent can change externa
state, disclose information, rel ease output, delegate authority, or
change future effect semantics. Exanple effect famlies include:

* network transm ssion and data egress;

* data access and retrieval, including database queries, file reads,
obj ect-store access, and retrieval -augnented generation fetches;

* tool calls, privileged APl calls, transactions, and schedul er
oper ati ons;

* Kkey-rel ease, signing, decrypt, unwap, or credential-broker
oper ati ons;

* inter-agent messages and protocol or representation negotiation;

* plugin, extension, policy, nodel-artifact, or configuration
updat es; and

* output release to a user or downstream system when policy
designates the rel ease as protected.

Each effect famly requires a profile that identifies the effect-
relevant fields to be canonicalized and included in the authorization
decision. A receipt issued for one effect type, target, tenant,

pur pose, jurisdiction, audience, key operation, or budget MJST NOT
authorize a materially different effect.
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Permi t Recei pt Abstract Data Mdel

A PermitReceipt is a structured authorization artifact. This
docunent defines an abstract nodel and exanpl e JSON shape. Future
docunments or revisions can define concrete serializations, such as
JSON with a specified canonicalization profile, CBOR COSE, or JOSE.
JSON profiles can reuse or adapt JSON Canoni calization Scheme (JCS)
[ RFC8785] when its assunptions fit the selected effect type.
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{
"receipt_core": {
"policy_digest": "hex-or-base64url",
"epoch_id": "string-or-integer",
"valid fronmt: "tine-or-sequence",
"valid_ to": "time-or-sequence",
"action_digest": "hex-or-base64url",
"action_commtnent": "optional commtnent object”,
"canonicalization_profile": "profile identifier or digest”,
"scope": {
"effect _type": "effect type nane",
"interface id": "string",
"target id": "string",
"tenant _id": "optional string or digest",
"purpose_id": "optional string",
"jurisdiction": "optional string or set",
"audi ence": "optional downstreamverifier identifier",
"budget": "optional structured limt"

}

nti_replay": {

"nonce": "optional",
"sequence_nunber": "optional ",
"nmonotoni c_counter": "optional"

}

"verification_profile": {
"authority profile_id": "optional",
"assurance_l evel id": "optional",
"permt_class_id": "optional"

},

"pernit_provenance": {
"permit_artifact_ref": "optional",
"pernmit_provenance_di gest": "optional”

"authenticity": {
"issuer _id": "string",
"signature": "signature val ue",
"issuer_chain": "optional",
"threshol d_signature": "optional"”

}

tatus": {

"revocation_status_proof": "optional",

"si gned_checkpoint": "optional",
"inclusion_or_non_inclusion_proof": "optional"
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The PermnitRecei pt MIUST bind authorization to either an action digest,
a cryptographic commtnent to the canonical request representation,
or both. If both are present, inplementations MJST verify both. A
recei pt MJST be eval uated under the canonicalization profile and
policy epoch for which it was issued or under a policy-defined
conpatibility rule.

When the selected verification profile requires permt provenance,

identity binding, purpose binding, jurisdiction binding, assurance
evi dence, or attestation evidence such as RATS-styl e evidence

[ RFC9334], the verifier MJUST treat missing or unverifiable evidence
as DENY.

8. Verifier Result

A verifier returns a structured result. At mninum the result
contains a decision. For DENY, it SHOULD contain a denial reason.
For auditability, it SHOULD contain evidence digests and recency
observations. Exanpl e shape:

{
"decision": "ALLOW| DENY",
"deni al _reason_code": "optional string",
"evi dence_di gests": {
"action_digest": "hex-or-base64url",
"recei pt_digest": "optional",
"policy_digest": "hex-or-base64url",
"epoch_id": "string-or-integer",
"status_evidence_digest": "optional",
"checkpoi nt _di gest": "optional"
},
"recency_observations": {
"status_age _seconds”: "optional",
"checkpoi nt _age_seconds": "optional"
},
"constrai ned_node": "optional policy-defined status"
}

A verifier result MJST NOT be interpreted as authorization for a
different action digest, audience, policy epoch, scope, or validity
interval. A downstreamverifier that consunmes a Deci sionReceipt or
capability token MJUST validate the audience, expiry, anti-replay
material, and action binding before allow ng conm tnent. Deployments
MAY use proof -of - possessi on or token-exchange patterns such as

[ RFC9449] and [ RFC8693] where appropriate, but such tokens MJST
remain bound to the verifier outconme required by policy.

Lee Expires 6 Decenber 2026 [ Page 9]



I nt

9

10.

Lee

ernet-Draft ORPRG Pernmit Receipts June 2026

Canoni cal i zati on and Action Digests

Canoni calization is a security boundary. A canonicalization profile
MUST define how effect-relevant fields are sel ected, nornalized,
ordered, encoded, and rejected. Profiles need to address duplicate
fields, default val ues, Unicode nornalization, nuneric
representation, array ordering, header and query-paraneter
normal i zati on where applicable, and effect-specific senmantics.

The action digest MJST be conputed over the canonical request
representation using the digest algorithmrequired by the sel ected
profile. A receipt MIST identify or be bound to the canonicalization
profile used for issuance. |If the verifier cannot establish

canoni calization-profile conpatibility, it MJST return DENY.

Profiles SHOULD include equival ent-input and distinct-effect test
vectors. Equivalent inputs are representations that should produce
the sane action digest. Distinct effects are requests that are
materially different and shoul d produce distinct action digests.

Verifier Behavior

The verifier evaluates a canonical request, PermitReceipt, policy
state, status evidence, and explicit context. The verifier behavior
is atotal function: every recognized failure naps to DENY with a
reason; every mal forned, unknown, or unsupported state maps to DENY
rather than to ALLOW

1. Val i dat e request and recei pt schenmas before semantic
aut hori zati on.

2. Conpute or validate the canonical request representation and
action digest.

3. Verify authenticity evidence and issuer or authority-profile
trust.
4. Verify that the receipt’s action digest or conmtment authorizes

the exact request.

5. Verify time-bounded validity, clock or sequence requirenents,
and anti-replay material

6. Verify policy epoch compatibility and m ni num epoch
requirenents.

7. Verify scope, identity, purpose, jurisdiction, audience, budget,
key-operation, and provenance constraints when required.

Expires 6 Decenber 2026 [ Page 10]



I nternet-Draft ORPRG Pernmit Receipts June 2026

11.

12.

Lee

8. Verify status and revocati on evidence to the recency required by
the selected profile.

9. Emit a verifier result and audit evi dence.

10. Return ALLOWonly if all required checks succeed; otherw se
return DENY.

Pol i cy Epochs, Revocation, and Recency

A PermitReceipt is not authorized nerely because its signature
verifies. It also needs to be conpatible with the current policy
epoch, within its validity interval, and supported by sufficiently
fresh status evidence when such evidence is required by policy.

Status evi dence can include signed revocation |lists, signed
revocation event records, issuer-credential status, authority-profile
status, policy-epoch status, signed checkpoints, inclusion proofs,
non-inclusion proofs, or other profile-defined evidence. Profile
designs can reuse certificate revocation lists [RFC5280], OCSP-like
status [ RFC6960], and transparency-log patterns such as Certificate
Transparency [ RFC6962] where appropriate. |If policy requires status
recency and the verifier cannot establish that recency, the verifier
MUST return DENY.

Pol i cy epochs can be strict, mninmm epoch, conpatibility-w ndow,
composite, or profile-defined. Epoch m smatch, rollback evidence,
split-brain epoch state, or inconpatible policy digest MIST result in
DENY unl ess a policy-defined constrained node explicitly applies.

Intermttently connected depl oynents MAY define constrained | oca
operation. Such operation MJST be narrow, short-lived, anti-replay
protected, auditable, and explicitly authorized by policy. Absence
of required status evidence MJUST NOT silently becone a fail-open
aut horization for high-risk effects.

Conf or mance Expectati ons

Conf ormance for an ORPRG verifier is behavioral. A conformng

i npl ementation preserves pernit-before-conmit, action binding, epoch
conpatibility, status recency, scope and provenance enforcenent,

anbi guity-as-denial, anti-replay, downstrean evidence validation when
configured, and audit sufficiency.

A conformance corpus SHOULD i ncl ude positive and negative vectors for
at least: missing receipt, invalid signature, untrusted issuer,
mal f ormed request, mal forned receipt, action-digest msnmatch

canoni cal i zation-profile nmismatch, expired validity, epoch m smatch,
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epoch rol |l back, stale status, unknown status, confirmed revocation,
scope violation, identity m smatch, purpose msmatch, jurisdiction
anbi guity, m ssing provenance, m ssing assurance evidence when
required, capability-token absence, audi ence m smatch, and repl ay.

Conf or mance vectors SHOULD be signed or distributed with a signed
mani fest. | nplementations SHOULD publish a reproducible "run-the-
verifier" procedure that maps each vector to the expected ALLOW or
DENY deci si on and deni al reason

Candi date Interoperability Registries for Discussion

This section is non-normative and is included to focus comunity

di scussion. |If the work progresses, future versions can request |ANA
registries with precise tenpl ates, designated-expert guidance, and
registration policies follow ng [ RFC8126].

1. Candidate Denial Reason Codes
Candi dat e deni al reason nanes incl ude

SI GNATURE_| NVALI D
| SSUER_UNTRUSTED

EPOCH M SMATCH

VALI DI TY_W NDOW EXPI RED

SCOPE_VI OLATI ON

ANTI _REPLAY_FAI LURE

REVOKED_CONFI RVED

REVOCATI ON_UNKNOWN_OR_STALE

CANONI CAL| ZATI ON_M SMATCH
TRANSPARENCY PROOF_| NVALI D

PERM T_PROVENANCE | NVALI D_OR M SSI NG
CAPABI LI TY_TOKEN_I NVALI D_OR_M SSI NG
AUTHORI TY_PROFI LE_SELECTI ON_FAI LED
AVBI GUOUS_CONTEXT

L R S I T N 3

2. Candi date Recei pt d ai m Nanes

Candi dat e cl ai m nanes include policy_digest, epoch_id, valid from
valid to, action_digest, action_commtnent, canonicalization profile,
scope, anti _replay, authority profile_ id, assurance_level id,

permit _class_id, permt_provenance_digest, issuer_id, signature,

i ssuer_chain, revocation_status_proof, signed_checkpoint, and

i ncl usi on_or_non_i ncl usi on_pr oof.
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3. Candidate Profile Registries

Future profile registries could include canonicalization profile
identifiers, assurance level profile identifiers, effect type
identifiers, and verifier result claimnanes. Such registries should
not be requested until the community agrees on the protocol split and
at | east one concrete wire profile.

I ANA Consi derati ons
Thi s docunent nakes no | ANA requests.

Future versions may request registries for denial reason codes,
recei pt clai mnames, canonicalization profiles, effect types, or
verifier result claimnanes. |If such registries are requested, the
docunent will provide clear registration tenplates, registration
policies, change rules, and desi gnated expert gui dance follow ng

[ RFC8126] .

Security Considerations

ORPRG is an authorization nmechanismand is security critical. |Its
security depends on correct boundary placenent, determnistic
canoni cal i zation, trustworthy issuer keys, accurate policy and
authority-profile selection, fresh status evidence, replay
protection, and downstream enforcement where confi gured

I mpl enent ati ons MJST treat parser failures, unsupported proof types,
m ssing required fields, duplicate-field anmbiguity, stal e caches,
clock uncertainty, conflicting policy epoch sources, status
uncertainty, and unsupported canonicalization profiles as DENY unl ess
a constrained node is explicitly authorized by policy.

Producti on depl oynments MUST ensure that alternate network, storage,
key-rel ease, schedul er, plugin, update, output-release, or privileged
APl paths cannot commit protected effects w thout ORPRG evidence. A
verifier library alone cannot prove depl oynent non-bypassability.

Canoni calization profiles require careful review and differentia
testing across inplenentations. Wak profiles can permt action
substitution or authorization confusion. Profiles SHOULD be
ver si oned, digest-bound, and included in policy epoch state.

Repl ay protection for single-use receipts or capability tokens
requires durable state appropriate to the deploynent. Distributed
depl oynent s need tenant-scoped and audi ence-scoped repl ay domai ns and
crash-consi st ent storage.
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Privacy Considerations

Perm t Recei pts and audit records can reveal sensitive operationa
nmet adata, including targets, tenants, purposes, jurisdictions, key
identifiers, route information, capability audiences, and denia
reasons. | nplenentati ons SHOULD m ni mi ze di scl osed fields, use

di gest references where possible, protect |ogs, define retention
peri ods, and consi der selective disclosure for high-privacy

depl oynent s.

Transparency | ogs and conformance artifacts can inprove auditability
but can al so disclose sensitive patterns. Deploynments SHOULD
separate public conformance registries fromprivate operationa
status logs unless policy explicitly permts publication

Qper ational Considerations

Operators need |lifecycle processes for policy epochs, authority
profiles, canonicalization profiles, issuer keys, status feeds, audit
retention, conformance vectors, incident response, and constrai ned
offline nodes. These are not optional deploynent details; they are
inputs to the verifier’s authorization decision

Hi gh-assurance depl oynents should identify all effect-bearing paths

and choose enforcenment placenments accordingly. Practical placenents
i ncl ude egress gateways, retrieval gateways, service-nmesh sidecars,

key-rel ease gates, update-channel gates, nessage brokers, and

reci pient-side verifiers.

Bef ore using ORPRG for production decisions, operators need an

i npl ement ati on-specific threat nodel, key and issuer governance,
moni toring, failure-node analysis, and operational recovery

pr ocedures.

| mpl enent ati on Status
This section records inplenmentation status for | ETF discussion and is

expected to be updated or rempoved before RFC publication in
accordance with the guidance in [ RFC7942].
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A synthetic reference evaluation artifact exists for the ORPRG
verifier concept. 1t exercises determnistic JSON canonicalization,
action digests, synthetic signatures, strict schemas, status and
checkpoi nt checks, Merkle-style inclusion and non-incl usion proofs,
capability-token validation, replay caches, retrieval and egress

gat eway denonstrations, an ext_authz-shaped adapter, a KWMS/ HSM shaped
key-rel ease gate, HTTP-envel ope canonicalization fuzzing, conformance
vectors, and baseline matrices. The artifact is synthetic and is not
producti on code.

The artifact is intentionally separated fromthis draft so that the
community can di scuss the protocol, conformance expectations, and
appropriate public artifact rel ease posture i ndependently of any
particul ar research package.
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