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Abst ract

Formal |y, the Domain Nane System (DNS) has the capability to resolve
any registered nane to its associated data. However, current

het er ogeneous identifiers (such as DO, Handl e, Ecode, etc.) rely on
i solated and i nconpatible resolution systens, |eading to fragnented
client inplenentations and failing to fully | everage the existing
Internet infrastructure. This specification defines an operationa
practice that achi eves DNS-based heterogeneous identifier resolution
by mapping identifier values to dedi cated DNS nanmespaces under the
authority of their respective identifier systenms. This nmapping

foll ows standardi zed rul es conpatible with the Internationalized
Domain Nanes in Applications (IDNA) franmework, allowing identifiers
to be converted into donmain names that can be resol ved through
standard DNS queries (for A AAAA or CNAME records). This approach
establishes a unified semantic scope for identifier resolution,
providing clients with a single, consistent access interface. |Its
primary advantage lies in integrating diverse identifier systens into
the robust, scalable, and globally depl oyed DNS infrastructure,
thereby sinplifying client devel opnent and i nproving overal

resol ution efficiency.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 May 2026.
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1. Introduction

1.1. Pr obl em St at enment

In nmodern data infrastructures, entities such as subjects, platforns,
and data products are typically identified by different types of

het er ogeneous identification systens, such as unified social credit
codes, |ID nunbers, nobile phone nunbers, Ecode, Handle, DO, and so
on. These identification systens operate independently, enploying
different namng rules, resolution protocols, and nmanagenent
authorities, making cross-system and cross-domain identity

aut henti cation, resource addressing, and service discovery highly
complex. Currently, there is a lack of a unified, open, and

i nt eroperabl e resol uti on nechani sm which forces clients to integrate
multiple proprietary resolution libraries, increasing devel opnment and
mai nt enance costs. Mreover, existing resolution systens have not
fully I everaged the w dely depl oyed and highly reliable Donain Nane
System (DNS) infrastructure on the internet, leading to resource
redundancy and inefficiency.

To achieve the goal of 'one-tine identification, global resolution,’
it is urgent to build a public resolution framework capabl e of

i ntegrating various heterogeneous identifiers. This framework shoul d
be highly scal able, strongly conpati ble, and seam essly integrated
into the existing internet architecture.

1.2. Bri ef Overview For Hi - DNS

Thi s paper proposes a technical framework called H -DNS (DNS-based
Resol uti on of Heterogeneous ldentifiers), designed to use the

exi sting DNS systemas a global resolution hub to enable unified
querying and | ocating of heterogeneous identifiers in various
formats. Hi-DNS does not alter the semantics or format of the
original identifiers. |Instead, it uses a standardi zed mappi ng
mechani smto convert any heterogeneous identifier into a DNS-
conpliant domain name format and establishes correspondi ng mappi ng
records to resolution service endpoints within a dedi cated DNS
nanespace.

The design principles of this solution fully draw on and are

conpatible with the core concepts and processing flow of [RFC3490]
(I'nternationalizing Domain Nanmes in Applications, IDNA). Similar to
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I DNA, which converts Unicode strings into ASCII Conpati bl e Encodi ng
(ACE) labels to fit DNS, H -DNS transforms structured heterogeneous
identifiers through a four-step process: "structured segnmentation —

| abel internationalization — type binding — domain nane
construction," generating standardi zed DNS-resol vabl e donai n nanes.
Thi s process ensures an unanbi guous conversion fromthe origina
identifier to the DNS query nane and supports reverse napping,

t her eby achi evi ng semanti c equi val ence between identifiers and domain
nanes.

Through this mechanism Hi-DNS provides a unified semantic scope and
a single access interface for heterogeneous identifiers, allow ng any
client supporting standard DNS queries to transparently resol ve
various identifiers. This significantly sinplifies application

devel opment and enhances systeminteroperability and resol ution
efficiency.

2. Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] .

3. Termi nol ogy

* Code Point: The integer value corresponding to a character in the
Uni code character set, for exanple, U+0041 corresponds to the
character "A'.

* LDH Code Point: An ASCI| code point that belongs to letters (az,
AZ), digits (09), or hyphens ('-'), which is the character set
allowed in traditional DNS domai n name | abel s.

* Label: A subsegnent of a donain nane, separated by dots ('.’).
For exanple, in the domai n nanme www. exanpl e.com ww, exanple, and
comare all I|abels.

* Internationalized Label: A label that contains non-LDH characters
(such as Chinese, Arabic, or other Unicode characters), for
exanpl e,

* ACE Label (ASCII Compatible Encoding Label): An ASCII string
generated by encoding an internationalized | abel using the
Punycode al gorithm ([ RFC3492]), prefixed with xn--, for exanple,
xn--ceshi-5qf is the ACE representation of
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* International Domain Nanme (IDN): A domain nane conposed of one or
nore internationalized |abels, for exanple, .1E.

* U1l abel: The user-readable original Unicode string formof a
| abel, that is, the internationalized | abel before encoding.

* A-label: Synonymous with ACE Label, referring to the ASCII format
| abel after Punycode encodi ng.

* Preparation: The standardi zati on and preprocessi ng procedure
performed on an input string according to [ RFC3491], including
Uni code normalization (NFC), case nmapping, illegal character
filtering, etc.

* Punycode: An encoding algorithmdefined in [ RFC3492], used to
convert Unicode strings into ASCI|1 strings containing only LDH
characters to allow I DN conpatibility in DNS.

* H -registration: The process of registering a heterogeneous
identifier in the H -DNS system including structured
segnentation, internationalization processing, domain nane
construction, and DNS record bindi ng.

* Hi-query: The process where a client subnits the origina
het er ogeneous identifier, executes Hi-donmain conversion via a
| ocal proxy, initiates a DNS query, and ultimately obtains the
resolution result.

4. Requirenent and Application
4.1. Basic Requirenents

The design of H -DNS nust neet the follow ng core requirements:

* Unified Access: Provide a single, standardized DNS i nterface that
supports resolution requests for all types of heterogeneous
i dentifiers.

* Transparency: Users or applications only need to submt the
original identifier string without needing to understand its
source system or underlying resolution nmechani sm

* Conpatibility: Fully conpatible with existing DNS protocols

([ RFC1034], [RFC1035]), I1Pv6, DNSSEC, and |DNA ([ RFC3490],
[ RFC5890] [ RFC5894] ) st andar ds.
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* Extensibility: The nanespace design shoul d support the addition of
new i dentifier types and segnentation rules in the future,
ensuring the system s |ong-term adaptability.

* Security: Ensure the integrity and authenticity of resolution data
t hrough DNSSEC, preventing cache poisoning and man-in-the-mniddl e
attacks; the registration process nmust verify the identity of the
entity and the ownership of the identifier.

2. Application Scenarios

The application scenarios supported by Hi -DNS include but are not
limted to the foll ow ng:

* Cross-Domain ldentity Authentication: By entering the unified
social credit code, H-DNS returns its affiliated trusted
aut henti cation node, enabling cross-institution identity
verification.

* Data Product Discovery: In a data network or trusted data space,
entering a data product’s unique identifier allows H -DNS to
resolve its registration platform netadata interface, and access

policy.

* |1oT Device Service Discovery: |oT devices register their device
I Ds through Hi -DNS, allow ng other systens to discover their
service endpoints and achi eve automated integration

* Privacy-Preserving Coll aborative Conputing: Participants use
encrypted or hashed identifiers to query H -DNS, enabling
anonym zed yet trusted addressing and col | aborati on.

H -registration

Hi -registration is the conplete process of registering a

het er ogeneous identifier into the H -DNS system managed unifornly by
regi onal /industry function nodes or global function nodes to ensure
authoritative and consistent resol ution.

1. Segnentation and Rul e Bi ndi ng

In the Hi -DNS framework, a segnentation rule is part of the
registered metadata and is explicitly specified and bound by the
identifier provider for its specific heterogeneous identifier during
registration. This rule defines howto parse the original,
structured identifier string (U label) into a sequence of semantic
sub- 1 abel s.
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The input is the original identifier string (U label). During the
regi stration process, for the same type of identifier, the identifier
provi der can decl are a uni que, predefined segnentation method that
gui des the systemon how to parse the internal structure of this
identifier. |If no declaration is nmade, the default segnmentation

met hod r-by-auto nust be used. This declared segnentation nethod
generates a corresponding rul e reference, which becones the permanent
met adata for that identifier in the .viv.cn nanespace.

[} gl e ety sl s s ety et ey
| A assification| Segnmentation| Exanple Input — Sub-| Generated rul e-| Segnentation |
| Type | Met hod | | abel s | r ef | Met hod |
| | | | | Description |
o= S S oo s+
| Manual | No | abc123—[abc123] | r-flat | No |
| | segnent ati on| | | segnent ati on.
oo S oo Fom e S +
| Manual | By dot (.) | a.b.c—[a, 2eb, 2ec] | r- by-dot | Split by dot

I I I I (). I
S Fomm e oo - Tt o m e e e oo - o m e e e oo - +
| Manual | By hyphen | a-b-c—[a, b, c] | r-by-hyphen |Split by |
| O R | | hyphen (-). |
oo - oo Fom e L +
| Manual | By slash (/)| a/b/c—[a, 2fb, 2fc] | r-by-slash |Split by |
I I I I | slash (/). |
S Fomm e oo - Tt o m e e e oo - o m e e e oo - +
| Manual | By specified| a@@—[a, b, c] | r-by-synbol. 40| Split by the

| | synbol | | | specified |
I I I I | symbol , I
| | | | | recording in |
I I I I | UTF-8. I
S Fomm e oo - Tt o m e e e oo - o m e e e oo - +
| Manual | First | a@.c.d—[a, b, c, d]|r-by-head. 40-2e|Find the |
| | character | | |first @and |
| | differs | | | split, then

I I I I | split the I
| | | | | remai nder |
| | | | |fromfront to
| | | | | back by . |
R R o e e e e m oo oo S S +
| Manual | Last | a.b.c@—[a, b, c, d]l|r-by-tail.40-2¢e|Find the |ast|
| | character | | | @and split, |
| | differs | | | then split |
| | | | | t he remai nder |
| | | | |fromfront to
I I I I | back by . I
oo S oo Fom e - +
| Manual | By specified] a.b/c@—[a, b, ¢, d]| Rby-order.2e-|Split in the
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or der | | 2f-40 | specified |
| | | order; each |
| | |rule |
| | | represents |
| | | one split; |
| | | record the |
| | |delimter in |
I I | UTF-8. I
Fi xed | ength| abcd1234—[abcd, 1234]|r-custom |l en4-6| Split into
(e.g., 4) | | fi xed-1ength

| | segrment s |
| | according to

| | the specified|
| | or der. |

| Manual | Regex | Using regex to match|r-customregex-|Extract using
| | extraction | segnent s | vl | regul ar |
| | | | | expressions. |

Aut omati c | Cut by non- |user.nanme@ost —[user, | r-by-auto | Split by non-|
| DNS-1egal name, @ost] —[user, | | DNS- | egal |
| ASCI | codes 2f nane, 40host] | | ASClI | codes;

| | except the |

| | first label, |

| | the prefix of]
| | each |
| | subsequent |
| | I abel is |
| | encoded as |
| | UTF-8 of the |
| |delimter. |

Table 1
5.2. Subdomai n Label Internationalization
Each subdomain | abel nust independently undergo |DNA-style
internationalization processing to ensure that no non- ASCl |
characters appear and that all are converted into DNS-conpliant
representations:

Convert to | owercase;

Per f orm Uni code normalizati on;
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If the label contains only LDH characters, |leave it unchanged.
O herwi se, encode it into an ACE | abel (xn--) using the Punycode
algorithm referring to [ RFC3490] and [ RFC3492];

Verify that each A-label does not exceed 63 bytes in length. The
output is a sequence of internationalized subdormain labels [intl]-
seg, ..., intl-seq].

5.3. ldentifier Type and ldentifier Provider Definition

Specify the type of naming systemto which the identifier bel ongs
(e.g., ecode, handle, doi). This field is used as part of a DNS
domai n nane and rmust be a DNS-conpliant |abel, case-insensitive. For
unregi stered types, a tenporary name such as custom <name> canh be
used.

The identifier provider can be an organization or an individual (if
there is no affiliated organization). It is reconmended to use an

abbreviation. This field is also used as part of a DNS domai n nane
and nust be a DNS-conpliant | abel, case-insensitive.

[ e ——— ————————— e p—p—————
| Identifier | Provider | Definition |
I Type I I I
| handl e | cnri | Handl e-type identifier, nanaged by |
| | | China National Research Institute (CNRI |
| | | China branch). |
Fom ek S o m m e e e e e e e e e e e e e e e eeee— oo +
| doi | gsl | DO-type identifier, registered by GS1 |
| | | organizati on. |
Fomm e oo - Fomm oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| oid | nrf | ODtype identifier, managed by the |
| | | American National Standards Institute |
| | | (ANSI) and the International |
| | | Organization for Standardi zation (1SO. |
T S o m m e e e e e e e e e e e e e e e e eo— oo - +
| ecode | cic | Ecode-type identifier, managed by the |
| | | China Institute of Information and |
| | | Communi cations Technol ogy (ClC). |
Fom ek S o m m e e e e e e e e e e e e e e e eeee— oo +

Table 2
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5. 4.

Overall Domain Structure

Concat enate the outputs of the previous steps in order, and append
the dedi cated root domain suffix viv.cn to formthe conplete query
domai n nane:

<intl-segl> <intl-seg2> <...> <type>. <provider>.viv.cn

5. 5.

Regi stration and Storage

The registration process nust include the follow ng steps:

*

Lee,

Submit Application: The entity submits the original identifier,
segnment ati on method, encoding strategy, type, and proof of
identity.

Pre-Validation: Verify the identifier format, check code, entity
legitimacy, validity of segnentation |ogic, and conpliance of
rule-ref with type.

Domai n Nanme Mappi ng of Heterogeneous ldentifiers: Use the
processes in sections 5.15.4 to generate a conpl ete domai n nane.

Bi nd DNS Records: Create resource records in the authoritati ve DNS
server:

| TXT record
| (recomended)

Store the resolver service interface URL,
such as "https://resol ver.cnrs.cn/ecode" |
(https://resol ver.cnrs.cn/ecode"). |

| SRV record | Directly point to the service endpoint |
| (optional) | (1P and Port). |

| NAPTR record | Support nulti-protocol routing. |
| (advanced) | |
Tabl e 3
Regi ster in the Database: Store the registration informtion
(original identifier, sub-label sequence, conplete domain name,

resolver URL, registering entity, etc.) in the identifier
i nformation dat abase.
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* Rule Filing: If using r-custom* rules, the semantics and
segnentation logic nust be filed with the registration center.

Hi - query

H -query is the standard process for clients to resol ve het erogeneous
identifiers and must includes the foll ow ng steps:

User Input: The user or systemsubnmits the original identifier string
(U1 abel).

Local H Domain Mapping: The client proxy perforns the exactly sane
procedure as the registration end to generate the query domai n nane.

Initiate DNS Query: Send a standard DNS query (TXT or SRV type) to
the | ocal DNS resol ver, which recursively queries the authoritative
.viv.cn server.

Obtai n Resolution Results: Process according to the type of returned
records:

+
| Record Type |
TXT Record | Obtain the resolution service URL, e.qg., |
(Recomrended) | https://resolver.cnrs.cn/ecode. The client |
| sends an HITP(S) request to this URL, |
| carrying the original identifier, to |
| retrieve detail ed netadata such as | ocati on,
| status, access policy, and perm ssions. |

| Directly connect to the specified service |
| endpoint (IP + Port). Suitable for |ow |
| latency scenarios where direct access is |
| required. |

| Resolve using priority and regul ar |
| expression matching to select the |
| appropriate protocol and service (advanced

| routing). |

Table 4

Result usage: conpleting identity authentication, service invocation,
or resource |ocation
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I mplications for Typical Applications Using H -DNS
Support for Heterogeneous ldentifiers as Domai n Nanes

Any het erogeneous identifier can be converted into a Hi-donain and
used as a standard DNS nane for resolution, realizing the concept of
"identifier as service entry" and breaking the traditional DNS
limtation of supporting only LDH characters.

Pr ot ocol Transparency

Application systens only need to integrate the H -DNS resol ution
proxy nodul e to achieve cross-systemidentifier resolution, wthout
nmodi fyi ng exi sting application-layer protocols or interfaces.

Conpatibility with Existing I DN Applications

In I DN-aware environments (such as nodern browsers), senantic
identifiers can be displayed via U labels to enhance user experience;
in | DN-unaware environments, it automatically falls back to A-labels
to ensure backward conpatibility.

Support for Milti-Level Resolution Architecture

Using a two-layer architecture of "DNS query for the entry point and
HTTP(S) for metadata retrieval,” it |everages the efficient
addressing capabilities of DNS while retaining the flexibility and
rich semantics of HITP, aligning with nodern service discovery
patterns.

Pronmoti on of Data El ement Circul ation
In scenarios such as trusted data spaces and the data internet, Hi-
DNS enabl es "one identifier, globally resolvable," supporting cross-
organi zation data product discovery and service invocation, providing
a unified resolution entry for data assets, devices, and subjects,
and reduci ng systemintegration conplexity.

Domai n Name Server Technical Requirenents

Aut horitative Server
The authoritative server is deployed at the full-domain or regional/
i ndustry function nodes and is responsible for managi ng the
resolution records under .viv.cn. It nust support:

* Receiving bulk registration requests via APl ;
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* Handling ACE | abels that may exceed 63 characters in length (e.g.,
xn--ceshi-5qf);

* Optional support for wildcard (*) records for bul k subdomain
managenent .

8.2. Cache Server
The cache server nust recogni ze the .viv.cn domai n nanespace and

support long A-label caching. It is recommended to set a short TTL
(e.g., 300 seconds) to accommpdate dynam c changes in identifiers.

8. 3. DNSSEC Support
DNSSEC nmust be enabl ed, and all resource records nust be digitally
signed to ensure the authenticity and integrity of resolution
results, preventing cache poisoning and man-in-the-m ddl e attacks.
8.4. Logging and Auditing
Record all registration, query, and update operations, including
fields such as time, operator, and target domain, to neet the
security audit requirenents outlined in Chapter 7 of the main
st andar d.
9. Root Domai n Governance and Managenent Requirenents
9.1. Root Domain Managenent
.viv.cn, as the unified root domain of H -DNS, should be centrally
managed by the national data infrastructure authority or its
aut hori zed agency, which will formul ate nam ng standards,
registration policies, and security requirenents.
9.2. Hierarchical Del egation Mechani sm
Support subdomai n del egati on based on type or organi zation
* For exanple, handle.viv.cn is delegated to the operator of the
Handl e system
* customcn.comsgcc.viv.cn is del egated for independent nmanagenent
by the State Grid, achieving hierarchical governance.
9.3. Stability and Conpliance
Use mul ti-node Anycast deploynent to ensure high availability; conply

with the Cybersecurity Law, Data Security Law, and other regul ations,
and provide audit interfaces to support supervision
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10.

11.

12.

13.

13.

Security Considerations

The security design of H -DNS should cover the entire process of
identifier registration, resolution, transm ssion, and nanagenent.
Only entities that have been authenticated may register the
identifiers they nanage, preventing inpersonation, and the ownership
rel ationship between the identifier and the entity should be verified
at the tine of registration. It is recomended to use DNS over HTTPS
(DoH) or DNS over TLS (DoT) to encrypt query traffic, preventing
eavesdroppi ng or tanpering by internediaries. To prevent abuse, rate
limting should be applied to high-frequency queries, and anonaly

det ection nmechani snms shoul d be depl oyed to avoid scanning attacks or
resource exhaustion. Al registration, query, and update operations
must be fully logged, including information such as tine, operating
entity, and target identifier, in order to neet the security audit
requirenents outlined in Chapter 7 of the main standard. For custom
rules (such as r-custom*), their semantics and segnentation |ogic
must be filed with the registration center to prevent nalicious
constructions that could cause resolution anbiguities or confusion
attacks. Sensitive identifiers such as ID nunbers and nobil e phone
nunbers may be hashed or encrypted before registration to prevent
exposure in plaintext, supporting high-security scenarios such as
privacy conputing. Additionally, DNSSEC nust be enabled, with al
resource records under .viv.cn digitally signed to ensure the
authenticity and integrity of resolution results, defending against
attacks such as cache poi soni ng.

| ANA Consi der ati ons

Thi s docunent defines no new protocol paraneters that require
registration by 1 ANA. The use of existing DNS record types (TXT,
SRV, NAPTR) and the | DNA-conpati bl e encodi ng (Punycode) relies on
mechani sms al ready standardi zed and nanaged by 1 ANA. The domain
suffix .viv.cn is used as an exanpl e depl oynent nanespace and does
not require | ANA action.
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