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Abstract

This docunent |ists a set of best practices and protocols for
accessory manuf acturers whose products have built-in | ocation-
tracking capabilities. By follow ng these requirenents and
recomendati ons, a location-tracking accessory will be conpatible

wi th unwanted tracking detection and alerts on nobile platforns.

This is an inportant capability for inproving the privacy and safety
of individuals in the circunmstance that those accessories are used to
track their location without their know edge or consent.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-|edvi na-appl e-googl e- unwant ed-
trackers/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

1.

I nt roducti on

This docunent’ s goal is to, in part, help protect the privacy of

i ndi vidual s fromunwanted tracking by |ocation-tracki ng accessori es.
Location-tracki ng accessories provide nunerous benefits to consuners,
but, as with all technology, it is possible for themto be m sused.
M suse of |ocation-tracking accessories can result in unwanted
tracking of individuals or items for nefarious purposes such as
stal ki ng, harassnment, and theft. This docunent is focused on
protecting people from m suse of |ocation-tracking accessori es.
Formal i zing a set of best practices for manufacturers will allow for
scal abl e conpatibility with unwanted tracki ng detection technol ogi es
on various snmartphone platforms and i nprove privacy and security for
i ndi vi dual s.

Unwant ed tracki ng detection can both detect and alert individuals
that a location tracker separated fromthe owner’s device is
traveling with them as well as provide neans to find and di sable the
tracker. This docunent outlines technical best practices for

| ocation tracker manufacturers, which will allow for their
compatibility with unwanted tracking detection and alerting
technol ogy on pl atforns.

1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy

Thr oughout this docunment, these terns have specific neanings:

* The termplatformis used to refer to nobile device hardware and
associ ated operating system Exanples of nobile devices are
phones, tablets, |aptops, etc.

* The termaccessory is used to refer to any product intended to
interface with a platformthrough the neans described in this
speci fication.

* The termowner device is a device that is associated with the
accessory and can retrieve the accessory’ s location

* The term non-owner device refers to a device that may connect to
an accessory but is not an owner device of that accessory.
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* The terml ocation-tracking accessory refers to any accessory that
has | ocation-tracking capabilities, including, but not limted to,
crowd- sourced | ocation, GPS/GNSS | ocation, WFi |ocation, cel
| ocation, etc., and provides the |ocation informati on back to the
owner of the accessory via the internet, cellular connection, etc.

* The termlocation-enabled state refers to the state an accessory
in where its | ocation can be renmpotely viewed by its owner

* The term |l ocation-enabl ed adverti senent payload refers to the
Bl uet oot h (BT) advertisenent payload that is advertised when an
accessory has recently, is currently, or will in the future
provi de | ocation updates to its owner

* The termunwanted tracking (UT) refers to undesired tracking of a
person, their property, or their belongings by a | ocation-enabl ed
accessory.

* The termunwanted tracking detection refers to the algorithms that
detect the presence of an unknown accessory traveling with a
person over time.

* The termunwanted tracking alert refers to notifying the user of
the presence of an unrecogni zed accessory that nay be traveling
with themover tine and allows themto take various actions,

i ncluding playing a sound on the accessory if it’ s in Bluetooth
Low Energy (LE) range

* The termplatformconpatible nethod refers to a nethod of
conmmuni cati on between the platformand the accessory/accessory
manuf acturers to exchange information, including, but not linited
to, BT GATT protocol, BT advertisenent, HITP, etc.
2. Background
2.1. Applicability
These best practices are REQUI RED for |ocation-enabl ed accessories
that are small and not easily discoverable. For |arge accessories,
such as a bhicycle, these best practices are RECOVMENDED.

Accessories are considered easily discoverable if they neet one of
the followi ng criteria:

* The itemis larger than 30 cmin at |east one dinmension

* The itemis larger than 18 cmx 13 cmin two of its dinensions.
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* The itemis larger than 250 cnm*3 in three-di nmensi onal space.
3. Requirenents
3.1. Overview

This section details requirements and recomendati ons for best
practices for |ocation-enabl ed accessory manufacturers to all ow
unwant ed tracki ng detection by platform makers.

3.2. Bluetooth Low Energy

The accessory SHALL use Bluetooth Low Energy (LE) as the transport
protocol. This enables platforns to detect and connect to
accessori es.

3.2.1. Advertising
The accessory SHALL advertise using Bluetooth LE
3.2.2. Connection

The accessory MUST support at | east one non-owner unencrypted
connection in a peripheral role. The connection interval of the

Bl uetooth LE |ink between the device and accessory MAY depend on the
type of user interaction. Non-owner connections to the accessory
SHALL be inpl enmented using a platformconpatible nmethod, e.g., BT
GATT service

3.3. Location Tracking

The | ocati on-enabl ed accessory has | ocation capabilities via

Bl uet oot h crowd-sourcing, GPS/ GNSS | ocation, WFi |ocation, cellular
| ocation, or by some other nmeans. Furthernore, the accessory has a
way to comrunicate its location to its owner via a network (e.g.
cell network, crowd-sourced |ocation via Bluetooth, etc.).

The accessory SHALL maintain an internal state that detects when its
location is, or has been, available to the ower via a network. This
state is called the | ocation-enabl ed state.

M suse of | ocation-enabl ed accessories can occur when the owner’ s
device is not physically with the accessory. Thereby, the accessory
SHOULD nmintain a second internal state, denoted the near-owner
state, which indicates if the accessory is connected to or nearby one
or nore of the owner’ s devices. Near-owner state can take on two
val ues, either near-owner node or separated node. Near-owner node is
denoted as the opposite of separated node.
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Figure 1 details the requirenments and reconmendati ons for advertising
the | ocati on-enabl ed payl oad based on the | ocation-enabl ed state and
separated state.

| Locati on |
| Currently Enabled |
I R I
| Enabled in Past 24 |
| Hour s |

near - owner | MAY |
node | advertise location-
Near - | enabl ed payl oad |

State separated | MUST adverti se |
node | location-enabl ed
| payl oad |

Figure 1: Requirenments & Recommendati ons For Advertising
Locat i on- Enabl ed Payl oad

If the accessory maker chooses to continue advertising the |ocation-
enabl ed payl oad while in near-owner node, setting the near-owner bit
(Section 3.9) conpensates for this.

3.4. Location-enabl ed Bl uetooth LE Adverti senent Payl oad
3.4.1. Overview

VWhen in | ocation-enabl ed state, the accessory SHALL advertise a
Bl uetooth LE format, denoted the |ocation-enabl ed Bl uetooth
adverti senent payload, that is recognizable to the platforns.

The primary purpose of the advertisenent in the context of this
specification is to allow the detection of unwanted | ocation
trackers. All accessories in scope of this docunent are associ ated
with an owner. The advertisement MJST allow the owner’ s platformto
reliably recognize the owner’s associ ated accessories, that is a
critical signal to distinguish unwanted trackers from expected ones.
Fal se al erts associated to owned or expected accessories nay cause
undue alarmfor users, leading themto reach out for help when it’ s
not needed, or otherw se desensitize users, leading themto mss

rel evant alerts.
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3.4.2. Location-enabl ed advertisenment payl oad fornat

The payl oad format is defined in Table 1

[ bl sy ety o}
| Bytes | Description | Requirenent |
| 0-5 | MAC address | REQUI RED |
R, o e e e e e e e e e e e e e e me oo S +
| 6-8 | Flags TLV; length = 1 byte, type = 1 | OPTI ONAL |
| | byte, value = 1 byte | |
dememaas S . +
| 9-12 | Service Data TLV; length = 1 byte, | REQUI RED |
| | type = 0x16, val ue = OxFCB2 | |
R, o e e e e e e e e e e e e e e me oo S +
| 13 | Network ID | REQUI RED |
S D . . +
| 14 | Near-owner bit (1 bit, |east | REQUI RED |
| | significant bit) + reserved (7 bits) | |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 15-36 | Proprietary company payl oad data | OPTI ONAL |
AR, o e e e e e e e e e e m e ao- - S +

Tabl e 1: Location-Enabl ed Payl oad For nat

When Flags TLV are not added, the MAC address type needs to be set to
random This inplies that if Bluetooth LE pairing is supported, the
accessory SHALL NOT use its public address as its public identity
when exchangi ng pairing keys at phase 3 (see Vol.3, Part H,

Section 2.1 of the [BTCore5.4]) and it SHALL only use a static random
address. Additionally, the LE advertisenent needs to be connectable
to allow for non-owner unencrypted connections to the accessory.
Further details are discussed in Section 3.11.

Proprietary conpany payload data is both OPTIONAL and vari abl e
| engt h.

3.4.3. Duration of advertising |ocation-enabled advertisenent payl oad

The accessory SHALL broadcast the |ocation-enabl ed adverti senent
payload if location is available to the owner or was avail abl e any
time within the past 24 hours. This allows unwanted tracking
detection to operate both between and beyond the specific noments an
accessory’'s location is made available to the owner.
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3.

3.

3.

4.4. Maxi mum duration after physical separation fromowner to
transition into separated node

The accessory SHALL transition from near-owner node to separated node
under the conditions listed in Table 2 bel ow

| Preferred | Accept abl e |
B oo s oo e o ps s
| The accessory has | The accessory has been physically

| been physically | separated fromthe owner device for

| separated fromthe | nmore than 30 m nutes *AND* The |
| owner device for | owner of the accessory has received

| nore than 30 mnutes | a nore recent |ocation update for |
| | that accessory after 30 m nutes

o e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +

Tabl e 2: Advertising Policy

4.5, Maxi mum duration after reunification with owner to transition
into near-owner node

The accessory SHALL transition from separated to near-owner node if
it has reunited with the owner device for a duration no | onger than
30 minutes.

5. MAC addr ess

The Bl uetooth LE advertisenent payload SHALL contain an address in
the 6-byte Bluetooth MAC address field which | ooks randomto all
parties while being recogni zabl e by the owner devi ce.

The address SHALL rotate periodically (see Rotation policy
(Section 3.5.1)); otherwise if the same address is used for |ong
periods of time, an adversary may be able to track a legitinmate
person carrying the accessory through |ocal Bluetooth LE scanning
devices. Sane rules apply to all of the advertised payl oad.

It is possible to generate the MAC address in a way which nmeets the
privacy requirenent while allowing the platformto recogni ze an owned
accessory w thout anbiguity using the MAC address, as defined in
Section 6.1.1. Wen taking this approach, the address type SHALL be
set as a non-resolvable private address or as a static device
address, as defined in Random Devi ce Address in Vol 6, Part B,
Section 1.3.2 of the [BTCore5.4]. The owner MJST be able to predict
the MAC address value at any given tine in order to suppress unwanted
tracking alerts caused by a device’ s owned accessory. See Oaned
Accessory ldentification (Section 6.1) for additional details.
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Alternatively, the owner recogni zabl e value may be placed in
Proprietary company payl oad data defined in Proprietary conpany
payl oad (Section 3.8). 1In this scenario, the MAC address of the
accessory advertisenent may be set to resolvable private address.

3.5.1. Rotation policy

An accessory SHALL rotate its address on any transition from near-
owner state to separated state as well as any transition from
separated state to near-owner state.

When in near-owner state, the accessory SHALL rotate its address
every 15 minutes. This is a privacy consideration to deter tracking
of the accessory by non-owners when it is in physical proxinmity to

t he owner.

When in a separated state, the accessory SHALL rotate its address
every 24 hours. This duration allows a platform s unwanted tracking
algorithms to detect that the sane accessory is in proxinity for some
period of tine, when the owner is not in physical proximty.

3.6. Service data TLV

The Service data TLV with a 2-byte UUI D val ue of OxFCB2 provides a
way for platfornms to easily scan for and detect the |ocation-enabl ed
Bl uet oot h adverti sement.

3.7. Network ID

The 1-byte Network I D SHALL be set based on a registered val ue for
the manufacturer, as defined in Finding Network Registry
(Section 10.1).

3.8. Proprietary conpany payl oad

To maintain the privacy properties of the MAC address, the val ues of
payl oad which may be di fferent between accessories SHALL rotate at
the sane tine and interval as the MAC address. The approach using a
Pseudo- Random Functi on suggested in Section 6.1.1. nmay be used to
meet this privacy requirenent

If a Resolvable Private MAC address is used, this field SHALL be
popul ated with a value of 6 bytes mininum which allows the platform
to recogni ze an owned accessory w thout anbiguity to support the
identification of owned accessory by the platformas defined in Omed
Accessory ldentification (Section 6.1)
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3.9. Near-owner bit

It is inportant to prevent unwanted tracking alerts from occurring
when the owner of the accessory is in physical proximty of the
accessory, i.e., it is in near-owner node. |n order to allow
suppression of unwanted tracking alerts for an accessory adverti sing
the | ocation-enabl ed adverti sement with the owner nearby, the
accessory MJST set the near-owner bit to be 1 when the near-owner
state is in near-owner nmode, otherwi se the bit is set to 0. Table 3
specifies the values of this bit.

The near-owner bit MJST be the | east significant bit.

| Near-owner Bit Value | Near-owner state |
[ e ————————————— Ll p—p—————
| 1 | Near-owner node |
g o e e oo +
| O | Separated node

o e e e e e e e oo o e e e e a e oo m +

Tabl e 3: Near-Omer Bit
3.10. Bluetooth LE advertising interva

The detection rate performance has a dependency on the BLE
advertising interval used. A maxi num advertising interval of 4
seconds SHALL be used; for the best detection rate, the advertising
interval SHOULD be |l ess than or equal to 2 seconds.

3.11. Accessory Connections
The accessory non-owner service UU D SHALL be 15190001- 12F4- C226-
88ED- 2AC5579F2A85. This service SHALL use GATT over LE. The non-
owner accessory service SHALL be instantiated as a prinmary service
The accessory non-owner characteristic UU D SHALL be
8EO0C0001- 1D68- FB92- BF61- 48377421680E

3.11.1. Byte transm ssion order

The characteristic used within this service SHALL be transmtted with
the least significant octet first (that is, little endian).
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3.11.2. Maxi mum transm ssion unit

Data fragmentation and reassenbly is not defined in this docunent;
therefore, the accessory SHALL NOT request an MIU ( Maxi mum
Transmi ssion Unit) smaller than the maximumlength of its wite
responses for the opcodes defined in Non-owner controls

(Section 3.13.4) and Section 3.12.1. In other words, all opcode
response data nmust fit within a single wite operation

3.12. Accessory Infornmation

The foll owi ng accessory information MJST be persistent through the
lifetime of the accessory: Product data (Section 3.12.1.1),
Manuf act urer nane (Section 3.12.1.2), Mdel name (Section 3.12.1.3),
Accessory category (Section 3.12.1.4), Accessory capabilities
(Section 3.12.1.6), Network ID (Section 3.7), and Battery Type
(Section 3.12.1.9).

3.12.1. (Opcodes

The 2-byte opcodes for accessory information are defined in Table 4.

[ el gl el ety ot
| Opcode | Opcode| Qper ands | GATT | Requi r enent |
| | val ue| | subprocedur e| |
B s s el e el sl ool
| Get _Product _Dat a | 0x0003| None | Wite; To | REQUI RED |
| | | | Accessory | |
e S - - . S I +
| Get _Product Data_ | 0x0803| Product Data |Indications; REQUI RED |
| Response | | (Section | From | |
| | | 3.12.1.1) | Accessory | |
o e e e e R o e e - R R +
| Get _Manuf acturer _ | 0x0004| None | Wite; To | REQU RED |
| Nare | | | Accessory | |
e S . I S Iy IR +
| Get _Manuf act urer _ | 0x0804| Manufacturer |Indications; REQUI RED |
| Name_Response | | Name (Section | From | |
| | | 3.12.1.2) | Accessory | |
o e e e e e e oo +o-m - - R R S +
| Get _Mbdel _Nane | 0x0005| None | Wite; To | REQUI RED |
| | | | Accessory | |
e Fomemm - T T S T +
| Get _Mbdel _Nane_ | 0x0805| Mbdel Nane |Indications; REQUI RED |
| Response | | (Section | From | |
| | | 3.12.1.3) | Accessory | |
e S - e . S I +
| Get _Accessory_ | 0x0006| None | Wite; To | REQUI RED |
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| Cat egory | | | Accessory | |
Tt Fom e e - - S Fomm e oo - N +
| Get _Accessory_ | 0x0806| Accessory | I ndi cati ons; REQUI RED |
| Cat egory_Response | | Cat egory | From | |
| | | (Section | Accessory | |
| | | 3.12.1.4) | | |
o S o e e o - T R +
| Get _Protocol _ | 0x0007| None | Wite; To | REQUI RED |
| I npl ement ati on_Version | | | Accessory | |
o e e e e e e oo +o-m - - R R S +
| Get _Protocol _ | 0x0807| Pr ot ocol | I ndi cati ons; REQUI RED |
| I npl ement ati on_Version_| | I npl ement ati on| From | |
| Response | | Ver si on | Accessory | |
I I |  (Section | I I
| | | 3.12.1.5) | | |
o e e e e e e oo +o-m - - R R S +
| Get _Accessory_ | 0x0008| None | Wite; To | REQUI RED |
| Capabilities | | | Accessory | |
o S o e e o - T R +
| Get _Accessory_ | 0x0808| Accessory | I ndi cati ons; REQUI RED |
| Capabilities_Response | | Capabilities | From | |
| | | (Section | Accessory | |
| | | 3.12.1.6) | | |
o Fomm o - oo s Fom e e o - Fom e oo +
| Get _Network_I D | 0x0009| None | Wite; To | REQU RED |
| | | | Accessory | |
o e e e e R o e e - R R +
| Get _Network_ID_ | 0x0809] Network ID |Indications; REQUI RED |
| Response | | (Section 3.7) | From | |
| | | | Accessory | |
o S o e e o - T R +
| Get _Fi r mnvar e_Ver si on | OXO00A| None | Wite; To | REQUI RED |
| | | | Accessory | |
o e e e e e e oo +o-m - - R R S +
| Get _Firmnvare_Version_ | Ox080A| Fi rmnar e | I ndi cati ons; REQUI RED |
| Response | | versi on | From | |
| | | (Section | Accessory | |
I I | 3.12.1.8) | I I
o e e e e R o e e - R R +
| Get _Battery_Type | 0x000B| None | Wite; To | OPTIONAL |
| | | | Accessory | |
o Fomm o - oo s Fom e e o - Fom e oo +
| Get _Battery Type_ | 0x080B| Battery Type |Indications; OPTI ONAL |
| Response | | (Section | From | |
| | | 3.12.1.9) | Accessory | |
o e e e e e e oo +o-m - - R R S +
| Get _Battery Level | 0x000C None | Wite; To | OPTIONAL |
| | | | Accessory | |
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o S o e e o - T R +
| Get _Battery_ Level _ | 0x080C| Battery Level |Indications; OPTI ONAL

| Response | | (Section | From | |
| | | 3.12.1.10) | Accessory | |
e Femmm o - oo s Fom ek Fom e +
| Get _Net wor k_Ver si on | 0x000D| None | Wite; To | OPTIONAL |
| | | | Accessory | |
Tt Fom e e - - S Fomm e oo - N +
| Get _Net wor k_Version_ | 0x080D Net wor k | I ndi cati ons; OPTI ONAL |
| Response | | Ver si on | From | |
| | | (Section | Accessory | |
| | | 3.12.1.11) | | |
o S o e e o - T R +
| RESERVED | OXO0O0E| | | |
| | - | | |
| | OX005F| | | |
e Femmm o - oo s Fom ek Fom e +
| RESERVED ( Response) | OxO80E| | | |
I I - I I I
| | OX085F| | | |
o e e e e R o e e - R R +

Tabl e 4: Accessory Information Qpcodes

These opcodes SHALL be avail abl e when the accessory is in separated
state. These opcodes SHALL NOT be avail able when the accessory is in
the near-owner state. When any opcode is not avail able, the
accessory SHALL return the Invalid comand error as the

ResponseStatus in Comand_Response. |f an optional opcode is not
avai l abl e, the accessory SHALL return the Invalid comand error as
the ResponseStatus in Conmand_Response. |f any opcode value is

commanded that is not supported by the accessory, it SHALL return the
I nval i d_command error as the ResponseStatus in the Comrand_Response.
See Command Response (Section 3.13.4.1.1) for details.

In the circunmstances that there are nultiple non-owner connections,
all GATT indication subprocedures defined in Table 4 SHALL be sent
through only to the connection that commanded the affiliated wite
subpr ocedur e.

Opcodes shoul d be structured as defined bel ow
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[ el s oo e
| Bytes | Description |
+o————m—4 o=+
| 0-1 | Opcode val ue |
+------- I +
| 2+ | Oper and |
+----- - i I +

Tabl e 5: Accessory
Opcode Structure

3.12.1.1. Product data

The Product Data operand represents an 8-byte value that is intended
to serve as a unique identifier for the accessory nake and nodel .

Thi s val ue SHALL be determ ned during the onboardi ng process
(Section 7).

f oo sl oo s, e s e o}
| Operand name | Data | Count | Total Size | Descri ption |
I | type | | (Bytes) | I
[ Sl el s ety ety ety
| Product Data | Uint8 | 8 | 8 | See Product data |
| | | | | (Section 3.12.1.1) |
i I +----- - +----- - I R I I R +

Tabl e 6: Product Data Operand
3.12.1.2. Manufacturer nane

The Manuf acturer Nane operand contains the name of the conmpany whose

brand wi |l appear on the accessory, e.g., ~ Acme” .

[ et ety o e puupgy -jesfupoje o - fu g pu g —pgty b poj o pojpj——_——
| Operand nane | Data type | Count | Total Size | Description |
I I I | (Bytes) | I
[ oo ool ooy oo oo el s
| Manufacturer | UTF- 8 | 64 | 64 | Manufacturer |
| Narme | | (maximum | (maximn) | nane |
e S S S e +

Tabl e 7: Manufacturer Nanme Operand

When the Manufacturer Nane is | ess than 64 bytes, it SHALL be
formatted either as:

* astring value with length | ess than 64 bytes
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O

* astring value that is both zero-term nated and zero-padded up to
64 bytes

3.12.1.3. WModel nane

The Model Nane operand contains the manufacturer specific nodel of
the accessory.

S ettty el et ety ety el
| Operand nanme | Data type | Count | Total Size | Description |
I I I | (Bytes) | I
[ el s s oo s el e °}
| Model Name | UTF- 8 | 64 | 64 | Model name |
I I | (meximum) | (nmeximum | I
I I I I L i +

Tabl e 8: Mdel Nanme Qperand

VWhen the Model Name is less than 64 bytes, it SHALL be formatted
ei ther as:

* a string value with length | ess than 64 bytes
O

* a string value that is both zero-terninated and zero-padded up to
64 bytes

3.12.1. 4. Accessory category

The Accessory Category operand describes the category the accessory
nost cl osely resenbl es.

[ ool e et oo e oo e e e s 3
| Operand | Data | Count | Total | Descri ption |
| nane | type | | Size | |
| | | | (Bytes) | |
[ bbb b by e fu b pet; = b el oo e bbb
| Accessory | Uint8 | 8 | 8 | Byte 0: U nt8 value |
| Category | | | | of Accessory Category |
| | | | | Val ue (Section 4) |
| | | | | Byte 1-7: Reserved |
R R, R, S R o e e e e +

Tabl e 9: Accessory Category Qperand
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3.12.1.5. Protocol inplenentation version

The Protocol |nplenmentation Version operand contains a val ue
i ndicating an inplenentation version of these protocols.

[ b oo el e pes et ool el e s e e
| Operand nane | Data | Count | Total | Descri ption

I | type | I Size | I
| | | | (Bytes) | |
[ bbb ey e pe el bbbl b by oo pe g pe e
| Pr ot ocol | Uint32 | 1 | 4 | Byte O : revision

| I'nplenmentation | | | | versi on nunber |
| Ver si on | | | | Byte 1 : minor |
| | | | | versi on number |
| | | | | Byte 2-3 : mgjor

| | | | | versi on nunber |
o e e e e ee oo Fommmm oo S e mmme oo o e eeo oo +

Tabl e 10: Protocol |nplenmentation Version Operand

The Maj or. M nor. Revi sion val ue associated with this docunent is
1.0.0. The equivalent 4-byte value is 0x00010000.

3.12.1.6. Accessory capabilities

The Accessory Capabilities operand enunerates the various
capabilities supported on the accessory as defined in Table 11
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+
1
1
1
1
1
1
1
1
1
1
1
1
1
1

| Operand nane
Si ze

Accessory
Capabilities

+

I

|

I

+

| Bit O : Supports play |
| sound ( REQUI RED) |
| Bit 1 : Supports

| moti on detector UT |
| Bit 2 : Supports

| identifier |ookup by |
| NFC |
| Bit 3 : Supports

| identifier |ookup by |
| BLE |
| Bit 4-8 : Reserved

| for private use |
| Bit 9-31 : Reserved

Tabl e 11: Accessory Capabilities Operand
For exanple, an accessory supporting play sound, notion detector UT
and identifier |ook-up over BT will have the value set as 0b1011 in
bi nary and 11 as Ui nt 32
3.12.1.7. Network ID
The Network | D operand contains the Network ID for the accessory.

This is the sane information that’s in the BT adverti senment header in
Tabl e 1.

[ e el e, e s e e el
| Operand nane | Data type | Count | Total Size | Description

I | (Bytes) | I
[ oo oo sl oo oo e e e e 3
| Network ID | Unt8 | 1 | 1 | Network ID |
I i I R +------- R I +

Table 12: Network | D Operand
3.12.1.8. Firnware version
The Firmnare Version describes the current firmaare version running
on the accessory. The firmwvare revision string SHALL use the
X[.y[.z]] format where :

* <x> is the nmajor version nunber, required.
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* <y>is the minor version nunber, required if it is non zero or if
<z> is present.
* <z>is the revision version nunber, required if non zero.

The firmmvare revi sion MJST foll ow these rul es

*

<x> is increnented when there is significant change; for exanple,
1.0.0, 2.0.0, 3.0.0, and so on

* <y> is incremented when m nor changes are introduced, such as
1.1.0, 2.1.0, 3.1.0, and so on

<z> is increnented when bug fixes are introduced, such as 1.0.1,
2.0.1, 3.0.1, and so on

* Subsequent firmmvare updates can have a | ower <y> version only if
<x> i s increnented.

* Subsequent firmnare updates can have a | ower <z> version only if
<x> or <y> is increnmented.

Maj or version MJST not be greater than (2716 - 1). M nor and
revi sion version MIST not be greater than (278 - 1). The value MJST
change after every firmnare update.

[ bbbl e ool oo sl e s s s s s b
| Operand | Data | Count | Total | Descri ption |
| name | type | | Size | |
I I I | (Bytes) | I
[S bl sl oo e oo o e s
| Firmnare | Ui nt32 | 1 | 4 | Byte O : revision |
| version | | | | versi on number |
| | | | | Byte 1 : minor

| | | | | versi on nunmber |
| | | | | Byte 2:3 : mgjor |
| | | | | version nunber |
Fomm e e e oo B B S, B S o e e e e m e i oo +

Table 13: Firmware Version Operand

As an exanple, a Major.M nor. Revision value of 1.0.0 has an
equi val ent 4-byte val ue of 0x00010000.

3.12.1.9. Battery type

The Battery type operand describes the battery type used in the
accessory.
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B oo ool oot oo oo e
| Operand | Data | Count | Total | Descri ption |
| nane | type | | Size | |
I I I | (Bytes) | I
B ey ey s p—p—j—_——" —jp—p——(———(— plpj oy p—p——_——————————
| Battery | Uint8 | 1 | 1 | 0x00 : Powered |
| Type | | | | 0x01 : Non-rechargeabl e |
I I I I I battery I
| | | | | Ox02 : Rechargeable battery |
| | | | | 0x03- OxFF : Reserved |
L +------- +------- L I T +

Table 14: Battery Type Operand
3.12.1.10. Battery |eve

The Battery | evel operand indicates the current battery |evel

[ b s ool s oo oo s
| Operand | Data | Count | Total | Descri ption |
| nane | type | | Size | |
I I I | (Bytes) | I
R ety e pp—py Cjegg—j——— s —p———(— gl —p———(—————(—————————
| Battery | Uint8 | 1 | 1 | 0x00 : Full |
| Level | | | | 0x01 : Medium |
| | | | | 0x02 : Low |
| | | | | 0x03 : Critically |ow |
| | | | | Ox04-O0xFF : Reserved

L +------- +------- L I I I I I ] +

Tabl e 15: Battery Level Operand
3.12.1.11. Network version
The Network Version describes the network specification the accessory
conplies with for the network specified by Network I D (Section 3.7).
The network revision string SHALL use the x[.y[.z]] format where

* <x> is the mgjor version nunber, required.

* <y>is the mnor version nunber, required if it is non zero or if
<z> is present.

* <z>is the revision version nunber, required if non zero.

The network revision MIUST foll ow t hese rul es:
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ncrenent ed when there is significant change; for exanple,
.0, 3.0.0, and so on

* y> is increnented when mnor changes are introduced, such as
0, 2.1.0, 3.1.0, and so on

<z> is increnented when bug fixes are introduced, such as 1.0.1,
2.0.1, 3.0.1, and so on

* Subsequent network updates can have a |l ower <y> version only if
<x> i s increnented.

* Subsequent network updates can have a | ower <z> version only if
<x> or <y> is increnmented.

Maj or version MJST not be greater than (2716 - 1). M nor and
revision version MIST not be greater than (278 - 1). The val ue MJST
change after every network update.

b oo oo ool s oo ool e oo el ]
| Operand | Data | Count | Total | Descri ption |
| name | type | | Size | |
I I I | (Bytes) | I
[ e e ool ey el s s
| Network | Uint32 | 1 | 4 | Byte O : revision |
| version | | | | versi on number |
| | | | | Byte 1 : minor |
| | | | | versi on nunber |
| | | | | Byte 2:3 : mmjor |
| | | | | version nunber |
Fo-m e - - I +----- - Fo-m e - - I I I R +

Tabl e 16: Networ k Version Operand

As an exanple, a Major.M nor. Revision value of 1.0.0 has an
equi val ent 4-byte val ue of 0x00010000.

3.13. Non-Omner Finding
Once a user has been notified of an unknown accessory traveling with
them it is REQU RED they have the nmeans to physically |ocate the
accessory. This is called non-owner finding of the accessory.

3.13. 1. Har dwar e

This is a description of the REQU RED and RECOVMENDED hardware to be
incorporated into the accessory to enabl e non-owner finding.
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3.13.2. Motion detector

The accessory SHOULD include a notion detector that can detect
accessory notion reliably (for exanple, an acceleroneter). |If the
accessory includes an accel eroneter, it MJST be configured to detect
an orientation change of +10° along any two axes of the accessory.

3.13.2.1. Inplenmentation

The details in this section apply to those accessories that include a
nmoti on detector. Values of the variables referenced are specified in
Tabl e 17.

After T_(SEPARATED UT_TIMEQUT) in separated state, the accessory MJIST
enabl e the notion detector to detect any notion within
T_( SEPARATED_UT_SAMPLI NG_RATE1) .

If motion is not detected within the T_(SEPARATED UT_SAMPLI NG _RATE1)
period, the accessory MIST stay in this state until it exits
separated state.

If nmotion is detected within the T_(SEPARATED UT_SAMPLI NG RATEl) the
accessory MJST play a sound. After first notion is detected, the
movenent detection period is decreased to

T_( SEPARATED UT_SAMPLI NG RATE2). The accessory MJST continue to play
a sound for every detected notion. The accessory SHALL disable the
nmoti on detector for T_(SEPARATED UT BACKCFF) under either of the

foll owi ng conditions:

* Motion has been detected for 20 seconds at
T_( SEPARATED UT_SAMPLI NG _RATE2) peri ods.

* Ten sounds are played.

If the accessory is still in separated state at the end of
T_( SEPARATED UT_BACKOFF), the UT behavior MJIST restart.

A Bl uetooth LE connection from an associ ated device MJIST reset the
separ at ed behavi or.
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3.13. 3.

The accessory MUST include a sound naker (for exanple,
pl ay sound when in separated state,

Det ecti ng Unwant ed

T_( SEPARATED UT_SAMPLI NG _RATEL)

T_( SEPARATED UT_SAMPLI NG _RATE2)

T_( SEPARATED UT_BACKOFF)

T_( SEPARATED_UT_TI MEQUT)

Locati on Tracker

| random val ue

| between 8-24 |

| hours chosen |

| froma |

| uni form |

| distribution |
+

S January 2026

Sanpling rate
when noti on
detector is
enabled in
separ at ed
state.

Mot i on det ect or
sanmpling rate
when novenent
is detected in
separ at ed
state.

Period to

di sabl e notion
detector if
accessory is in
separ at ed

st ate.

Time span in
separated state
bef ore enabling
noti on

det ector.

Tabl e 17: Modtion Detector Tinme Val ues

Sound maker

nmotion i s detected.
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It MUST al so play sound when a non-owner tries to |ocate the
accessory by initiating a play sound command from a non- owner device
when the accessory is in range and connectabl e through Bl uetooth LE
The sound nmaker MUST enmit a sound with mninum 60 Phon peak | oudness
as defined by I SO 532-1:2017. The |oudness MJST be neasured in free
acoustic space substantially free of obstacles that would affect the
pressure neasurenment. The | oudness MJST be neasured by a calibrated
(to the Pascal) free field mcrophone 25 cmfromthe accessory
suspended in free space.

3.13.4. Non-owner controls

Non- owner controls SHALL use the sanme service and characteristic
UUl Ds as defined in Accessory Connections (Section 3.11).

These controls allow a non-owner to | ocate the accessory by playing a
sound as well as fetch an encrypted payload used to retrieve the
i dentifier of the device.

These 2-byte opcodes are defined in Table 18.

[ s pu ety ey ool Cju g pg—p—j—t—r ojojpojjupj——_—(——
| Opcode | Opcode| Operands | GATT | Requi r enent |
| | val ue | | subprocedur e| |
B ooy oo s ool e ety e et o}
| Sound_St art | 0x0300| None | Wite; To | REQUI RED |
| | | | accessory | |
o e e e e e e oo +o-m - - S R S +
| Sound_St op | 0x0301]| None | Wite; To | REQUI RED |
| | | | accessory | |
oo ommmo - S S S +
| Conmand_Response | 0x0302| Command |Indications; REQUI RED |
| | | Response | From | |
| | | (Section | accessory | |
| | [3.13.4.1.1)| | |
Fom e Foommo- R S S +
| Sound_Conpl et ed | 0x0303]| None | I ndi cati ons; REQUI RED |
I I I I From | I
| | | | accessory | |
o e e e e e e oo +o-m - - S R S +
| Get _ldentifier | 0x0404| None | Wite; To | OPTIONAL |
| | | | accessory | |
oo ommmo - S S S +
| Get _Identifier_Response| 0x0405| Identifier]|lIndications; OPTI ONAL |
| | | Payl oad | From | |
| | | (Section | accessory | |
| | | 3.13.4.2) | | |
Fom e Foommo- S S S +

Ledvina, et al. Expires 6 July 2026 [ Page 24]



I nternet-Draft Det ecti ng Unwant ed Locati on Trackers January 2026

| RESERVED for private | 0x0304| | | |

I use I I I I I
o e e e e R R R R +
| RESERVED | 0x0305| | | |
I |- I I I
| | 0x0319| | | |
Fom e meeeeeemeecieaaaas oo S IR S ISRy S IR +
| RESERVED for private | Ox031A| | | |
| use | | | | |
o e e e e e e oo +o-m - - S R S +
| RESERVED | 0x031B| | | |
I |- I I I
| | OX031F| | | |
Tt Fom e e - - N Fomm e oo - N +
| RESERVED for private | 0x0320]| | | |
I use | - I I I
| | OX033F| | | |
. S - - - +
| RESERVED | 0x0340| | | |
I | - I I I
| | OX035F| | | |
o e e e e e e oo +o-m - - S R S +

| RESERVED (Response) | 0x0406]| | | |
I |- I I I

| | OX041F| | | I
| RESERVED for private | 0x0420]| | | |
| use (Response) | - |

| | OX043F]| | | |
| RESERVED (Response) | 0x0440| | | |

| -
| | OX045F| | | |

Tabl e 18: Non- Omer Controls Opcodes

Sound_Start and Sound_Stop SHALL only be available to the platform
when the accessory is in the separated state.

In all other states, the accessory SHALL return the Invalid_command
error as the ResponseStatus in Conmand_Response

If ldentifer Retrieval over Bluetooth LE (Section 3.15.3) is
supported, Cet_ldentifier SHALL only be avail able when in identifier
read state; otherwise, it MJST send Command_Response

(Section 3.13.4.1.1) with the Invalid comand as the ResponseStat us.
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The identifier read state is discussed further in Identifier Payload
(Section 3.13.4.2).

In the circunstances that there are nmultiple non-owner connections,
all GATT indication subprocedures defined in Table 18 SHALL be sent
through only to the connection that comranded the affiliated wite
subprocedure. Sound_Conpl eted MAY be sent over all non-owner
connecti ons.

3.13.4.1. Play sound

The Sound_Start opcode is used to play sound on the sound maker of
the accessory. The sound maker MJST play sound for a mi ninmum
duration of 5 seconds and a maxi mum duration of 30 seconds. The
RECOMVENDED duration is 12 seconds.

* The accessory SHALL confirmthe start of the play sound procedure
by sending a Conmand_Response (Section 3.13.4.1.1) with the
correspondi ng ComandOpCode and a ResponseStatus val ue of Success.

* Once the play sound action is conpleted, the accessory sends the
Sound_Conpl et ed nessage

* The Sound_Stop opcode is used to stop an ongoi ng sound request.

* |f the sound event is conpleted or was not initiated by the
connect ed non-owner device, the accessory responds with the
I nvalid_state ResponseStatus code

* |f the accessory does not support the play sound procedure, it
responds with Invalid _command ResponseSt atus code.

* |f a Sound_Start procedure is initiated when another play sound
action is in progress, it rejects with Invalid state error code.

* The accessory SHALL confirmthe conpletion of the stop sound
procedure by sending the Sound_Conpl et ed nessage.

3.13.4.1.1. Command Response

There are 2 conponents of the command response operands:
ConmandOpCode and ResponseStatus. The ConmandCpCode oper and

i ndi cates the procedure that the accessory is responding to and
ResponseSt at us operand indicates the status of the response. The
accessory SHALL respond to any invalid opcode with Command_Response
and I nvalid _command as the ResponseSt at us.
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E ool st oo e oo oo o}
| Operand nane | Data | Count| Total | Descri ption |
I |  type | | Size | I
I I I | (Bytes) | I
B el Sl ——_—(— l—jp—p——_" b pp——_——" o —_———(————————— o
| CommandOpCode | Uintl6 | 1 | 2 | The control procedure

| | | | | matching this response

R +-------- +----- I I T +

ResponseStatus | Ui nt16 | 0x0000 : Success |
| O0x0001 : Invalid_state
| 0x0002 : |
| Invalid_configuration

| 0x0003 : |
| Invalid_length |
| 0x0004 : Invalid_param |
| 0x0005- OXFFFE : |
| Reserved |
| OXFFFF : |
| I nval i d_conmmand |

Tabl e 19: Command Response Operands
3.13.4.2. ldentifier Payl oad

The Get _ldentifier opcode is used to retrieve identifier |ookup

payl oad over Bluetooth LE. To enable this opcode, the accessory MJST
be in the identifier read state. To enter the identifier read state,
a user action on the accessory MJST be perforned (for exanple, press
and hold a button for 10 seconds). The identifier read state MJST be
enabled for 5 m nutes once the user action on the accessory is
successfully perforned. When the accessory is in this node, it MJST
respond with Get _Identifier_Response opcode and Identifier Payl oad

oper and.

B oo sl oo s e oo
| Operand | Data | Count | Total Size | Descri ption |
I name | type | | (Bytes) | I
b ey ey el e ey s
| Identifier | Uint8 | defined by | defined by | The encrypted |
| Payl oad | | accessory | accessory | identifier as an

| | | | array of bytes. |
S S S S oo +

Tabl e 20: ldentifier Payload Over Bl uetooth

It is REQU RED that the encrypted identifier (which in sone cases is
the product serial nunber) be non-identifiable.
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If the accessory is not in identifier read state, it MJST send
Conmand_Response (Section 3.13.4.1.1) with the Invalid_comrand as the
ResponseStatus. Further considerations for how these operands shoul d
be inplenented are discussed in Design of encrypted identifier

| ook-up (Section 8.1.1).

3.13.5. Alternate finding hardware

The accessory SHOULD provide alternate nmeans to help find it, e.g. by
vibrating or flashing lights, via a platformconpatible nethod.
Future versions of this docunent will consider support for haptics
and lights.

3.13.6. Recomended Fi ndi ng Options

Table 21 |ists two RECOMVENDED options on the set of technology in an
accessory to make it findable. Gven that a sound nmaker is REQU RED
the accessory maker SHALL at very |east inplenent Option A

[ ool ool oo
| | Option A| Option B

+o——ooooooooo—4 oo+ ———=——+
| | Good | Better |
I R R +
| Sound naker | X | X |
I R i R i +
| Haptics | | X |
i i F--- - - F--- - - +
| Lights | | X |
I R R +

Tabl e 21: Accessory Fi nding
Har dwar e Opti ons

3.13.7. Future hardware

3.

Future technol ogi es for finding MAY be considered in revisions of
this docunent.

14. Di sabl enent

The accessory SHALL have a way to be disabled such that its future

| ocati ons cannot be seen by its owner. Disablenment SHALL be done via
some physical action (e.g., button press, gesture, renoval of

battery, etc.).
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3.14.1. Disablenent instructions

The accessory manufacturer SHALL provide both a text description of
how to disable the accessory as well as a visual depiction (e.g.

i mge, diagram aninmation, etc.) that MJST be avail abl e when the
platformis online and OPTI ONALLY when offline. D sabl ement
procedure or instructions CAN change with accessory firmware updates.
These are provided as part of the onboarding process (Section 7).

3.15. ldentification

The accessory MUST include a way to uniquely identify it - either via
a serial nunber or other privacy-preserving solution. Quidelines for
serial nunbers only apply if the accessory supports identification
via a serial nunber.

3.15.1. Serial nunber identification

If a serial nunber is available, it SHALL be printed and be easily
accessible on the accessory. The serial nunber MJST be uni que for
each product |D.

3.15.2. ldentifier retrieval capability

The identifier payload SHALL be readabl e either through NFC tap (see
Identifier over NFC (Section 3.15.5)) or Bluetooth LE (see ldentifier
Retrieval over Bluetooth LE (Section 3.15.3) ).

3.15.3. ldentifier retrieval over Bluetooth LE

For privacy reasons, accessories that support identifier retrieva

for identifiers not included in the advertising packet over Bl uetooth
LE MJUST have a physical mechanism for exanple, a button, that SHALL
be required to enable the Get _Identifier opcode, as discussed in
Identifier Payload (Section 3.13.4.2).

The accessory nmanufacturer SHALL provide both a text description of
how to enable identifier retrieval over Bluetooth LE, as well as a
vi sual depiction (e.g. inmage, diagram animation, etc.) that MJST be
avai |l abl e when the platformis online and OPTI ONALLY when of fli ne.
The description and visual depiction CAN change with accessory
firmvare updates. These are provided as part of the onboarding
process (Section 7).

3. 15. 4. ldentifier retrieval froma server

For security reasons, the identifier payload returned froman
accessory in the paired state SHALL be encrypted.
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3.15. 5. Identifier over NFC

For those accessories that support identifier retrieval over NFC, an
associ ated accessory SHALL advertise the whole URL with argunments as
the payl oad over NFC. The payl oad SHALL be formatted like this
"https://{URL}?pi d=%8&b=%&f v=058&e=% “ where the battery |evel
argunent is optional. It MAY include additional optional argunents,
for exanple "https://{URL}?pi d=% &b=%s&f v=%&e=%s&opt A=U%s&opt B=%s “,
where the optional argunments and their associ ated val ues are defined
by the accessory manufacturer

The platform SHALL pass the URL to the associ ated website and not
strip, edit, or append any information.

[} ey e —————————— Ll —p—_—_———————_—_ Ll p—p—p—_———r
| URL | URL Argunent | Not es | Ref erence |
| argument | Type | | |
| b | ASC I hex | Battery Level | Battery Level |
| | string | (Optional) | (Section 3.12.1.10) |
TS o e e - o e e e e oo oo o e e e e e oo - +
| bt | ASCII hex | BT Mac address | MAC addr ess |
| | string | (Optional) | (Section 3.5) |
Ry . e - +
| fv | ASCI hex | Firmmvare version | Fi rmnare version |
| | string | (Requi red) | (Section 3.12.1.8) |
TS o e e - o e e e e oo oo o e e e e e oo - +
| e | ASCII hex | Encrypt ed | Identifier Payload |
| | string | Identifier | (Section 3.13.4.2) |
I I I (Requi red) I I
T . I e meeeeemeaaeeaeas +
| pi d | ASCII hex | Product Data | Product Data

| | string | (Requi red) | (Section 3.12.1.1) |
TS R o e e e e oo oo o e e e e m oo oo +

Tabl e 22: Identifier Lookup URL-arguments

The URL SHALL be hosted by the network provider. The URL SHALL
decrypt the identifier payload and return the identifier of the
accessory in a formthat can be rendered in the platforms HIM. vi ew
One approach to exchange the URL with the accessory, is when the
accessory owner associ ates the accessory to a network provider. Wen
a user performs NFC Tap and the accessory is in associated state, the
encrypted identifier encoded in hex string SHALL be an argunent ("e"
passed to the identifier retrieval URL. Wen a user perforns NFC Tap
and the accessory is not in associated state, the behavior is
undefined and is beyond the scope of this spec.
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Details on NFC hardware requirenments can found in NFC Requirements
(Section 3.17).

3.16. Owner registry

Verifiable identity information of the owner of an accessory at tinme
of association SHALL be recorded and associated with the identifier
of the accessory, e.g., phone nunber, emmil address.

3.16.1. bfuscated owner information

A limted anmount of obfuscated owner information fromthe owner
registry SHALL be nmade available to the platformalong with a
retrieved identifier (identifier-retrieval). This information SHALL
be part of the response of the identifier retrieval froma server
(identifier-fromserver) which can be rendered in a platfornis HTM
Vi ew.

This MJST include at |east one of the foll ow ng:

* the last four digits of the owner’s tel ephone nunber. e.g., (***)
***_ 5555

* an emmil address with the first letter of the usernane and entity
visible, as well as the entire extension. e.g.,
b********@*****. com

3.16.2. Persistence

The owner registry SHOULD be stored for a mnimum of 25 days after an
owner has unassoci ated an accessory. After the el apsed period, the
data SHOULD be del et ed

3.16.3. Availability for |aw enforcenent

Avai l abl e ownership registry informati on SHOULD be produced in
response to a valid | aw enforcenent request seeking information
related to the misuse of |ocation-tracking accessories provided that
the request is submtted pursuant to defined procedures for obtaining
such information. Network providers SHOULD define their own
procedures for subm ssion of valid | egal requests fromlaw

enf or cement .

3.17. NFC Requi rements
Accessories that optionally include NFC (see Serial numnber

identification (Section 3.15.1)) MJST support the requirenments from
this subsecction.
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3.17.1. Hardware
These are the hardware requirenents for accessories that include NFC
* The accessory MJST use a programabl e NFC t ag.

* NFC tags MJST use the NFC Data Exchange Format (NDEF) as defined
by NFC Forumin NDEF 1.0 NFCForum TS-NDEF 1.0. An NDEF nessage
is defined as a group of individual NDEF records as defined by NFC
Forumin NFC Record Type Definition (RTD) RTD 1.0 NFCForum TS- RTD
1.0.

* The payload for NFC tags MJST use NDEF URI Record Type Definition
as defined by NFC Forumin URI Record Type Definition RTD-URI 1.0
NFCForum TS- RTD URI 1. 0.

* NFC tag types MJST be type 2 or greater.

* The NFC tag SHALL not be scannabl e when the accessory is still in
t he packagi ng.

* The payl oad MJUST be scannabl e when hol di ng an NFC-enabl ed device
near the center of the NFC tag on the accessory. Reconmended NFC
tag performance guidelines are defined by NFC Forumin Tag
Per f ormance Requi rements Docunent.

* The NFC inplenention of the accessory MJST be configured as a NFC
t ag.

NFC speci fication docunents can be found here [ NFCForuni.

4. Accessory Category Val ue
Accessory manufacturer’ s MJST pick an accessory category val ue that
cl osest resenbl es their physical product. |f none of the accessory

categories provided in Table 23 nmatch the physical product, O her
MJUST be chosen.

[ e —————————————————— Ll pp—p—_——r
| Accessory Category Nane | Val ue |
[ ety ety
| Location Tracker | 1 |
o m e e e e e e oo R +
| O her | 128 |
o e e e e e e e e a oo - S +
| Luggage | 129 |
o e e e e e e ee oo s Fom e o - +
| Backpack | 130 |
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T . +
| Jacket | 131 |
o e e e e e e e e a oo - S +
| Coat | 132 |
e . +
| Shoes | 133 |
L -, I +
| Bike | 134 |
o e e e e e e e e a oo - S +
| Scoot er | 135 |
e . +
| Stroller | 136 |
L -, I +
| Wheel chair | 137 |
o e e e e e e e e a oo - S +
| Boat | 138 |
e . +
| Hel net I 139 I
L -, I +
| Skat eboard | 140 |
o e e e e e e e e a oo - S +
| Skis | 141 |
e . +
| Snowboard | 142 |
L -, I +
| Surfboard | 143 |
o e e e e e e e e a oo - S +
| Canera | 144 |
e . +
| Laptop | 145 |
T I +
| Watch | 146 |
o e e e e e e e e a oo - S +
| Flash drive | 147 |
e . +
| Drone | 148 |
L -, I +
| Headphones | 149 |
o e e e e e e e e a oo - S +
| Ear phones | 150 |
e . +
| I'nhaler | 151 |
L -, I +
| Sungl asses | 152 |
o e e e e e e e e a oo - S +
| Handbag | 153 |
e . +
| Wallet I 154 I
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o m e e e e e e oo R +
| Unbrella | 155 |
o e e e e e e e e a oo - S +
| Water bottle | 156 |
o e e e e e e ee oo s Fom e o - +
| Tools or tool box | 157 |
o m e e e e e e oo R +
| Keys | 158 |
o e e e e e e e e a oo - S +
| Smart case | 159 |
o e e e e e e ee oo s Fom e o - +
| Renote | 160 |
o m e e e e e e oo R +
| Hat | 161 |
o e e e e e e e e a oo - S +
| Mot orbike | 162 |
o e e e e e e ee oo s Fom e o - +
| Consumer el ectronic device | 163 |
o m e e e e e e oo R +
| Appar el | 164 |
o e e e e e e e e a oo - S +
| Transportation device | 165 |
o e e e e e e ee oo s Fom e o - +
| Sports equi prent | 166 |
o m e e e e e e oo R +
| Personal item | 167 |
o e e e e e e e e a oo - S +
| Reserved for future use | 2-127, 168+

o e e e e e e ee oo s Fom e o - +

Tabl e 23: Accessory Category Val ues
5.  Firmnare Updates

The accessory SHOULD have a nmechani sm for the manufacturer to provide
firmvare updates.

5.1. Backwards Conpatibility
5.1.1. Existing trackers

Exi sting trackers shoul d be updated on a best-effort basis to
i npl ement the protocols and practices outlined above.
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6. Platform Support for Unwanted Tracking

This section details the requirenents and recommendati ons for
platforns to be conpatible with the accessory protocol behavior
described in the docunent.

6.1. Owned Accessory ldentification

Any platformthat supports unwanted tracking SHOULD al so provide the
capability to suppress unwanted tracking alerts caused by an
accessory associated with the owner devi ce.

If an unwanted tracking alert occurs for an accessory and the

pl at f orm does not already have the installed capability to prevent
this alert for the owner of the accessory, then the platform SHOULD
explain to the user how those capabilities can be acquired.

6.1.1. Inplenmentation

Unwant ed tracki ng SHOULD recogni ze an accessory associ ated to that
owner device by matching one of two fields defined in Table 1: either
the MAC address or a part of the proprietary payload. The field,

of fset and length will be determined based on the inputs defined in
the Pl atform Software Extension (Section 6.1.2).

A general approach to generate a recogni zabl e val ue which can al so
meet the privacy requirenent for the advertisenent is to use a
Pseudo- Random Functi on (PRF) taking as input a key established during
the association of the accessory and either a counter or coarse
notion of time. The counter or coarse notion of tine allows for the
address to change periodically. The key allows the owner devices to
predi ct the sequence of addresses for the purposes of recognizing its
associ at ed accessori es.

The Resol vabl e private address format as defined Vol 6, Part B,
Section 1.3.2 of the [BTCore5.4] alone is not adequate for the

pur pose of recogni zing an owned accessory. Only 3 bytes of the MAC
address are calculated with the Bluetooth Identity Resolving Key. In
the context of Unwanted Tracking it inplies there would be a non-
negligible risk of an accessory to be incorrectly considered to be
owned.

6.1.2. Platform Software Extension
Pl atforms SHOULD i npl ement the owned accessory identification

capability as a software extension to its unwanted tracking
det ecti on.
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Accessory manufacturers SHALL provide this set of recognizabl e val ues
to the platform along with an offset and | ength indicating what part
of the advertisenment to match. This set MJST be | arge enough to
acconmpdate a tinme offset between the accessory and owner’s host

pl at f or m

The Network ID in the adverti sement payl oad, as specified in Table 1
SHALL be used to associate an accessory detected with the
manuf acturer’s software extension

6.1.3. Network Access

Net wor k access MJUST NOT be required in the nmoment that the platform
performs owned accessory recognition.

6.1.4. Renoval

The platform MJST del ete any |local identifying information associated
with an accessory if the manufacturer’'s software is renmoved or if the
pl at f orm unassoci ates fromthe accessory.

7. Onboarding

Accessory manufacturers MJST follow a mnimum set of steps for their
accessories to be detectable by platfornms such as adding their
Network 1D value to the Finding Network Registry (Section 10.1).

Duri ng onboardi ng, a product data registry SHALL be created and
mai ntai ned by the network provider for all accessory manufacturers
participating in their network. Accessory nmanufacturers will work
with the network providers they participate in, to provide

i nformati on such as:

* Product Data: an 8-byte string representing a unique identifier
for a product. See Product Data (Section 3.12.1.1).

* Disablement Instructions: information on how a user can di sable
the tracker.

* |dentifier Look-up Over Bluetooth Instructions: visual depictions
for enabling identifier |ook-up over Bluetooth LE

* |dentifier Look-up: a nethod to retrieve the obfuscated owner
i nformati on and possibly identifier.

* Product Nanme: a string representing the accessory nmake and nodel
associated with the Product Data string.
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Additional details will followin 2024 to specify formats for
di sabl ement instructions and product inages.

7.1. Network providers

Conpani es that have their own accessory-locating networks will need
to create infrastructure to support the scaled retrieval of

di sabl ement instructions and product inmages. Additional information
for network providers will be updated in 2024.

8. Security Considerations
8.1. (bfuscated owner information |ook-up

of uscat ed owner information | ook-up is required to display inportant
information to users who encounter an unwanted tracking notification
It helps themtie the notification to a specific physical device and
recogni ze the accessory as belonging to a friend or relative.

Di splaying an identifier (or serial nunber) nay be one nethod to
all ow for partial user information |ook up

However, the identifier is unique and stable, and the partial user
informati on can further nmake the accessory identifiable. Therefore,
identifier (if used) and obfuscated owner information SHOULD NOT be
made directly available to any requesting devices. Instead, severa
security- and privacy-preserving steps SHOULD be enpl oyed.

The obfuscated owner information and identifier |ook-up SHALL only be
avail abl e in separated node for an associ ated accessory. Wen
requested through any long range wireless interface |ike Bluetooth, a
user action MJST be required for the requesting device to access the
obfuscated owner information and identifier. Over NFC, it MAY be
acceptable to consider the close proxinmity as intent for this flow.

To uphol d privacy and anti-tracking features |ike the Bl uetooth MAC
address randomi zation, the accessory MJST only provide non-
identifiable data to non-owner requesting devices. One approach is
for the accessory to provide encrypted and unlinkabl e information
that only the accessory network service can decrypt. Wth this
approach, the server can enpl oy techni ques such as rate limting and
anti-fraud to limt access to the identifier. |In addition to being
encrypted and unlinkabl e, the encrypted payl oad provided by the
accessory SHOULD be authenticated and protected against replay. The
replay protection is to prevent an adversary using a payl oad captured
once to nonitor changes to the partial information associated with
the accessory, while the authentication prevents an adversary from

i mpersonating any accessory from a single payl oad.
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8.

9

9

9

9

1.1. Design of encrypted identifier |ook-up

One way to design this encryption is for the accessory to contain a
public key for the accessory network server. For every request
received by a device nearby, the accessory would use the public key
and a public key encryption schene (ie: RSA-QAEP, ECIES, or HPKE) to
encrypt a set of fields including the identifier, a nonotonic counter
or one tine token and a signature covering both the identifier and
counter or token. The signature can be either a public key signature
or symmetric signature, |leveraging a key trusted by the network
server which MAY be established at nanufacturing tine or when the
user sets up the accessory. Sonme additional non-identifiable

met adata MAY be sent along with this encrypted payl oad, allow ng the
requesting device to determ ne which accessory network service to
connect to for the decryption, and for the service to know which
decryption key and protocol version to use.

Privacy Considerations
1. Obfuscated owner information

In many circunstances when unwanted tracki ng occurs, the individua
bei ng tracked knows the owner of the location-tracker. By allow ng
the retrieval of an obfuscated email or phone number when in
possession of the accessory, as described in Section 3.16.1, this
provides the potential victimw th some |evel of information on the
owner, while balancing the privacy of accessory owners in the
arbitrary situations where they have separated fromthose
accessori es.

2. ldentifier |ook-up

An identifier both physically on the device, as well as retrievable
over NFC or Bluetooth LE, can aid recourse actions in the case of
unwanted tracking. Wile retrieval of the identifier over NFC

i mpli es having physical possession of the accessory, the sane

concl usi on can not be nade for Bluetooth given its wireless range.
The procedure required for identifier |ook-up over Bluetooth LE
intends to strike a bal ance between the privacy of the owner and
ability to enpower potential victinms, by requiring both the accessory
to be in separated state as well as a physical action be perforned to
enable the identifier retrieval

3. Location-enabl ed payl oad
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9. 3.

9. 3.

10.

10.

10.

1. Stable identifiers

Rotating the nac address of the | ocation-enabl ed payl oad, as
described in Section 3.5, balances the risk of nefarious stable
identifier tracking with the need for unwanted tracking detection

If the address were pernmanently static, then the accessory woul d
become infinitely trackable for the life of its power source. By
requiring rotation, this reduces the risk of a malicious actor having
the ability to piece together |ong stretches of |ongitudinal data on
t he whereabouts of an accessory.

2. Proprietary conpany payl oad data
Accessory manufacturers SHOULD eval uate the contents of the
proprietary conpany payload data in Table 1 to ensure it does not
i ntroduce additional privacy risk through the broadcast of stable
identifiers or unencrypted sensitive data.

I ANA Consi derations
Eventually an 1ANA will create a new registry group called "Unwant ed
Tracking Protocols (UTP)". This group includes the "Finding Network
I D" registry.
1. Finding Network Registry

New entries are assigned only for values that have received Expert
Revi ew, per Section 4.5 of [RFC8126].

An entry in this registry contains the followi ng fields:

* Network ID a 1-byte val ue specifying the Network I D associ at ed
with the Network Provider

* Network Provider: the nane of the organization that is
facilitating the locations for |ocation-tracker accessories

1.1. Tenporary Registry

Until this an IANA registry is available, the values in this registry
are listed in Table 24.
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B oo s s
| Network ID| Network Provider

S s sty
| 0x00 | Reserved |
I I i T ) +
| 0x01 | Appl e Inc |
I I I I +
| 0x02 | CGoogl e LLC |
R I R i +
| OxFF | Reserved |
I I i T ) +

Tabl e 24: Fi ndi ng Networ k
Regi stry
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