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Abst ract

Thi s docunment specifies an extension to the Automated Certificate
Management Environnent (ACME) protocol to enable validation and

i ssuance of certificates containing SRV-ID identifiers as defined in
RFC 4985. This allows secure del egati on of services where the
service donmain and hosting infrastructure are controlled by different
entities, addressing the nmulti-tenancy challenges in protocols that
use SRV records for service discovery.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://mm 89999. gi thub.io/srv-identifier-validation-extension/
draft-|ebi han-srv-identifier-validation-extension.htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-|ebihan-srv-identifier-
val i dati on- extensi on/.

Source for this draft and an issue tracker can be found at
https://github. com m m 89999/ srv-identifier-validation-extension

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 2 February 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

Many application protocols can use DNS SRV records [RFC2782] for
service discovery and delegation to third-party hosting providers.
Organi zations often wish to maintain their domain identity (e.g.
exanpl e.com) while delegating the actual service hosting to
speci al i zed provi ders.
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Currently, obtaining proper PKIX certificates for such del egated
services presents significant operational challenges. The hosting
provi der cannot easily obtain certificates for the custoner’s domain
wi t hout either:

* Access to the custoner’s DNS infrastructure for validation
* Access to the customer’s web server for HITP validation
* The custoner obtaining certificates and sharing private keys
These approaches are either operationally infeasible, introduce
security risks, or do not scale effectively in nmulti-tenant
envi ronment s.
Thi s docunent extends ACME [ RFC8555] to support SRV-ID identifiers
[ RFC4985], enabling hosting providers to obtain certificates that
properly identify del egated services w thout requiring control over
the source domain's infrastructure

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
Thi s docunent uses the follow ng terns:

Source Domain: The domain that owns the service identity (e.g.
exanpl e.comin _nyservice. exanpl e. com

Target Donain: The donain providing the actual service hosting
(e.g., hosting.exanple. net)

SRV-ID: An identifier type defined in [ RFC4985] representing a
service-specific identity

3. Probl em St at enent

Consi der an organi zati on usi ng exanpl e.comthat wi shes to del egate
mul tiple services to different providers:

* Service A to provider-a.exanple

* Service B to provider-b. exanple
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4.

* Service Cto provider-c.exanple

These services mght be discovered via SRV records such as:
_service-a._tcp.exanple.com 86400 IN SRV 0 5 5001 provider-a. exanpl e.
_service-b. _tcp.exanple.com 86400 IN SRV 0 5 5002 provider-b. exanpl e.
_service-c. _tcp.exanple.com 86400 IN SRV 0 5 5003 provider-c. exanpl e.

Wt hout DNSSEC (which has limted deploynent), these del egations are

vul nerabl e to DNS spoofing attacks. Current ACME validation nethods

cannot be used by the hosting providers to obtain certificates for

exanpl e. com wi t hout coordination that is often inpracti cal

Exi sting approaches have significant limtations:

*  *DANE [ RFC6698] *: Requi res DNSSEC depl oynent, which renmins
limted across nany TLDs and registrars

* *POSH [ RFC7711]*: Requires placing files in .well-known on the

source domain’s web server. |If that web server is conpron sed
(e.g., through a CVs vulnerability), an attacker could nmodify the
PCSH fil es

* *dns-account-01 [I-D.ietf-acme-dns-account-label]l*: Wile this
chal l enge type allows nultiple providers to independently validate
the sane domai n through unique DNS | abels, it ties the validation
to a specific ACME account URL that includes the CA endpoint.

This creates operational inflexibility: if a hosting provider
needs to switch CAs (due to rate limts, outages, pricing changes,
or other operational reasons), every custonmer woul d need to update
their DNS records to reflect the new account URL. This
requirenent is inpractical at scale and effectively |ocks
providers into a single CA

* *Certificate sharing*: Requires distributing private keys between
organi zations, creating security and operational concerns

SRV Identifier Type

Thi s docunent defines a new ACME identifier type for use in

aut hori zati on objects.

Srv

An SRV identifier object has the follow ng fields:

type (required, string): The string "srv

val ue (required, string): The SRVNane as defined in [ RFC4985], in
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the format "_service.domain". MJST begin with an underscore
foll owed by the service nane, then a dot, then the domain nane.
This format corresponds to the SRVName structure in [ RFC4985]
Section 2, which omts the protocol conponent found in DNS SRV
records.

Exanpl e identifier object:

{
"type": "srv",
"val ue": " _nyservice. exanpl e. cont
}
5. Identifier Validation Challenges

SRV identifiers MJST be validated using the dns-01 chall enge type as
defined in [ RFC8555] Section 8.4, with the followi ng nodification

When validating an SRV identifier, the challenge TXT record MJST be
provi si oned under the service nanme rather than the base domai n.
Speci fically:

1. The client constructs the validation domain name by prepending
" _acne-challenge." to the SRV identifier val ue.

2. For an SRV identifier "_nyservice. exanple.com', the resulting
val i dation domain would be: " _acne-
chal | enge. nyservi ce. exanpl e. cont
3. The client provisions a TXT record at this |ocation containing
t he base64url encoding of the SHA-256 di gest of the key
aut hori zation, as specified in the standard dns-01 chal |l enge.
The server perforns validation by:
1. Conputing the SHA-256 digest of the stored key authorization

2. Querying for TXT records at the validation domain name
constructed fromthe SRV identifier

3. Verifying that the contents of one of the TXT records nmatches the
di gest val ue

HTTP-01 and ot her chall enge types MJUST NOT be used for SRV identifier

validation, as they cannot properly denmonstrate control of a service-
specific identifier.
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Val i dation Process

The validation flow is:

1. dient creates a newOrder request with an SRV identifier

2. Server creates authorization with dns-01 chall enge

3. Cdient provisions DNS TXT record at the service-specific |ocation
4. Server validates the dns-01 chall enge

5.  Upon successful validation, server issues certificate containing
the SRV-ID fromthe original identifier value

The issued certificate MJUST contain the SRV-1D in the subject At Nane
extension as specified in [ RFC4985], using the id-on-dnsSRV form

The issued certificate MJUST NOT include a Common Name (CN) in the
subject field. Placing a SRVNane in the CN field could lead to
interpretation issues with software interpreting the SRVNane in the
CN field as a standard domai n nane.

Security Considerations

DNS Security
This nmechanismrelies on the integrity of DNS SRV records. In the
absence of DNSSEC, it is vulnerable to DNS spoofing attacks. ACVE
servers SHOULD:
* Use DNSSEC-validating resol vers where possible
* Performvalidation fromnultiple network vantage points
* Apply simlar nitigations as for standard DNS-based validation
Scope of Authorization
Unlike certificates with DNS-ID identifiers, certificates with SRV-ID
identifiers are restricted to the specific service. This provides
better isolation in nulti-tenant environments where different
services are hosted by different providers. A certificate for

" _service-a.exanmpl e.conf’ cannot be used to inpersonate "_service-
b. exanpl e. cont' or the base dommi n exanpl e. com
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7.3. dient Support
Clients MJST properly validate SRV-ID certificates and not accept
themas valid for general DNS nanes. Protocol specifications using
this extension SHOULD clearly define certificate validation
requirenents.

8. | ANA Consi derations

8.1. ACME ldentifier Types

I ANA is requested to add the following entry to the "ACMVE ldentifier
Types" registry:

[ et sl

| Label | Reference |

N ettty bty

| srv | RFC XXXX |

+----- - I +
Table 1

8.2. ACME Validation Methods

I ANA is requested to add the following entry to the "ACVE Val i dation
Met hods" registry:

R sty el gy Ll el

| Label | ldentifier Type | ACME | Reference |

[ b b oo e ool e e e pe g

| dns-01 | srv | Y | RFC XXXX |

+-------- I I I +------ R +
Table 2
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