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Abst ract

Thi s document defines a new Tunnel ed Extensible Authentication

Prot ocol (TEAP) Type-Length-Value (TLV) to encapsul ate DHCPv6
(Dynam ¢ Host Configuration Protocol Version 6) options within TEAP
aut henti cati on exchanges. This enhancenent enabl es exchange of
network configuration paranmeters after the authentication phase.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://elear.github.io/teap-config-options/nmain/draft-I|ear-teap-
config-options.htm. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-Iear-teap-config-
options/.

Di scussion of this docunent takes place on the EMJ WG Wor ki ng G oup
mailing list (mailto:emu@etf.org), which is archived at
https://exanmpl e.coml Wa  Subscri be at
https://ww. ietf.org/ mailman/listinfol/enu/.

Source for this draft and an issue tracker can be found at
https://github. com el ear/draft-| ear-teap-config-option.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Lear & Dekok Expires 6 January 2026 [ Page 1]



I nternet-Draft TEAP DHCPv6 TLV July 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

TEAP (Tunnel ed Extensible Authentication Protocol), defined in
[I-D.ietf-emu-rfc7170bis], supports the use of Type-Length-Val ue
(TLV) structures to exchange additional data during the

aut henti cati on process. DHCPv6 [ RFC8415] is widely used for
configuration of network paranmeters. This docunent introduces a new
TLV to encapsul ate DHCPv6 options within TEAP nessages.
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[ RFC9445] specifies a way to comuni cate DHCPv6 options to a RADI US
client. This neno specifies a means to comuni cate options end-to-
end between the authentication server and the peer

Not all DHCP commruni cations will necessarily nmake sense in this
context. For instance, an AAA server may only w sh to send non-
topol ogi cal options, such as a definitions for a print server, or
next hop configuration URL. It mght not send next-hop router or IP
addr ess binding information.

Sending options in a protected and authenticated TLS tunnel al so

aut henticates the options, and allows themto be transmtted securely
fromthe authentication server to the peer. Wile [RFC8415],

Section 20 provides for authentication of DHCP messages, this feature
is not always used. Even if the DHCP nessages are authenticated,
there are still benefits to sending options inside of a protected
TEAP sessi on.

1.1. Use of both DHCPv6 and TEAP protocol s

Because DHCPv6 is wi dely depl oyed, peers inplenmenting this
specification can expect to receive information via both TEAP and
DHCPv6. Therefore, the possibility of a conflict arises. dients
are not in a good position to determine on their own which
information is correct. Therefore, the following strategy is
RECOMVENDED:

1. Peers receiving information only via DHCP will use that
i nformation.

2. Peers receiving DHCP information only via TEAP will use that
i nformation.

3. Peers receiving overl appi ng DHCPv6 options SHOULD sel ect TEAP
information since it is likely to be better authenticated and
unchanged.

4. 1f conflicting information is received by the peer it SHOULD | og
the conflict as an error and MAY produce an exception

In practice, these rules can be applied by a peer initializing a
result option list by using the options which are received from TEAP
and then sel ectively adding options from DHCP. Before adding a DHCP
option, the peer checks (by nunber) if the option already exists in
the result option list. |If no matching option exists, it is added.
If a matching option exists, the values are conpared, and a | og
nmessage can be generat ed.
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It is RECOVWENDED t hat conflict be avoi ded by having the DHCP server
send options which control network behavior (address assignnent,
routes, etc). The TEAP server can then send options which require
the peer to follow a particular policy. The detailed list of which
options fall into which category is site-specific, and out of scope
of this specification.

2. TEAP TLV for DHCPv6 Options

DHCPv6 options are carried within the DHCPv6-Options TLV. The TLV
format is defined bel ow.

Both the TEAP server and TEAP client MAY transnit this TLV during
Phase 2, and it MAY be included in a Request Action frane. The
Mandatory bit MJST not be set. |If either side sends this TLV prior
to Phase 2, an error TLV of 2002 (Unexpected TLVs Exchanged) be
returned with a Result of Status=Failure. That is, the table in
Section 4.3.1 of [I-D.ietf-emu-rfc7170bis] remnains unchanged.

Thus this TLV MAY be used as foll ows:

B Sty e ety sl el s e el
| Request | Response | Success | Failure | TLV |
[ e e e oo e ool e el e e
| 0-1 | 0-1 | 0-1 | 0 | DHCPv6- Options |
I R i I I R +

Table 1: When is this TLV Al |l owed

A TEAP peer or server receiving this TLV SHOULD NOT act on it until
the other side has been sufficiently authenticated, but it is not an
error to send this TLV in advance of such authentication. 1In this
way, the TLV can be conveniently piggybacked as part of the
authentication prior to a result or internediate result being
gener at ed.

2.1. TLV Format

The DHCPv6- Options TLV follows the TEAP TLV format from
[I-D.ietf-emu-rfc7170bis], Section 4.2.1, and is defined bel ow

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
|MR| TLV Type | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| DHCPv6 options. ..

el T e S e T T i e S e S i b S e S S e e
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1.

Fi gure 1: DHCP options TLV format

0 - Optional TLV

Reserved, set to zero (0)
TLV Type

TBD - DHCPv6 options
Length

>=2 octets
DHCPv6 opti ons

This field MIST contain DHCPv6 options, as defined in
{{RFCB8415, Section 21.1}}.

1. DHCPv6 Option Encapsul ation

The TLV Value field encapsul ates DHCPv6 options exactly as they
appear in DHCPv6 nessages. There MJST NOT be nore than one

DHCPv6- Options TLV in a TEAP exchange. The TEAP TLV format is
sufficient to carry any nunber of DHCPv6 options which may be needed.

A party which receives multiple DHCPv6- Opti ons TLVs during a TEAP
exchange SHOULD process only the first such option, and then ignore
all remai ning ones.

The format adheres to the standard DHCPv6 option encodi ng, ensuring
conmpatibility with existing DHCPv6 i npl enent ati ons.

Encapsul ating this option in the TLV woul d |1 ook as follows (in
hexadeci mal ) :

Type: OxXXXX (TBD assi gned by | ANA)

Lengt h: 0x0014

Val ue: 0x00170010FE8000000000000000000000000001
VWher e:

*  Type = OxXXXX (TBD assi gned by | ANA)
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* Length = 0x0014 (20 bytes for the "Recursive DNS Servers" option,
i ncl udi ng addr esses)

* Value = 0x00170010FE8000000000000000000000000001 (DHCPv6 Option 23
with an | Pv6 address of FE80::1).

3. Security Considerations

Encapsul ati ng DHCPv6 options within TEAP nessages inherits the
security guarantees of the TEAP protocol. Further details on
mtigation strategies are discussed in [I-D.ietf-emu-rfc7170bis].

Sendi ng DHCPv6 options withing a protected and authenticated TLS
tunnel provides for additional authentication of those options, and
for exchanging the options in a secure manner. \Wile DHCPv6 provides
for nmessage authentication, that functionality is not always
avai | abl e.

This feature al so enabl es better separation of responsibilities. A
DHCPv6 server can sinply manage address assignment and network

configuration. The TEAP authentication server can then nanage hi gher
| evel network policies.

3.1. Additional Policy Decisions
DHCP clients can send options which indicate their desired network
posture. An authentication server can then make policy decisions
based on the options, such as placing the device into a different
VLAN.

3.2. Captive Portals and Provisioning
TEAP provi des for unauthenticated access for provisioning. The
DHCPv6- Opti ons TLV can be used within a provisioning network w thout
i ssue.

4. | ANA Consi derati ons
I ANA is requested to assign a new TEAP TLV type val ue for the DHCPv6
Options TLV fromthe TEAP TLV Type registry defined in
[I-D.ietf-emu-rfc7170bis].
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