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Abstract

Thi s docunent describes a solution that adheres to the Conputing-
Aware Traffic Steering (CATS) franework. The solution uses anycast

| P addresses as the CATS service identifiers and Segnent Routing (SR
as the data plane encapsul ati on to achi eve conputing-aware traffic
steering anmong multiple services instances.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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and may be updated, replaced, or obsol eted by other docunents at any
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction

As described in [I-D.ietf-cats-usecases-requirenents], traffic
steering that takes into account conputing resource metrics woul d
benefit several services, e.g., the latency-sensitive service. A
typical exanple would be the i mmersive services that rely upon the
use of augnented reality or virtual reality (AR VR) techniques.

[I-D.ietf-cats-franmework] defines a franmework for Conputing-Aware
Traffic Steering (CATS). Such a framework defines an approach for
maki ng conpute- and network-aware traffic steering decisions in
net wor ki ng envi ronnments where services are deployed in nmany

| ocati ons.

The CATS framework is an overlay framework for the selection of the
sui tabl e service contact instance for placing a service request. The
exact characterization of "suitable will be determ ned by a

conbi nation of networking and conputing netrics. The CATS franmework
does not assune any specific data plane and control plane sol utions.
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Thi s docunent proposes a data plane solution for the realization of
CATS. The solution uses an anycast |P address as the Conputing-aware
Service ID (CS-1D) associated with a service. Al so, the solution
uses Segnent Routing (SR) as the data plane encapsul ation from an

I ngress CATS-Router to an Egress CATS-Router.

Ter mi nol ogy

Thi s docunment makes use of the terns defined in
[1-D.ietf-cats-franmework].

Note: Terms such as CATS Service Contact Instance ID (CSCl-I1D) have
been updated in the CATS franework [I-D.ietf-cats-framework].

Sol ution Overvi ew

This section describes the details of realizing CATS identifiers,
CATS conponents, and realted workfl ow.

3.1. Realization of CATS Franmework Conponents

3.1.1. CATS ldentifiers

3. L.
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A CATS Service ID (CS-1D) is an anycast | Pv4 or |IPv6 address. Such
an | P address is associated with a specific service that is reachable
via one or nultiple service contact instances.

The CATS overlay encapsul ation is established froman Ingress CATS
Router to an Egress CATS-Router connected to a service contact
instance. The service contact instance is typically hosted in a
service site.

As defined in the CATS framework, a CSCI-IDis the identifier of a
specific service contact instance. Depending on the depl oynent
requirenents, a CSCl-1D may be needed to indicate where to forward
the packet in the case that multiple sites connect to the sane Egress
CATS- Rout er .

2. CATS Components

In the context of this docunment, CATS-Routers are required to support
SR encapsul ation, including SR-MPLS [ RFC8660] and SRv6 [ RFC8986].

The CATS Traffic Classifier (GTC) is assumed to be running on
I ngress CATS- Rout ers.

For each service site, one or multiple CSMAs can be inpl enented
within the site to collect the netrics of the service instances.
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3. 2. Real i zati on of the CATS Framewor k Wor kfl ow
3.2.1. Service Announcemnent

The service's anycast | P address may be announced by using a
rendezvous service (DNS, for exanple). dients can obtain the CS-1D
of the service fromthe rendezvous service used by the application
It is out of scope of this docunent to provide a conprehensive |ist
of all candi date rendezvous services.

3.2.2. Metrics Distribution

As per the CATS franmework, CS-ID routes with netrics are distributed
anong the overlay CATS Routers. The detailed control plane solutions
of metrics distribution are out of the scope of this docunent.

However, a sanple procedure is provided for the readers’ convenience.

For exanple, BGP can be used to distribute CS-ID routes with nmetrics.

In the case of the C-SMA running as a stand-al one entity outside an
Egress CATS-Router, the C-SMA collects the metrics of computing
resource within a service site and distributes the CS-ID routes with
the collected metrics to the Egress CATS-Router. Egress CATS-Routers
will generate the new metrics conbined with network netrics and
computing-related nmetrics, and redistribute the CS-ID routes to

I ngress CATS-Routers. In the case of the CSMA running as a logic
entity on an Egress CATS-Router, the same process will be performnmed

i nside the Egress CATS- Router

As described in Section 3.4 of [I-D.ietf-cats-franework], CATS can be
depl oyed in a distributed nodel, a centralized nodel, or a hybrid
model . In a centralized nodel or a hybrid nodel, the routes with
metrics may be collected by centralized controllers. BGP-LS may be a
candi date solution to collect the route with netrics from CATS-
Routers to controllers; the use of BGP-LS is however out of the scope
of this docunent.

A centralized controller may also install forwarding policies on

I ngress CATS-Routers to steer the traffic; how these policies are

communi cated to the routers is out of the scope of this docunent.
3.2.3. Service Access Processing

Two SR [ RFC8402] data pl ane approaches are supported: SRv6 [ RFC8986]

and SR-MPLS [ RFC8660]. This section introduces a solution based upon
SRv6 and SR-MPLS as data pl anes for CATS purposes.
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An I ngress CATS-Router generates SRv6/ SR-MPLS encapsul ati ons from
itself to Egress CATS-Routers according to the SR policy received
froma controller. An Ingress CATS-Router receives service routes
with network and conputing-related netrics from Egress CATS-Routers.
An CG-PS will select the best service site according to the received
service routes and routing policies. Once the best service site is
sel ected, the associ ated Egress CATS-Router can be deternined and the
appropriate SR encapsul ation froman Ingress CATS-Router to the C PS-
comput ed Egress CATS-Router can be sel ected.

When a service access packet is received by an Ingress CATS-Router,
it is classified by the CGTC conponent. Wen a matching
classification entry is found for this service access packet, the

I ngress CATS- Rout er encapsul ates and forwards it to the CPS sel ected
Egress CATS-Router via the matching SR tunnel.

3.2.3.1. SRv6

Li,

As shown in Figure 1, SRv6 tunnels are established fromlngress CATS
Routers to Egress CATS-Routers.

There may be multiple encapsul ations froma single Ingress CATS
Router to different Egress CATS-Routers so that the ingress can
choose the best Egress CATS-Router connected to the target site.

Furthernore, there may be nultiple tunnels froma single Ingress

CATS-Router to a single Egress CATS-Router, e.g., to provide
different connectivity performance guarant ees.
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Figure 1: Using SRv6 in CATS

In sone cases, nultiple service sites may be connected to a single
Egress CATS-Router. To denux these sites, a specific attachnent
circuit rmust be provided to indicate the specific target service. In
order to explicitly indicate the interface towards a site, an END. DX
[ RFC8986] is encoded as the | ast segnent in the SRv6 encapsul ation
The associated END.DX is | earned fromthe control plane.

Wien the traffic reaches the Egress CATS-Router, the SRv6 packet is
decapsul ated and the traffic is forwarded to the service contact
instance. How the packet is handl ed beyond that point is out of the
scope.
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3.2.3.2. SR-MPLS

3. 2.

3. 3.
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Simlarly, SR-MPLS can be used as the overlay CATS encapsul ation

The forwarding path is encoded as an MPLS | abel stack, and a
potential VPN | abel can be included as the last label to indicate to
steer the traffic through a specific interface to a target service
contact instance in the case multiple service sites connect to the
same Egress CATS-Router.

4. Service Instance Affinity

As per [I-D.ietf-cats-framework], different services nay have

di fferent notions of what constitutes a 'flow and may thus identify
a flowdifferently. Typically, a flowis identified by the 5-tuple
transport coordi nates (source and destination addresses, source and
destination port nunbers, and protocol).

For a service that requires service instance affinity, the Ingress
CATS-Router needs to forward all the packets in a flowto the sane
service instance. Section 3.2.3 describes the general procedure of
how to steer the packets of a flow to the sane SR tunnel. \When the
packet is the first packet in the flow, the flow characteristics

m ght not be matched in the CGTC, and a forwarding entry will be
created for this flow. Wen the flow characteristics can be matched
inthe CGTC, the packet will be forwarded to the sane tunnel selected
by the previous packet in the flow, so that the service instance
affinity can be guarant eed.

Qperational and Manageability Considerations

For the routes of the anycast |P address, there may be nultiple
candi date routes on the Ingress Router, which have different Egress
routers as the next hop. According to related conputing netrics and
network metrics, each candidate route can be associated with a
dynani ¢ wei ght.

There may al so be multiple SR policies between the Ingress router and
the target Egress router. For a CATS service, it should have an
intent for the selecting or mapping of an SR policy. For exanple,
the intent or objective can be | ow | atency, which appears as the
color in an SR policy tuple <Headend, Col or, Endpoi nt> [ RFC9256].

After a service contact instance or an Egress Router is selected for
a CATS fl ow considering weights of candidate routes, the Ingress
CATS- Rout er needs to associate the flowwi th a proper SR policy

bet ween the Ingress CATS-Router and the Egress CATS- Router
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Sone accounting requirenents are |listed belowto record the anmount of
CATS traffic in the operation.

* An Ingress router MJST be able to account the anmpbunt of the CATS
traffic along the selected SR policy.

* An Egress Router MJST be able to account the amount of the CATS
traffic received froma selected SR policy.

The weight of a route will be changed in operation, therefore, sone
wei ght changing requirenents are listed below. It is assum ng that
mul tiple service instances in different service sites forma | oad
bal ance group at the Ingress router for a CATS service.

* Large wei ght SHOULD be configured to the route to the service site
that can serve nore clients.

* \When the service site is busy, for exanple, certain essentia
recourse is about to be exhausted, the related route for it on the
I ngress Router should lower its weight, or even | eave the | oad
bal ance group tenperately.

* |f the latency of a specific SR tunnel bearing the CATS traffic
exceeds a threshold, its related route on the Ingress Router
should I ower its weight, or even |eave the | oad bal ance group
tenperately.

Security Considerations

Thi s docunent specifies a CATS solution using anycast |P addresses as

CS-1Ds and SR as data plane. It does not introduce further security

threats considering to the existing ones in [ RFC3402], [ RFC8660],

[ RFC8986] and [I-D.ietf-cats-framework].

Anycast-rel ated security considerations are discussed in Section 4.4
of [RFC7094].

| ANA Consi derati ons
Thi s docunent nakes no requests for | ANA action.
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