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Abst r act
Thi s docunent specifies a transparency netadata interface fornmat that
all ows a systemto nake clainms about its |evels of transparency and
falsifiability.

Di scussi on Venues

This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com sarahdeh/draft-TM F.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

As Al powered consuner facing features proliferate, Al service

provi ders and users are grappling with increasing anounts of user

di sconfort over the increasing anbunts of sensitive data powered by
these systens. Wiile this isn't a new problem Al accelerates the
need to process sensitive information in order to provide significant
advances in utility. However, many consumers want to be reassured
that there are strict linmts on howtheir data is used, who can
access it, and for what purpose. For that reason, we see an
increasing trend to introduce transparency into privacy preserving
systens, giving service providers a way to nake strong cl ai ns about
how data is handl ed, and users a way to i ndependently verify those
clainms. Transparency approaches can, however, be radically
different, therefore some consistency in definitions and term nol ogy
is required in order to allow end users (or their delegates) to

exam ne these systens in detail and assess the overall falsifiability
of the clains they nake.

Thi s docunent therefore defines a Transparency Metadata Interchange
Format (TMF) for describing | evels of transparency achieved by such
a system in order to effectively allow independent auditors to
determ ne the overall |evel of transparency that the system can
claim
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A high degree of transparency neans that end consuners, or their

del egates, can assure thenselves that a service provider’s clains
about the usage and handling of their data are very likely true
because of the high technical bar that would have to be net to
underm ne those clains wthout discovery. It is also possible to
incentivize third parties and i ndependent researchers to focus their
efforts towards finding falsifying exanples of privacy and security
cl ai ns.

2. Conventions and Definitions

*Defining a target systemfor the transparency metadata interchange
for mat *

A systemthat is set up to provide transparency and falsifiability
will generally include the foll owing conponents, with characteristics
as described, which may have transparency related details specified
in the TMF.

_Service Provider_

The entity that devel ops, deploys, and operates the service. This

entity defines data processing logic and is considered an untrusted
party in the security nodel, as the goal is to constrain access to

user data in plaintext.

_TEE Manufacturer _

The hardware vendor that designs and nmanufactures the processor
containing the TEE. This entity is a root of trust; it produces the
TEE.

_TEE_

A hardwar e-isol ated secure processing environnent that protects the
confidentiality and integrity of code and data executing within it,
and can produce attestations about the state of the secured

envi ronment .

For the purposes of this standard, we define a TEE as a secure area
that keeps code and data | oaded inside it, usually a hardware TEE as
menti oned above. Code and data in TEEs are protected by
confidentiality and integrity: data confidentiality prevents

unaut hori zed entities fromoutside the TEE fromreadi ng data, while
code integrity prevents code in the TEE from being replaced or
nodi fi ed by unauthorized entities. Crucially, an unauthorized entity
can include the owner/maintainer of the code and data inside the TEE
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_dient_

The device (e.g., a smartphone, |aptop, or web browser) used to
interact with the service. |Includes software and hardware.

_Server _

The machi ne that serves user requests. In a distributed system this

includes all machines that have access to the data.

_Renpte attestation_

A cryptographic process that provides a remote client with verifiable
proof of the TEE' s state. The service generates a signed report, or
attestation, that proves key information:

1. The hardware is a genuine TEE from a specific manufacturer

2. The correct, unnodified application binaries are running within
it.

3. The TEE s software version

The attestation allows the client to verify the integrity of the
trusted environnment before provisioning it with any sensitive data.

See nore in the section bel ow on Transparency properties for who
shoul d read these attestations.

_Root of Trust _

In practice nost TEEs will be hardware based, with the cryptographic
keys fused into the CPU silicon during hardware manufacturing. This
provi des a hi gh-degree of physical tanper resistance.

However, a software root of trust is also possible, therefore details
of its assurance | evel should be specified as part of the TMF fornat
(e.g. has conpleted a vulnerability analysis at Evaluation Assurance
Level (EAL) Level 5 or higher.).

_Accel erators_
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When a TEE offl oads conputation to a hardware accelerator (e.g., a
GPU, NPU), then in general the entire data pathway will be secured.
This inplies a mutually authenticated and encrypted channel between
the host CPU s TEE and a TEE within the accelerator itself. The
accel erator would al so have its own capacity for secure processing
and attestation. The TMF format should be able to describe all of
these inpl enentation details.

_Isolation_

TEE environnents provide nmenory protection, even fromsoftware with
hi gher privil ege.

3. Falsifiability of privacy clains

The ai m of specifying the transparency netadata for a given systemis
to allowthird parties to assess the level of falsifiability of the
system A fully transparent systemis designed in such a way to
ensure that an accidental or malicious attenpt to underm ne privacy
and security clains cannot be introduced secretly. This is based on
the principle that testing may show the presence of bugs or
backdoors, but never their absence. The higher the falsifiability of
aclaim the nore likely it is for sonmeone to find a counterexanpl e
toit, inthe event that claimwere in fact false (e.g. because a bug
or backdoor were introduced, accidentally or intentionally). In
practice, a high degree of falsifiability also makes it difficult for
an insider with highly privil eged access to purposely subvert the
clains of the systemw thout risking discovery in doing so.

The chief criterion for inclusion of nmetadata in the algorithmc
calculation of levels is its role in supporting clainms that increase
falsifiability.

4. Exanmples of dains
_Claim The service provider cannot access user data in plaintext._

How can it be falsified? - Renpte Attestation: Before a client
sends any data, it can receive a cryptographic attestation (or signed
report) fromthe TEE. This attestation proves which software is
running inside the TEE. If the service provider were to run a
nmodi fi ed version of the software to access plaintext data, the
attestation woul d change, and a client could detect this and refuse
to send dat a.

* Binary Transparency: Wen a binary is publicly available, anyone

can download it to performreverse engi neering and search for
backdoors. A higher |evel of assurance is achi eved when the
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binary is open source and has a reproducible build. This allows
anyone to build the binary fromthe public source code and confirm
that the resulting binary matches the one being attested to by the
TEE, providing strong confidence that the runni ng code corresponds
to the public source code.

_Claim Data that |leaves the TEE is linmited to privacy preserving,
aggregated analytics, and it’s not possible to link it to a specific
user. _

How can it be falsified? - Non-targetability: One could attenpt to
falsify this claimby analyzing the egressed data to denonstrate a
met hod for de-anonym zation and re-linking to an individual

5. Usage of Transparency Metadata

We expect that users of the TMF would conprise the claimant (e.g. a
service provider), and a third party wishing to perform an eval uation
of said clains.

The claimant will performthe follow ng functions: - Specification of
the roots of trust, for exanple whether the RoT is hardware based,
software based, or other, and what kind of systemif so -
Specification of the application |evel clains, for exanple that an
application keeps data private fromthe service provide - Adding any
additional fields that mght help to increase the overal
falsifiability level of the application |evel clains

The evaluator will assess the information provided by the TM F and
determ ne whether they trust the claimant based on the evidence
provi ded. W expect the evaluator to calculate an algorithmc
assessnent based on the provided values. The evaluator can
separately publish their own requirements for the claimnt’s system

6. Transparency Levels

W expect that the evaluators will calculate an algorithnic
assessnent that would class the service provider’s clains in
different |evels or buckets of transparency and falsifiability. The
following levels are proposed 1. bhinary is publicly available 2. L1
+ is executable 3. L2 + is reproducibly buildable 4. Source is
avail able 5. Fornal proof of security properties of the source/

bi nary are avail abl e
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7

Transparency Metadata | nterchange Fornat

This nmetadata interchange format allows for a way of conputing an
overal |l transparency level for a distributed system Here is an
exanple TM F instance, as a JSON object:

{ "transparency_level": { "renpte_attestation_roots_of trust":
["amd_sev_snp", "nvidia_h100"], "application_level clains": [
"https://github. com sone-cl ai mi ndex/ oak/ bl ob/ mai n/ docs/tr/

clain 18136. nd", "https://github.conl anot her-cl ai mindex/
claim292382. md", ], "transparency_| evel | ower_bound": 4, // nore
fields may be added here } }

NOTE: This is currently specified in JSON format for the purposes of
provi ding an exanple, but the preferred format will depend on
energi ng use cases and we invite further discussion on this
particular point. [Individual values will be defined el sewhere in a
decentralized way (e.g. on separate websites / G tHub readnes, etc.).
Fi el ds are defined bel ow.

Fi el ds are defined bel ow
_renpte_attestation roots_of trust

For a single node, this is the root of trust that provides the
attestation to which the encrypted and attested comuni cati on channel
is bound. e.g. a hardware provider

If the node is an accelerator, this is the manufacturer of the
accel erator.

For the overall system this field is the union of the roots of trust
of the transitive closure of the connectivity graph of the system
starting fromthe entry point node.

In general, it is desirable for this set to be as small as possibl e,
and not to include the service provider. Future versions of this
docunent may introduce a nore sophisticated semantics for the roots
of trust, such as a bool ean expression that conbines entities with

| ogi cal operators (AND, OR, k-of-n, etc.). TODO describe key

provi sioning practices

_application_|level clains_

For a single node, this is the list of falsifiable clains attached to
the application.

_transparency_|l evel | ower bound_
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For a single node, this is the |l ower bound of the transparency |eve
of all the published binaries.

For a graph, this is the | ower bound of the transparency |evels of
all the nodes.

*Optional Fields*

The foll owi ng transparency attributes are consi dered usefu

additional information about systemtransparency, and nmay be added as
fields with correspondi ng values in the transparency nessage above.
_Publication of binaries in a verifiable audit [og_

publ i shed_bi nari es Expected value: UR of the | og

Bi nari es or binary hashes should be published in a verifiable audit

I og, such as Trillian. This allows for a record of releases to
ensure that malicious code is not pushed to the server and then | ater

changed to avoid di scoverability.

_Open Sourcing privacy-critical system conponents (policy enforcenent
conponents) _

open_sourced_pol i cy_enforcenent Expected value: |ocation of policy
enforcenment GCSS

It is possible to prove certain attributes of a systemw thout fully
open sourcing the entire workl oad, but open sourcing key policy
enforcing software. A straightforward exanpl e woul d be open sourcing
a sandboxi ng system which enforces the policy that data cannot

egr ess.

_Open Sourcing key system conponents (eval uation tools) _
open_sourced_eval tools Expected value: |ocation of evaluation tools
It is also possible to nmake nmeani ngful clainms about a system by
runni ng an evaluation script that is open sourced against a cl osed
source nmodel or data set inside a TEE

_Ful'l GSS including workl oad_

fully_open_sourced Expected value: |ocation of system OSS
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It is possible for the entire workload within the TEE to be fully
open sourced. This may be desirable to prove adherence to policies
that cannot be proved by a separate policy enforcenent |ayer and
instead are part of the workload itself.

_Reproduci bl e builds_
reproduci bl e_bui |l ds Expected val ue: bool ean

In order to provide nmeaning to binaries published in a verifiable
audit log, it is necessary to match themto associ ated source code.
Theref ore published source code that is intended as part of a ' proof
of system behavi or nust be reproducibly buildable to natch the
publ i shed bi nari es.

_Publicly available renpte attestation evidence_

public renote attestati on Expected value: path to attestation
endpoi nt

In order to confirmthat the binaries published in the verifiable
audit log are the same binaries that run on the server, it is
necessary to inspect the renote attestation fromthe TEE. At higher
transparency levels this inspection should be possible for anyone, in
principle, to complete, therefore it nust be rmade possible for an
attestation request to be made from any nachi ne.
_Auditability_
data_egress_audit | ogs Expected value: |ocation of |og
If highly privileged 'break glass’ type access is used, this field
can be used to declare an audit |log that ensures that this type of
access cannot be used secretly

8. Security Considerations

This section will certainly be filled in later as the di scussion
pr ogr esses.

9. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
Acknowl edgnent s

TODO acknow edge.
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