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Abst r act

Thi s docunment proposes using the DKIM2 ESMIP extension to pass a
signature for each intended recipient through the SMIP session rather
than splitting email at the time of signing. This approach nmeets the
DKI M2 obj ective of preventing email replay, while also preserving

exi sting SMIP delivery logic, maintaining conpatibility with DKIM and
avoiding nultiple calls to the DKIM2 filter.

Al so proposed is a nethod of signing the next domain in the DKI M
chain of custody independently fromthe DKI M- Signat ure.

As per RFC5321, "... each and every extension, regardless of its
benefits, nmust be carefully scrutinized with respect to its
i npl ement ation, deploynent, and interoperability costs". The

requi renents outlined herein ensure the majority of DKIM2 |ogic can
be inplemented within filters or supporting code, with only m nimal
and i sol ated changes in SMIP code.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 May 2026.

Lati mer Expires 17 May 2026 [ Page 1]



I nternet-Draft DKI M2 Reci pi ent and Next Donmi n Si gning Noverber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Domai nKeys ldentified Mail v2 (DKI M)

[1-D.ietf-dki mdkinR-notivation] requires a signature for each
recipient as a neans to prevent nessage replay. Because recipients
may not appear in the headers and the need to avoid revealing their
exi stence if they are not disclosed, the DKIM approach of creating a
single signature for each email is insufficient.

Thi s deficiency can be addressed by splitting nmessages prior to

si gni ng, however, that approach would |ead to sub-opti nal

i npl ementations. By generating a separate signhature for each

reci pient to be passed through the SMIP session, it is possible to
verify the intent to send to the final recipient while preserving
exi sting SMIP delivery logic, without having to create nmultiple
instances of the emmil prior to signing or needing to invoke the
DKIM2 filter nore than once.
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Del i veri es between DKI M2-capabl e SMIP i npl erent ati ons can conti nue
using existing delivery logic to optim ze delivery based on the
route. All DKIM-specific logic can be isolated within the DKI M
filters and the delivery phase of SMIP

Passi ng signatures through the SMIP session preserves the ability of
systens to sign and forward, as is possible with DKIM This is
necessary for systenms that for security or policy reasons must sign
messages i ndependently from other domain email, or systens that

al ways forward email via another host or third party for delivery,

i ncluding MJAs and systens sendi ng signed transactional or
notification emails.

DKI M2 al so proposes a nmethod for signing the next domain handling the
email. By decoupling this record fromthe DKI M2-Signature and
signing it independently, this information can be added to the
headers once routing details are known by way of a |ightwei ght DKI M2
stub that only performs basic header hashing, signing and addition.
Thi s approach avoids additional DNS | ookups attenpting to relate
domai ns to specific hosts, elininates the need for DNS records that
may | eak information about how a domain routes email and only
requires relays to sign using a single key (in typica
configurations), regardl ess of how nmany donmai ns (or selectors) a
system provi des service for

2. The DKI M service extension

The extension nechanismfor SMIP is defined in Section 2.2 of the
current SMIP specification [ RFC5321].

The nane of the extension is DKIM2. Servers inplenenting this
ext ensi on advertise DKIM2 as a keyword in the response to EHLO

2.1. SMIP Command Line Length

Thi s extension increases the m ni mum SMIP server comrand line |ength
of 1000 octets, in accordance with [RFC5321], section 4.5.3.1.4.
This is sufficient to accormodate 4096 bit RSA keys while | eaving
reasonabl e space for existing extensions. RSA keys |arger than 2048
bits, the maximum DKIM verifiers are required to support, are rare.
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2.2. The DKI MRCPT RCPT par anet er
A DKI MPRCPT paraneter is calcul ated for each recipient and passed
bet ween DKI M2- capabl e systens via the RCPT command. This value is
calculated the first tinme an email signed and is typically retained
until delivery, provided the nmessage remains within the DKI M
ecosystem During email delivery or on handover to a system which
isn't DKIM-capable, this value is transferred to the email headers.
The requirenents for transferring this value to headers are descri bed
in Section 2.3.
Tags defined for the DKIMRCPT paraneter are bel ow
| =
Sequence nunber (from1l to N) corresponding to the current (highest)
i = val ue, matching that of the DKIM2-Signature(s) added to the enmuil
by the current domain (REQU RED) .
ABNF:
dki m2rcpt-i-tag = *DIA T
S=
The nane of the selector used to sign the DKI MRCPT ( REQUI RED) .
ABNF:

dki m2rcpt-s-tag = sub-domain *("." sub-donain)
bcc

Indicates that the recipient is included via BCC. This tag MJST be
present if the recipient is not listed in the To or Cc header fields.

A DKI M2- capabl e i npl enentati on MAY use this tag to split recipients
when handi ng over to a systemthat does not support DKIM2, in lieu of
performng its own header parsing

b=

Si gnature over hash val ue of strings.

ABNF:

dki m2rcpt-b-tag = base64-string
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2.2.1. Creating and verifying the DKI MRCPT signature

A signer will nom nate a DKI M2-Signature added by the domain and use
the correspondi ng key to sign the DKI MRCPT paraneter. The i= and s=
tags in DKI MRCPT shall natch those of the noni nated DKI M2-Si gnature.
A signer SHOULD NOT sel ect an RSA-signed signature if an alternative
is available. A signer MAY use different keys when sending to

mul tiple recipients.

A signer MJST NOT set the DKI MRCPT paraneter when signing with an i=
val ue greater than 1 unless it has declared itself to have expl oded
the nmessage in the correspondi ng DKI M2-Signhature or it has explicit
signing authority granted by the DKI M- Next Donai n header.

The following steps will be applied, in order, to generate or verify
t he DKI M2RCPT si gnat ur e:

1. Deternine the hashing algorithmto use, based on that used by the
noni nat ed DKI M2- Si gnat ur e.

2. Hash the chosen DKI M2-Si gnature header after applying "rel axed”
canoni cal i zati on.

3. Add the enmil address of the intended recipient, enclosed in
angl ed brackets (RCPT syntax).

4. Create the DKI MRCPT record (including the DKI MRCPT= prefix),
with all required tags, |eaving the value of the b= tag enpty,
and add the resulting record to the hash.

A signer would performthe foll owing additional steps:

1. Sign the hash using the sane key as the nom nated
DKI M2- Si gnat ur e.

2. Base64 encode the signhature and insert the resulting string into
the b= tag of the DKI MRCPT record.

A verifier woul d:

1. Decode the base64 signature fromthe b= tag of the DKI MRCPT
record.

2. Use the resulting signature to verify the hash.
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2.3. Transfer to headers
In order to preserve the ability to performend-to-end verification
of an emmil, the DKI MRCPT paraneter along with the email address it
signs, must be transferred to enail headers under certain conditions.

A DKIM2 inplenentation MUST transfer DKI MRCPT to a DKI M2- Reci pi ent
header on:

1. Handover for delivery
2. Handover to systens which do not support DKIM
3. Generating a bounce nessage

A DKI M2 i npl enentation SHOULD transfer DKI MRCPT to a DKI M2- Reci pi ent
when on-sending with a new RCPT TO val ue, such as when:

1. Forwarding

2. Sending to mailing list recipients

An i npl enentation MAY include multiple DKIM-Recipient headers where
the DKI M2RCPT bcc tag is not specified, but MIST create a separate

i nstance of a message for each recipient where the bcc tag is
speci fi ed.

Exanpl e of the resulting header:

DKI M2- Reci pi ent: <user @xanpl e. con> DKI MRCPT=i =1, s=sel ect or ; bcc; b=xXBUWPKVXej Li 8mdvCeccD
0gFl zWwBe2JM enQl3xJKAK+VbPHSvuvKaOWEWXgdDR1nSqw2/ D1INI wat zf 2r RAg==

The DKI M2RCPT parameter MJST NOT be sent to any upstream host that
does not advertise DKIM support.

3. The DKI M2- Next Dorai n header
A signer will insert a DKIM-NextDomain header to sign its intent to
send email to the next domain. The next domain will be obtained by
renovi ng the hostnanme fromthe A/ AAAA record referencing the host, or
a statically configured value if the host is configured to relay via
anot her server.
Tags defined for the DKI M- Next Domai n header are bel ow
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Sequence nunber (from1l to N) corresponding to the current (highest)
i = val ue, matching that of the DKI M2-Signature(s) added to the emil
by the current domain ( REQUI RED) .

ABNF:

dki nend-i-tag = *DIGA T

S=

The nane of the selector used to sign the DKI M2- Next Domai n header
( REQUI RED) .

ABNF:
dki nm2nd-i-tag = sub-domain *("." sub-donain)
sa=
This tag explicitly grants signing authority for the specified domain
to sign on behalf of the sender. This value may only be added to a
DKI M2- Next Dormai n signature with an i = value of 1 and may have a val ue
of either 1 or O (true or false).
If the sa flag is set, a signer MJST generate new DKI MRCPT
signatures for each recipient and verifier MJST accept the
DKI M2- Si gnature as authoritative if the DKI M- Next Domain signature
can be verified.
dki mend-sa-tag = DA T
b=
Si gnature over hash val ue of strings.
ABNF:
dki m2nd-b-tag = base64-string

3.1. Creating and verifying the DKI M2-Next Domai n si gnature
A signer will use a key to sign its intent to send enmail to the next
domain. This key will be identified by the s= value fromthe
DKI M2- Next Dormai n header and the d= val ue from any DKI M2-Si gnature
with a corresponding i= value. The specified selector DOES NOT have
to appear in a DKIM-Signature header.

A signer SHOULD NOT use an RSA key if an alternative is avail able.
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The following steps will be applied, in order, to generate or verify
DKI M2- Next Dorai n si gnat ur e:

1. Hash all instances of DKIM-Signature with the corresponding i=
after applying "relaxed" canonicalization. Headers are hashed
fromthe bottom up.

2. Create the DKI M2-Next Domai n header with all required tags,
| eaving the value of the b= tag enpty, before adding the header
to the hash.

A signer would performthe foll owing additional steps:

1. Sign the hash using the nom nated key.

2. Base64 encode the signed hash and insert the resulting string
into the b= tag of the DKI M2-Next Dormai n header

A verifier woul d:

1. Decode the base64 signature fromthe b= tag of the
DKI M2- Next Domai n header

2. Use the resulting signature to verify the hash
4. Tag Lists

The DKI M2- Next Dormai n header uses the sane syntax as the

DKI M2- Si gnature as defined in [RFC6376]. The DKI M2RCPT par anet er
uses a nodified formof the DKIMtag-list that is suitable for

i nclusion as a RCPT command paraneter. All values are strings
containing either plain text or "base64" text as defined in

[ RFC2045] .
dki m2rcpt-tag-1i st dki m2rcpt-tag-spec *( ";" dkinmRrcpt-tag-spec ) [ ";" ]
dki m2r cpt -t ag- spec dki m2rcpt -tag-nanme / (dki n2rcpt-tag-nanme "=" tag-val ue)

dki n2r cpt -t ag- nane
dki m2r cpt -t ag- val ue
dki n2rcpt-tag-string
dki n2r cpt - sel ect or
base64-string

ALPHA *(ALPHA / DIGT)

dki m2rcpt-tag-string / dkinRrcpt-tag-sel ector / base64-string
*(ALPHA / DG T/ "-"[".")

sub-domain *("." sub-donai n)

*(ALPHA / DG T / "+" [ "I") [=[=\]]

Wi te space MJUST NOT be present in a DKI MRCPT paraneter.
Tags MJST be interpreted in a case-sensitive manner. Values MJST be

processed as case sensitive unless the specific tag description of
semanti cs specifies case insensitivity.
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Tags with duplicate nanes MJST NOT occur within a single dkin2rcpt-
tag-list; if a tag nane does occur nore than once, the entire

dki mrcpt-tag-list is invalid.

Unr ecogni zed tags MUST be ignored.

Tags that have an enpty value are not the same as onmitted tags. An
omtted tag is treated as having the default value; Atag with an
enpty value explicitly designates the enpty string.

Tags for which no dkinRrcpt-tag-value is specified are bool ean; true
if included, false if onmtted.

5. Exanpl es
Keys used for exanples
Private key (PEM
----- BEG N PRI VATE KEY--- - -
MC4 CAQAWBQYDK2VWBCI El KKki 7NRhuv TKReBbyEO19YTr QDvs RQZBnmk FAYEY6NaE
————— END PRI VATE KEY-----
Public key (DNS)
| pr95PB/ 7IJnJRg5nXs9MIVADv0J61 8/ f 2pB/ ZNt 24Dg=

Delivery to a systemwith DKIM capabilities.
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220 snt p. next domai n. exanpl e ESMIP

ehl o [127.0.0. 1]

250- snt p. next domai n. exanpl e Hel o [127.0.0.1] [10.0.1.24], pleased to neet you
250- DKI M2

250 Hel p

mai | from <sender @xanpl e. con>

250 2.0.0 X

rcpt to:<user @xanpl e. conm> DKI MMRCPT=i =1; s=ed25519; b=l 1/ 77hTpkt ZASURnD/ 5\WAMDnr Ngt E4uzq
g/ BvFJKeEi ONDD9BDTda4CeRI P1Jsi 6+0Rky DVX69WGn1Jr WoBw==

250 XK

dat a

354 o

DKI M2- Next Dorai n: i =1; s=ed25519; nd=next domrmai n. exanpl e;
b=+f BelnhCGbmi shVglngPENVRi vXX3bH5cwDd ZaK6c4npu/ N5SNIn/ KLvoNuGysof LuXeQ@ Rul k5bY
U4AhANN6ZBA==
DKI M2- Si gnature: i=1; a=ed25519-sha256; t=1763059498;
s=ed25519; d=exanpl e.com
h=Dat e: Subj ect : From To: Message- | D;
bh=f dkeB/ AOFkbVP2k4J4pNPoeWH6Vv qBmD+b0C30Y87Cw8=;
b=ki uvO gXl vPOI | gcRj OCXPr z501cpgj 6Dh8ASI Uz/ xQUf XZCRsCy Qq/ Af OM/uKnLeqFI ¢/ 7MOxqgP
i FuSgj MXDA==
Date: Thu, 13 Nov 2025 18:44:58 GMI
Subj ect: Test
From sender @xanpl e. com
To: user @xanpl e. com
Message- | D <gXj s5gl AXngZj su6@xanpl e. con
Cont ent - Type: text/plain; charset=us-ascii
Cont ent - Transf er-Encodi ng: 7bit

Test
250 Accept ed

Delivery to a systemwi thout DKIM capabilities.
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S: 220 sntp. next donai n. exanpl e ESMIP

C. ehlo [127.0.0. 1]

S: 250-snt p. next domai n. exanple Hello [127.0.0.1] [10.0.1.24], pleased to nmeet you
S: 250 Help

C. mail from <sender @xanpl e. conp

S: 250 2.0.0 &K

C. rcpt to:<user @xanpl e. conr

S: 250 K

C. data

S: 354 Go

C. DKI M2- Reci pi ent: <user @xanpl e. conr DKI MRCPT=i =1; s=ed25519; b=I 1/ 77hTpkt ZASURND/ 5WANDN

r Ngt E4uzgNag/ BvFJIKeEi ONDDOBDTda4CeRI P1Jsi 6+0Rky DVx69WEp1Jr W6 Bw==
DKI M2- Next Dorai n: i =1; s=ed25519; nd=next domrmai n. exanpl e;
b=+f BelnhCGbmi shVglngPENVRi vXX3bH5cwDd ZaK6c4npu/ N5SNIn/ KLvoNuGysof LuXeQ@ Rul k5bY
U4AhANN6ZBA==
DKI M2- Si gnature: i=1; a=ed25519-sha256; t=1763059498;
s=ed25519; d=exanpl e.com
h=Dat e: Subj ect : From To: Message- | D;
bh=f dkeB/ AOFkbVP2k4J4pNPoeWH6Vv qBmD+b0C30Y87Cw8=;
b=ki uvO gXl vPOI | gcRj OCXPr z501cpgj 6Dh8ASI Uz/ xQUf XZCRsCy Qq/ Af OM/uKnLeqFI ¢/ 7MOxqgP
i FuSgj MXDA==
Date: Thu, 13 Nov 2025 18:44:58 GMI
Subj ect: Test
From sender @xanpl e. com
To: user @xanpl e. com
Message- | D <gXj s5gl AXngZj su6@xanpl e. con
Cont ent - Type: text/plain; charset=us-ascii
Cont ent - Transf er-Encodi ng: 7bit

Test

NS NONONONONONO NSO RO NONO N O RO NO NN OH O RO I

250 Accept ed
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o

o

1. Nornmtive References

[ RFC2045] Freed, N. and N. Borenstein, "Miltipurpose Internet Mil
Extensions (M ME) Part One: Format of Internet Message
Bodi es”, RFC 2045, DO 10. 17487/ RFC2045, Novemnber 1996,
<https://www. rfc-editor.org/info/rfc2045>.

[ RFC5321] Klensin, J., "Sinple Mail Transfer Protocol", RFC 5321,

DO 10.17487/ RFC5321, Cctober 2008,
<https://www. rfc-editor.org/info/rfc5321>.

Lati mer Expires 17 May 2026 [ Page 11]



Internet-Draft

[ RFC6376]
6. 2. I nf or mat
[I-D.ietf-d

DKI M2 Reci pi ent and Next Donmi n Si gning Noverber 2025

Crocker, D., Ed., Hansen, T., Ed., and M Kucherawy, Ed.,
"Domai nKeys ldentified Mail (DKIM Signatures", STD 76,
RFC 6376, DO 10.17487/ RFC6376, Septenber 2011,
<https://ww.rfc-editor.org/info/rfc6376>.

i ve References

ki m dki n2- noti vati on]

Gondwana, B., Cdayton, R, and W Chuang, "DKIM - signing
the source and destination of every enmail", Wrk in
Progress, Internet-Draft, draft-ietf-dkimdkin-
notivation-02, 2 Novenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-dkim

dki m2- noti vati on-02>.

Aut hor’ s Addr ess

Roydon Lati

mer

I nvei gl e. net

Auckl and
New Zeal and
Email: cs@

Lati mer

nvei gl e. net

Expires 17 May 2026 [ Page 12]



