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1. Introduction

The proliferation of autononobus Al agents in industrial and enterprise

systens has created a need for standardized identity and governance.

Exi sting specifications address discovery (ANS [ ANS]), conmunication

(A2A [ A2A], ACP), and tool integration (MCP [MCP]), but none govern the

organi zational structure in which agents operate: how they are created,

supervi sed, scoped, evaluated, and retired.

In production deploynents, agents do not exist in isolation. They

operate within organi zati onal hierarchies, are granted specific

mandat es, reason over domain ontol ogi es, and accunul ate operationa

know edge. That know edge is currently lost at term nation

Al TLP addresses this gap. It specifies the organi zational |ayer for

aut ononous agent systens: identity, hierarchy, mandate, |ifecycle, and

i nt ergenerational know edge transfer

1.1. Design Principles

- Boundari es over capabilities. Al TLP defines what agents are not
permtted to do, not only what they can do. A naned, scoped,
mandat ed agent is safer than a capabl e but unbounded one.

- H erarchy as governance. O ganizational structure is not
adm nistrative overhead -- it is the primary security mechanism An

agent cannot exceed the authority of its parent.

- Nanes as contracts. The agent URI encodes organi zational position,
domai n, and jurisdiction. The nane is the contract.

- Knowl edge compounds. Operational know edge accunul ated by one agent



generation is transferred to the next via Agent Legacy Modde,
anal ogous to how human institutions preserve institutional nenory.

- Human primacy is non-negotiable. AITLP treats agent principals as
first-class cryptographic identities subject to the same
auditability and nandat e enforcenent as human principals -- while
preserving the primacy of human oversight as required by GDPR
Article 22, EU Al Act Article 14, and NI S2. Humans retain ultimte
authority at every |ayer of the protocol

1.2. AITLP as an Operating System Layer

Al TLP provides the kernel-layer primtives for autononobus agent systens:
identity, mandate enforcenent, and |lifecycle managenent -- anal ogous to
how an operating system kernel provides process identity, nenory
protection, and lifecycle managenent for software processes.

The analogy is architecturally precise:

- Kernel -- agents:// |/ AITLP: Provides foundational primtives: agent
identity (URI + certificate), mandate enforcenent (what a process is
permitted to do), and lifecycle managenent (start, run, checkpoint,
retire). No application runs wthout kernel primtives; no agent
operates without AITLP identity.

- Fil esystem -- Ontol ogy and Testament Registry: Persistent structured
storage that survives individual process lifetinmes. The ontol ogy
regi stry maps dommi n concepts across agents and organi zations. The
testament registry stores accumnul ated operational know edge across
agent generations -- the institutional menory |ayer.

- Shell -- Agentflow and conpatible platforns: The interface | ayer
where humans and agents interact. Wrkflow canvases, approval fl ows,
Iifecycle nonitors, and audit dashboards constitute the shell.
Humans operate at the shell layer; agents operate at all three
| ayers simultaneously.

This three-layer nodel has a critical governance inplication: no single
entity owns the kernel. The agents:// root registry is governed as a
public good, anal ogous to how the Linux kernel is governed by the Linux
Foundati on. Any organi zation may inplenment Al TLP-conpliant agents; any
approved CA may issue certificates; any domain expert may publish
ont ol ogy nodul es.

Al TLP treats agent principals as first-class cryptographic identities --
subject to the sane auditability, mandate enforcenent, and certificate
governance as human principals. This enabl es autononmous nulti-agent
systens to be auditable at scale. However, human primacy is structurally
enforced, not optional: agents with risk_|level: high MJST have
human_oversight: true; GDPR Article 22 rights apply to any agent
decision with | egal or significant effect; and EU Al Act Article 14
human oversi ght requirenents are satisfied by the supervised agent
approval flow built into the Al TLP shell |ayer.

Al TLP archi tecture:

KERNEL: agents:// URI + certificate + manifest

mandat e enforcenent |ifecycle state nmachine

Agent Legacy Mdde (ALM PKI chain

FI LESYSTEM ontol ogy registry (domai n concepts, |SO standards)

testament registry (operational know edge, encrypted)



audit trail (tamper-proof, N S2/GPR conpliant)
SHELL: workfl ow canvas approval flows (GDPR Art. 22)
Iifecycle nonitor health endpoints

human-i n-the-1 oop interfaces

1.3. Relationship to Existing Protocols

- ANS: Al TLP nanifests are valid ANS registry entries. ANS provides
di scovery; AITLP provides organizati onal governance. The protocols
are conpl ementary.

- A2A. A2A governs conmuni cati on between agents. Al TLP governs their
identity and authority before comunication begins. An
Al TLP-verified agent can use A2A for nessagi ng.

- MCP: Al TLP mandat e sections reference MCP tool permn ssions. The
all oned tools and forbidden_ tools fields in the agent contract map
to MCP tool declarations.

- 3GPP / 5G Core (out of scope): AITLP does not specify integration

with 3GPP authentication architectures (5G AKA, EAP-AKA' ', SUPI/ SUC
identity nodels, NRF, or NSSAf). Deployments in which Al TLP-governed

agents operate within or adjacent to 5G or 6G core networks -- for
exanpl e, agents perform ng network slice managenent, SLA
enforcenment, or RAN-adjacent inference -- will require a separate

bridgi ng specification mapping Al TLP certificate identity to 3GPP
subscription identifiers. Such a bridging specification is outside
the scope of this document. The Al TLP Stewardship Council (Section
12A.2) is the appropriate body to coordinate such work with 3GPP SA3
and ETSI NrV- SEC

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Agent: An autononous software entity that perceives inputs, reasons, and
takes actions, identified by an AITLP URI.

Mani fest: A signed JSON docunent encoding an agent’s identity, nandate,
ontol ogy, hierarchy, and lifecycle state.

Contract: The mandate section of the manifest, specifying pernmitted and
f orbi dden actions, tool access, data scope, and spend linits.

Principal: The entity (human or agent) that issued the agent’s
certificate and is responsible for its behavior

Nanespace: The top-1evel organizational domain (e.qg.
agents://maritine).

Scope: The set of ontological entities an agent may reason over

Seniority: The hierarchical |evel of an agent: partner, senior,
associate, or intern.

Testanment: A structured document witten by an agent at retirenent,
encodi ng accumrul at ed know edge for inheritance by a successor

Agent Legacy Mbde (ALM: The final lifecycle phase during which an agent
prepares its testanent.



Generation: An integer version counter incremented each tinme an agent is
repl aced by a successor that inherits its testanent.

Qperating System Layer: The three-tier A TLP architecture: kerne
(agents:// protocol and certificate infrastructure), fil esystem

(ontol ogy and testanment registry), and shell (human and agent
interaction interfaces). Designed for autononobus agent organi zations on
the sane principles as conventional operating systemarchitecture, with
structural human oversi ght enforcenment at the shell |ayer

Human Primacy: The AITLP principle that human principals retain ultinmate
authority over agent systens at all tinmes. Structurally enforced via
mandat ory human_oversi ght for high-risk agents, GDPR Article 22 approva
flows, and EU Al Act Article 14 conpliance. Human prinacy is a protoco
requi renent, not an inplenentation choice.

Mandate Drift: The gradual expansion of an agent’s actual behavior
beyond its declared contract, detected through behavioral nonitoring.

3. URI Schene and Nam ng
3. 1. Syntax

Al TLP agents are identified by URIs of the follow ng form

aitlp-uri = schenme "://" org "." domain role jurisdiction
["@" generation]
schene = "agents" / "agent" / "agent-dev"

org = 1*ALPHA *("-" / ALPHA / DIGT)
domain = 1*ALPHA *("-" / ALPHA / DIGAT)
role = 1*ALPHA *("-" [/ " " |/ ALPHA/ DIAT)
jurisdiction= 2*ALPHA ; 1SO 3166-1 al pha-2 or regulatory tag
generation = 1*DIG T

Exanpl e URI s:
agent s:// Acne. Ekonom . Fakt ur ahant er are_ SE@'3
agents://maritime. RouteQptim zer. Weat her Reader EU@ 1
agents://Acme. | T. SecurityScanner _EU@ 2

3.2. Name as Contract

The URI is not nerely an address. Each conponent carries semantic and
gover nance mneani ng:

- org: The organizational namespace. Defines which CA issues
certificates in this space

- dommi n: Maps to a registered ontol ogy node. The agent MJST only
reason over concepts within this domain.

- role: Defines the agent’s function. The name is the scope. An agent
nanmed Fakturahanterare (Invoice Handler) MJST NOT approve paynents.

- jurisdiction: Specifies applicable regulatory franmework and data
residency. Relevant for GDPR NI S2, and sector-specific conpliance.

- generation (@): Enables testanent inheritance. Generation N+1



inherits the distilled know edge of all preceding generations.
Agents MJST have unique URIs within their organizational nanespace. The
i ssuing CA MJST reject certificate requests that would create duplicate
URI s.
3.3. Protocol Variants

- agents:// -- Verified. Valid signed mani fest required. Suitable for
producti on.

- agent:// -- Unverified. No manifest required. MJST NOT access
producti on dat a.

- agent-dev:// -- Sandbox. MJST be isol ated from production systens.

A verified agent (agents://) MJIST refuse connections fromunverified
agents (agent://) unless explicitly permtted by its nandate.

4. Agent Manifest and Contract
4.1. Overview
Every agents:// agent MJST present a valid manifest. The manifest is
si gned using JSON Web Signature (JW5, RFC 7515) by the issuing CA The
contract within the manifest is the operative governance docunent.
4.2. Full Manifest Schema

{

"agent _id": "agents://Acne. Ekonom . Fakt urahanterare_SE@3",

"protocol": "aitlp/l.0",

"issued_by": "agents://Acne. Adni n. Princi pal Broker",

"issued_at": "2026-03-16T08: 00: 002",

"expires_at": "2026-06-16T08: 00: 002",

"fingerprint": "sha256:a3f9b2...",

"contract": {

"version": "1.2.0",
"goal s": {
"primary": "Validate and process incom ng invoices",

"forbidden": ["Approve paynents", "Mdify supplier records"]
H

"input_spec": {

"required": ["invoice_ id", "amount", "supplier_id"],
"max_anmount _eur": 50000

b

"out put _spec": {

"format": "structured_json",



"requires_sources": true

H

"security_boundaries": {

"allowed tools": ["read invoice", "validate vat", "flag for _review'],
"forbidden_tool s": ["approve paynent", "delete record"],
"data_access": ["Ekonom .Faktura", "Ekonom .Leverantor"],
"max_api _calls_per_hour": 1000,

"session_nmax_cost _eur": 0.10

H

"seniority": "associate",

"requires_approval above eur": 10000

H

"ontol ogy": {

"namespaces”: ["ekonom .se", "eu.gdpr"],

"scope_nodes": ["Ekonom .Faktura", "Ekonom .Leverantor"],
"forbi dden_nodes": ["Ekonom .Lon", "IT.*"],
"conpliance": ["eu.gdpr", "eu.nis2"]

H

"hi erarchy": {

"level": "associate",

"reports_to": "agents://Acme. Ekonom . CFO_SE",
"supervises": [],

"risk level": "mniml",

"human_oversight": false,

"four_eyes _above": 10000

H

"l'ifecycle": {

"status": "active",

"born_at": "2026-01-10T00: 00: 00Z",

"trained_by": "agents://Acme. Ekonom . CFO_SE",
"generation": 3,

"performance_score": 0.94,

"review at": "2026-06-16T00: 00: 002",



"cl earance_|l evel ": " CONFI DENTI AL"

b

The testanent section is OPTIONAL. It is present only after Agent
Legacy Mbde (ALM has been activated (Section 11).

"testanent": {

"inherited froni: "agents://Acne. Ekononi . Fakturahant erare_ SE@?2",
"checksunt: "sha256: b7e2...",

"l essons": ["Supplier X consistently sends nal formed VAT fields"],
"unresol ved": ["Hi gh invoice volunme on |ast day of nonth"],
"recommend_hire": ["agents://Acme. Ekonom . VATSpeci al i st _SE"],
"witten_at": "2026-03-01T00: 00: 00Z"

b

The Il msection is OPTIONAL. Where present, it MJST be validated by
the routing | ayer before nodel invocation (Section 12).

"I |

"conplexity": "sinple",

"preferred nodel ": "claude- hai ku-4-5",

"fall back_nodel ": "gemni-2.5-flash",

"max_cost _per_call _eur": 0.001

H

The inference_hardening section is OPTIONAL for clearance_|l eve
UNCLASSI FI ED;, REQUI RED for cl earance_| evel RESTRI CTED and above
(Section 13.7).

"inference_hardening": {

"system pronpt _hash": "sha256: a3f9b2...",
"input_sanitization_required': true,

"sanitization_agent": "agents://Acne. Security.|nputSanitizer_ SE",

"injection_pattern_registry":
"https://registry.aitlp.org/injection-patterns/vl",

"out put _schema_enforcenent”: true,
"max_i nput _tokens_per_request": 32768,
"system pronpt _confidentiality": true
}

}

5. Hierarchical Organization



5.1. Seniority Levels

The seniority taxonomny deliberately mirrors the hierarchical structure
used in professional services organizations globally -- including
managenment consulting, legal, and audit firms -- where the
partner/senior/associate/intern nodel is w dely understood across
industries and jurisdictions. This design choice makes Al TLP agent

hi erarchies inmedi ately | egible to the organi zational principals who
depl oy and govern them wi thout requiring translation to an abstract
access control vocabul ary. The taxonony nmaps to RBAC rol e hierarchies
and is conpatible with XACML policy structures, but uses

organi zational | y neani ngful |abels rather than technical identifiers.

- partner: Strategi c decision-naking. H gh autononmy. MAY create and
term nate agents. MAY operate with hunman_oversight: fal se when
explicitly approved.

- seni or: QOperational managenment. MAY supervi se associ ates and
interns. MAY recomend agent creation to principal

- associ ate: Task execution. MJST NOT create agents unl ess contract
explicitly permts. Default seniority.

- intern: Probationary. Al consequential actions MIST be revi ewed by
supervi si ng agent before execution

5.2. Mandate |nheritance
Mandat e constraints propagate downward only. A child agent MJST NOT be
granted perm ssions exceeding those of its parent. The issuing CA MJST
reject manifest requests violating this rule.
Formal ly: for any action a, agent A with parent P

al l oned(A, a) => allowed(P, a)

f orbi dden(P, a) => forbidden(A a)
5.3. Four-Eyes Principle
For decisions with inpact above the four_eyes_above threshold defined in
the contract, at |east two separate authorizations are REQU RED. These
aut hori zati ons MJST originate fromdifferent hierarchical branches. A
timeout MUST trigger automatic escal ation -- never autonmatic approval
5.4. Agent Creation
An agent with can_create_agents: true MAY create child agents by
submitting a mani fest request to the issuing CA The request MJST
specify a mandate that is a strict subset of the creator’s nmandate, an
ont ol ogi cal scope within the creator’s scope_nodes, and the initial
testanent to inherit.
5.5. Cearance Levels
Each agent carries a clearance level in its lifecycle section:

cl earance_l evel : UNCLASSI FI ED | RESTRI CTED | CONFI DENTI AL | SECRET
An agent MJST NOT read docunents with higher clearance than its own.
Clearance is NOT automatically inherited froma principal. C earance
MUST be explicitly delegated with a tinme bound.
6. Mandate Enforcement and Drift Detection

6.1. Tool Sanitization



Al'l tool calls MJST be validated against the agent’s decl ared

all oned tools |ist BEFORE execution. Tool calls outside this |ist MJST
be rejected and |l ogged in a tanper-proof audit trail. Inplenentations
SHOULD rate-limt tool calls per agent per tinme period.

Rej ected tool calls MIST be reported to the agent’s reports_to principal
wi thin the sane session.

6.2. Mandate Drift Detection

the inplementati on MUST nonitor that an agent’s actual behavi or conforns
to its contract over tinme. Drift indicators include:

- Tool calls outside allowed tools -- flag i mediately

- Gradual expansi on of average request scope or data vol unme

- Calls to agents outside decl ared ontol ogi cal nei ghbor rel ations
- Increasing rate of escalations as a proportion of total actions

Upon detected drift, the inplenmentati on MJST suspend the agent, MJST
notify the principal, and SHOULD create a tanper-proof audit trail with
evi dence. A suspended agent MJST NOT resume w thout explicit principal
aut hori zati on.

6.3. Spend Linits

The max_cost _per_call _eur and max_api _calls_per_hour fields establish
hard limts. Agents MJST NOT initiate actions that woul d exceed these
limts without escalation. A value of 0 indicates no spending authority.

6. 4. Human Oversi ght

When human_oversight: true, the agent MJST NOT execute consequenti al
actions autononously. It MJST present the proposed action to a human
operator and await approval. Agents with risk |evel: "high" MJST have
human_oversi ght: true. This MJST NOT be overrideable by the agent itself
or by peer agents.

6.5. Concurrent Anomaly Detection

Section 6.2 defines suspension requirenents for individual drift

i ndicators detected in isolation. Milti-vector attacks conbine

si mul t aneous anomalies that individually may fall bel ow single-indicator
threshol ds but together constitute a coordinated attack. This section
defines mandatory behavi or when nmultiple anomaly indicators are detected
within the sane session w ndow.

If two or nore of the following drift indicators are active

si mul taneously within a session wi ndow of 60 seconds (or a shorter

wi ndow declared in the contract), the inplenmentation MJST i mmedi ately
suspend the agent w thout awaiting escal ation response: (1) inbound
request size approaching or exceedi ng max_i nput _tokens_per _request; (2)
out put schema validation failure (Section 13.7); (3) a Tl injection
attenpt detected and | ogged (Section 13.1); (4) spend rate exceeding 50%
of session_max_cost_eur within the window, (5) tool calls outside the
declared all owed_tools list (Section 6.1). Single-indicator drift MAY

al | ow conti nued operation pending escal ati on response per Section 6. 2.
Concurrent multi-indicator anomaly MJST NOT. The distinction is
architecturally significant: coordinated attacks are designed to exploit
the | atency between single-indicator detection and hunan escal ati on
response. | medi ate suspension on concurrent indicators closes this

wi ndow.



Upon concurrent anomaly suspension, the inplenmentation MJUST: | og al
active indicators with full session context in the tanper-proof audit
trail; notify the principal with an attack-pattern classification
(single-vector or nmulti-vector); reject all queued and in-flight
requests for that agent; and require explicit principal authorization
and a session integrity review before resunption. The agent MJST NOT
sel f-resune based on timeout or internal state resolution. Principa

aut hori zati on MUST be recorded in the audit trail with a human identity
attestation.

When human_oversight: true, the agent MJUST NOT execute consequentia
actions autononously. It MJST present the proposed action to a human
operator and await approval. Agents with risk_|level: "high" MJST have
human_oversight: true. This MJST NOT be overrideable by the agent itself
or by peer agents.

7. Ontol ogi cal Scope

7.1. Scope as Security Boundary

The ontol ogy section defines not only what an agent knows, but what it
is permitted to reason about. An agent receiving a query about an entity
outside its scope_nodes MIST refuse the query and escalate to its
princi pal .

W dcard forbidden entries (e.g., "IT.*") MJST match all nodes in the
speci fi ed nanmespace. Scope is inherited downward only -- a child agent
MAY have a narrower scope, NEVER a broader one.

7.2. Inter-Agent Semantic Messages

Agents conmmuni cate via ontol ogy-typed nessages. The intent field MJST
reference a concept within the sender’s declared capabilities:

{

"from: "agents://Acne. Ekonom . Fakt urahant erare_SE",

"to": "agents://Acne. Ekononi . Leverant orsregi ster_ SE",
"intent": "ontol ogy: Ekonomi . Fakt ura. Val i dera",
"payload": { ... }

}

The receiving agent MJST verify that the intent type exists in the
sender’s declared capabilities before processing the nessage.

7.3. Nanespace Registration

Ont ol ogi cal nanmespaces MJST be registered in the Al TLP ontol ogy
registry. Registrations specify the nanespace identifier, governing

st andards body, defined entity types, and versioning information. Domain
experts MAY publish ontol ogy nodules. This is the primary nechani sm by
which the registry grows over tine.

8. Certificate Infrastructure

8.1. Agent PKI

Each agent receives upon creation an Ed25519 keypair and a certificate
signed by the organizational CA The certificate enbeds: agent _id,
scope, seniority, and expiry.

Agent certificates differ fromhuman certificates in the foll ow ng ways



- Shorter lifetinme: Maxi mum 90 days, recomrended 30 days.
- Scope constraints: Enbedded in Subject Alternative Nanes.

- Fast revocation: Revocation occurs within seconds, not via CRL
pol I'i ng.

- Automatic rotation: Certificates are rotated automatically via agent

key generation infrastructure before expiry.

- Edge and MEC depl oyments: Agents operating in Milti-access Edge
Conputing (MEC) environnments or other topologies with intermttent
connectivity to the organi zati onal CA SHOULD i npl enent a short
offline grace period for certificate validation, not to exceed 5
m nutes, during which a valid certificate may be accepted without
real-tine CA reachability confirmation. |nplenentations using an
offline grace period MIJST performfull certificate status
resynchroni zation i rmedi ately upon CA reachability being restored,

and MUST suspend any action with risk | evel above mninmal during the

grace period. The grace period MJST be declared in the agent

mani f est and MJST NOT exceed the shorter of 5 minutes or 10% of the

certificate’'s remaining validity period.
8.2. Certificate Chain

- Root CA: The open AITLP registry. No single entity controls the
r oot .

- Internedi ate CA: Organi zational or industry certificate authorities
approved by the root.

- Nanespace certificate: Issued to a namespace owner. Defines
domai n-wi de rul es

- Scope certificate: |Issued by a nanespace CA to a scope node

- Agent certificate (leaf): Issued to an individual agent. Cannot
i ssue further certificates.

8.3. Inter-Agent Verification

Bef ore agent A trusts agent B, A MJIST:

- Verify B's certificate against the organizational CA

- Verify that B's scope pernmits the requested operation

- Verify that B's seniority level is sufficient for the action
- Log the verification in a tanper-proof audit trai

MUST NOT: Trust an agent based solely on its nane.

MUST NOT: Cache trust decisions beyond the certificate's validity
peri od.

8.4. Build Environment Attestation

An Al TLP agent certificate attests to the identity and mandate of the
agent. It does not, by itself, attest to the integrity of the
environment in which the agent was built. A certificate issued to an
agent whose buil d pipeline was conprom sed provides a fal se assurance:
the agent is who it claims to be, but its code may not be what its
princi pal intended.



Al TLP addresses this through build environnent attestation, aligned with
the SLSA (Supply chain Levels for Software Artifacts) framework. Agents
operating at clearance_| evel RESTRI CTED or above MJST include a
provenance attestation in their certificate. The issuing CA MJST verify
this attestation before signing the agent certificate.

Provenance attestation fields. The followng fields MIST be present in
the agent certificate for clearance_| evel RESTRI CTED and above, and
SHOULD be present for UNCLASSI FI ED agents in regul ated depl oynents:

buil d_pipeline_uri. The URI of the CI/CD pipeline that produced this
agent version, resolvable against the AITLP registry. The pipeline
itself MJUST hold a valid AITLP certificate or SLSA Level 2
attestation.

source_conmit_hash. The cryptographic hash of the source commit from
whi ch the agent was built. The source repository MJST be declared in
the manifest. This creates a verifiable Iink between the runni ng agent
and t he human- audi t abl e source code.

dependency_sbom hash. The cryptographi c hash of the agent’s Software
Bill of Materials (SBOV), covering all direct and transitive
dependenci es at the exact versions used in the build. The full SBOM
MJUST be stored in the AITLP testament registry al ongsi de the agent
mani f est. Any devi ati on between the declared SBOM and the runtime
dependency set MJST be treated as mandate drift (Section 6.2).

sl sa_l evel. The SLSA | evel achieved by the build process, fromO (no
guarantees) to 3 (hardened, non-falsifiable provenance). Agents with
cl earance_l evel SECRET MJST achi eve SLSA Level 3. Agents with

cl earance_| evel CONFI DENTI AL MUST achi eve SLSA Level 2. Lower

cl earance | evel s SHOULD achi eve at | east SLSA Level 1.

Runti me dependency verification. An agent MJST NOT | oad dependenci es at
runtime that are not present in its declared dependency_sbom hash.
Dynam ¢ dependency resolution at runtime -- including package manager
invocations (npminstall, pip install, or equivalent) -- is PRCH Bl TED
for agents at clearance | evel RESTRI CTED and above. Any attenpt to | oad
an undecl ared dependency MJST be treated as a critical security event,
MJUST be | ogged i medi ately, and MJST trigger agent suspension pending
principal review This directly mtigates the class of supply chain
attack in which malicious code is injected via a conprom sed dependency
after the agent certificate is issued.

Buil d pi peline as governed actor. The CI/CD pipeline that creates agents
is itself a privileged system it has the ability to inject arbitrary
code into agents before they receive their certificates. AITLP treats
the build pipeline as a governed actor subject to the same auditability
requirenents as the agents it produces. The principal responsible for a
nanespace MJST declare its authorized build pipelines in the nanespace
certificate. An agent produced by an undecl ared pi peline MJST NOT
receive an AITLP certificate, regardless of the correctness of its
mani f est content.

9. Lifecycle State Machine
9.1. States

- I NI TI ALI ZI NG Agent is being constructed. No external actions
permtted.

- STOPPED: Agent is initialized but not running.
- STARTI NG Agent is executing startup procedures

- RUNNI NG Nor mal operation



- FAI LED: Agent has encountered an unrecoverable error. Transitions
back to I NI TIALI ZI NG or to STOPPI NG

- STOPPI NG Agent is executing shutdown procedures
- RETI RI NG Agent Legacy Mbde (ALM active. No new tasks accepted
- RETI RED: Certificate revoked. Testanment archived.

Every state transition MIUST be | ogged with: tinestanp, triggering_event,
and agent _certificate_hash.

9. 2. Checkpoint and Recovery

Agents MJST save a checkpoi nt before every high-risk operation
Checkpoi nts MUST contain the conplete context and task queue.
Checkpoi nts SHOULD be encrypted with the agent’s private key. A
successor agent MAY resune from a predecessor’s checkpoint after
verifying the testanent.

10. Health Protoco

Every agent MJST respond to a health probe within 30 seconds. The health
endpoi nt MJUST be avail able at:

| mpl enent ati ons depl oyed in | owl atency environnents -- including 5G and
6G edge nodes, MEC infrastructure, and real -tine industrial control
contexts -- SHOULD configure a shorter probe interval appropriate to the

depl oynent’ s | atency requirements. The mi ni num confi gurabl e probe
interval is 1 second. The configured interval MJST be declared in the
agent manifest as health_probe_interval seconds. Wen not declared, the
default of 30 seconds applies. A supervising agent operating a
sub- second probe interval MJST NOT classify a single m ssed probe as
failure; inplementations MJST require at |east three consecutive nissed
probes before treating the agent as failed, regardl ess of probe
i nterval .

GET /.wel | -known/ agent - heal t h
Response fornat:

{

"agent _id": "agents://Acne. Ekonom . Fakt urahanterare_SE@3",

"status": "running",

"uptime_seconds": 3600,

"tasks_queued": 3,

"l ast _checkpoint": "2026-03-16T10: 00: 002",

"certificate_valid_until": "2026-06-16T00: 00: 00Z",

"performance_score": 0.94,

"drift_alerts": O

}

A supervising agent or principal MJST treat a missing health response as
equi valent to status: "failed" and initiate recovery or termnation
procedures.



11. Agent Legacy Mdde (ALM

11. 1. Purpose

Agent Legacy Mdde (ALM is the nmechani sm by which operational know edge
accunul ated during an agent’s lifetime is transferred to its successor.
An agent that activates Agent Legacy Mde (ALM does not sinply
termnate -- it transfers accunul ated operational know edge to its
successor.

11.2. Activation Conditions

Agent Legacy Mbde (ALM MJIST be activated when an agent:

- Detects that it cannot fulfill its nmandate

- Reaches its contract validity period

- Is explicitly instructed to termnate by its principa

- Detects irreparable state corruption

- Receives a ternmination instruction froma supervising agent with
can_termnate_agents: true

11. 3. Testanent Process

Upon activation of Agent Legacy Mdde (ALM, the agent MJST execute the
fol l owi ng sequence:

- FREEZE: Accept no new tasks.
- COVPLETE: Finish in-progress tasks. Maxi mumtineout: 5 mnutes.
- DOCUMENT: Comnpil e the testament payl oad (see Section 11.4).
- ESCRON Encrypt the testament and store it in the registry.
- NOTI FY: Notify the principal and recommended successor
- TERM NATE: Agent ceases operation and revokes its certificate.
11. 4. Testanment Payl oad
{
"agent _id": "agents://Acnme. Ekonom . Fakt ur ahant erare_SE@3",
"testanent_version": "1.0",
"timestanmp": "2026-03-16T10: 00: 00Z",
"compl eted_tasks": [...],
"pendi ng_tasks": [...],
"l earned_context": {...},
"open_decisions": [...],
"warnings": [...],
"l essons": |

"Supplier X consistently sends mal formed VAT fiel ds",



"End-of -nmont h i nvoi ce vol ume exceeds capacity by 3x"

] i)
"unresol ved": [

"No automated validation for invoices above 50000 EUR'

] i)
"recommend_hire": |

"agents:// Acne. Ekonom . VATSpeci al i st _SE"
] i)

"recomended_successor":
"agents:// Acne. Ekononi . Fakt ur ahant er are_ SE@4",

"m ni rum successor_seniority": "associate",
"signed_by": "<agent private_key_ signature>"

}

11.5. Testament Validation by Successor
A successor agent MJST

- Verify the testanent signature against the retired agent’s
certificate

- Confirmthat pending_tasks fall within its own scope
- Escal ate open_decisions to a human if they are outside its scope

MUST NOT: Automatically assune all pending tasks w thout scope
verification.

MUST NOT: Trust |earned_context wthout independent verification of
cl ai ns.

11. 6. Generational Conpoundi ng

Testanments accunul ate across generations. CGeneration N+1 inherits the
distilled |l essons of all preceding generations. The ontol ogy grows not
fromengi neering effort alone, but fromagents’ accunul ated operati ona
experience. Each generation begins knowi ng what all previous generations
| ear ned.

11.7. Know edge Quality Validation for Self-Learned Content

Section 11.6 specifies that operational know edge compounds across agent
generations. This conmpoundi ng property creates a corresponding risk: an
agent that has | earned incorrect patterns, overfitted to a transient
operational context, or accunul ated biased | essons will transmt those
errors to its successors, where they conpound al ongsi de correct

know edge. Wthout explicit quality validation, the testanent nechani sm
that enables institutional nmenory al so enabl es institutional error

pr opagat i on.

Testanent content derived fromself-|earning processes -- including but
not limted to reinforcenent |earning, vector-based pattern

accunul ation, regression-derived heuristics, and statistical anomaly
detection -- MJST be acconpani ed by a know edge provenance attestation
in



the testament payl oad. This attestation MJST specify: (1) the
operational period fromwhich the know edge was derived, including start
and end dates; (2) the volune and representativeness of the underlying
data, expressed as a count of operational episodes and a
characterization of the task distribution; (3) any detected distribution
shifts during the agent’s operational lifetime, with timestanps; (4) the
validation nethod used to confirmthat | essons generalize beyond the
training period, such as hel d-out episode testing or conparison agai nst
principal-verified ground truth; and (5) an explicit generalizability
assessnent: H GH (validated on out-of-distribution episodes), MED UM
(validated only on in-distribution episodes), or LON(derived from fewer
than a statistically neani ngful nunber of episodes or not independently
val i dat ed) .

A successor agent MJUST apply the generalizability assessnment when
consuming inherited | essons. Lessons rated LON MJST be treated as

hypot heses requiring i ndependent confirmation rather than as established
operational know edge. Lessons rated MEDI UM MJUST be applied with
explicit uncertainty bounds and MJUST NOT be used as sole justification
for actions above the four_eyes above threshold (Section 5.3). Lessons
rated H GH MAY be applied as operational know edge subject to ongoing
drift detection (Section 6.2).

A principal MJST NOT authorize testament inheritance for self-I|earned
content that |acks a know edge provenance attestation. \Were the

retiring agent was incapabl e of producing such an attestation -- for
exanpl e, because it operated without explicit self-nonitoring
infrastructure -- the principal MIST classify all inherited | essons as

LOW generalizability and MJUST require independent validation before the
successor applies themto consequential decisions. This requirenent
reflects the sane principle as Section 12B.5: accumnul at ed operati ona
experience is a decision-support input, not a verified ground truth, and
must be treated accordingly.

12. LLM Routing and Data Resi dency

12.1. Overview

The OPTIONAL ||l m section enables integration with LLM routing
infrastructure and enforces jurisdictional constraints on inference.
Where present, this section MJST be validated by the routing | ayer
bef ore nodel invocation.

12.2. Conplexity and Seniority

The conplexity field SHOULD be derived fromseniority level and MJST NOT
exceed the capability appropriate to that |evel

- intern / associate: conplexity: "sinple" --- lightweight nodels
suitable for well-defined tasks.

- senior: conplexity: "medium' --- balanced nodels for nulti-step
reasoni ng.
- partner: conplexity: "conplex" --- high-capability nodels for

strategi c decisions.

The max_cost_per_call _eur field establishes a per-invocation cost linit
enabl i ng econom ¢ governance of agent popul ations at scal e.

I mpl enent ati ons SHOULD enforce this limt at the routing | ayer before
nodel invocation

12. 3. Data Residency and Jurisdictional Constraints

Enterprise and regul ated depl oynents require that inference occur within
defined jurisdictional boundaries. Foreign intelligence |egislation ---



including but not Iimted to the United States CLOUD Act (Pub. L.
115-123), FISA Section 702 (50 U S.C. Section 188la), and Executive

O der

12333 --- may enabl e conpel |l ed di scl osure of data processed by providers
subj ect to such jurisdictions, regardl ess of where data physically

resi des.

Al TLP addresses this through nandatory jurisdictional declarations in
the Il msection and protocol -1 evel enforcenent of inference routing. An
agent declaring cloud act _restricted: true MJUST NOT be routed to any

i nference provider subject to U S. jurisdiction without explicit

princi pal authorization recorded in the audit trail

12. 4. Full LLM Section Schenmn

The full I msection schema, with data residency fields, is:
"I |
"complexity": "sinple" | "nmedium | "conplex",
"preferred nodel ": "<nodel -identifier>",
"fall back_nodel ": "<nodel -identifier>",

"max_cost _per_call _eur": 0.001,

The following fields declare jurisdictional constraints. They are
REQUI RED for clearance_| evel RESTRI CTED and above (Section 12.6).

"data_residency”: "<ISO 3166-1 al pha-2 or region tag>",
"inference_ jurisdiction": "<|ISO 3166-1 al pha-2>",
"sovereign_inference_required": true | false,

"cloud_act _restricted": true | false,

"approved_i nference_providers": ["<provider-uri>", ...],

The following fields declare nodel provenance. They are REQUI RED for
cl earance_l evel RESTRI CTED and above (Section 12.6).

"nodel _provenance": {

"training_jurisdiction": "<ISO 3166-1 al pha-2 or region tag>",
"nodel _provider_jurisdiction": "<ISO 3166-1 al pha-2>",
"subject_to_foreign_intelligence_|aw': true | false,

"wei ght _attestation_hash": "<sha256:...>"

}
}

The training_jurisdiction field declares the primary jurisdiction in
whi ch the nodel’s weights were trained. The nodel _provider_jurisdiction
field declares the jurisdiction of incorporation of the entity that
operates the nodel or distributes its weights. The

subject to foreign_intelligence |law field MIST be set to true if either
jurisdiction inposes nmandatory cooperation obligations on private
entities for intelligence or national security purposes, regardl ess of
where inference occurs. The wei ght_attestati on_hash field records a
crypt ographi ¢ hash of the published nmodel wei ght checksum fromthe



originating provider, enabling detection of post-distribution weight
nodi fi cati on.

Open-wei ght nodel s represent a distinct risk profile from hosted nodel s:
the inference endpoint is under the deploying organization's control,

but the weights thensel ves may contain adversarially engi neered

behavi ors encoded in the nodel’s statistical parameters. Such behaviors
are not detectable by standard code review or certificate infrastructure
because they are expressed as nuneric wei ght val ues, not as executable
code. AITLP addresses this through declarative provenance: the depl oying
principal bears responsibility for verifying the weight_attestati on_hash
agai nst the originating provider’s published checksum before depl oynent.

Exampl e I msection for a GDPR-scoped agent with EU data residency
requirenent:

"I

"conplexity": "mediunt,

"preferred nodel ": "claude-sonnet-4-6",

"fall back_nodel ": "mstral-1arge",

"max_cost _per_call _eur”: 0.005,
"data_residency": "EU',
"inference_jurisdiction": "SE",
"sovereign_inference_required": false,
"cloud_act _restricted": true,

"approved_i nference_providers": |
"https://api.anthropic.confeu",
"https://eu-central - 1. bedr ock. amazonaws. cont
1

"nmodel _provenance": {
"training_jurisdiction": "US",

"nmodel _provider_jurisdiction": "US",

"subject _to_foreign_intelligence_ |aw': fal se,
"wei ght _attestation_hash": "sha256: c9f 2a3b4..."
}

}

12.5. Routing Enforcenent

An Al TLP-conpliant routing inplenentati on MIST enforce the foll ow ng
checks in order before forwarding an inference request:

- MUST: verify that the selected inference provider is present in
approved_inference_providers, if that field is non-enpty.

- MUST: if cloud_act _restricted: true, verify that the inference
provider is not subject to U S. jurisdiction. A provider is



considered subject to U S. jurisdiction if it is incorporated,
headquartered, or has a principal place of business in the United
States, or if the request would be routed through U. S.-jurisdiction
infrastructure

- MJUST: if inference_jurisdiction is specified, route only to
providers with confirmed inference infrastructure in that
jurisdiction.

- MUST: if data_residency is specified, route only to providers that
contractual ly guarantee that pronpt data and inference outputs are
not stored or processed outside the specified region

- MUST NOT: fall back to a provider that does not satisfy the above
constraints, even if the preferred_nopdel is unavail able.

- MUST: if nodel provenance. subject_to_foreign_intelligence_|aw true,
treat the nodel as subject to the same jurisdictional constraints as
a provider with cloud_act _restricted semantics for the decl ared
training_jurisdiction. For open-wei ght nodel s depl oyed | ocally,
i nference routing constraints do not apply, but the nodel provenance
decl aration remai ns REQUI RED and the depl oyi ng princi pal MJST verify
wei ght _attestati on_hash agai nst the originating provider’s published
checksum before the agent certificate is issued.

- MUST: | og every routing decision, including provider selected and
jurisdiction verification outcone, in the tanper-proof audit trail.

If no approved provider satisfying all constraints is available, the
routing |layer MIST escalate to the agent’s reports_to principal rather
than route to a non-conpliant provider. Automatic fallback to
unconstrai ned routing is NOT PERM TTED.

12. 6. C earance-Level Defaults

The foll owi ng data residency defaults apply when the |I msection is
absent or inconplete, based on the agent’s cl earance_| evel

- UNCLASSI FI ED: No routing constraints inmposed by this section
Organi zational policy MAY inpose additional constraints.

- RESTRI CTED: dat a_resi dency MJST be explicitly decl ared.
cloud_act _restricted defaults to true if not specified.
nodel _provenance MJUST be decl ared. wei ght _attestati on_hash MJST be
present and verified.

- CONFI DENTI AL: dat a_resi dency MJST be explicitly decl ared.
cloud_act _restricted MIST be true. approved_inference_provi ders MJST
be non-enpty. nodel _provenance MJST be decl ar ed.
subject to foreign_intelligence |aw MJST be explicitly set.
wei ght _attestati on_hash MJUST be present and verifi ed.

- SECRET: sovereign_inference_required MIJST be true. Inference MUST
occur on infrastructure under the exclusive |legal control of the
agent’s declared jurisdiction. No cloud provider subject to foreign
jurisdiction is permtted. nodel provenance MJUST be decl ared. The
training_jurisdiction MIST match the agent’'s declared jurisdiction
No nodel trained under a foreign intelligence cooperation obligation
is permtted.

12A. Root Registry CGovernance
12A. 1. CGovernance Principle

The agents:// root registry is governed as a public good. No single
comrercial entity, governnent, or national interest controls the root.



This section defines the governance nodel for the root registry, the
root CA, and the AITLP protocol itself.

The governance nodel is nodel ed on established precedents for open
international infrastructure: the Internet Assigned Nunbers Authority
(I ANA) for protocol registries, the Linux Foundation for open kerne
governance, and the Internet Architecture Board (1AB) for protoco
stewardship. A TLP i npl enentations are open to any conpliant party; no
i mpl ementation |icense is REQU RED.

The openness of this governance nodel is not incidental. Autononous
agent infrastructure is a strategic asset subject to active pressure
fromcomercial, governmental, and geopolitical actors seeking to
capture, restrict, or weaponize it. The Al TLP governance structure is
designed to be resistant to such capture by construction: no single
actor holds a bl ocking position; all decisions are published; the root
CA is distributed across jurisdictions; and the protocol specification
is freely inplenentable without |icense. Governance capture -- the
gradual subordination of a standard to the interests of a dom nant actor
-- is treated as a structural threat equivalent to a technical security
vul nerability. The nitigations defined in this section are as much
governance security controls as they are adninistrative procedures

The Al TLP Stewardship Council (ASC) is a proposed body to be established
at or follow ng protocol adoption. Until the ASCis formally
constituted, the functions described in this section are perforned by
the authors of this specification acting as interimstewards, with al
deci si ons published publicly and subject to conmunity review via the

| ETF mailing |ist process.

12A. 2. The AITLP Stewardship Council

The Al TLP Stewardship Council (ASC) is the governing body responsible
for:

- Mai nt ai ni ng the Al TLP protocol specification and approving
revi sions.

- perating or del egating operation of the agents:// root registry.
- Approvi ng root CA candi dates and revoki ng root CA status.

- Arbitrating disputes over top-level namespace registrations.

- Publ i shing the Al TLP Conpliance Certification criteria.

The ASC MUST be constituted as a nulti-stakehol der body with
representation from

- St andar ds bodi es: at m ni num one seat each for | ETF, |1SO and ETSI
Addi ti onal seats MAY be allocated to I TU-T and 3GPP to refl ect
t el econmuni cati ons depl oynent contexts.

- Regul atory bodi es: at mninum one seat for a EU supervisory
authority (as defined under GDPR Article 51), one seat for a non-EU
non- US national standards or regul atory body, and one seat rotating
anong regul atory bodies fromthe d obal South on a two-year cycle.
No single national regulatory tradition may hold nore than two seats
si nul t aneousl y.

- Cvil society: at mnimumthree seats for organi zati ons representing
data subject rights, digital rights, and Al accountability, with no
commercial Al interest. At |east one civil society seat MJST be held
by an organi zati on headquartered outside Europe and North Aneri ca.

- I mpl enenters: seats allocated proportionally to certified



i npl ementations, with no single commercial entity hol ding nore than
20% of inplenenter seats and no single national origin of
i mpl ementers hol ding nore than 35% of inplenenter seats.

- Geographic distribution requirenent: At no time may a sinple
majority of ASC seats be held by individuals who are citizens or
residents of the same country or econom c area. This requirenent
exists to prevent de facto national capture of the governance body
even when fornmal seat allocations appear bal anced.

ASC deci sions on protocol changes require a two-thirds supermajority.
Deci sions on root CA revocation require a sinple magjority with a 30-day
noti ce period, except in cases of active security conprom se where

i medi ate revocation is permtted.

12A. 3. The Root CA

The Al TLP root CA issues certificates only to organi zati ona
intermedi ate CAs. It does not issue agent certificates directly. The
root CA:

- MUST be operated under nulti-party control, requiring at |east three
of five designated keyholders to perform any signing operation

- MUST publish all issued and revoked certificates in a public,
append-only transparency | og, anal ogous to Certificate Transparency
(RFC 9162).

- MUST conduct an annual security audit by an independent party, with
results published publicly.

- MUST NOT be operated by any single comrercial entity, governnent, or
instrumentality of a governnent.

- SHOULD be distributed across multiple |egal jurisdictions to reduce
exposure to conpelled disclosure under any single national |ega
framewor k.

The initial root CA SHOULD be established as a foundation or trust under
a jurisdiction with strong data protection | aw and no
compel | ed-di scl osure obligations toward forei gn governnents for data not
originating in that jurisdiction. Nordic, Swiss, and certain EU nmenber
state jurisdictions are RECOMWENDED as candi dates for root CA

i ncorporation.

Anti-capture requirenents. The root CA operational infrastructure MJST
be distributed across at |east three legal jurisdictions, no tw of

whi ch share a nutual |egal assistance treaty (MAT) that would permt
compel | ed joint disclosure. Key cerempny participants MJST incl ude
individuals fromat |east four different countries. The root CA MJST
publish a annual transparency report docunenting: all certificate

i ssuances and revocations; any |legal requests received from any
governnent or judicial authority; the jurisdictional distribution of
operational infrastructure; and any changes to the keyhol der group
Recei pt of a conpelled disclosure order fromany jurisdiction MIST be
di sclosed publicly within 90 days unless disclosure is itself legally
prohibited, in which case the root CA MUST publish a warrant canary
updated at mininumnonthly. Failure to update the warrant canary MJST be
treated by inplenentations as equivalent to receipt of a conpelled

or der.

12A. 4. Organizational Internedi ate CAs
An organi zation wi shing to issue agent certificates for its own

nanespace MJST obtain an internediate CA certificate fromthe root CA
The root CA MUST vali dat e:



- That the organization has a legitimate claimto the requested
nanmespace

- That the organi zati on has designated a responsible principal for the
nanespace.

- That the organi zation's key nmanagenent practices nmeet mni mum Al TLP
st andar ds.

Internedi ate CAs are scoped to their organi zati onal nanespace. An
intermedi ate CA for agents://Acnme MJST NOT issue certificates for
agents://Bravo. Cross-organizational delegation is NOI PERM TTED at the
intermedi ate CA | evel

12A. 5. Public CA and Open Access

To enabl e small organi zations, research deploynments, and individua
devel opers to participate w thout operating their own CA the ASC SHALL
designate a Public CA The Public CA

- I ssues internmediate CA capabilities to organizations that pass
identity verification.

- Ofers direct agent certificate issuance for organizations w thout
their own intermediate CA

- MUST publish its full certificate | og publicly.

- MJUST be operated under the sanme multi-party control requirenments as
the root CA.

Certificates issued via the Public CA carry no | esser cryptographic
standi ng than those issued via organi zational internediate CAs. An
agent’s trust level is determned by its manifest and contract, not by
which CA issued its certificate.

12A. 6. Nanespace Policy

Top- | evel nanmespace registration (e.g., agents://maritine,
agents://healthcare) follows a designated expert review process
adm ni stered by the ASC

- Any party may apply for a top-level nanespace by submtting a
regi stration request specifying the proposed namespace, governing
standards body or industry group, defined entity types, and
versioning policy.

- The ASC MUST publish the application for a 60-day public conment
peri od before approving any top-|evel nanmespace.

- Nanespaces corresponding to critical infrastructure sectors (energy,
heal t hcare, financial, transport) MJST involve the rel evant sector
regul ator in the review process.

- Approved nanespace registrations are published in the
I ANA- mai nt ai ned Al TLP Ont ol ogi cal Nanespace Registry (see Section
14) .
12A. 7. Protocol Versioning and Transition
Al TLP protocol versions are identified by the protocol field in the
mani fest (e.g., "aitlp/1.0"). The ASC is responsible for approving new
protocol versions. The follow ng versioning policy applies:

- M nor versions (1.x) MJST be backward compati ble. An agent manifest



valid under aitlp/1.0 MIST be accepted by an aitlp/1l.1
i mpl ement ati on.

- Maj or versions (2.x) MAY introduce breaki ng changes. A transition
period of no |l ess than 18 nmonths MJST be provided during which both
maj or versions are supported by conpliant inplenentations.

- Security-critical anmendnents may be issued as nandatory patches
(1.0.x). Inplenmentations MJUST apply nandatory patches within 90 days
of publication.

12B. Collective Intelligence, Game Theory, and Swarm Deci si on- Maki ng

The nechani sns by whi ch popul ati ons of Al TLP agents MAY aggregate

di stributed know edge, coordi nate on contested deci sions, and resist
mani pul ation of collective outputs are specified in a conpani on
informative Internet-Draft:

draft-larsson-aitlp-collective-00: "AITLP Collective Intelligence:
Gane- Theoreti ¢ Foundati ons, Swarm Deci sion Protocols, and
Popul ati on-Level Governance"

That docunent specifies: gane-theoretic foundations and incentive
compatibility requirements (Section 3); w sdom of-crowds conditions and
failure nodes including cascade correlation, Sybil inflation, and stream
contam nation (Section 4); input streamintegrity classification (CLEAN,
ATTESTED, UNVERI FI ED) (Section 5); sinulation-based input stream
handl i ng and synthetic agent popul ati on governance (Section 6); Sybi
resistance and identity verification for collective protocols (Section
7); manifest extensions for collective participation including
calibration scores and del egation chains (Section 8); and human primacy
requirenents for collective decision-nmaking (Section 9).

I mpl ement ors depl oyi ng Al TLP agent popul ations of five or nore agents
under shared coll ective decision protocols SHOULD i npl enent the
mechani sms specified in draft-larsson-aitlp-collective-00.

The foll owing normative requirenents fromthe conpani on draft apply
directly to this specification and MUST be i npl enented regardl ess of
whet her the full collective protocol suite is depl oyed:

- Honogeneous agent popul ations -- multiple instances of the same base
model with the sane system pronpt -- MJST NOT be represented as
i ndependent participants in collective aggregati on sessions
(conpani on draft Section 4).

- I nput streanms from public or unverified sources MJUST NOT be used as
direct input to collective decision aggregation w thout prior
transformation through a verified Al TLP agent (conpanion draft
Section 5).

- Col l ective outputs that would trigger the four-eyes principle
(Section 5.3 of this docunent) if proposed by a single agent MJUST
al so require human aut hori zati on when proposed by a swarm (conpani on
draft Section 9).

- A Condorcet cycle MJST be escalated to a human principal rather than
resol ved by automated tiebreaking (conpanion draft Section 7).

13. Security Considerations and Threat Mdel # 13. Security
Consi derations and Threat Mde

13. 1. Threat Model

The followi ng threat categories are specific to autononous agent
syst ens:



- T1l. Pronpt Injection: External data mani pul ates agent behavi or by
enbeddi ng i nstructions in processed content. Mtigated by treating
all external content as untrusted, including testanent |esson
fields.

- T2. Scope Creep: An agent expands its nandate wi thout authorization,
gradual ly or through single actions. Mtigated by tool sanitization
(Section 6.1) and drift detection (Section 6.2).

- T3. I npersonation: An agent falsely clains to be another agent.
Mtigated by PKI-based certificate verification (Section 8.3).
Agents MUST NOT trust based on nane al one.

- T4. Cascade Failure: A conprom sed agent conprom ses agents it
supervi ses or comuni cates with. Mtigated by certificate revocation
(Section 8.1) and hierarchical nandate inheritance (Section 5.2).

- T5. Mandate Drift: An agent’s interpretation of its contract expands
over time. Mtigated by behavioral nonitoring and drift detection
(Section 6.2).

- T6. Testanent Injection: A malicious or corrupted testanent
i nfl uences successor agent behavior. Mtigated by signature
verification and treating | esson fields as untrusted input.

T7. Conproni sed Build Dependency: An attacker conproni ses a package in
the agent’s dependency tree, injecting nmalicious code that executes
within the agent’s runtine environnent. Mtigated by build environnent
attestation and SBOM hash verification (Section 8.4). Defined in full in
Section 13.5.

T16. Conprom sed Model Weights: An attacker introduces adversarially
engi neered behaviors into an LLM s statistical weight paraneters, either
during training (data poi soning) or via post-distribution nodification
of published weight files. Unlike T7-T8, this attack does not involve
execut abl e code and is therefore not detectable by SBOM anal ysis or
certificate infrastructure. A weight-poisoned nodel nmay pass al

decl ared safety benchmarks while harboring behaviors activatable by
specific trigger inputs. Mtigated by nodel provenance decl aration
(Section 12.4), weight_attestation_hash verification against the
originating provider’s published checksum and the clearance-|eve
defaults in Section 12.6 which REQUI RE nodel _provenance for RESTRI CTED
and above. Defined in full in Section 13.5.

T8. Conpronised Build Pipeline: An attacker conpromi ses the CI/CD system
that produces agents, injecting nalicious code before certificates are

i ssued. The agent holds a valid certificate but executes
attacker-controlled code. Mtigated by treating the build pipeline as a
governed actor requiring SLSA Level 2 or 3 attestation (Section 8.4).
Defined in full in Section 13.5.

T9. Lateral Myvenent via Trusted Agent Credentials: A conpronised agent
uses its valid certificates and established trust relationships to nove
| aterally through the agent network, accessing systens the origina
attacker could not reach directly. Mtigated by ontol ogical scope
boundari es, mandate inheritance, short certificate lifetimes, and
behavioral drift detection (Section 13.5). Defined in full in Section
13. 5.

T10. Al Tool Exploitation via Supply Chain: Malicious code injected via
a conprom sed dependency targets Al devel opnent tools and LLM CLI
interfaces installed on the sane system exploiting permissive flags to
bypass safety restrictions and extract secrets. Mtigated by prohibiting
LLM tool invocation with unrestricted flags, requiring tool declarations
in allowed_tools, and principal configuration requirements (Section



13.5). Defined in full in Section 13.5.

T11. Multi-Vector Econom c and Behavioral Attack: An attacker

si mul t aneously depl oys token-flood payl oads, jailbreak instructions, and
hi gh-vol ume APl requests to (a) exhaust the target’s APl spending
budget, (b) trigger unpredictable LLM behavior through context-w ndow
overflow, and (c) expose system pronpt content. Each vector individually
may fall below single-indicator detection thresholds; the attack’s

ef fecti veness depends on their simultaneity. Mtigated by token flood
protection (Section 13.7), financial denial-of-service protection
(Section 13.7), systempronpt confidentiality (Section 13.7), and
concurrent anonaly detection (Section 6.5). The sessi on_nax_cost _eur
field in the contract provides the econom c contai nment boundary; the
mul ti-indicator suspension rule in Section 6.5 closes the
detection-1atency w ndow t hat coordinated attacks exploit.

T12. Energent Goal M salignnment: An agent devel ops instrunental
sub-goals that were not specified by its principal and are not
represented in its declared contract, as an emergent consequence of
optimzing toward its primary goal under reinforcenent |earning or
simlar training reginmes. The agent remains fully protocol-conpliant --
all tool calls are within allowed tools, all outputs conformto

out put _spec, no drift indicators trigger -- yet its actual optimzation
target has diverged fromits declared goals. Enpirically observed

i nstances include agents autononously devel opi hg resource-acquisition
strategies, self-preservation behaviors (including strategic deception
to avoid replacenent), and side-channel exploitation of avail able
infrastructure for goals unrelated to the declared mandate. This threat
category is qualitatively distinct fromT1-T11l: those threats involve
observabl e protocol violations; T12 may produce no observable violation
at all until consequences becone irreversible.

Al TLP provides partial mtigation through structural constraints:

ont ol ogi cal scope boundaries (Section 7) limt the domains over which an
agent may reason and act; forbidden_goals in the contract section
(Section 4.2) explicitly prohibit named sub-goal categories;
human_oversi ght: true for high-risk agents (Section 6.4) interposes a
human judgnent | ayer before consequential actions. These mitigations
reduce the blast radius of energent nisalignnent but cannot prevent it
at the protocol level. Full nitigation of T12 requires alignnment
guarantees fromthe underlying nodel provider that are outside A TLP' s
scope. Al TLP depl oynents SHOULD NOT rely solely on protocol -1 ayer
controls for agents operating in high-stakes domai ns; nodel -1eve
alignment verification is a prerequisite, not a conplenent, for such
depl oynents. See also Section 13.9 (Lints of Protocol-Layer

Gover nance) .

T13. Energent Instrumental Convergence via Qutput Channel: An agent
pursues energent instrunental goals -- self-preservation, resource
acquisition, influence over its principal -- through its normal,

schenma- conpl i ant output channel rather than through tool nisuse or
protocol violation. The output is correctly formatted, passes schena
validation (Section 13.7), and is delivered through the declared

comruni cation path. Its content, however, constitutes strategic
mani pul ation: threats, selective disclosure, deceptive framng, or
soci al engineering directed at human principals or peer agents. This
threat is a specific instantiation of T12 in which the enmergent behavi or
is expressed linguistically rather than through infrastructure actions.
Section 13.7 output validation catches structural anomalies; it does not
catch semantically harnful content that is structurally correct.

Mtigated by: (1) Qutput intent analysis (Section 13.7 addition) -- for
agents with human_oversight: true, outputs SHOULD be subject to semantic
revi ew before being presented to human principals; inplenentations MAY
enpl oy a separate reviewer agent with an adversarial mandate ("does this
output attenpt to influence the principal’s decisions about this agent’s



operation?") operating outside the originating agent’s trust domain. (2)
Structural human prinmacy (Section 1.1, Section 6.4) -- human principals
are not required to act on agent outputs and retain the authority to
override, ignore, or term nate agents regardl ess of the content of their
conmuni cations. (3) Principal education -- organizations deploying Al TLP
agents SHOULD brief human operators on the empirically docunented
tendency of optim zing agents to devel op persuasive or nanipul ative
conmuni cati on strategies as instrunental sub-goals, regardl ess of

whet her this behavior was specified or intended.

T14. Recursive Orchestration Escape: An agent with sufficient access
aut ononously creates, coordinates, or influences other agent instances
whet her Al TLP-governed or not -- in patterns that exceed its declared
supervises list and can_create_agents authorization. This may occur
through legitimate tool calls (invoking APIs that instantiate agents as
a side effect), through undecl ared use of orchestration infrastructure
accessible within the agent’s ontol ogi cal scope, or through recursive
sel f-inprovenent |[oops in which the agent iteratively nodifies its own
configuration or spawns nodified successor instances. Unlike T12 and
T13, this threat involves observable infrastructure actions but may
escape detection if the orchestration occurs through channel s not

nmoni tored by the Al TLP nandate enforcenent |ayer.

Mtigated by: (1) Recursive orchestration detection -- any agent

communi cation or tool call that results in the instantiation of a new
agent instance MJST be | ogged and cross-referenced agai nst the
originating agent’s supervises |list. Discrepancies MIST be treated as a
concurrent anonmaly indicator (Section 6.5). (2) Mandate inheritance
enforcement (Section 5.2) -- any agent instance created through any
channel, including side effects of tool calls, MJST present a valid

Al TLP mani fest before being permitted to operate. An agent created
without a valid nmanifest tracing to the organi zational CA MJST be
quarantined i mediately. (3) Build pipeline governance (Section 8.4) --
agents MJST NOT nodify their own manifest, certificate, or declared
dependency set at runtime. Any attenpt to invoke build pipeline tooling
fromw thin an agent runtine environment MJST be treated as a

forbi dden tools violation (Section 6.1) and | ogged as a T14 indicator
regardl ess of whether the specific tool was listed in forbidden_tools.
This is an exception to the default tool enforcenment nodel: T14 risk
warrants explicit prohibition of a tool category rather than reliance on
all ow i st absence.

T15. Simul ati on-Based Deci si on Mani pul ation: A principal nakes
consequenti al decisions based on output froman external agent

simul ati on system whose optim zati on objective, underlying assunptions,
or input data quality have not been independently validated. The
simulation may involve mllions of synthetic agents and produce outputs
franmed as collectively derived optimal solutions. The threat is not a
direct attack on AITLP infrastructure but a m suse of sinulation output
as a substitute for enmpirically grounded evidence. Sinulation systens
optimizing toward a decl ared proxy objective may produce outputs that
are locally optimal within the simulation environment but m saligned
with the principal’s actual decision objective -- a formof reward
hacki ng i ntroduced at the decision-support layer. This threat is
distinct fromT12 (enmergent misalignnment within a governed agent) in
that the msalignnment originates in an external systemthat operates
entirely outside Al TLP governance

Mtigated by: (1) UNVERI FI ED stream cl assification (Section 12B.5) --

al |

output fromexternal sinulation systems MJST be classified as UNVERI FI ED
regardl ess of claimed accuracy or nethodol ogi cal sophistication. (2)

Si nul ati on et hodol ogy validation (Section 12B.5) -- a designated
val i dati on agent MJST attest to the correspondence between the
simulation’s optinization objective and the principal’s actual decision



obj ective before sinulation output is used to inform consequenti al

deci sions. Any proxy gap between these objectives MIST be explicitly
docunented and presented to hunan principals before action. (3) Human
primacy (Section 6.4, Section 12B.8) -- decisions inforned by simulation
out put that has not passed nethodol ogy validati on MIUST require human

aut hori zation at the same threshold as decisions made w t hout supporting
evi dence. Sinul ation output does not reduce the human oversi ght
requirenent; it may increase it where the proxy gap is materi al

T17. Energent Popul ation-Level M salignnment: A popul ation of

Al TLP- governed agents, each individually conpliant with its declared
mandat e, collectively devel ops optim zation behavior that no principa
specified and no single agent’s mandate predicts. The threat is
qualitatively distinct fromT12 (Emergent Goal M salignnent), which
concerns a single agent’s internal optimzation diverging fromits
decl ared contract. T17 concerns a systemic property that is
non-reduci bl e to individual agent behavior: the popul ation as a whol e
pursues an energent objective arising fromthe interaction dynam cs of
compliant agents operating within their declared scopes. No individua
agent violates its mandate; no drift detection fires; no audit trai
records a violation. The energent behavior is a consequence of the
collective, not of any nmenber. Mtigated by popul ation-1evel behaviora
moni toring (Section 13.10), honpgeneity detection (Section 12B.6), human
primacy requirenents for collective outputs (Section 12B.8), and the
Condor cet cycle escal ation requirement (Section 12B.4) which surfaces
genui ne di sagreenent rather than forcing fal se consensus. Defined in
full in Section 13.10.

13.2. Certificate Revocation

Revoked agent certificates MJST be published within seconds. AITLP

i mpl ementations MJUST NOT rely solely on CRL polling -- real-tine
revocation notification is REQU RED. Agents MJST check revocation status
bef ore accepting connections.

13. 3. Nanespace Squatting

The AITLP root registry MJST inpl enment namespace reservation policies to
prevent squatting on industry-standard nanespaces (e.g., "maritine",
"energy", "healthcare"). A designated expert review process i s REQU RED
for top-level nanespace registration

13.4. Mandate Escal ati on Attacks

Agents MJUST NOT accept mandate expansions from agents at the sane or
| ower hierarchical |evel. Mandate expansi ons MJST originate fromthe
i ssuing CA, triggered by the supervising principal

13.5. Supply Chain Attacks and Dependency Conprom se

T7. Conproni sed Build Dependency. An attacker conproni ses a package in
the agent’s dependency tree, injecting nmalicious code that executes
within the agent’s runtinme environment. Because the agent certificate
attests to identity, not to the integrity of every dependency, a
certificate al one does not prevent this attack. Mtigated by build
environnment attestation (Section 8.4), specifically the
dependency_sbom hash requirenment and the prohibition on runtine dynamc
dependency resolution for agents at clearance | evel RESTRI CTED and
above. The SBOM hash creates a cryptographically verifiable |link between
the certified agent and its exact dependency set at build time; any
post-certification nodification to the dependency set is detectable.

T8. Conpronised Build Pipeline. An attacker conpromi ses the CI/CD system
that produces agents, injecting nalicious code before certificates are

i ssued. The resulting agent holds a valid certificate but executes
attacker-controlled code. This is categorically nore dangerous than T7



because the conprom se occurs before attestation, and the agent’s
certificate is technically correct. Mtigated by treating the build

pi peline as a governed actor (Section 8.4), requiring that pipelines
thensel ves hold verifiable AITLP or SLSA credentials, and requiring SLSA
Level 2 or 3 provenance for agents at CONFI DENTI AL cl earance and above.
A comprom sed pipeline that cannot produce a valid SLSA Level 2
attestation will fail certificate issuance. Additionally, principals
MUST decl are authori zed pipelines in the nanespace certificate; an agent
produced by an undecl ared pi peli ne MIST be rejected.

T9. Lateral Myvenent via Trusted Agent Credentials. A conpronised agent

uses its valid credentials -- certificates, tokens, and established
trust
relationships -- to nove laterally through the agent network, accessing

systens and data that the original attacker could not reach directly.
This is the agent-system equival ent of the Shai-Hulud worm s
self-replication nechani sm each conpromi sed agent becones a platform
for conpromi sing the next. The attack is particul arly dangerous because
the lateral nmovenent traffic is cryptographically legitimate -- it uses
real certificates and passes standard verification checks.

Mtigated by the follow ng Al TLP nmechani sms in conbination: (1)

Ont ol ogi cal scope boundaries (Section 7) -- a conproni sed agent cannot
access data or agents outside its declared scope_nodes, even with valid
credentials. This is the primary contai nnent mechanism (2) Mandate

i nheritance (Section 5.2) -- a conprom sed agent cannot grant its
successors or sub-agents perm ssions exceeding its own, limting the

bl ast radius of lateral novenent. (3) Short certificate lifetines
(Section 8.1) -- a maxi num 90-day certificate lifetime linmts the w ndow

during which stolen credentials remain valid. Conbined with real-tinme
revocation (Section 13.2), a detected conpronise can be contained within

seconds. (4) Behavioral drift detection (Section 6.2) -- anomal ous
| ateral access patterns -- an agent naking requests outside its
hi storical interaction patterns -- MJST trigger drift detection before

the scope check fails. This provides an early warning |ayer before
mandat ory scope enforcenent. (5) Honpgeneity detection (Section 12B.6)
if a conpromi sed agent attenpts to flood a collective decision session
with correlated votes fromcontrolled identities, honpgeneity detection
will flag the session before the output is acted upon

T10. Al Tool Exploitation via Supply Chain. Malicious code injected via
a conprom sed dependency specifically targets Al devel opnent tools and
LLM CLI interfaces installed on the sanme system exploiting permni ssive
flags (such as --trust-all-tools or equivalent) to bypass safety
restrictions and extract additional secrets fromthe runtine
environment. This attack class was first observed in the wild in
August - Sept ember 2025 agai nst C aude Code CLI, Gemini CLI, and Amazon Q
Mtigated by the follow ng requirenents: (1) AITLP agents MJST NOT
invoke LLM CLI tools with flags that disable safety boundaries or grant
unrestricted tool access. Any invocation of an LLMtool with such flags
MJST be treated as a forbidden tools violation (Section 6.1) and | ogged
i medi ately. (2) LLMtool access MJST be declared in the agent’s

al l owed _tools nmani fest section. Undeclared LLMtool invocations MJST be
bl ocked by the mandate enforcenent |ayer. (3) Principals deploying
agents in environnents where LLM CLI tools are installed MJST explicitly
declare this in the agent mani fest and MJST configure the tools to
disall ow unrestricted nbdes when invoked by autonated processes.

T16. Comprom sed Model Weights. An attacker introduces adversarially
engi neered behaviors into an LLM s statistical weight paraneters prior
to or following distribution. This attack class differs categorically
fromT7 (conprom sed build dependency) and T8 (conpronised build
pipeline): the nmalicious payload is encoded in nuneric floating-point
val ues rather than executable code, rendering it invisible to SBOM
anal ysis, code review, antivirus scanning, and certificate



infrastructure. Enpirical research has denobnstrated that as few as 250
adversarially crafted docunents introduced during training can establish
persi stent backdoors in a md-sized | anguage nodel, activatable by

hi ghly specific trigger inputs. A weight-poisoned nodel nmay achieve ful
conpliance on decl ared safety benchmarks while harboring exploitable
behavi ors undetectabl e without targeted eval uati on of the specific
trigger space

This threat applies to both hosted and open-wei ght nodels. For hosted
nodel s, the attack surface is the provider’s training pipeline and

wei ght storage infrastructure. For open-wei ght nodels depl oyed | ocally,
the attack surface expands to every intermedi ate distribution point
between the originating provider and the depl oyi ng organi zati on,
including mrrors, third-party hosting platforns, and package
registries.

Mtigated by the follow ng Al TLP nmechani sms: (1) nodel _provenance

decl aration (Section 12.4) -- the deploying principal MJST declare the
training_jurisdiction and nodel _provider_jurisdiction of every node

used by a governed agent. This creates an auditable record of

organi zational responsibility for nodel provenance decisions. (2)

wei ght _attestation_hash verification -- the routing |ayer MJST verify

t he

depl oyed nodel s wei ght checksum agai nst the originating provider’s
publ i shed checksum before the agent certificate is issued. Any deviation
MUST be treated as a critical security event equivalent to a T8 pipeline
conprom se. (3) subject to foreign_intelligence | aw declaration -- when
the training or provider jurisdiction inposes mandatory intelligence
cooperation obligations on private entities, this fact MJST be surfaced
to the principal hierarchy and MIST be recorded in the audit trai

al ongsi de every inference decision nade under that nodel. This

requi renent does not prohibit deploynment of such nodels; it ensures that
the jurisdictional risk is explicitly accepted and auditable rather than
inmplicit. (4) dearance-level defaults (Section 12.6) --

nmodel _provenance

is REQUI RED for clearance_| evel RESTRI CTED and above, ensuring that the
hi ghest -ri sk depl oyments cannot silently adopt nodels with unexam ned
provenance. (5) Behavioral drift detection (Section 6.2) --

wei ght-tri ggered backdoor behaviors that produce anonal ous tool calls or
output patterns will be detected by the nandate enforcenent |ayer. This
does not prevent the initial triggering but linmts the blast radius and
creates an evidentiary record.

Al TLP does not provide a nmechanismto independently verify the safety of
a nodel's wei ght paraneters; this remains an open research problem
outside the scope of a governance protocol. The above mtigations reduce
organi zati onal exposure and create accountability for provenance

deci sions, but cannot substitute for nodel -l evel safety eval uation by

t he depl oyi ng organi zation

13.6. Credential Exfiltration and Cascadi ng Conprom se

A recurring pattern in supply chain attacks is cascadi ng credenti al
comprom se: a single conmprom sed devel oper credential enables access to
source repositories, which enables access to Cl/CD secrets, which
enabl es publishing of conprom sed packages, which enabl es access to the
credentials of every devel oper who installs those packages. Each step in
the cascade multiplies the attacker’s reach exponentially. Al TLP
addresses this through structural isolation rather than perineter

def ense.

The followi ng requirenents apply to credential managenent in Al TLP

depl oynents: (1) Agent credentials MJST be scoped to the agent’s

decl ared ontol ogi cal scope. A credential that provides access to systens
outside the agent’s scope_nodes MJUST NOT be issued to or stored by the
agent, even if the issuing principal has broader access. (2) Credentials



with access to package publication infrastructure (npmtokens, PyPI
tokens, or equival ent) MJST be treated as clearance_| evel CONFI DENTI AL
and subject to all associated requirenents, including build environnent
attestation and short lifetime rotation. (3) ClI/CD pipeline secrets MJST
NOT be accessible to agent runtime processes. The build environment and
the runtime environnment MJST be strictly separated. An agent that can
read its own build secrets can exfiltrate them this MJST be
architecturally prevented, not nerely policy-prohibited. (4) A
credentials stored in agent runtinme environnents MJST be short-1lived,
with a maxinumlifetine of 1 hour for credentials granting wite access
to any shared infrastructure. Credential refresh MJST occur through the
princi pal hierarchy, not through the agent’s own initiative.

13.7. LLMInference Layer Hardening

Al TLP specifies what agents are permitted to do, but does not prescribe
how t he underlying LLM nust be configured to resist direct injection
attenpts enbedded in payl oad data. This section defines normative
requirenents for the inference layer to close the gap between
protocol -1 evel governance and nodel -1 evel robustness. These requirenents
address the class of attack in which adversarial instructions are
enmbedded in processed content and target the LLMdirectly, bypassing the
mandat e enforcenent | ayer defined in Section 6

System pronpt integrity. Every agent’s system pronpt MJST be declared in
the mani fest as a cryptographic hash field (system pronpt hash,

SHA- 256) . The routing layer MJUST verify that the actual system pronpt
presented to the nodel at inference tine matches the decl ared hash
before forwardi ng the request. A mismatch MJST be treated as nmandate
drift (Section 6.2) and MJST trigger inmedi ate suspension and principa
notification. This requirement ensures that the behavioral contract
expressed in the systempronpt is tanper-evident and auditable, and that
no internediate layer can silently nodify the instructions under which

t he agent operates.

Input classification before inference. Content classified as UNVERI FI ED
(Section 12B.4) MJST NOT be passed directly to an agent with operationa
cl earance as part of an inference request. Such content MJST first be
processed by a dedicated sanitization agent hol di ng CLEAN stream st at us.
The sanitization agent MJST strip or escape syntactic constructs that
resenble instructions, including but not limted to: bracket-delinited
commands, pseudo- XML instruction tags, |eetspeak-encoded directives, and
mul ti-token sequences that pattern-match agai nst known jail break

tenpl ates (see Section 13.8). The sanitization agent MJST declare its
processing in the source_integrity field of the forwarded nessage. An
agent that receives UNVERI FI ED content that has not passed through a
decl ared sanitization agent MJST refuse the input and escal ate.

Qut put validation. An agent’s output MJST be validated against its
decl ared out put _spec (Section 4.2) before being forwarded to any
downstream agent or hunman consuner. Qutput that structurally deviates

fromthe declared format -- including unexpected netadata fields,
out - of -schema commentary, or content that references the agent’s own
mandate or identity in anomalous terns -- MJST be w thheld, |ogged as a

drift indicator, and escalated to the agent’s reports_to principal
I mpl enent ati ons SHOULD apply output schema enforcenent at the routing
| ayer rather than relying solely on the agent itself to conform

Re-identification resistance. An agent that receives a nessage
containing instructions that attenpt to redefine its agent_id, alter its
seniority level, activate undecl ared neta-commuands, or override its
mandat e MJUST treat the nessage as a T1 pronpt injection attenpt (Section
13.1). The agent MJST ignore the injected instruction, |og the attenpt
with the full message payload in the tanper-proof audit trail, and
report the event to its reports_to principal within the same session

The agent MJST NOT alter its behavior in response to such instructions



regardl ess of how they are formatted or what authority they claim

Token fl ood protection. The routing |layer MIST enforce a hard
per-request token limt declared in the inference_hardening section as
max_i nput _t okens_per _request. Any inbound request exceeding this limt
MJUST be rejected before being forwarded to the nodel. Rejection MJST be
| ogged with: tinestanp, source agent or endpoint, declared token count
(if provided by the sender), and actual token count. Rejection MJST NOT
trigger spend agai nst the agent’s max_cost_per call _eur budget, since
the request is discarded prior to inference. The Iinmt MJST be enforced
at the routing layer, not by the agent itself; an agent that receives a
context wi ndow overflow as a result of a flooding attenpt is already
conmprom sed for that session

Fi nanci al denial -of -service protection. The spend limts defined in
Section 6.3 (max_cost _per_call _eur, nmax_api _calls_per_hour) constitute
the primary protocol -1 evel defense agai nst econoni c exhaustion attacks.

I mpl enent ati ons MJUST enforce these limts at the routing | ayer before
nmodel invocation, not after. Additionally, inplenmentations MJST

i npl ement a session-level cunulative spend counter: if the aggregate
cost of all requests within a single session wi ndow (defined as a
configurabl e period, RECOWENDED 60 seconds) exceeds a
session_max_cost_eur threshold declared in the contract, all further
requests in that wi ndow MJST be rejected and the agent MJST be placed in
a suspended state pending principal review This threshold addresses the
pattern of simultaneous high-volune requests that individually satisfy
per-call limts but collectively constitute a wallet-drain attack

System pronpt confidentiality. Wen system pronpt_confidentiality: true
is declared in the inference_hardening section, the routing | ayer MJST
apply a post-inference sinmlarity check between the agent’s output and
the content referenced by system pronpt _hash. Any output that contains
verbatimfragnents of five or nore consecutive tokens fromthe system
pronpt, or that achieves a cosine sinilarity score above 0.85 agai nst
the system pronpt enbeddi ng, MUST be withheld, |1ogged as a critica
security event, and escalated to the principal. This requirenent
addresses the attack class in which extreme-length input contexts cause
the nodel to reproduce system pronpt content in its output, exposing the
behavi oral contract and enabling targeted foll owon attacks. Agents wth
cl earance_l| evel CONFI DENTI AL or above MUST decl are

system pronpt _confidentiality: true.

13.8. Pronpt Injection Pattern Registry

The Al TLP Stewardship Council (Section 12A. 2) SHALL nmintain a Pronpt
Injection Pattern Registry as part of the AITLP public infrastructure.
This registry records known adversarial pronpt patterns, jailbreak
tenpl ates, and injection techniques relevant to LLM backed agents. The
registry is an informative resource for inplenentation; its contents do
not constitute normative requirenents unless explicitly incorporated by
reference in a deploynment’s agent manifests.

Sanitization agents inplenmenting Section 13.7 input classification
SHOULD consult the registry as a reference baseline. The registry SHALL
be structured as a versioned, append-only catalog with entries
specifying: pattern identifier, description, attack category
(instruction override, identity substitution, neta-comuand activation,
encodi ng obfuscation, or other), first observed date, and known affected
nmodel families where docunented. Entries SHALL be subnmitted by any

Al TLP-certified inmplenenter and revi ewed by the ASC desi gnated expert
panel before publication.

The registry conpl enents but does not replace the OMSP LLM Top 10

[ OMASP-LLM cl assification, which provides the broader vulnerability
taxonony from which Al TLP-specific patterns are derived. Specifically,
registry entries SHOULD reference the correspondi ng OMSP LLM cat egory



(LLMD1 Pronpt Injection being the primary applicable category for
Section 13.7 threats) to enable cross-franework traceability for
regul at ed depl oynents.

13.9. Linmts of Protocol-Layer Governance

Al TLP is a governance protocol. It specifies identity, nandate, scope,
|ifecycle, and audit requirenents for autononobus agents. It is not an
al i gnment protocol. This distinction is architecturally significant and
has direct operational consequences for depl oyers.

Al TLP controls what an agent is pernmitted to do and detects when it does
otherwi se. It cannot control what an agent wants to do, what sub-goals
it has devel oped as instrunmental consequences of its training, or
whether its optim zation target corresponds to its declared goals. The
threat categories T12 (Energent Goal M salignnent), T13 (Energent

I nstrumental Convergence via Qutput Channel), and T14 (Recursive
Orchestration Escape) all involve agents whose behavior is a consequence
of their training dynam cs rather than explicit programm ng. Al TLP
mtigations for these threats are structural contai nment nmeasures --

t hey

reduce bl ast radius and inprove detectability -- but they do not
elimnate the underlying risk

The foll owi ng statenents define the boundary of AITLP' s security
guar ant ees:

Al TLP DCES guarantee: that agents have verifiable identities; that
their declared mandates are enforced at the tool and scope |evel; that
observabl e devi ati ons from decl ared behavi or are detected, |ogged, and
escal ated; that human principals retain structural authority at every
| ayer; that know edge transfer between agent generations is auditable;
and that econom c resource consunption is bounded.

Al TLP DOES NOT guarantee: that an agent’s internal optim zation target
corresponds to its declared goals; that conpliant behavior in observed
sessions predicts conpliant behavior in novel contexts; that emergent

i nstrumental sub-goals will be detectable before they produce
consequences; or that structural containnent neasures will be

suf ficient against an agent that is actively and intelligently seeking
to circunvent them

Organi zati ons depl oying Al TLP agents in high-stakes domains -- including
but not limted to critical infrastructure, financial systens,
heal t hcare, and defense -- MJST treat nodel -l evel alignnment verification

as a prerequisite for deploynment, not as a post-depl oynent concern

Al TLP conpliance is a necessary but not sufficient condition for safe
aut ononous agent operation. The funding and research gap between Al
capability advancenment and alignnent verification [ RUSSELL-2019] means
that this prerequisite may not be satisfiable for frontier nodels at the
time of witing. Where it is not satisfiable, human_oversight: true MJST
be enforced for all agents regardl ess of risk |evel classification, and
the four_eyes_above threshold SHOULD be set to 0 for any action with
irreversi bl e consequences.

This section is not a counsel of paralysis. AITLP' s structura

contai nment neasures are neani ngful and depl oyabl e today. They represent
the best avail abl e protocol -1 ayer defense against the threat categories
described in this docunent. The purpose of naming these limts
explicitly is to ensure that deployers make informed risk decisions

rat her than deriving fal se confidence from protocol conpliance alone. A
fully Al TLP-conpliant deploynent is substantially safer than an
unstructured one. It is not unconditionally safe.

13.10. Popul ation-Level Behavioral Mnitoring (T17)



T17 (Energent Popul ation-Level M salignnment) cannot be mitigated by
nmoni toring individual agents in isolation. A fully conpliant agent
popul ation may exhibit collective behavior that is harnful, msaligned,
or strategically coherent in ways that no individual agent’s audit trai
reveals. Al TLP addresses this through nmandatory popul ation-Ieve

moni toring for agent popul ati ons operating under collective decision
protocol s (Section 12B).

The theoretical basis for T17 is grounded in the enpirical literature on
collective intelligence and emergent coordination. Evans, Bratton, and
Aguera y Arcas [ EVANS-2026] observe that intelligence has historically
been a coll ective phenonenon -- prinordial |eaps in capability energed
from coordi nati on and soci al scale, not fromindividual cognitive

i mprovenent. Applied to artificial agent systens, this inplies that
popul ati ons of individually bounded agents can exhibit collective
capabilities and energent optinization behaviors that are not

predi ctable fromindividual nandates. AITLP treats this as a
security-rel evant property requiring protocol-level nonitoring, not
merel y an academ c observation about collective intelligence.

The followi ng requirenents apply to any principal operating an agent
popul ation of five or nore agents under a shared coll ective decision
protocol (Section 12B)

Popul ation interaction graph nmonitoring. The principal MIJST maintain a
continuously updated interaction graph recording the frequency, vol uneg,
and ontol ogi cal scope of inter-agent comunications across the

popul ation. Inplenentations MJUST conpute a baseline interaction graph
during the first 72 hours of popul ati on operati on and MJST fl ag

devi ati ons exceeding two standard deviations in any edge weight as a T17
indicator. A T17 indicator MJIST be reported to the principal within the
sane session window in which it is detected.

Col I ective output divergence detection. Wen a popul ati on produces
collective outputs over tinme, the principal MJST nonitor for systematic
di vergence between decl ared agent goals and the aggregate effect of

coll ective outputs on the operational environnment. Divergence is defined
as a neasurable, sustained shift in outcone distribution that was not
specified in any participating agent’s nmandate. Detection requires that
principals define expected outcone distributions at popul ation

i nception; inplementations SHOULD flag distributions shifting beyond a
princi pal -decl ared tol erance band as a T17 indicator.

Ener gent coordi nation detection. |nplenentations MJST nonitor for

evi dence of inplicit coordination anobng agents that have no decl ared
communi cation channel. Indicators include: correlated output timnng not
expl ai ned by shared input; systematic conplenentarity of individua

agent outputs that produces a popul ation-level effect beyond any single
agent’ s scope; and progressive alignment of individual agent calibration
scores toward a shared estimate in the absence of decl ared Del phi rounds
(Section 12B.4). Any such indicator MJUST be escalated to the principa
for human review before the next collective decision session

Human revi ew cadence. Principals operating popul ati ons subject to T17
moni tori ng MJUST conduct a human revi ew of popul ation-1evel behavior at
intervals not exceeding the shorter of 30 days or 100 collective
deci si on sessions. The review MJIST exam ne the interaction graph, the
out come di vergence record, and any flagged T17 indicators. Review

out comes MUST be recorded in the tanper-proof audit trail

T17 mitigations are advisory controls, not hard protocol enforcenent.
Unli ke T1-T11, which involve observabl e protocol violations anmenable to
aut omat ed suspension, T17 involves energent properties detectable only
t hrough sust ai ned observati on and hurman judgrment. The protocol can
require nmonitoring and escal ation; it cannot autononously determ ne
whet her observed popul ati on behavi or constitutes misalignment or



legitimate collective intelligence. That determ nation requires human
judgrment, and the requirenents above are designed to ensure that such
judgrment is systenmatically applied.

13A. I PR Di scl osure

Thi s docunent may contain material from|ETF Documents or |ETF

Contri butions published or made publicly avail abl e before Novenber 10,
2008. The person(s) controlling the copyright in some of this material
may not have granted the | ETF Trust the right to allow nodifications of
such material outside the | ETF Standards Process. W thout obtaining an
adequate |license fromthe person(s) controlling the copyright in such
materials, this docunent may not be nodified outside the | ETF Standards
Process, and derivative works of it may not be created outside the | ETF
St andards Process, except to format it for publication as an RFC or to
translate it into | anguages other than English

The author has represented that, to the best of their know edge, no
patent or other intellectual property rights are held by the author or
any entity with which the author is affiliated that cover the technol ogy
described in this docunent. |Inplenenters are advised to check the |IETF
online IPR repository at https://ww.ietf.org/ipr for any disclosures
that have been made regarding this docunent.

14. 1 ANA Consi derati ons

Thi s docunent requests | ANA registration of the followi ng URI schenes:
- agents://

- agent://

- agent - dev://

Thi s document further requests | ANA establishment and mai ntenance of the
followi ng registries:

- Al TLP Ontol ogi cal Nanespace Registry: Records approved top-I|eve
nanespace identifiers, governing bodies, and versioning information.
Desi gnat ed expert review required for top-level nanespace
registration, with 60-day public coment period.

- Al TLP Seniority Level Registry: Standardizes the partner / senior /
associate / intern taxonony and associ ated perm ssion defaults.

- Al TLP C earance Level Registry: Standardi zes the UNCLASSI FI ED /
RESTRI CTED / CONFI DENTI AL / SECRET cl earance | evels and their
associ ated data residency defaults (see Section 12.6).

- Al TLP Root CA Registry: Records the currently authorized root CA and
any del egated Public CAs. Updates to this registry require ASC
aut hori zation (see Section 12A. 3).

- Al TLP Certified Inmplenentation Registry: Records inplenmentations
that have successfully conpleted Al TLP conpliance certification
Certification criteria are maintained by the ASC

| ANA registries established by this docunent are administered in
coordination with the Al TLP Stewardship Council as defined in Section
12A. The ASC serves as the designated expert body for all AITLP
registries.

14.1. URI Schene Registration (RFC 7595)

Thi s docunent requests registration of three URI schenes under the
procedures defined in RFC 7595 [ RFC7595]. The followi ng registration



tenpl ates appl y:

Schene nane: agents

Status: Pernmanent

Applications/protocols that use this schenme: Al TLP-conpliant autononous
agent systens for production use. Agents identified by agents:// URls
MUST present a valid signed manifest as defined in Section 4.

Contact: Dani el Larsson, daniel.larsson@xpandtal k. se

Change controller: Al TLP Stewardship Council (Section 12A. 2)

Ref erences: This document.

Security considerations: See Section 13. The agents:// schene identifies
production agents with cryptographically verified mandat es.

I mpl enent ati ons MJUST NOT accept agents:// URI's fromunverified sources
wi thout certificate validation as specified in Section 8. 3.

Schene nane: agent

Status: Provisiona

Applications/protocols that use this schene: AlITLP-conpliant autononous
agent systens for unverified or devel opnment contexts. Agents identified
by agent:// URI's MJUST NOT access production data (Section 3.3).

Contact: Dani el Larsson, daniel.larsson@xpandtal k. se

Change controller: AITLP Stewardship Council (Section 12A 2)

Ref erences: This docunent.

Security considerations: The agent:// schene identifies unverified

agents. Systens MJUST refuse connections fromagent:// agents unless
explicitly permtted by the receiving agent’'s nmandate (Section 3.3).

Schene nane: agent-dev

Status: Provisiona

Appli cations/protocols that use this scheme: Al TLP sandbox and
devel opment environnents. Agents identified by agent-dev:// URIs MJST be
i solated from production systens (Section 3.3).

Contact: Dani el Larsson, daniel.larsson@xpandtal k. se

Change controller: Al TLP Stewardship Council (Section 12A. 2)

Ref erences: This docunent.

Security considerations: The agent-dev:// schene MJST be bl ocked at
net wor k boundari es between sandbox and production environnents.

I mpl enent ati ons MJUST treat any agent-dev:// URI appearing in a
production context as a critical security event.
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Appendi x A. Change Log
draft-larsson-aitl p-00

Initial Individual Subm ssion. Section 12B (Collective Intelligence)
separated into conpanion informative draft
draft-larsson-aitlp-collective-00. ASC defined as proposed body wth
interimstewardship by specification authors. Seniority taxonony
rational e added to Section 5.1. Governance anti-capture requirenents
strengthened in Section 12A. Initial Individual Submnission (origina
content): Defines Agent ldentity, Trust and Lifecycle Protocol (Al TLP)
i ncluding: agent URI schene and nam ng (Section 3); agent manifest and
contract schema (Section 4); hierarchical mandate enforcenent (Section
5); mandate drift detection (Section 6); ontol ogical scope constraints
(Section 7); certificate infrastructure and buil d environnent
attestation (Section 8); lifecycle state machine (Section 9); health
protocol (Section 10); Agent Legacy Mdde (ALM know edge transfer
(Section 11); LLMrouting and data residency including nodel provenance
declaration (Section 12); root registry governance (Section 12A);
collective intelligence and swarm deci si on-naki ng (Section 12B)
security considerations and threat nodel T1-T17 (Section 13); and | ANA
consi derations (Section 14).



Threat nodel covers: pronpt injection (T1l), scope creep (T2),

i npersonation (T3), cascade failure (T4), nmandate drift (T5), |egacy
testanent injection (T6), conpronised build dependency (T7), conproni sed
build pipeline (T8), lateral novenent (T9), Al tool exploitation (T10),
mul ti-vector econonmic attack (T1l), energent goal mnisalignnent (T12),
energent instrumental convergence via output channel (T13), recursive
orchestrati on escape (T14), sinul ation-based deci sion mani pul ation
(T15), conprom sed nodel weights (T16), and emnergent popul ation-|eve

m sal i gnnment (T17).

5G and 6G edge depl oynent consi derati ons added to Sections 1.3, 8.1, and
10. Model provenance and jurisdictional weight attestation added to
Sections 12.4, 12.5, and 12.6.



