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Abst ract

Thi s docunent describes SOCKS Protocol Version 5a (SOCKS5a), an

evol ution of the SOCKS Version 5 protocol [RFC1928] designed to enhance
security, authentication flexibility, and resistance to traffic analysis
whi | e mai ntai ning conpl ete backward conpatibility. SOCKS5a introduces
optional extensions that allow existing SOCKS5 clients and servers to
interoperate with newer, nore secure inplenentations.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engi neering Task
Force (I ETF). Note that other groups may al so distribute working
docunments as Internet-Drafts. The list of current Internet-Drafts is
at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference materi al
or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 16, 2025.
Copyright Notice
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1. Introduction

The SOCKS protocol [RFC1928] has served as a fundanental conponent for
network access control and firewall traversal since its
standardi zati on. This docunment specifies SOCKS Protocol Version 5a
(SOCKS5a), which builds upon SOCKS Version 5 to address nodern
security requirenments while maintaining backward conpatibility.

Key inprovenments in SOCKS5a incl ude:

- Enhanced aut hentication framework supporting nodern authentication
met hods and nulti-factor authentication

- Traffic obfuscation capabilities to resist traffic analysis

- Extended command set for inproved operational flexibility

- Additional address types supporting nodern depl oynent scenari 0os

| mproved error reporting and handling

The primary notivation for these enhancenents is to address the
evol ving security | andscape while ensuring that existing SOCKS5
i mpl ementations can continue to function w thout nodification

SOCKS5a nmi ntai ns conpl ete backward conpatibility with SOCKS5 whil e
i ntroduci ng new capabilities through optional extensions. This approach
all ows for gradual adoption of the enhanced features w thout breaking



exi sting depl oyments.

Thi s docunent updates RFC1928 by addi ng new nmet hod codes, address
types, and reply codes, while preserving all existing functionality
defined in the original specification

The key design principles of SOCKS5a are:

1. Backward Conpatibility
Exi sting SOCKS5 clients and servers nust continue to work w t hout
nmodi fi cation.

2. Optional Enhancenent
Al'l new features are optional and nust be explicitly negoti ated.

3. Security First
New features prioritize security and privacy inprovenents.

4. Extensibility
The protocol framework allows for future extensions and
i nprovenents.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Prot ocol Overview
SOCKS5a ext ends SOCKS5 by introducing three major components:

1. Enhanced Authentication Franmework (EAF)
Provi des support for nodern authentication nethods, nulti-factor
aut henti cation, and authenticati on metadata exchange.

2. Traffic Obfuscation Layer (TOL)
Adds capabilities to resist traffic analysis and protoco
fingerprinting.

3. Extended Conmand Set
I ntroduces new commands for advanced functionality while maintaining
compatibility with existing conmands.

These conponents are designed to be optional and backward conpati bl e,
al | owi ng gradual adoption while maintaining interoperability with
exi sting SOCKS5 inpl enent ati ons.

The protocol operates in distinct phases:

1. Version and Method Sel ection
Conpati bl e with SOCKS5, introduces new net hod codes.

2. Authentication
Enhanced framewor k when using new net hods, backward conpati bl e



wi th existing methods.

3. Request Processing
Ext ends SOCKS5 with new commands and address types.

4. Data Transfer
Adds optional traffic obfuscation capabilities.
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3.1. Version Negotiation

The version negotiation process renains conpatible w th SOCKS5:

e Fome e o +
| VER | NMVETHODS | METHODS |
S . +
| 1 | 1 | 1to 255 |
oo oo +

The VER field MUST be X 05 to mamintain conpatibility with SOCKS5.
SOCKS5a i ntroduces new nethod codes in the range X 80" to X FE:

X 80" - Enhanced Authentication Franework (EAF)
Enabl es the use of nobdern authentication nmethods and nul ti -
factor authentication.

X 81" - Traffic Cbfuscation Layer (TOL)
Activates traffic anal ysis resistance features.

X 82" - Authentication Method Chai ning (AMO)
Allows nultiple authentication nmethods to be used in sequence.

X' 83 to X FE - Reserved for future extensions

The client sends a list of nethods it supports, which may include both
traditional SOCKS5 net hods and new SOCKS5a net hods. The server selects
one nmethod fromthe list by responding with a single byte.

If the server selects a SOCKS5a method (X 80" to X FE ), all
subsequent comuni cation MJST foll ow the correspondi ng protocol

ext ensi on specifications defined in this docunent.

Exanpl e version negotiation with SOCKS5a support:

Client request:

Possi bl e server responses:
+e---t (Sel ect NO AUTHENTI CATI ON REQUI RED)



| X 00]

+----+

+----+ (Sel ect EAF)

| X 80|

+o---+

+----+ (Select TAL)

| X 81]

+----+
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3.2. Authentication Franmework

When Enhanced Aut hentication Franmework (EAF) is selected (nethod X 80'),
the authentication process foll ows an enhanced format that supports:

1. Multiple authentication factors
2. Modern cryptographi ¢ net hods

3. Authentication metadata exchange
4. Forward secrecy

The EAF begins with its own version negotiation:

oo+
| VER |
F----+
[ 1 |
S

The VER field indicates the EAF protocol version. This docunent
defines version 1 (X 01'). Future versions of EAF may use different
ver si on nunbers.

Fol | owi ng versi on negotiation, authentication data is exchanged using
the EAF data fornmat:

S Fommm - Fommm - . . +
| VER | ALEN | M.EN | AUTH | METADATA | HMAC SHA |
A R R TS TS +
| 12 | 2 | 2 | Var | Var | 32 |
fom e oo T T fomme e oo Fomme e oo +

Wher e:

- VER Protocol version (X 01" for EAF vl)

- ALEN. Length of the AUTH field in bytes (unsigned 16-bit integer)

- MLEN. Length of the METADATA field in bytes (unsigned 16-bit integer)
- AUTH. Aut hentication data

- METADATA: Aut hentication netadata

- HVAC- SHA: HVAC- SHA256 of all preceding fields

The HVAC-SHA field provides integrity protection for the authentication
exchange. The key used for HMAC cal cul ati on MJST be securely derived
during the authentication process.
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3.3. Traffic Obfuscation
The Traffic Obfuscation Layer (TOL) provides mechanisns to resi st
traffic analysis. When nmethod X 81’ is selected, all subsequent
nmessages are encapsulated in the TOL fornat:
S S S S +
| SIG| TYPE | RAND _LEN | RAND | DATA |
A TS TS R +
| 2 | 1 | 1 | Variable | Var |
e S S Femmm o - +
Wher e:
SIG (2 bytes):
A random | ooki ng but verifiable signature. This field hel ps
identify valid TOL packets whil e avoi di ng obvi ous patterns.
The signature SHOULD be derived froma session-specific key.
TYPE (1 byte):
I ndi cates the obfuscation nethod applied to the DATA fiel d:
X 00" - No obfuscation (pass-through)
X 01' - Random paddi ng
X 02" - Timng jitter
X 03 - Traffic pattern masking
X 04" - Full obfuscation (all nethods)
X 05 to X FF - Reserved for future extensions
RAND LEN (1 byte):
Length of the RAND field (0 to 255 bytes)
RAND (vari abl e):
Random paddi ng data. The content SHOULD be cryptographically
randomto resist statistical analysis.
DATA (vari abl e):
The encapsul at ed SOCKS message.
Each obfuscation type provides different protections:
No Cbfuscation (X 00'):
Basi ¢ encapsul ati on wi thout additional obfuscation. Used for
control messages or when obfuscation is not required.
Random Paddi ng (X 01'):
Adds vari abl e-1 ength random paddi ng to nask true nessage si zes.
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4. Enhanced Authentication Framework (EAF)

The Enhanced Authentication Framework (EAF) provides a flexible
foundation for inplenenting nodern authentication nechanisns. It
supports:



- Multi-factor authentication

- Public key cryptography

- Chal | enge-response protocol s

- Aut hentication netadata exchange
- Forward secrecy

- Authentication nethod chaining

The EAF aut hentication process consists of three phases:

1. Version Negotiation
Ensures conpatibility between client and server inplenmentations.

2. Authentication Data Exchange
Transfers authentication credentials and rel ated net adat a.

3. Verification
Confirms the authenticity of both parties.

Al'l EAF nessages use the follow ng general format:

S T S S S R S R +
| VER | ALEN | M.EN | AUTH | METADATA | HMAC- SHA |
I TR oo oo T T +
| 2 | 2 | 2 | Var | Var | 32 |

A R R TS TS +

The HVAC-SHA field protects the integrity of the entire nessage and
provi des authentication of the sender. The key used for the HVAC

cal cul ation MJUST be derived using a secure key exchange nechani sm or
pre-shared key.

I mpl enent ati ons MJST val i date the HVAC before processi ng any
aut hentication data to prevent tanpering.
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4. 1. Met hod Sel ecti on

After selecting the EAF nethod (X 80'), the authentication process
begi ns wi th EAF version negotiation:

Cient sends:

oo+
| VER |
S
| 1 |
oo+

Server responds:
+----+
| VER |
+o-- -t
| 1 |
oot



Both fields MJST contain X 01' for the version defined in this
docunent. |If the server does not support the client’s version, it
SHOULD respond with X FF and term nate the connecti on.

Fol | owi ng successful version negotiation, the client initiates the
aut henti cati on exchange with an EAF nessage containing its sel ected
aut henti cati on met hod and any required netadat a.

Aut hentication nmethods are identified by nmethod codes in the AUTH
field:

X 01" - Public Key Authentication
Uses digital signatures and certificates

X 02" - Chall enge- Response
Server issues challenge, client provides response

X 03" - Time-based One-Ti ne Password (TOTP)
Conpatible with RFC 6238

X 04" - Milti-Factor Conbined
Mul tiple authentication factors in single exchange

X 05" - Token Authentication
Bearer token or APl key based authentication

X 06" to X FF - Reserved for future nethods
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4.2. Authentication Mthods

4.

4.

2.

2.

Each aut hentication nmethod defines its own structure for the AUTH
field. The foll owi ng sections describe the standard nethods:

1. Public Key Authentication (X 01")

The AUTH field format for public key authentication:

oo oo I I +
|[MD | KLEN | SLEN | KEY | SIG |
A R TS TS +
| 12 | 2 | 2 | Variable | Variable |
S S Focmmnaaann Focmmnaaann +

Wher e:

MD - Method identifier (X 01)
KLEN - Length of the KEY field
SLEN - Length of the SIGfield
KEY - Public key or certificate
SIG - Digital signature

2. Chal | enge- Response (X 02")

Chal |l enge format (server to client):

[MD | CLEN | CHALLENGE|



S Y —— S +
| MD | RLEN | RESPONSE
e S +
| 12 ] 2 | Variable |
S S +

Wher e:

MD - Method identifier (X 02)
CLEN - Chal l enge length
RLEN - Response |ength
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4.3. Authentication Mtadata

The METADATA field uses a TLV (Type-Length-Value) format to provide
extensi bl e authentication context:

R ey - +
| TYPE] LEN | VALUE |
B Fomm e e e oo +
| 2 | 2 | Variable |
E S —— N +

St andard net adata types:

X 01' - Key Exchange Paraneters
Cont ai ns parameters for key exchange protocols.
Format depends on the chosen key exchange net hod.

X 02" - Cdient Capabilities
I ndi cat es supported authentication nmethods and features.
Bi t map of supported capabilities.

X 03" - Server Capabilities
Server’s supported features and requirenents.
Bi t map of supported capabilities.

X 04" - Authentication Context
Addi tional context for the authentication process.
Met hod- speci fic format.

X 05" - Session Paraneters
Paranmeters for the authenticated session.
I ncludes timeout values, feature flags, etc.

X 06" - Chain Contro
Control s authentication nmethod chai ni ng.
I ndi cates next required authentication nethod.

Multiple metadata entries MAY be present in a single nmessage. The



total length of all metadata is indicated by the MLEN field in the

EAF header.

Exanpl e netadata for client capabilities:
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When the TOL nethod (X 81') is selected, all subsequent nmessages MJUST

use the TOL encapsul ation format:

The SIG field MIST be cal cul at ed as:

SI G = HVAC- SHA256- 128( Sessi onKey, TYPE || RAND LEN || RAND || DATA)

Wher e:

- SessionKey is derived during authentication
- || denotes concatenation

- Only the first 16 bits of the HVAC are used

of uscati on Types
TYPE field values indicate the obfuscati on nethods:

X 00" - No Obfuscation
Basi ¢ encapsul ati on wi thout additional protections.

Used for control messages or when obfuscation isn’t needed.

X 01' - Random Paddi ng

Adds vari abl e-1 ength random paddi ng to nmask nessage si zes.

RAND LEN and RAND fields contain the padding.

X 02 - Timng Jitter
I ntroduces random zed del ays i n message processing.
RAND field contains timng paraneters.

X 03 - Traffic Pattern Masking
Modifies traffic patterns to resist anal ysis.
I ncl udes dummy nessages and tim ng adjustnents.

X 04" - Full Qbfuscation
Conbi nes all avail abl e obfuscation net hods.
Maxi mum protection at the cost of perfornance.
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5.

3.

of uscati on | npl enent ati ons

Each obfuscation type requires specific inplenmentation considerations:

5.3.1. Random Padding (X 01')
When usi ng random paddi ng:
- RAND LEN MUST be randomy chosen for each nessage
- RAND content MJST be cryptographically random
- Paddi ng size SHOULD vary independently of message size
- Inplementati on SHOULD mai ntain m ni mum t hr oughput requirenents
Exanpl e paddi ng distribution:
o a o o e e e oo +
| Message Size | Paddi ng Range |
o e o e e e o +
| 1-128 bytes | 0-255 bytes |
| 129-512 bytes | 0-512 bytes |
| 513+ bytes | 0-1024 bytes |
o a o o e e e oo +
5.3.2. Timng Jitter (X 02")
Timng jitter inplenentation requirenents:
- Delay intervals MUST be randomy distributed
- Maxi num del ay SHOULD be confi gurabl e
- Delays SHOULD be applied to both sending and receiving
- Critical nessages MAY bypass tinm ng del ays
The RAND field contains timng paraneters:
T +
| MN | MAX | MODE| RESERVED |
T T i S, +
2 |2 |1 | 3 I
N U +
Wher e:
- MN. Mnimumdelay in mlliseconds
- MAX: Maximumdelay in mlliseconds
- MODE: Distribution type (O=uniform 1=nornal, 2=exponential)
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6. Extended Conmmands

SOCKS5a i ntroduces new commands whil e nmaintai ning compatibility with
exi sting SOCKS5 conmands. The conmand format remai ns unchanged:



New command codes:

X 04’ - KEEP_ALI VE
Mai ntai n connection and verify peer availability.
No address required (ATYP = X 00").

X 05" - DNS_RESOLVE
Perform DNS resol uti on through the SOCKS server.
DST. ADDR contai ns the hostnane to resol ve.

X 06" - POOL_NEW
Create a new connection in the connection pool.
St andard address format appli es.

X 07" - POOL_GET
Retrieve a connection fromthe pool.
DST. ADDR cont ai ns the pool identifier.

X 08" - UDP_ASSOCI ATE_EXT
Enhanced UDP association with additional options.
Extends the origi nal UDP_ASSCClI ATE conmand.

Server replies use the standard SOCKS5 response fornmat with
additional reply codes defined in Section 8.
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7. Extended Address Types

SOCKS5a adds new address types whil e maintaining support for existing
SOCKS5 address types. Address types are indicated by the ATYP field:

X 01' - |Pv4 address (4 bytes)
X 03" - Dommin nane (Variable)
X 04" - |1Pv6 address (16 bytes)

X 05" - Unix domain socket path

X 06" - Abstract Uni x domai n socket

X 07" - URL

X 08 to X FF - Reserved for future use
7.1. Unix Donmain Socket Path (X 05')

Format for Unix domain socket paths:

| 1 | Variable |



- LEN: Length of the path (1-255 bytes)
- PATH. Uni x domai n socket path

The path MJUST be a valid filesystempath to a Unix domain socket.

7.2. Abstract Unix Domain Socket (X 06')
Format for abstract Unix domain sockets:
S +
| LEN | NAME |
R +
| 1 | Variable |
oo +
- LEN: Length of the abstract nane (1-255 bytes)
- NAME: Abstract socket name
The nane MUST NOT contain null bytes except for the |eading null
that identifies it as an abstract socket nane.
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7.3. URL Address Type (X 07")
The URL address type allows direct specification of URLs:
R TS +
| VER | ULEN | URL |
R S +
| 2 ] 2 | Variable |
Fom e m oo - Fomm oo - +
- VER URL format version (X 01")
- ULEN. URL length (2 bytes)
- URL: The URL string
The URL MJST be properly encoded according to RFC 3986.
Supported schenes incl ude:
- http
- https
- ws
- WSS
- ftp
- sftp
Exanpl e URL address:
S Fo oo +
| X 01] 23 | https://exanple.con path?q=123 |
A o e e e e e e e e e e e o m o +
7.4. Address Type Conpatibility

When comunicating with SOCKS5 servers that don’t support extended
address types, clients SHOULD:



1. Resol ve Unix domain socket paths to | P addresses if possible
2. Convert URLs to hostnanes using the authority conponent
3. Fall back to IPv4/IPv6 or donai n nane address types

Servers MJST return a "Address type not supported” (X 08 ) reply
if they receive an unsupported address type.
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8. Reply Codes and Error Handling

8.

.1

2.

SOCKS5a extends the reply codes defined in SOCKS5 whil e maintaining
backward conpatibility. New reply codes provide nore detailed error
i nformati on and support for new features.

Ext ended Reply Codes
New reply codes (X 09" to X FF):

X 09" - Authentication expired
The authentication credentials have expired.
Client should re-authenticate.

X 0OA" - Rate limt exceeded
Too many requests or connecti ons.
Includes rate limt netadata.

X 0B - Protocol violation
I nvalid nessage format or sequence.
Includes error details in response.

X 0C - Server tenporary error
Server-side tenporary failure.
Client may retry after del ay.

X 0D - dient configuration error
Client configuration is invalid.
I ncl udes configuration gui dance.

X' OE - Network configuration error
Net wor k-rel ated configuration issue.
Details provided in response.

X OF - Perm ssion denied
Access deni ed due to perm ssions.
May incl ude required perm ssions.
X 10" - Resource exhausted
Server resources exhaust ed.
I ncl udes resource limts.
Reply For mat

Al'l replies use the standard SOCKS5 reply format:



S Fomm o - Fomm o - S S +

| 2] 1 | X00 | 1 | Variable | 2 |

S N Fom e e - - Fomm oo - Fomm oo - +
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8.3. FError Response Details

For extended reply codes (X 09' and above), additional error details
MAY be provided in the BND. ADDR field using the follow ng format:

Fom e m oo - Fomm oo - +
| ELEN] CODE | MESSACE |
R TS +
| 2 | 2 | Variable |
. om e e oo +

Wher e:

- ELEN:. Total length of the error details
- CODE: Detailed error code
- MESSAGE: Human-readabl e error nessage

Exanpl e error response for rate linit exceeded:

9. Backward Conpatibility
9.1. Version Negotiation

SOCKS5a mmi ntains full backward conpatibility through careful version
and net hod negoti ation:

1. Cients MIST start with SOCKS5 version identifier (X 05)

2. New nethods are allocated in the reserved range (X 80" to X FE)
3. Servers MAY choose standard SOCKS5 nethods if avail able

4. dients MJIST support at |east one standard SOCKS5 net hod

9.2. Feature Negotiation
For SOCKS5a-specific features:
1. Al extensions are optional
Feat ures MJST be explicitly negotiated

Fal | back to basic functionality MJST be supported
Servers MJST handl e unknown extensions gracefully

Pwn

9.3. Address Type Handling
When usi ng extended address types:
1. Cdients SHOULD detect server capabilities
2. Fallback to standard types SHOULD be inpl ement ed
3. Resolution to supported types MAY be attenpted
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10. Security Considerations
10.1. Authentication Security

SOCKS5a i npl ement ati ons MJUST consider the follow ng authentication
security requirenents:

1. Strong Authentication Methods
- Public key cryptography SHOULD be preferred
- Password aut henticati on SHOULD use secure password hashi ng
- Multi-factor authentication SHOULD be supported
- Authentication tokens MUST have limted lifetines

2. Authentication Data Protection
- Credentials MJST be protected in transit
- Session keys MJST be securely generated
- Forward secrecy SHOULD be i npl enent ed
- Key material MJST be properly destroyed

3. Inplenmentation Requirenments
- Impl ementati ons MUST validate all input
- Buffer sizes MJST be properly checked
- Aut hentication bypass attenpts MJST be | ogged
- Rate limting SHOULD be inpl enented

10.2. Traffic Analysis Resistance
When using the Traffic Obfuscation Layer:

1. Padding | nplenmentation
- Paddi ng size SHOULD be i ndependent of content
- Paddi ng MJUST use cryptographically secure random data
- Fi xed-si ze paddi ng SHOULD be avoi ded
- Paddi ng distribution SHOULD be configurabl e

2. Tim ng Considerations
- Message tinmng SHOULD be random zed
- Fi xed del ays SHOULD be avoi ded
- Processing time SHOULD be normalized
- Bulk data transfer SHOULD use variable rates

3. Pattern Masking
- Traffic patterns SHOULD be nmasked
- Keep-alive nmessages SHOULD be randomi zed
- Connection pooling SHOULD be used
- Dummy traffic MAY be generated

4. | nplenmentation Quidelines
- Al random nunbers MJST be cryptographically secure
- State tracking MJUST be efficient
- Resource limts MJST be enforced
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11. | ANA Consi derations
11.1. Method Codes
Thi s docunent defines new nethod codes in the range X 80" to X FE'.

I ANA is requested to create a new registry "SOCKS5a Met hod Codes"
with the following initial entries:



X 80" - Enhanced Authentication Franework (EAF)
X 81 - Traffic Obfuscation Layer (TQL)

X 82" - Authentication Method Chai ning (AMO)

X 83 to X FE - Unassigned

11.2. Reply Codes
I ANA is requested to create a new registry "SOCKS5a Reply Codes"
for reply codes X 09' through X FF' with initial assignnents as
specified in Section 8. 1.

11.3. Address Types
I ANA is requested to create a new registry "SOCKS5a Address Types"
for address types X 05 through X FFF with initial assignnents as
specified in Section 7.
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