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Abst ract

Thi s document investigates the requirenents of a minimal architecture
for the Static Context Header Conpression (and fragmentation)

protocol (SCHC). The intent is to identify the essential components
their relationships and interfaces. To do so, the docunent considers
scenarios of increasing conplexity involving the use of SCHC, froma
si npl e poi nt-to-point conmunication to a nore conpl ex depl oynent
involving nmultiple SCHC | nstances conmuni cating with each other. In
this process, the authors hope to identify the essential conmponents
of a SCHC architecture and their rel ationshi ps.
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1. Introduction

The SCHC Worki ng Group has devel oped the [ RFC8724] SCHC protocol for
Low Power W de- Area (LPWA) networks, providing efficient header
conpression and fragnmentation nechani sns. As SCHC adopti on expands
beyond its original scope, there is a need to define a m ni nal
architecture that identifies only the essential elenents required for
proper SCHC operation. This docunent does not aimto replace the
SCHC architecture defined in [ DRAFT-ARCH], but rather to investigate
the mninmal set of conponents and their relationships that are
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necessary for SCHC to function effectively in various depl oynment
scenari o0s.

Thi s docunent provides:
* A definition of the mininmal conponents required for SCHC operation
* The essential interactions between these conmponents
* Probl ens and chal | enges addressed by each conponent
2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

3. Term nol ogy

This section defines term nol ogy and abbreviations used in this
docunent. It borrows fromthe termnol ogy of [RFC8724] and
[ DRAFT- ARCH] .

In the following, terns used in the term nol ogy are assunmed to be
defined in the context of the SCHC protocol unless specified
otherwise, .e.g_Endpoint refers to a SCHC Endpoint, Instance refers
to a SCHC | nstance, and so on.

*Endpoi nt*: A network host capabl e of conpressing and deconpressing
headers and optionally fragmenting and reassenbli ng packets.

*| nstance*: A | ogical conponent of an Endpoint that inplenents the
SCHC protocol, including header conpression, fragnentation, and
context managenent.

*Context*: A set of rules and paraneters that define how SCHC
operations are performed by Instances that inplenent this Context.
It includes the Set of Rules (SoR) and the parser ID.

*Endpoi nt Manager*: A | ogical conponent that manages the lifecycle
and configuration of Instances within an Endpoint. It is responsible
for creating, updating, and deleting |Instances as needed,

synchroni zing Contexts and Profiles, and managi ng the D spatcher
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4.

4.

*Session*: A conmuni cation session between two | nstances that share a
common context for conpression and fragmentati on operations.

Whenever the Context is updated, a new or updated Session is

est abl i shed.

*Domai n*: A |l ogi cal grouping of Instances that share a common set of
Contexts for conpression and fragnentati on operations.

*Di spatcher*: A | ogical conponent that routes packets to the
appropriate Instances based on defined adm ssion rules. It can be
integrated into the network stack or inplenented as a separate
component .

*Profile*: A set of configurations that define how SCHC operations
are performed within a specific Instance. It includes paraneters for
the di fferent SCHC conponents.

*Domai n Manager*: A | ogi cal conponent that nanages the Donain,
i ncludi ng context synchronization and profile distribution

*Cont ext Repository*: A |ogical conponent that stores and nanages the
Contexts used by its Donain.

M ni mal Architecture Conponents, a case study & discussions

In this section, we investigate the m nimal conponents required for
SCHC operation in the context of typical deployment scenari os.

1. The sinplest deploynent scenario

This section considers a sinple point-to-point depl oynent scenario
where two Endpoi nts comruni cate with each other using SCHC. The
devi ces are assunmed to have a very sinple network stack, as shown in
the figure bel ow
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Endpoi nt A Endpoi nt B

Fom e e e oo + Fom e e e oo +
| Application A | | Application B |
o e e e e oo oo + o e e e e oo oo +
| CoAP | | CoAP |
e + e +
| ubP | | ubP |
Fom e e e oo + Fom e e e oo +
| | Pv6 | | | Pv6 |
o e e e e oo oo + o e e e e oo oo +
| SCHC I nstance | | SCHC I nstance
e + e +
| LPWAN Link Layer | | LPWAN Link Layer
Fom e e e oo + Fom e e e oo +
| Physical Layer | | Physical Layer |
o e e e e oo oo + o e e e e oo oo +

I I

Fome e e eeeaeceieeaaaaaa. +

In this scenari o,

*  Both Endpoint A and Endpoint B inplenent the SCHC protocol for
header conpressi on and deconpression

* Both Endpoints feature a single application and all traffic is
sent and received using the CoAP protocol over UDP over |Pv6.

* The SCHC protocol is used to conpress the CoAP, UDP, and | Pv6
headers before sending the packets over the LPWAN |ink | ayer

* The SCHC protocol is inplenented as a single Instance on each
Endpoi nt .

* The Instance is hardwired into the protocol stack of each
Endpoint, neaning that it is not dynamically | oaded or unl oaded.

* Al of the traffic is conpressed and deconpressed using those
I nst ances.

In this sinplistic scenario, which is representative of sone LPWAN

depl oynents, the requirenents for the mininmal architecture are as
fol | ows:
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* The Set O Rules (SoR) of Endpoint A MJST be conpatible with the
SoR of Endpoint B. Such conpatitibility requires that rules IDs
and Rul e Descriptors are consistent between the two | nstances.
Parsers of both Instances MJUST be conpati bl e, neaning that they
MUST del i neate the same header fields in the same order and with
the same semantics

* \Wenever Endpoint A conpresses a packet, it MJST use the sane
Context as Endpoint B. This means that the Context MJST be
synchroni zed between the two Instances. This comrunication
session is referred to as a Session.

*Way I nstance?* Here we use the termlinstance to refer to the SCHC
protocol routine that is running on each endpoint. This is different
fromthe SCHC I nstance defined in [ DRAFT- ARCH], which refers to a
pai r of SCHC endpoi nts that comruni cate through SCHC

The rationale for this termnology is that the termlnstance is often
used to refer to a specific realization of a class in object-oriented
programm ng, and in this case, the SCHC I nstance is a specific
realization of the SCHC protocol that is running on each endpoint.

*Session vs Instance*: In this document, we use the term Session to
refer to a comruni cati on session between two (or nore) |nstances that
are communi cating with each other using SCHC, using the sane Context.

The rationale for this is that the term Session is often used to
refer to a specific communi cation session between two endpoints and
this definition extends this concept to all Instances that nmaintain a
comon cont ext .

*Why not use the term nol ogy of [DRAFT- ARCH] ?* W believe that
version -04 introduced changes in the term nology that are prone to
confusion. In particular, the termlnstance is defined as:

SCHC I nstance. The **session** between SCHC end points in two or
nmore peer nodes operating SCHC to conmuni cate using a comon SoR and
a matching SoV. There are 2 SCHC | nstances or nore involved per SCHC
stratum one for the SCHC Stratum Header and one or nore for the SCHC
payl oad, i.e., the SCHC conpressed dat a.

while the end point is defined as:
SCHC end point. An entity (e.g., Device, Application and Network
Gat eway) involved in the SCHC process. Each SCHC end point wll have

its Set of Rules (SoR), based on the profile, the protocols, the
devi ce, the behaviour and a Set of Variables (SoV).
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Those definitions are confusing as they do not clearly identify the
components which they are referring to. For exanple, the term

I nstance can be used to refer to session between two applications
that are using SCHC, or to refer to two hardware devices that are
usi ng SCHC, etc.

The proposed termnology in this document ainms to clarify the
definitions of the architecture conmponents by calling a session a
Session and therefore reuses the termlinstance to refer to the SCHC
protocol routine that is running on an endpoint.

This terminology is consistent with prior versions of the
architecture docunment, such as version -03, which had the follow ng
definitions:

* SCHC Instance. The different stages of SCHC in a host. Each
instance will have its Set of Rules (SoR), based on the profile,
the protocols, the device, the behaviour and a Set of Variables
(SoV). There are 2 SCHC I nstances involved per SCHC stratum one
for the SCHC header and one for the SCHC payl oad, i.e., the SCHC
conpressed dat a.

* SCHC Session. The association of SCHC I nstances in two or nore
peer nodes operating SCHC to communi cate using a comon SoR and a
mat chi ng SoV.

The t hree endpoi nts depl oynent scenario

In this section, we consider a nore conpl ex depl oyment scenari o where
two or nore endpoints conmunicate with the sanme SCHC | nstance/
Endpoint. This scenario is comon in |oT depl oynents where nultiple
sensors or devices comunicate with a central gateway or server using
SCHC.
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Endpoi nt A Endpoi nt B Endpoi nt C

Fom e e e oo + Fom e e e oo + Fom e e e oo +
| Application A | | Application B | | Application A |
o e e e e oo oo + o e e e e oo oo + o e e e e oo oo +
| CoAP | | CoAP | | CoAP |
e + e + e +
| ubP | | ubP | | ubP |
Fom e e e oo + Fom e e e oo + Fom e e e oo +
| | Pv6 | | | Pv6 | | | Pv6 |
o e e e e oo oo + o e e e e oo oo + o e e e e oo oo +
| SCHC I nstance | | SCHC I nstance | | SCHC I nstance
e + e + e +
| LPWAN Link Layer | | LPWAN Link Layer | | LPWAN Link Layer
Fom e e e oo + Fom e e e oo + Fom e e e oo +
| Physical Layer | | Physical Layer | | Physical Layer |
o e e e e oo oo + o e e e e oo oo + o e e e e oo oo +

I I I I

- + RIS +

In this scenario, we have three Endpoints, Endpoint A, Endpoint B,
and Endpoint C, that communicate with each other using SCHC. Here,
Endpoi nt A and Endpoint C are typically sensors or devices that send
data to Endpoint B, which is a gateway or server that collects and
processes the data.

We further assume that Endpoints A and C have very similar traffic
patterns, neaning that they send simlar packets to Endpoint B. This
all ows the SCHC | nstances on Host A, B and C to share the sane

Cont ext, which reduces the conplexity of adm nistration and
management of this deployment. 1In the following, we refer to
Instances that share the sane Contexts as a Domai n.

In this typical 10T depl oynent scenario, the requirenents for the
m nimal architecture are as foll ows:

* The Context of all three Endpoints MJST be conpatible. This neans
that the SoR, parsers, and rule |IDs are consistent between the
three I nstances.

* The Context *MJST* be synchroni zed between the three Instances.
Thi s nmeans that an updated Session between all three Instances is
est abl i shed whenever the Context is updated or nodified.

* The Domain *MJST* be able to manage the Contexts of all |nstances
that belong to it. This includes the Endpoints enroll nent,
provi sioning of Contexts and synchronization. This role is
assuned by a | ogical conponent of the Domain, referred to as the
Dormai n Manager .
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*Way synchroni ze the Contexts of A and C?* Synchronizing the Contexts
of Endpoint A and Endpoint Cis desirable. This reduces the

compl exity of managing multiple Contexts at Endpoint B and eventually
reduces the size the Rules IDs, inpacting the SCHC packet size.

*Domai n Manager, why introduce a new entity?* In a first approach,
the Domai n Manager could be inplenmented as a conponent of the
Instance that is running on an Endpoint, here B. However, this would
requi re di stinguishing between different types of Instances: those
capabl e of managi ng other instances fromthose that are not, those
that are in charge of managing others fromthose that are not. By
separating the Donain Manager fromthe Instance, we allow for a nore
flexi ble and nodul ar architecture that can be adapted to different
depl oynent scenari os.

*Context conpatibility or equality?* While not strictly required, it
is desirable that the Contexts of all Instances that belong to the
sanme Dommin are equal, neaning that they share the sane SoR, parsers,
and rule IDs. This sinplifies the managenment of the Contexts and
reduces the risk of m sconfiguration or inconpatibility between

I nstances. However, this is not strictly required, as |long as the
Contexts are conpatible, neaning that they can be used

i nt erchangeably w thout causing issues in conpression or
fragmentati on operations.

The dynamic traffic scenario

In this section, we consider a deploynent scenario where nmultiple
Endpoi nts comuni cate with each other using SCHC, but the traffic
patterns of these Endpoints are dynanic and change over tinme. This
scenario typically occurs in Smart Buil dings applications, where
different configurations are depl oyed based on the current season,
occupancy, etc. For exanple, thernostats setpoints are set
differently in winter and sunmer.

In this scenario, we have three Endpoints A, Band C. A B feature a
tenperature and thernostat functionality, while Cis a server that
coll ects and processes the data from A and B.

We further assune that the Endpoints A, B and C are first registered
with the Donai n Manager of the donmain which they are part of, and
that they are provisioned with an initial Context. This Context is
used to conpress the tenperature and thernostat data sent by A and B
to C, and is tailored to the specifics of the tenperatures recorded
during winter, and the thernostat setpoints used during this season,
as shown in the figure bel ow
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g +
| Dormai n Manager |
o e +

I

1. Endpoints |

regi stered |
I

o e e e e oo - o e e e e oo - +

I I I

I I I

% % %
. 4 demeeeeaaaaas 4 demeeeeaaaaas +
| Endpoint A | | Endpoint B | | Endpoint C |
S R D T R D T +

Then comes the spring, and the tenperature and thernostat setpoints
change. The Dommi n Manager is responsible for updating the Context
of all Instances that belong to the domain, i.e. A, Band C. This
update is done dynamically, neaning that the Context is updated

wi t hout interrupting the conmunication between the Endpoints.

o e e e oo o e e e oo +

I I I

I I I

v v v
o e e - SRR MU SRR MU +
| Endpoint A | | Endpoint B | | Endpoint C |
oo s T T +

This scenario highlights the need for a dynanic context update
mechani smthat allows the Domai n Manager to update the Context of all
I nst ances bel ongi ng to the Domain.

This rai ses a nunber of questions, such as:
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* How to ensure that all Instances are updated with the new Context?

* How to process packets sent before the Context update but received
after?

Answering those specific questions is critical for the proper
operation of SCHC in this scenario as unsynchroni zed Contexts can
|l ead to packet loss or misinterpretation at the receiving end.

It is worth noting that the sanme questions arise in the context of
configurati on managenent and are possi bly addressed by existing | ETF
pr ot ocol s.

Nevert hel ess, we can already identify the need for the foll ow ng:

* A Context Repository that is responsible for storing the Contexts
of the donmain. |In case of disagreenent between |nstances, the
Context Repository is used to resolve the disagreement. Having
one identified source of truth for the Contexts helps to maintain
consi stency across the domain. This is also useful when (new)
nodes join the domain later, as the Context Repository can provide
the necessary Context information to new or existing |Instances.

* A mechani smfor versioning Contexts, allow ng the Dormai n Manager
to manage multiple versions of a Context and facilitate roll backs
i f needed.

* A nmechanismfor notifying Endpoi nts of Context updates, ensuring
that all Endpoints are aware of the |atest Context version and can
adapt their behavior accordingly.

Multiple SCHC I nstances in the sane Endpoint

In this scenario, a single Endpoint that hosts nultiple Instances is
considered. This scenario involves each Instance being configured
with different Contexts. This can be useful for supporting multiple
applications or services with distinct traffic patterns. One such
use-case arises when a single Endpoint needs to handle different
types of traffic, potentially sent and received on different network
interfaces, each requiring its own Instance with tailored conpression
and fragnmentation settings.
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Endpoi nt A Endpoi nt B

o e e e e e e e e m e e + o e e e e e e e e m e e +
| App. 1 | App. 2 | | App. 1 | App. 2 |
o e e e e e e e e e + o e e e e e e e e e +
| CoAP | HTTP | | CoAP | HTTP |
I~ + I~ +
| uDP | UbDP/ QUIC | | uDP | UbP/ QUIC |
o e e e e e e e e m e e + o e e e e e e e e m e e +
| | Pv6 | | | Pv6 |
o e e e e e e e e e + o e e e e e e e e e +
| SCHC | SCHC | | SCHC | SCHC |
| Instance AL | Instance A2 | | Instance BL | Instance B2 |
e + e +
| Li nk Layer | | Li nk Layer |
o e e e e e e e e e o + o e e e e e e e e e o +
| Physi cal Layer | | Physi cal Layer |
S + S +

I I

T T Tt +

In the above exanple, two Endpoints, A and B, each host two

I nstances. Endpoint A hosts Instance Al and Instance A2, while
Endpoi nt B hosts Instance Bl and Instance B2. Instance Al and
Instance Bl are configured to handl e CoAP traffic and share a conmon
Context Cl1 while Instance A2 and Instance B2 are configured to handl e
HTTP traffic and share a common Context C2.

This new scenari o introduces the follow ng chall enges:

* *Datagram Di spatch*: The Endpoi nt nust be able to dispatch packets
to the appropriate Instance based on the protocol or application
in use. This requires an additional functional entity, the
Di spatcher, that can identify and di spatch packets to the correct
I nstance for conpression and fragnentation. Conversely, the
Di spat cher must al so be able to route inbound conpressed and
fragnmented packets to the correct Instance for deconpression and
reassenbly.

In the above exanpl e, unconpressed CoAP/ UDP packets nust be

di spatched to Instances Al and B1, while unconpressed HTTP/ QU C
packets nust be dispatched to Instances A2 and B2. Additionally,
conpressed CoAP/ UDP packets must be dispatched to I nstances Al and
B1l, while conpressed HTTP/ QUI C packets nust be dispatched to

I nstances A2 and B2 for deconpression. The criteria for

di spat chi ng conpressed packets to the correct Instance is called
the Discrimnator in [ DRAFT- ARCH|

Those chal | enges are discussed further in section Section 4.7.5.
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* *|Instance/ Context ldentification*: In addition to the need for a
Di spatch mechani sm whi ch addresses the routing of packets to the
correct Instance, each Instance or Context nust be uniquely
identifiable to all ow the Donmain Manager to update the Context of
a specific Instance.

*Di spat cher and Di scrimnator* In [ DRAFT- ARCH], the authors introduce
the concept of a Discrimnator that is used to identify the Instance
or Context that nmust be used to deconpress a packet. As explained in
the docunment, the Discriminator is a criterion that is used to sel ect
the appropriate Instance or Context for deconpression

The Dispatcher is different fromthe Discrimnator in that it is the
functional unit responsible for routing packets to the correct
I nstance based on:

* the Discrimnator value for deconpression and reassenbly.

* the Matching Operators and Target Values of the Contextes for
conmpressi on and fragmentation

4.5. Heterogeneous Endpoints

This additional scenario introduces heterogeneous Endpoints that
feature different hardware and software configurations. These
differences may include the Qperating System (OS) or the hardware on
which the Instance is run. Those differences are the source of a
chal l enge in the deploynment of Instances in configurations.

To illustrate this challenge, we consider the foll owi ng exanple,
illustrated in the figure bel ow, where two Endpoints A and B are both
running the same OS, here a Linux-based distribution using udev for
devi ce managenent, but on two different hardware platforns.
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Endpoi nt A Endpoi nt B

o m e e e e e e e e e e e mam o + o m e e e e e e e e e e e mam o +
| Appli cation | | Appli cation |
o e e e e e e o - + o e e e e e e o - +
| CoAP | | CoAP |
o e e e e e e e i e + o e e e e e e e i e +
| uDP | | uDP |
o m e e e e e e e e e e e mam o + o m e e e e e e e e e e e mam o +
| | Pv6 | | | Pv6 |
o e e e e e e o - + o e e e e e e o - +
| SCHC | | SCHC |
| I nst ance | | I nst ance |
o m e e e e e i e + o m e e e e e i e +

eno0 | | enp2s0 |
| Et her net, onboard device, | | Et hernet, PCl device |
| i ndex O | | bus 2, slot O |
o e e e e e e eee e + o e e e e e e eee e +
| Physi cal Interface | | Physi cal Interface |
o m e e e e e i e + o m e e e e e i e +

I I
i +

Endpoint A features an Ethernet interface which is |ocated on the
mai nboard and is referred to as eno0: _en_ standing for "Ethernet",
_o_ for "onboard", and _0_ for "index 0" in the udev namni ng
conventi on.

Endpoint B features an Ethernet interface which is |located on a PC
bus and is referred to as enp2s0: _en_ standing for "Ethernet", p_
for "PCl", 2 for "bus 2", and _sO_ for "slot 0" in the same nam ng
conventi on.

In this scenario, the Context which contains the Set of Rules (SoR)
and parser ID, i.e. the configuration which is shared by al

I nstances of a Dommin, provides no information on howto instruct the
Di spatcher to route packets fromthe appropriate Network Interface to
the appropriate Instance.

Wthout further configuration and unless the D spatcher intercepts
all packets fromall network interfaces, we cannot guarantee the
correct dispatching of packets to the appropriate Instances.
Obviously, intercepting traffic fromall network interfaces is not a
viabl e solution, as it would require the inspection of all packets,
regardl ess of their destination, which requires significant
processi ng power and may introduce unacceptable | atency on hi gh-speed
I'i nks.
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Additionally, different CSes nmay use different filtering/dispatch
frameworks, e.g. Netfilter on Linux, BPF on FreeBSD, PF on QpenBSD
and macOS etc. This nmeans that the foundation on which the

Di spatcher inplenentation relies may vary significantly between
different platforns and could require different configurations to
di spatch packets to Instances based on the sane Context but running
on different Endpoints.

Thi s assessnent advocates for the introduction of a device-specific
configuration that is independent of the Context, which we nane
Profile.

Such Profiles are Endpoint specific so their actual content is out of
scope of this docunment. However, the Profile *SHALL* include the
fol | owi ng:

* The configuration of the Dispatcher, i.e. the admission rules for
conpressi on and deconpressi on.

* The rule matching policy, i.e. the policy used to select the
appropri ate conpression or deconpression rule based on the SCHC
packet and the Context.

As the Profile is Endpoint specific, it is not shared between

I nstances of different Endpoints. However, the Profile required for
a given Instance may need to change when the Context is updated, e.g.
the filtering rules may need to be adjusted to account for the new
traffic patterns and C D rul es

This nmeans that the Profile may need to be updated whenever the
Context is updated, and that the Domain Manager *SHALL* therefore be
responsi ble for managing the Profile delivery to Instances and their
synchroni zation with the Context.

4.6. The cold boot scenario

In this scenario, we consider the case where an Endpoint A is powered
on and needs to establish a SCHC Session w th another Endpoint B
Endpoi nt A does not have any Context or Profile stored in nmenory, and
it needs to retrieve or negotiate this information before
establishing the session

Two hypot hetical scenarios are considered here:
* S1 . Endpoint A is provisioned on the appropriate Domain and is

Eonfigured with the address/URI of the Domain Manager and Context
Repository.
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* S22 . Endpoint Ais provisioned on the appropriate Domain but is
not configured with the address/URl of the Dormai n Manager and

Context Repository. In this scenario, the Domain Manager is in
charge of advertising its presence and push the context to
Endpoi nt A

In scenario _S1_, Endpoint Ainitiates the configuration phase,
effectively pulling the Context and Profile fromthe Dormai n Manager
and the Context Repository. This scenario inplies that the Domain
Manager exposes a managenent interface that allows Endpoints to
retrieve the necessary configuration information. Additionally, a
| ogi cal conponent referred to as Endpoint Manager is required to
manage the Instances of the Endpoint.

In scenario _S2_, the Domain Manager is in charge of advertising its
presence and Endpoint Ais pulling the Contexts and Profiles fromit.
The advertisenment can be done using a discovery nechani sm such as
DNS-SD or a predefined multicast address. This scenario inplies that
Endpoi nts are capabl e of discovering the Dormai n Manager and
retrieving the necessary configuration information. This further
requires that Endpoints feature a service di scovery nmechani smand a
Managenent Protocol that enables themto interact with the Donain
Manager and request the required Context and Profile.

In both scenarios, a nmanagenent protocol is required to enable the
retrieval of the Context and Profile fromthe Domai n Manager.

[ DRAFT- CORECONF] provides initial ideas on how to inplenent such a
managenent protocol for SCHC in a Constrained Environment, e.g. loT
devi ces.

4.7. Core Conponents Illustrated

Thi s section provides an overview of the SCHC Core conponents their
interactions and key functionalities and interfaces.

4.7.1. Endpoint

An Endpoint is a network host capabl e of conpressing and
deconpressi ng headers and optionally fragmenting and reassenbling
packets. It inplements the SCHC protocol as defined in [ RFC8724].
An Endpoint can host nultiple Instances, each with its own Context
and Profile.

Lanpin, et al. Expires 31 January 2026 [ Page 16]



I nternet-Draft SCHC M nimal Architecture July 2025

retri eves,

synchroni zes +------------ +
contexts | Endpoint | retrieves, synchronizes
Foomao-- - | Manager [------------- L +
| R + | |
| | manages v v
| | lifecycle R R R +
| | of Instances | Profile P1 | | Context Pk |
| | R S I S +
| | configures | | confi gures
I I I I
| | conpresses, deconpresses +----- +
| | oo o
% % | fragments, reassenbles | | |
R + e o - + | | |
| Context Cl |--| Instance I1 |<--+ VvV VYV
R + dememmeeaaaas + | S +
A< | Dispatcher [----+
o o | R + |
R R + | dispatch N |
| Context Ck |--| Instance Ik |<--+ packets - | reinject configures
R S SR SRS + | | |
| v %
' +
| oS/ firmare |
| net wor k stack |
o e e e e e e e e e e aa o - +
4.7.2. Instance

An Instance is the fundanental conponent that inplements the SCHC
protocol as defined in [RFC8724]. An Endpoi nt MAY execute severa
Instances in its protocol stack. Each |Instance operates

i ndependently, with its own context and profile.

An I nstance MJST inplenment the follow ng conponents:

* Header Conpression and Deconpression (C/ D) engi ne

*  Cont ext Manager

* Profile Manager

Its configuration MJIST incl ude:

* a SCHC Context, which defines the set of C/Dand F/Rrules - or

Set of Rules - and the parser to be used to delineate the header
field.
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* a SCHC Profile, which defines the configuration of the Dispatch
Engi ne, the rule matching policy, and the device-specific
confi guration.

A SCHC | nstance MAY inpl enent:

*  Fragnmentation and Reassenbly (F/R) functionality.

* Dynam c context update nechani sns.

* Perfornance nonitoring and reporting.

4.7.2.1. Header Conpression and Deconpression (C D) engine

Thi s component is responsible for conpressing and deconpressing

headers using the SCHC protocol, as described in [RFC8724]. It

applies the rules defined in the SCHC Cont ext.

The C/ D engi ne MUST expose the follow ng interface

* conpress(buffer, context, profile): Conpresses the provided buffer
usi ng the SCHC Context and the profile.

* deconpress(buffer, context, profile): Deconpresses the provided
buffer using the SCHC Context and the profile.

Internally, on conpression, the C D engine

* delineates the fields using the parser identified in the SCHC
Cont ext .

* chooses the appropriate conpression rule based on the SCHC Cont ext
and the matching policy defined in the profile.

* applies the conpression rule to the fields of the header

* generates the conpressed SCHC packet.

On deconpression, the C D engine

* jdentifies the C/D rule based on the SCHC conpressed packet.

* applies the deconpression rules to reconstruct the origina
header .

* reconstructs the original packet fromthe deconpressed header and
payl oad.
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4.7.2.2. Fragnentation and Reassenbly (F/'R)

Thi s component is responsible for fragnenting | arger packets into
smal l er fragments and reassenbling themat the receiving end. It is
optional in the mnimal architecture but recomended for scenarios
wher e packet sizes exceed the maxi mumtransnission unit (MIU) of the
under | yi ng networ k.

4.7.3. SCHC Session

As illustrated in the figure below, the Session is a comrunication
session between two or nore Instances that share a comon Context,
i.e. they are part of the same Domain. It is established whenever

the Context is updated or nodified.

Endpoint A Endpoint B
o e e oo + o e e oo +
| SCHC I nstance | <--- ----> | SCHC Instance
o e e e e a e oo m + \ / o e e e e a e oo m +

\ /
Sessi on
/ \
. + / \ . +
| SCHC I nstance | <--- ---> | SCHC Instance
Fom e e e oo + Fom e e e oo +
Endpoint C Endpoi nt D

4.7.4. SCHC Donmi n & Donmai n Manager

The SCHC Domain is an administrative unit, whose role is to manage
the SCHC Contexts of all Instances that belong to it. The Domain
Manager is the conponent responsible for this managenent. It handles
Endpoi nts Enrol | ment, and Context synchronization
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Domai n Manager

o e e e e e e e +
I I
I R + e --- - + |
| | Endpoint | | Context | |
oo +>|  Manager | | Manager | |
| | +-----a--- S S RS- + |
| o e e e e e i e o B S, +
Regi ster | |
Endpoi nt | R e +
| | synchroni ze Context (es)
vV Vv
Fom e R S R +
Endpoint A | | Endpoi nt B | | Endpoi nt
o e e e oo + o e e e e oo oo + o e +

SCHC Domain, different illutration.

T +

I I

+- 4+ . + +-+
il ]l p | Context | e | | i
ni| | r +--| Repository |-+ n| | n
L I I B S L B S S T + d| |t
el | v | |-+ +---emee- - + +--| Endpoint | p| | e
r | | i | Provisioner |----] Profile |----] Manager | o | | r
fl1 1] s | |-+ | Repository | +- | i | f
- I I I T e I e N B e + n| | a
c| | o I R + t ]| c
e| | n +--| Endpoints | --+ | | e

+-+ | Regi stry | +-+

| S + |

I I

NN . +

4.7.5. Dispatcher

The Dispatcher is responsible for delivering conpressed packets to
the correct SCHC Instance. It ensures that the conpressed packets
are sent to the appropriate destination and that the deconpressed
packets are delivered to the correct application or protocol routine.
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The Dispatcher is a key conponent that enabl es the coexistence of
mul tiple SCHC | nstances on the sane network host, allow ng different
protocol s or applications to use SCHC conpression and deconpressi on
mechani sns. It also allows regular traffic to coexist with SCHC
conpressed traffic.

Di spatcher is illustrated in the figure bel ow, where two SCHC

I nstances are running on the sane Endpoint. The Dispatcher is
responsi ble for routing packets to the appropriate Instance based on
admi ssion criteria defined in the Profiles and the Contexts.

rei nj ect
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa— - +
I I
| Profilel Cont ext 1
I I I I
| +----- +----+ |
I I I
| 4+ - - - - - 4 I nstance 1 |
| | Packet p+1 | + - - - - - o+
I R + + - - - - - - - - - -4 | - compress | |
+->| Packet p | + -] <chain_instl _conmp | + - - - - - -+
R + ] +- - - - - - - - - -4 | - deconpress|
| Packet p-1 | + -] chain_instl deconp | + - - - - - -+
I I - + |
Packet +->| chain_inst2_conp | --+ |
Queue I e + R + |
+ -| chain_inst2_deconp | +-->|- conpress |---+
+ - - - - - - - - - -+ Fom ek +
| . | | - deconpress
+ - - - - - - - - - -+ + - - - - - -+
Di spat cher I nstance 2
+--- - - L----+

I
Profil e2 Cont ext 2

There are two types of admission criteria that are used by the
Di spat cher

1. Discrimnator values for deconpression and reassenbly. Those
criteria are used to identify packets that should be deconpressed
and reassenbled by SCHC. The Discrimnator is a value that is
either included in the packet, such as a field in the packet
headers (MPLS | abel, UDP port) or is derived fromthe netadata
associated with the packet, such as the Network Interface ID, as
descri bed i n [ DRAFT- ARCH]|
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2. Matching Operators and Target Values of the Contexts for
compression and fragnmentation. Those criteria are used to
identify packets that should be conmpressed and fragnented by
SCHC. The Matching Operators and Target Values are defined in
the SCHC Contexts and are used to match specific header fields or
val ues in the packet headers. The D spatcher uses these criteria
to determ ne whet her a packet should be conpressed or fragnented
by a given |nstance.

*TODO. LI NK between discrimnator, MY TV and filter chains.* *Wat
follows is WP, needs to be conpl eted. *

4.7.6. Context Mnagenent

Cont ext managenent is responsible for maintaining the shared state
between SCHC entities. This includes:

* Context synchroni zation between entities
* Rule lifecycl e managenent
* Profile distribution and updates
4.7.7. Context Repository
A Context Repository provides centralized storage and management of
SCHC contexts and profiles. Wile not mandatory for mnim
depl oynents, it beconmes essential for |arger deploynents requiring
central i zed nmanagenent.

4.7.8. Managenent Interface

A Managenent Interface provides operational control and nonitoring
capabilities for SCHC depl oynments. This may incl ude:

* Configuration managenent
* Performance nonitoring
* Troubl eshooting tools
5. Security Considerations
Security considerations for SCHC m nimal architecture include:
* Context integrity and authenticity

* Profile distribution security
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* Protection against context manipul ation attacks
6. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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I NTEGRATED | NTO THE DOCUMENT. I T I'S PROVI DED FOR REFERENCE AND

DI SCUSSI ON PURPOSES ONLY. *
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[ R + /| | d]|] | n
| | Instance 12 |__/ +--------------- + o |t
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Endpoi nt
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[ R I R + ... + Context/Profile k+1f | | ¢
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*Di spat ch scenari os*:

Case 1: The Dispatch Engine is integrated into the network stack and
a single SCHC Instance is used.
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Endpoi nt 1 Endpoi nt 2
o m e e e oo - o m e e e oo - + o m e e e oo - o m e e e oo - +
| App. A I App. B | | App. A I App. B |
S S + S S +
| HTTP | CoAP | | HTTP | CoAP |
. . + . . +
| QUICUDP | UDP | | QU CcuP | ubP |
o m e e e oo - o m e e e oo - + o m e e e oo - o m e e e oo - +
| | Pv6 | | | Pv6 |
+----- AR, S + S S +

Engine | Port 5678 Engine | Port 5678|

n I

| Dispatch | UDP Dest|
I

I I I I

n I

| Dispatch | UDP Src |
I

I

T Iy, R +---+ T Iy, TS +
| Pv6 | | Pv6 | Pv6 | | Pv6
dat agram | dat agram dat agram | dat agram
| +--------- S R S R + | +--------- S R S R +
| | SCHC I nst ance | | | SCHC I nst ance |
| B S F-- - - - +----- + | B S F-- - - - +----- +
|| | | | || | | |
| [+ R | [+ R
| || SCHC Inst. | | | | || SCHC Inst. | | |
| || Deconpress.| | | | || Deconpress.| | |
| | +------------ + Vv | | | +------------ + Vv |
| | LA + | | | LA +
| | | | SCHC Inst. | | | | | | SCHC Inst. | |
|| | | Compress. | | || | | Compress. | |
I B TR + | I B TR + |
| | I I I | | I I I
[ e E - + [ e E - +
| SCHC SCHC | SCHC SCHC
| Packet packet | Packet packet
I I I I I I
% | \Y, \Y, | \Y,
oo + oo +
| Et hertype Ethertype | | Et hertype Ethertype |
| == SCHC := SCHC | | == SCHC := SCHC |
| |
| Link layer, e.g. Ethernet | | Link layer, e.g. Ethernet |
oo + oo +
| Network Interface Card | | Network Interface Card |
o m oo + o m oo +
| Physi cal Layer | | Physi cal Layer |
o e e e e e + o e e e e e +
|| ||
| | ||
[ R e + |
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In this sinple scenario, the Dispatch Engine is integrated into the
network stack and there is a unique predefined SCHC I nstance for a

specific protocol stack, such as CoAP over UDP over |IPv6. This is

the classic case for SCHC over LPWAN networks, as described in

[ RFC8724], [RFC8824], [RFC9363].

The di spatching is done based on a identified header field, such as
the an ethertype, the I Pv6 Next Header field, a specific UDP port,
et c.

This inplenentation scenario therefore assumes that the endpoint
Qperating System (OS) inplements the SCHC protocol as part of its
network stack and that SCHC is allocated the appropriate ethertype,
| Pv6 Next Header value or UDP port from | ANA

In the exanpl e above,

* On Endpoint 1, the Dispatch "intercepts" outbound packets whose
UDP destination port is 5678, which is used by CoAP. It then
routes these packets to the SCHC I nstance for CoAP over UDP over
I Pv6. The SCHC instance then conpresses the CoAP, UDP and | Pv6
headers, and calls the Link Layer interface to send the conpressed
packet over the network, setting the appropriate SCHC ethertype in
the link | ayer header.

* On Endpoint 2, incom ng packets whose SCHC ethertype is set to the
SCHC val ue are routed to the SCHC I nstance for CoAP over UDP over
I Pv6. The SCHC I nstance deconpresses the SCHC packets and
delivers themto the IPv6 | ayer.

Note that in this exanple, regular HITP over QU C traffic is also
present on the sane Endpoint. The Dispatch Engine is able to

di scrimnate those packets from packets that are conpressed by SCHC
as the HTTP over QUI C packets do not not match the adm ssion rules
defined in the SCHC profile, here UDP Destination Port == 5678.

Case 2: The Dispatch engine lives outside of the network stack

In this case, the Dispatch Engine is a separate conponent that
interacts with nultiple SCHC I nstances. It is responsible for
routing packets to the appropriate SCHC | nstance based on the packet
type and supplied adm ssion rul es.

* On Linux, this can be inplenented using netfilter hooks or simlar

mechani sns to intercept packets and route themto and fromthe
appropriate SCHC I nstance.
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*  On macOS, the Dispatch Engine can be inplenented as a kerne
ext ensi on or user-space application that make use of PF, the
native packet filter.

The exact inplenmentation details of the Di spatch Engine will depend
on the Operating System which therefore is not specified in this
docunent. However, a description of packets criteria and adm ssion
rules is provided in the SCHC profile, which is used by the D spatch
Engi ne to determ ne how to route packets.

Endpoi nt
o m m e e e e e e e e e e e e e e e eee— oo on +
| App. A I App. B | App. C |
S o m e e e oo - o m e e e oo - +
| QIcC | CoAP | HTTP |
R I S |
| Di spatch Di spatch | | Hooks
| Hook 1 . Hook 3 | + |
| (dport 443) (dport 5768) | | |
| . | I T +
| ubP | TCP | | Dispatch Engine |
oo e e e e e e i oo oo oo S T +
| | Pv6 | | Pv4 | 1 2
o e e e e e i eee oo n S + .
| Dispatch . Di spatch | I +
| Hook 2 Hook 4 | | | SCHC I nst. #1]
| | abel . | abel | | +------------ +
| Oxabcd0180 Oxabce0180 | | | . |
I I | | v .
| MPLS | | |conpress . |
e + | ] v o
| Et hertype | | deconpress|
| == | #---mmmmeaae +
| 0x8847 |
| Et her net |
o m m e e e e e e e e e e e e e e e eee— oo on +

In the exanpl e above, the Dispatch Engine is inplemented as a filter
that intercepts packets based on their UDP destination port. |In this
instance, it routes packets with a destination port of 5768 to the
SCHC I nstance for CoAP over UDP over |Pv6. The Dispatch Engi ne then
conpresses the CoAP, UDP, and | Pv6 headers, adds a MPLS header with
appropriate tag and sends the conpressed packet over the network.

When recei ving packets, the Dispatch Engi ne checks the SCHC et hertype
and MPLS | abel and routes matchi ng packets (MPLS | abel == 0Oxabcd0180
&% UDP destination port == 5768) themto the appropriate SCHC
I nstance based on the defined adm ssion rules in the profile.
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