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Abstract

Thi s docunent proposes an extension to the Renpte Attestation
Procedures architecture by introducing the concept of Attester
Groups. This extension ains to reduce conputational and

communi cati on overhead by enabling collective Evidence appraisal of
hi gh nunmber of honogeneous devices with sinmilar characteristics,
thereby inproving the scalability of attestation processes.
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1. Introduction

[ RFCO334] defines Attesters as entities conprising at |east one
Attesting Environment and one Target Environment co-located in one
entity. It also presents different ways to conpose the Attesting and
Target Environnents, such as Conposite Devices and Layered Attesters.
Layered Attester reflects a cascade of staged Environnments. It is
more related to one device with different |ayers and there is a

rel ati onship between them However, nechanisns for efficiently
managi ng mul tiple, independent Attesters are mssing. Assessing the
trustworthi ness of |arge nunbers of independent devices individually
can result in high conveyance and processi ng overhead. This cones
into effect particularly when these devices share identical hardware
or firnmware conponents, which can |ead to redundancy between al

i ndividual renmpte attestation procedures. One exanple would be a
smart factory scenari o where numerous sensors of the sane node

moni tor different parts of the manufacturing process. These sensors
share identical hardware and firmware configurations. This docunent
proposes a nodel by which these separate sensors devices can be
grouped into a single Attester Group and a shared renote attestation
procedure can appraise their authenticity collectively rather than
individually. Direct Anonynmous Attestation (DAA) [I-D.ietf-rats-daa]
has a sinmilar concept of using one unique ID for one group of
Attesters, but its goal is to mtigate the issue of uniquely
(re-)identifiable Attesting Environments, while scalability is the
maj or concern in this docunent.
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2. Ter mi nol ogy

The following terns are inported from|[RFC9334]: Attester, Conposite
Devi ce, Evidence, Layered Attester, Verifier.

Newl y defined ternms for this docunent:

Attester G oup: A role performed by a group of Attesters whose
Evi dence nust be appraised in order to infer the extent to which
the individual Attesters conprising the group are considered
trustworthy.

group-id: A new Attester ldentity type (see Section 2.2.1. of
[I-Dietf-rats-ar4si]). It is a unique identifier assigned to
each Attester Goup, allowing the group to dynamcally adjust its
menbership without redefining its fundamental identity.

2.1. Requirenments Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Attester Goup and Conparison to Conposite Devices

We should be able to |l everage the simlarities between Attesters to
avoi d redundant attestations. An Attester Goup is by definition a
dynanmic entity. Attesters can join or |eave the group, in contrast
to Conposite Devices that have a static conposition with a pre-
defined set of Attesting Environnents and fixed paraneters. The
dynami c nature of an Attester Goup allows for the flexibility to
tailor group paraneters. This kind of flexibility facilitates the

i npl ementation of various group attestation schenes that can optim ze
the resources required to conduct renote attestation procedures for

| arge device groups. A conposite device is an entity conposed of
multiple sub entities. Each sub entity is an Attester. 1In a
composite device we can have multiple Attesters with a Lead Attester.
The Attesters are appraised via the main Lead Attester’s help. The

| ead Attester generates Evidence about the |ayout of the whole
conposite device, while sub-Attesters generate Evi dence about their
respective (sub-)nodul es. Conposite device nodel is not enough
flexible to represent our definition of Attester G oup where we do
need a | eader Attester nor a conposition of evidences of the
Attesters.
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4.

The tabl e bel ow summari zes the key differences between the G oup
Attester concept and the Conposite Device concept.

+
| Conposite Device |
| Lead Attester |

+
|

| The Conposite Device is The Attester GGoup is |
| identifiable by the Lead Attester | identifiable by a group- |
| | id a unique identifier |
S o e e e e e e e e oo s +
| Conposition of Evidence of sub- | No conposition |
| nodul es (Attesters) | |
o e e e e e e e e e e e e e o m o S +

Attester G oup Extension

In Section 3 (Architectural Overview) of [RFC9334]: we could add a
subsection 3.4 titled "Attester Goups". |In addition, in Section 2.2
of [I-D.ietf-rats-ar4si] about Non-repudiable Identity, we could add
an ldentity Type "group-id" (i.e add another rowin the Table 1 in
[I-Dietf-rats-ar4si]).

Use Case Scenarios with a |arge scal e network

In this section, we provide three exanpl es of applications where all
devi ces are honpbgeneous with simlar characteristics.

Use Case 1: Renpte mmintenance in the aerospace domain

Cont ext: EU ASSURED H2020 Project. Once an aircraft lands, there is
the need for the physical presence of an engineer to go and connect
to the "head unit" (in the cockpit) for extracting |log data so as to
check whet her somnet hing needs to be checked/ mai ntai ned. W need
attestation of all core PLCs and enbedded systens responsible for the
core functionalities of the aircraft. Al attestation reports are
renotely sent (in a secure manner) to the control station once

| anded. We can group the attested elenents into different Attester
G oups.

Approach: W can consider an Attester Group of 1000 aircrafts (same
manuf act uri ng brand)

Use Case 2: Autonotive domain, a Vehicle with enbedded El ectronic
Control Units (ECUs)
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Cont ext: CONNECT EU H2020 project. The autonotive industry is noving
to a nore hierarchical in-vehicle architecture where ECUs are

moni tored by Zonal Controllers and these in turn communicate with the
Vehicle Conmputer. This is, for instance, how kinematic data are
extracted fromthe sensors all the way up to the vehicle conputer to
be encoded into a V2X nessage. This data need to be associated with
Evi dence on the integrity of the sensor as a data source and this is
where group attestation is an interesting capability. The Attester

G oup can be formed for hierarchical-based attestation, |like Attester
Goup of all in-vehicle ECUs or attested group of vehicles within an
i ntersection.

Approach: we can consider an Attester Goup of a fleet of 70000
vehicl es (same brand). W can also consider an Attester G oup of
simlar ECUs.

Use Case 3: Al conputing cluster

Context: An Al conputing cluster is a conposite conmputing environnent
composed of a group of conputing nodes/chips on which one ore nore
computing tasks are executed. A user or an application/large node
provider needs to verify the integrity of the collected neasurenent/
evi dence information fromthe conposite conputing environnent.

Chal | enge: The cluster may contain heterogeneous trusted roots, and
the conposition may be dynamically updated. Repeated attestation is
not efficient if done without context and can be very expensive.

Approach: W can consider a large group of Attesters or a set of
group Attesters. An Attester group that maps to the nodes of a
cluster that executes a specific task nmay be dynamically created or
di ssol ved according to the requirenments of the computing task. One
ore nore renote attestation server/Verifier appraise collected

evi dence/ neasurenents for the entire conposite conputing environnent.
The intend of renpte group attestation is to hide the conplexity of
t hat back-end conputing node interaction fromcustomers (the Relying
Parties), while still being able to assess its trustworthiness.
Generally, a master node in the group is responsible for

communi cating with the Verifiers (or indirectly with the customer if
they triggered renpte attestation as a Relying Party), responding to
the renote attestation challenge request of the client, collecting
evi dence clainms of all group nodes as a whole, and sending the
evidence to the Verifier for appraisal

VWhen all conputing nodes/chips in a conputing Attester group are
provi ded by the same vendor or depl oyed by the sane cl oud vendor,
using a unified and centralized dedi cated hardware root of trust can
be considered (e.g., hardware security chip, centralized hardware

Labi od, et al. Expi res 8 January 2026 [ Page 5]



I nternet-Draft Attester G oups July 2025

DIE, or BMC) to offload inmportant security functions (secure storage,
security nonitoring, etc.) to this independent root of trust nodule.
The trusted boot and other rel ated evidence clains of the group are
securely stored on that unified root of trust. During the renote
attestation procedure, the naster node of the group collects clains
aggregated and signed already as evidence by the centralized nodul e.
If a single root of trust nanages nultiple chips, a single point of
failure (such as malicious intrusion and system breakdown) of the
root of trust affects the security of the entire Attester group
managed by the root of trust. The unified trusted root should
support distributed and pool ed design. Miltiple roots of trust may
wor k together to enhance overall security and reliability.

I n het erogeneous interconnection scenarios where all conputing nodes
and chips in a conputing cluster are provided by different vendors,
it mght not be possible to deploy a unified root of trust. During
the group renote attestation procedure, the master node needs to
communi cate with each group node to collect its individual evidence
clains. The node evidence is signed by the private attestation key
of each node. The nmaster node collects the information, packs the
information, and sends it to the renote Verifier for appraisal. The
dynamicity of the conmputing attested group is reflected through the
foll owi ng aspects: * Creation and dissolving of groups is dynamically
triggered by the life cycle managenent of conputing tasks the groups
execute. The nenber scale, type, and quantity of evidence clainms to
be collected are dynami cally generated and dynami cally change

Before performng renpte attestation, custonmers are required to
dynam cally obtain all related information through a managenent
systeminterface. Based on this managenent infornmation, a tenplate-
based renpte attestati on request nessage is defined and sent to the
mast er node. * According to the dynam c requirenents of computing
task functions, performance, and to the trustworthy state changes of
menber nodes, the overall state of the group (including the state
change of each existing node, the exit of the existing node fromthe
group, the addition of a new node to the group, the replacenent of
the existing node by the new node, etc.) is dynamic. These dynanic
changes lead to the need for real-tinme dynanic update of group renote
attestation. Increnental update should al so be supported to reduce
communi cati on and conmputing load in large groups. In the process of
Attester group, the client can not only integrate the comrunication
key negotiation with the nmaster node, but al so support the

communi cation key negotiation with other nodes in the group
Therefore, the key negotiation material is required to be generated
by the client and different nodes separately. |In addition, each
group node that need to comunicate can cal cul ate the session key for
mut ual comuni cation, so as to inplenent the subsequent establishnent
of the security channel
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6. Security Considerations
[ TBD]
7. | ANA Consi derations
Thi s docunent has no | ANA acti ons
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Appendi x A. I nplenentation Considerations

Details on creating and maintaining Attester G oups, choosing the
nunmber of Lead Attesters, and nethods for evidence collection and
signing are left to the inplenmenter’s discretion, allow ng for
tailored security measures.
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